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Enhanced Duplicate Address Detection
Abst r act

| Pv6 Loopback Suppression and Duplicate Address Detection (DAD) are
di scussed in Appendi x A of RFC 4862. That specification nmentions a
har dwar e- assi sted mechani smto detect |ooped back DAD nessages. |If
har dwar e cannot suppress | ooped back DAD nessages, a software
solution is required. Several service provider comunities have
expressed a need for autonated detection of |ooped back Nei ghbor

Di scovery (ND) nessages used by DAD. This docunent includes
mtigation techni ques and outlines the Enhanced DAD al gorithmto
automate the detection of |ooped back | Pv6 ND nessages used by DAD.
For network | oopback tests, the Enhanced DAD algorithmallows |IPv6 to
self-heal after a |oopback is placed and renoved. Further, for
certain access networks, this docunent automates resolving a specific
duplicate address conflict. This docunent updates RFCs 4429, 4861
and 4862.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/infol/rfc7527
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

| Pv6 Loopback Suppression and Duplicate Address Detection (DAD) are
di scussed in Appendi x A of [RFC4862]. That specification nmentions a
har dwar e- assi sted nmechani smto detect |ooped back DAD nessages. |If
har dwar e cannot suppress | ooped back DAD nessages, a software
solution is required. One specific DAD nessage is the Nei ghbor
Solicitation (NS), specified in [RFC4861]. The NS is issued by the
network interface of an | Pv6 node for DAD. Another nessage invol ved
in DAD is the Neighbor Advertisenment (NA). The Enhanced DAD

al gorithm specified in this docunent focuses on detecting an NS

| ooped back to the transmitting interface during the DAD operation
Detecting a | ooped back NA does not solve the | ooped back DAD
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2.

problem Detection of any other |ooped back ND nessages during the
DAD operation is outside the scope of this docunent. This docunent
al so includes a section on nmitigation that discusses nmeans already
available to nmitigate the DAD | oopback problem This docunent
updat es RFCs 4429, 4861, and 4862. |1t updates RFCs 4429 and 4862 to
use the Enhanced DAD al gorithmto detect |ooped back DAD probes, and
it updates RFC 4861 as described in Section 4.3 bel ow

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter i nol ogy

o DAD-failed state - Duplication Address Detection failure as
specified in [RFC4862]. Note even Optinistic DAD as specified in
[ RFC4429] can fail due to a | ooped back DAD probe. This docunent
covers | ooped back detection for Optimistic DAD as well.

0 Looped back nmessage - also referred to as a refl ected nessage.
The message sent by the sender is received by the sender due to
the network or an upper-|ayer protocol on the sender |ooping the
nmessage back.

0 Loopback - A function in which the router’s Layer 3 interface (or
the circuit to which the router’s interface is connected) is
| ooped back or connected to itself. Loopback causes packets sent
by the interface to be received by the interface and results in
interface unavailability for regular data traffic forwarding. See
nore details in Section 9.1 of [RFC2328]. The Loopback function
is commonly used in an interface context to gain information on
the quality of the interface, by enploying nmechani sms such as
| CMPV6 pings and bit-error tests. In a circuit context, this
function is used in w de-area environnents including optical Dense
Wavel ength Division Miultiplexing (DAWDM and Synchronous Opti cal
Network / Synchronous Digital H erarchy (SONET/SDH) for fault
isolation (e.g., by placing a | oopback at different geographic
| ocations along the path of a wide-area circuit to help locate a
circuit fault). The Loopback function nmay be enpl oyed locally or
renotely.

o0 NS(DAD) - shorthand notation to denote a Neighbor Solicitation
(NS) (as specified in [RFC4861]) that has an unspecified |IPv6
source address and was issued during DAD.
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2.

3.

Pr obl em St at enent

Service providers have reported a problemwi th DAD that arises in a
few scenarios. In the first scenario, |oopback testing for

troubl eshooti ng purposes is underway on a circuit connected to an

| Pv6-enabl ed interface on a router. The interface issues an NS for
the I Pv6 link-local address DAD. The NS is reflected back to the
router interface due to the | oopback condition of the circuit, and
the router interface enters a DAD-failed state. After the | oopback
condition is renmoved, IPv4 will return to operation w thout further
manual intervention. However, IPv6 will remain in DAD-failed state
until manual intervention on the router restores IPv6 to operation

In the second scenario, two broadband nodens are served by the sane
service provider and ternminate to the same Layer 3 interface on an

| Pv6- enabl ed access concentrator. |In this case, the two nodens’

Et hernet interfaces are also connected to a comon | ocal network
(collision domain). The access concentrator serving the nodens is
the first-hop IPv6 router for the nodens and i ssues a NS(DAD) nessage
for the IPv6 link-local address of its Layer 3 interface. The NS
nmessage reaches one nodem first, and this nodem sends the nessage to
the | ocal network, where the second nodem recei ves the nessage and
then forwards it back to the access concentrator. The |ooped back NS
message causes the network interface on the access concentrator to be
in a DAD-failed state. Such a network interface typically serves

t housands of broadband nodens, and all would have their |Pv6
connectivity affected until the DAD-failed state is cleared.
Additionally, it may be difficult for the user of the access
concentrator to determne the source of the | ooped back DAD nessage.
Thus, in order to avoid I Pv6 outages that can potentially affect
multiple users, there is a need for autonated detection of | ooped
back NS messages during DAD operations by a node.

Note: In both exanpl es above, the IPv6 |ink-1ocal address DAD
operation fails due to a | ooped back DAD probe. However, the problem
of a | ooped back DAD probe exists for any |Pv6 address type including
gl obal addresses.

Qperational Mtigation Options

Two mitigation options are described bel ow that do not require any
change to existing inplenentations.

1. Disable DAD on an Interface
One can disable DAD on an interface so that there are no NS(DAD)

messages issued. Wiile this mtigation may be the sinplest, the
mtigation has three drawbacks: 1) care is needed when neki ng such
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configuration changes on point-to-point interfaces, 2) this is a one-
ti me manual configuration on each interface, and 3) genuine
duplicates on the link will not be detected.

A service provider router, such as an access concentrator, or network
core router, SHOULD support the DAD deactivation per interface.

3.2. Dynamic Disabl e/ Enabl e of DAD Using Layer 2 Protoco

Some Layer 2 protocols include provisions to detect the existence of
a | oopback on an interface circuit, usually by comparing protoco
data sent and received. For exanple, the Point-to-Point Protoco
(PPP) uses a mmgi ¢ nunber (Section 6.4 of [RFCL661]) to detect a

| oopback on an interface.

When a Layer 2 protocol detects that a | oopback is present on an
interface circuit, the device MIST tenporarily di sable DAD on the
interface. When the protocol detects that a | oopback is no | onger
present (or the interface state has changed), the device MJST
(re-)enabl e DAD on that interface

This mitigation has several benefits. It |everages the Layer 2
protocol’s built-in hardware | oopback detection capability, if

avail able. Being a hardware solution, it scales better than the
software sol ution proposed in this docunent. This nmitigation also
scales better since it relies on an event-driven nodel that requires
no additional state or tiner. This nmay be significant on devices

wi th hundreds or thousands of interfaces that may be in | oopback for
I ong periods of tinme (e.g., awaiting turn-up).

Det ecting | ooped back DAD nessages using a Layer 2 protocol SHOULD be
enabl ed by default, and it MJST be a configurable option if the Layer
2 technol ogy provides neans for detecting | oopback nessages on an
interface circuit.

3.3. (Qperational Considerations

The mitigation options discussed above do not require the devices on
both ends of the circuit to support the mitigation functionality

si mul t aneously and do not propose any capability negotiation. They
are effective for unidirectional circuit or interface | oopback (i.e.
the | oopback is placed in one direction on the circuit, rendering the
other direction nonoperational), but they may not be effective for a
bi di rectional |oopback (i.e., the |oopback is placed in both
directions of the circuit interface, so as to identify the faulty
segnment). This is because, unless both ends followed a mitigation
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4.

1

option specified in this docunent, the nonconpliant device would
follow current behavior and disable IPv6 on that interface due to DAD
until manual intervention restores it.

The Enhanced DAD Al gorithm

The Enhanced DAD al gorithm covers detection of a | ooped back NS(DAD)
message. This docunent proposes use of a random nunber in the Nonce
Option specified in SEcure Nei ghbor Discovery (SEND) [ RFC3971]. Note
[ RFC3971] does not provide a reconmrendation for pseudorandom
functions. Pseudorandom functions are covered in [ RFC4086]. Since a
nonce is used only once, the NS(DAD) for each |IPv6 address of an
interface uses a different nonce. Additional details of the
algorithmare included in Section 4. 1.

If there is a collision because two nodes used the sanme Target
Address in their NS(DAD) and generated the sane random nonce, then
the algorithmw |l incorrectly detect a | ooped back NS(DAD) when a
genui ne address collision has occurred. Since each |ooped back
NS(DAD) event is logged to system nmanagenent, the adm nistrator of
the network will have access to the information necessary to

i ntervene manual ly. Al so, because the nodes will have detected what
appear to be | ooped back NS(DAD) nessages, they will continue to
probe, and it is unlikely that they will choose the sane nonce the
second tine (assuming quality random nunber generators).

The algorithmis capable of detecting any ND solicitation (NS and
Router Solicitation) or advertisement (NA and Router Advertisenent)
that is | ooped back. However, there may be increased inplenentation
conpl exity and nmenory usage for the sender node to store a nonce and
nonce-rel ated state for all ND nessages. Therefore, this docunent
does not recomend using the algorithmoutside of the DAD operation
by an interface on a node.

Processing Rul es for Senders

If a node has been configured to use the Enhanced DAD al gorithm when
sending an NS(DAD) for a tentative or optimistic interface address,
the sender MJST generate a random nonce associated with the interface
address, MUST store the nonce internally, and MJST include the nonce
in the Nonce option included in the NS(DAD). |If the interface does
not receive any DAD failure indications within RetransTi mer
mlliseconds (see [ RFC4861]) after having sent DupAddrDetectTransnits
Nei ghbor Solicitations, the interface noves the Target Address to the
assigned state.
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If any probe is |ooped back within RetransTinmer mlliseconds after
havi ng sent DupAddrDet ect Transmits NS(DAD) nessages, the interface
continues with another MAX_MULTI CAST_SOLI CI T nunber of NS(DAD)

nmessages transmitted RetransTinmer mlliseconds apart. Section 2 of
[ RFC3971] defines a single-use nonce, so each Enhanced DAD probe uses
a different nonce. |If no probe is |ooped back w thin RetransTi mer

mlliseconds after MAX MULTI CAST SOLICIT NS(DAD) nessages are sent,
the probing stops. The probing MAY be stopped via manua
intervention. \When probing is stopped, the interface noves the
Target Address to the assigned state.

4.2. Processing Rules for Receivers

I f the node has been configured to use the Enhanced DAD al gorithm and
an interface on the node receives any NS(DAD) nessage where the
Target Address matches the interface address (in tentative or
optimstic state), the receiver conpares the nonce included in the
message, with any stored nonce on the receiving interface. If a
match is found, the node SHOULD | og a system nanagenent nessage
SHOULD update any statistics counter, and MJST drop the received
message. |If the received NS(DAD) nessage includes a nonce and no
match is found with any stored nonce, the node SHOULD | og a system
managenent nessage for a DAD-failed state and SHOULD update any
statistics counter.

4.3. Changes to RFC 4861

The following text is appended to the Source Address definition in
Section 4.3 of [RFC4861]:

If a node has been configured to use the Enhanced DAD al gorithm an
NS with an unspecified source address adds the Nonce option to the
nmessage and i npl enments the state nachi ne of the Enhanced DAD

al gorithm

The following text is appended to the RetransTi ner variable
description in Section 6.3.2 of [RFC4861]:

The RetransTi mer MAY be overridden by a link-specific docunent if a
node supports the Enhanced DAD al gorithm

5. Action to Performon Detecting a Genuine Duplicate

As described in the paragraphs above, the nonce can also serve to
det ect genui ne duplicates even when the network has potential for

| oopi ng back ND nmessages. When a genuine duplicate is detected, the
node foll ows the manual intervention specified in Section 5.4.5 of

[ RFC4A862]. However, in certain cases, if the genuine duplicate
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mat ches the tentative or optimstic | Pv6 address of a network
interface of the access concentrator, additional automated action is
r econmended.

Some networks follow a trust nodel where a trusted router serves
untrusted I Pv6 host nodes. Operators of such networks have a desire
to take automated action if a network interface of the trusted router
has a tentative or optinistic address duplicated by a host. One
exanpl e of a type of access network is cable broadband depl oynent
where the access concentrator is the first-hop IPv6 router to
mul ti pl e broadband nodens and supports proxying of DAD messages. The
network interface on the access concentrator initiates DAD for an

| Pv6 address and detects a genuine duplicate due to receiving an
NS(DAD) or an NA nessage. On detecting such a duplicate, the access
concentrator SHOULD | og a system nanagenent nessage, drop the

recei ved ND nessage, and bl ock the nodem on whose Layer 2 service
identifier the duplicate NS(DAD) or NA nessage was received. Any
other network that follows the same trust nodel MAY use the automated
action proposed in this section.

6. Security Considerations

Thi s docunment does not inprove or reduce the security posture of

[ RFC4862]. The nonce can be exploited by a rogue deliberately
changi ng the nonce to fail the | ooped back detection specified by the
Enhanced DAD algorithm SEND is recommended to circumvent this
exploit. Additionally, the nonce does not protect against the DoS
caused by a rogue node replying by a fake NA to all DAD probes. SEND
is reconmended to circunvent this exploit also. Disabling DAD has an
obvi ous security issue before a renpte node on the |ink can issue
refl ected NS(DAD) nessages. Again, SEND is recomended for this
exploit. Source Address Validation |Inprovenent (SAVI) [RFC6620] al so
protects against various attacks by on-link rogues.
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