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Abst r act

Application protocols using Unicode characters in protocol strings
need to properly handle such strings in order to enforce
internationalization rules for strings placed in various protoco
slots (such as addresses and identifiers) and to performvalid
conpari son operations (e.g., for purposes of authentication or

aut hori zation). This docunent defines a framework enabling
application protocols to performthe preparation, enforcenent, and
conpari son of internationalized strings ("PRECIS") in a way that
depends on the properties of Unicode characters and thus is agile
with respect to versions of Unicode. As a result, this framework
provi des a nore sustainabl e approach to the handling of

i nternationalized strings than the previous franework, known as
Stringprep (RFC 3454). This docunent obsol etes RFC 3454.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7564.
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1

I ntroduction

Appl i cation protocols using Unicode characters [Unicode] in protoco
strings need to properly handle such strings in order to enforce
internationalization rules for strings placed in various protoco
slots (such as addresses and identifiers) and to performvalid
conpari son operations (e.g., for purposes of authentication or

aut hori zation). This docunent defines a framework enabling
application protocols to performthe preparation, enforcenent, and
conpari son of internationalized strings ("PRECIS") in a way that
depends on the properties of Unicode characters and thus is agile
with respect to versions of Unicode.

As described in the PRECI S probl em statenment [ RFC6885], many | ETF
protocol s have used the Stringprep framework [RFC3454] as the basis
for preparing, enforcing, and conparing protocol strings that contain
Uni code characters, especially characters outside the ASCI| range

[ RFC20]. The Stringprep franework was devel oped during work on the
original technology for internationalized domain nanes (IDNs), here
call ed "1 DNA2003" [RFC3490], and Naneprep [ RFC3491] was the
Stringprep profile for IDNs. At the time, Stringprep was designed as
a general framework so that other application protocols could define
their owm Stringprep profiles. Indeed, a nunber of application
protocol s defined such profiles.

After the publication of [RFC3454] in 2002, several significant

i ssues arose with the use of Stringprep in the IDN case, as
docunented in the 1 AB's recommendati ons regardi ng | DNs [ RFC4690]
(nmost significantly, Stringprep was tied to Unicode version 3.2).
Therefore, the newer |IDNA specifications, here called "I DNA2008"

([ RFC5890], [RFC5891], [RFC5892], [RFC5893], [RFC5894]), no | onger
use Stringprep and Nameprep. This migration away from Stringprep for
| DNs pronpted other "custoners" of Stringprep to consider new
approaches to the preparation, enforcenent, and conparison of
internationalized strings, as described in [ RFC6885].
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This docunent defines a franework for a post-Stringprep approach to
the preparation, enforcenent, and conparison of internationalized
strings in application protocols, based on several principles:

1. Define a small set of string classes that specify the Unicode
characters (i.e., specific "code points") appropriate for common
application protocol constructs.

2. Define each PRECIS string class in terms of Unicode code points
and their properties so that an algorithmcan be used to
det ermi ne whet her each code point or character category is
(a) valid, (b) allowed in certain contexts, (c) disallowed, or
(d) unassi gned.

3. Use an "inclusion nodel" such that a string class consists only
of code points that are explicitly allowed, with the result that
any code point not explicitly allowed is forbidden.

4. Enable application protocols to define profiles of the PRECI S
string classes if necessary (addressing matters such as width
mappi ng, case mappi ng, Unicode normalization, and directionality)
but strongly discourage the nultiplication of profiles beyond
necessity in order to avoid violations of the "Principle of Least
Ast oni shrent ".

It is expected that this franework will yield the follow ng benefits:

0 Application protocols will be agile with regard to Uni code
ver si ons.

o0 Inplenenters will be able to share code point tables and software
code across application protocols, nost |ikely by neans of
software libraries.

o End users will be able to acquire nore accurate expectations about
the characters that are acceptable in various contexts. G ven
this nmore uniformset of string classes, it is also expected that
copy/ paste operations between software inplenenting different
application protocols will be nore predictable and coherent.

Whereas the string classes define the "baseline" code points for a
range of applications, profiling enables application protocols to
apply the string classes in ways that are appropriate for comon
constructs such as usernanmes [ PRECI S-Users-Pwds], opaque strings such
as passwords [PRECI S-Users-Pwds], and ni cknanmes [ PRECI S-Ni cknane] .
Profiles are responsible for defining the handling of right-to-Ileft
characters as well as various nmapping operations of the kind al so

di scussed for IDNs in [ RFC5895], such as case preservation or
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| ower casi ng, Unicode nornalization, napping of certain characters to
ot her characters or to nothing, and mapping of fullw dth and
hal fwi dth characters.

When an application applies a profile of a PRECIS string class, it
transforns an input string (which mght or nmight not be conforni ng)
into an output string that definitively conforns to the profile. In
particular, this docunment focuses on the resulting ability to achieve
the followi ng objectives:

a. Enforcing all the rules of a profile for a single output string
(e.g., to determine if a string can be included in a protoco
slot, comunicated to another entity within a protocol, stored in
a retrieval system etc.).

b. Conparing two output strings to determine if they are equival ent,
typically through octet-for-octet matching to test for
"bit-string identity" (e.g., to nmake an access decision for
pur poses of authentication or authorization as further described
in [ RFC6943]).

The opportunity to define profiles naturally introduces the
possibility of a proliferation of profiles, thus potentially
mtigating the benefits of common code and viol ating user
expectations. See Section 5 for a discussion of this inportant
t opi c.

In addition, it is extrenely inportant for protocol designers and
application devel opers to understand that the transformati on of an
input string to an output string is rarely reversible. As one
relatively sinple exanple, case mapping would transform an input
string of "StPeter" to "stpeter", and infornmation about the
capitalization of the first and third characters would be | ost.
Sim | ar considerations apply to other forms of mapping and

nor mal i zat i on.

Al though this framework is simlar to | DNA2008 and i ncl udes by
reference sone of the character categories defined in [ RFC5892], it
defines additional character categories to neet the needs of comon
application protocols other than DNS

The character categories and cal cul ation rul es defined under

Sections 8 and 9 are normative and apply to all Unicode code points.
The code point table that results from applying the character
categories and calculation rules to the |atest version of Unicode can
be found in an | ANA registry.
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2.

Ter m nol ogy

Many inportant ternms used in this document are defined in [ RFC5890],
[ RFC6365], [RFC6885], and [Unicode]. The terns "left-to-right" (LTR
and "right-to-left" (RTL) are defined in Unicode Standard Annex #9

[ UAX9] .

As of the date of writing, the version of Unicode published by the
Uni code Consortiumis 7.0 [Unicode7.0]; however, PRECIS is not tied
to a specific version of Unicode. The |latest version of Unicode is
al ways avai |l abl e [ Uni code].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Preparation, Enforcenent, and Conparison

Thi s docunent distingui shes between three different actions that an
entity can take with regard to a string:

o Enforcement entails applying all of the rules specified for a
particular string class or profile thereof to an individua
string, for the purpose of determining if the string can be used
in a given protocol slot.

o Conparison entails applying all of the rules specified for a
particular string class or profile thereof to two separate
strings, for the purpose of determning if the two strings are
equi val ent .

0 Preparation entails only ensuring that the characters in an
i ndi vidual string are allowed by the underlying PRECIS string
cl ass.

In nost cases, authoritative entities such as servers are responsible
for enforcenent, whereas subsidiary entities such as clients are
responsible only for preparation. The rationale for this distinction
is that clients mght not have the facilities (in terns of device
menory and processing power) to enforce all the rul es regarding
internationalized strings (such as w dth mappi ng and Uni code
normal i zation), although they can nore easily linmt the repertoire of
characters they offer to an end user. By contrast, it is assuned
that a server would have nore capacity to enforce the rules, and in
any case acts as an authority regarding allowable strings in protoco
sl ots such as addresses and endpoint identifiers. 1In addition, a
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client cannot necessarily be trusted to properly generate such
strings, especially for security-sensitive contexts such as
aut henti cati on and aut hori zati on.

4. String d asses
4.1. Overview

Starting in 2010, various "custoners" of Stringprep began to discuss
the need to define a post-Stringprep approach to the preparation and
conmpari son of internationalized strings other than IDNs. This
community anal yzed the existing Stringprep profiles and al so wei ghed
the costs and benefits of defining a relatively snmall set of Unicode
characters that would mninize the potential for user confusion
caused by visually similar characters (and thus be relatively "safe")
vs. defining a rmuch larger set of Unicode characters that would
maxi m ze the potential for user creativity (and thus be relatively
"expressive"). As a result, the community concluded that nost

exi sting uses could be addressed by two string cl asses:

Identifierdass: a sequence of letters, nunbers, and sonme synbols
that is used to identify or address a network entity such as a
user account, a venue (e.g., a chatroon), an information source
(e.g., a data feed), or a collection of data (e.g., a file); the
intent is that this class will mnimze user confusion in a w de
variety of application protocols, with the result that safety has
been prioritized over expressiveness for this class.

FreefornCl ass: a sequence of letters, numbers, synbols, spaces, and
other characters that is used for free-formstrings, including
passwords as well as display el enents such as human-friendly
ni cknanes for devices or for participants in a chatroom the
intent is that this class will allow nearly any Uni code character
with the result that expressiveness has been prioritized over
safety for this class. Note well that protocol designers
appl i cation devel opers, service providers, and end users night not
understand or be able to enter all of the characters that can be
included in the FreefornClass -- see Section 12.3 for details.

Future specifications mght define additional PRECI S string cl asses,
such as a class that falls somewhere between the ldentifierC ass and
the FreefornClass. At this time, it is not clear how useful such a
class would be. In any case, because application devel opers are able
to define profiles of PRECIS string classes, a protocol needing a
construct between the IdentifierCass and the FreefornC ass could
define a restricted profile of the FreefornC ass if needed.
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The followi ng subsections discuss the IdentifierC ass and
FreeformClass in nore detail, with reference to the dinensions
described in Section 5 of [RFC6885]. Each string class is defined by
the foll owi ng behavioral rules:

Valid: Defines which code points are treated as valid for the
string.

Cont extual Rule Required: Defines which code points are treated as
allowed only if the requirenents of a contextual rule are net
(i.e., either CONTEXTJ or CONTEXTO).

Di sal | owed: Defines which code points need to be excluded fromthe
string.

Unassi gned: Defines application behavior in the presence of code
points that are unknown (i.e., not yet designated) for the version
of Uni code used by the application.

This docunent defines the valid, contextual rule required

di sal | owed, and unassigned rules for the Identifierd ass and
FreefornCl ass. As described under Section 5, profiles of these
string classes are responsible for defining the w dth mappi ng,
addi ti onal mappi ngs, case napping, nornalization, and directionality
rul es.

4.2. ldentifierd ass

Most application technol ogi es need strings that can be used to refer
to, include, or comunicate protocol strings |ike usernanes,
filenanes, data feed identifiers, and chatroom nanes. W group such
strings into a class called "ldentifierC ass" having the foll ow ng

f eat ures.

4.2.1. Valid

0 Code points traditionally used as letters and nunbers in witing
systems, i.e., the LetterDigits ("A") category first defined in
[ RFC5892] and listed here under Section 9. 1.

0 Code points in the range U+0021 through WOO0O7E, i.e., the
(printable) ASCI17 ("K') category defined under Section 9.11
These code points are "grandfathered" into PRECIS and thus are
valid even if they would ot herw se be disallowed according to the
property-based rules specified in the next section
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4. 2.

4. 2.

2.

3.

Note: Although the PRECIS IdentifierC ass reuses the LetterDigits
category from | DNA2008, the range of characters allowed in the
Identifierdass is wider than the range of characters allowed in
| DNA2008. The main reason is that |1 DNA2008 applies the Unstable
category before the LetterDigits category, thus disallow ng
uppercase characters, whereas the ldentifierC ass does not apply
the Unstabl e category.

Cont extual Rul e Required

A nunber of characters fromthe Exceptions ("F') category defined
under Section 9.6 (see Section 9.6 for a full list).

Joi ning characters, i.e., the JoinControl ("H') category defined
under Section 9.8.

D sal | owed

A d Hangul Jano characters, i.e., the A dHangul Jano ("1") category
defined under Section 9.9.

Control characters, i.e., the Controls ("L") category defined
under Section 9.12.

I gnorabl e characters, i.e., the Precislgnorabl eProperties ("M)
category defined under Section 9.13.

Space characters, i.e., the Spaces ("N') category defined under
Section 9. 14.

Synbol characters, i.e., the Synbols ("QO') category defined under
Section 9.15.

Punctuation characters, i.e., the Punctuation ("P") category
defined under Section 9.16.

Any character that has a conpatibility equivalent, i.e., the
HasConpat (" Q') category defined under Section 9.17. These code
points are disallowed even if they would otherw se be valid
according to the property-based rules specified in the previous
section.

Letters and digits other than the "traditional" letters and digits
allowed in IDNs, i.e., the OherLetterDigits ("R') category
defined under Section 9.18.
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4.2.4. Unassigned

Any code points that are not yet designated in the Unicode character
set are considered unassigned for purposes of the ldentifierd ass,
and such code points are to be treated as disallowed. See

Section 9.10.

4.2.5. Exanpl es

As described in the Introduction to this docunent, the string cl asses
do not handle all issues related to string preparation and conpari son
(such as case mapping); instead, such issues are handled at the |evel
of profiles. Exanples for profiles of the Identifierdass can be
found in [ PRECI S-Users-Pwds] (the UsernaneCaseMapped and

User nameCasePreserved profiles).

4. 3. Fr eef or nCl ass

Some application technol ogi es need strings that can be used in a
free-formway, e.g., as a password in an authentication exchange (see
[ PRECI S- Users-Pwds]) or a nicknane in a chatroom (see

[ PRECI S-Ni cknane]). W group such things into a class called
"FreefornC ass" having the foll ow ng features.

Security Warning: As nentioned, the FreefornC ass prioritizes
expressi veness over safety; Section 12.3 describes sonme of the
security hazards involved with using or profiling the

Fr eef or nCl ass.

Security Warning: Consult Section 12.6 for relevant security
consi derati ons when strings conformng to the FreefornCl ass, or a
profile thereof, are used as passwords.

4.3.1. Valid

o0 Traditional letters and nunbers, i.e., the LetterDigits ("A")
category first defined in [RFC5892] and |isted here under
Section 9. 1.

0 Letters and digits other than the "traditional" letters and digits

allowed in IDNs, i.e., the OherLetterDigits ("R') category
defined under Section 9.18.

0 Code points in the range U+0021 through WO007E, i.e., the
(printable) ASCI17 ("K"') category defined under Section 9.11.

0 Any character that has a conpatibility equivalent, i.e., the
HasConpat (" Q') category defined under Section 9.17.

Sai nt - Andre & Bl anchet St andards Track [ Page 11]



RFC 7564 PRECI S Framewor k May 2015

0 Space characters, i.e., the Spaces ("N') category defined under
Section 9.14.

o Synbol characters, i.e., the Synbols ("O') category defined under
Section 9. 15.

0o Punctuation characters, i.e., the Punctuation ("P") category
defined under Section 9.16.

4.3.2. Contextual Rule Required

0 A nunber of characters fromthe Exceptions ("F") category defined
under Section 9.6 (see Section 9.6 for a full list).

o Joining characters, i.e., the JoinControl ("H') category defined
under Section 9.8.

4,3.3. Disallowed

o dd Hangul Jano characters, i.e., the A dHangul Jamo ("I") category
defined under Section 9.9.

o Control characters, i.e., the Controls ("L") category defined
under Section 9.12.

o lgnorable characters, i.e., the Precislgnorabl eProperties ("M)
category defined under Section 9.13.

4.3.4. Unassigned

Any code points that are not yet designated in the Unicode character
set are considered unassigned for purposes of the Freefornd ass, and
such code points are to be treated as disal |l owed.

4.3.5. Exanples

As described in the Introduction to this docunent, the string cl asses
do not handle all issues related to string preparation and conpari son
(such as case mapping); instead, such issues are handled at the |eve
of profiles. Exanples for profiles of the FreefornCl ass can be found
in [PRECI S- Users- Pwds] (the OpaqueString profile) and

[ PRECI S-Ni cknane] (the Nicknane profile).
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5.

5.

Profiles

This framework docunent defines the valid, contextual-rul e-required
di sal | owned, and unassigned rules for the IdentifierC ass and the
FreefornClass. A profile of a PRECIS string class MJST define the

wi dt h mappi ng, additional nappings (if any), case nmapping,
normal i zation, and directionality rules. A profile MAY also restrict
the all owabl e characters above and beyond the definition of the

rel evant PRECI S string class (but MJST NOT add as valid any code
points that are disallowed by the relevant PRECI S string cl ass).
These matters are discussed in the foll owi ng subsections.

Profiles of the PRECIS string classes are registered with the | ANA as
descri bed under Section 11.3. Profile names use the foll ow ng
convention: they are of the form"Profil enane of Based ass", where
the "Profilename” string is a differentiator and "BaseC ass" is the
nane of the PRECI S string class being profiled; for example, the
profile of the FreefornC ass used for opaque strings such as
passwords is the OpaqueString profile [ PRECI S-Users-Pwds].

1. Profiles Must Not Be Multiplied beyond Necessity

The risk of profile proliferation is significant because having too
many profiles will result in different behavior across various
applications, thus violating what is known in user interface design
as the "Principle of Least Astonishnent".

I ndeed, we already have too many profiles. |Ideally we would have at
nmost two or three profiles. Unfortunately, nunerous application
protocols exist with their own quirks regarding protocol strings.
Domai n nanes, enmil|l addresses, instant nessagi ng addresses, chatroom
ni cknanes, filenanmes, authentication identifiers, passwords, and
other strings are already out there in the wild and need to be
supported in existing application protocols such as DNS, SMIP, the
Ext ensi bl e Messagi ng and Presence Protocol (XMPP), Internet Relay
Chat (IRC), NFS, the Internet Small Conputer System Interface
(iSCsl), the Extensible Authentication Protocol (EAP), and the Sinple
Aut hentication and Security Layer (SASL), anong others.

Nevert hel ess, profiles nmust not be multiplied beyond necessity.

To help prevent profile proliferation, this docunent recomends

sensi ble defaults for the various options offered to profile creators
(such as wi dth nmapping and Uni code nornalization). |In addition, the
gui del i nes for designated experts provided under Section 10 are neant
to encourage a high level of due diligence regarding new profiles.
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5.2. Rules
5.2.1. Wdth Mpping Rule

The width mapping rule of a profile specifies whether w dth mapping
is performed on the characters of a string, and how the mapping is
done. Typically, such mapping consists of nmapping fullw dth and

hal fwi dth characters, i.e., code points with a Deconposition Type of
Wde or Narrow, to their deconposition mappings; as an exanpl e,
FULLWDTH DIA T ZERO (U+FF10) woul d be mapped to DIA T ZERO (U+0030).

The nornalization formspecified by a profile (see below has an

i mpact on the need for width mapping. Because width nmapping is
performed as a part of conpatibility deconposition, a profile

enpl oyi ng either normalization form KD (NFKD) or normalization form
KC (NFKC) does not need to specify w dth mapping. However, if

Uni code normalization form C (NFC) is used (as is recomended) then
the profile needs to specify whether to apply width mapping; in this
case, width nmapping is in general RECOWENDED because al | owi ng
fullwidth and hal fwidth characters to remain unmapped to their
conmpatibility variants would violate the "Principle of Least

Astoni shnent". For nore information about the concept of width in
East Asian scripts within Unicode, see Unicode Standard Annex #11

[ UAX11] .

5.2.2. Additional Mpping Rule

The additional mapping rule of a profile specifies whether additional
mappi ngs are performed on the characters of a string, such as:

Mappi ng of delimiter characters (such as '@, ':', '/, '+,
and '-")

Mappi ng of special characters (e.g., non-ASCI| space characters to
ASCI | space or control characters to nothing).

The PRECI S nmappi ngs docunent [ PRECI S- Mappi ngs] descri bes such
mappi ngs in nore detail.

5.2.3. Case Mapping Rule
The case mapping rule of a profile specifies whether case nmapping
(instead of case preservation) is perfornmed on the characters of a

string, and how the mapping is applied (e.g., mapping uppercase and
titlecase characters to their |owercase equival ents).
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5.2

5.2

Sai

If case napping is desired (instead of case preservation), it is
RECOMVENDED t o use Uni code Default Case Folding as defined in the
Uni code Standard [Unicode] (at the time of this witing, the
algorithmis specified in Chapter 3 of [Unicode7.0]).

Not e: Unicode Default Case Folding is not designed to handle
various localization issues (such as so-called "dotless i" in
several Turkic languages). The PRECI S mappi ngs docunent

[ PRECI S- Mappi ngs] describes these issues in greater detail and
defines a "local case nmapping" method that handl es sone | ocal e-
dependent and cont ext - dependent mappi ngs.

In order to nmaxinize entropy and mininize the potential for fal se
positives, it is NOI RECOWENDED for application protocols to nmap
uppercase and titlecase code points to their |owercase equivalents
when strings conformng to the FreefornC ass, or a profile thereof,
are used in passwords; instead, it is RECOWENDED to preserve the
case of all code points contained in such strings and then perform
case-sensitive conparison. See also the related discussion in
Section 12.6 and in [PRECI S- Users- Pwds] .

. 4. Normal i zati on Rul e

The nornalization rule of a profile specifies which Unicode
normalization form (D, KD, C, or KC) is to be applied (see Unicode
Standard Annex #15 [ UAX15] for background information).

In accordance with [RFC5198], normalization formC (NFC) is
RECOMVENDED.

.5. Directionality Rule

The directionality rule of a profile specifies howto treat strings
contai ning what are often called "right-to-left" (RTL) characters
(see Uni code Standard Annex #9 [UAX9]). RTL characters cone from
scripts that are normally witten fromright to left and are

consi dered by Unicode to, thenselves, have right-to-1left

directionality. Sone strings containing RTL characters also contain

"left-to-right" (LTR) characters, such as nunerals, as well as
characters without directional properties. Consequently, such
strings are known as "bidirectional strings"”

Presenting bidirectional strings in different |ayout systens (e.g.
user interface that is configured to handle primarily an RTL scri pt
vs. an interface that is configured to handle primarily an LTR
script) can yield display results that, while predictable to those
who understand the display rules, are counter-intuitive to casua
users. In particular, the sane bidirectional string (in PRECI S

a
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terns) might not be presented in the sane way to users of those
different |ayout systens, even though the presentation is consistent
within any particular |ayout system |n sone applications, these
presentation differences m ght be considered problematic and thus the
application designers mght wish to restrict the use of bidirectiona
strings by specifying a directionality rule. 1In other applications,
these presentation differences might not be considered problenatic
(this especially tends to be true of nore "free-fornm' strings) and
thus no directionality rule is needed.

The PRECI S framework does not directly address how to deal with
bidirectional strings across all string classes and profiles, and
does not define any new directionality rules, since at present there
is no widely accepted and inpl enented solution for the safe display
of arbitrary bidirectional strings beyond the Unicode bidirectiona
al gorithm [UAX9]. Although rules for nanagenment and display of

bi directional strings have been defined for domain nane |abels and
simlar identifiers through the "Bidi Rule" specified in the | DNA2008
specification on right-to-left scripts [RFC5893], those rules are
quite restrictive and are not necessarily applicable to all

bi di rectional strings.

The authors of a PRECIS profile m ght believe that they need to
define a new directionality rule of their own. Because of the
complexity of the issues involved, such a belief is alnost always

m sgui ded, even if the authors have done a great deal of carefu
research into the chall enges of displaying bidirectional strings.
Thi s docunent strongly suggests that profile authors who are thinking
about defining a new directionality rule think again, and instead
consider using the "Bidi Rule" [RFC5893] (for profiles based on the
Identifierdass) or follow ng the Unicode bidirectional algorithm
[UAX9] (for profiles based on the FreefornC ass or in situations
where the IdentifierCass is not appropriate).

5.3. A Note about Spaces

Wth regard to the Identifierd ass, the consensus of the PREC S
Worki ng Group was that spaces are problenmatic for nany reasons,
i ncluding the follow ng:

o Many Uni code characters are confusable with ASCI| space.

o Even if non-ASClI| space characters are mapped to ASCI| space
(W+0020), space characters are often not rendered in user
interfaces, leading to the possibility that a human user night
consider a string containing spaces to be equivalent to the same
string w thout spaces.
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6.

6.

1

o |In sone |locales, sone devices are known to generate a character
other than ASCI| space (such as ZERO WDTH JO NER, U+200D) when a
user perforns an action like hitting the space bar on a keyboard.

One consequence of disallow ng space characters in the
Identifierdass night be to effectively discourage their use within
identifiers created in newer application protocols; given the
chal I enges involved with properly handling space characters
(especially non-ASCI| space characters) in identifiers and other
protocol strings, the PRECIS Wirking Group considered this to be a
feature, not a bug.

However, the FreefornC ass does all ow spaces, which enables
application protocols to define profiles of the FreefornC ass that
are nore flexible than any profiles of the Identifierdass. In
addition, as explained in Section 6.3, application protocols can al so
define application-layer constructs containing spaces.

Appl i cations
How to Use PRECIS in Applications

Al t hough PRECI S has been designed with applications in mnd,
internationalization is not suddenly nade easy through the use of
PRECI S. Application developers still need to give sone thought to
how they will use the PRECIS string classes, or profiles thereof, in
their applications. This section provides sone guidelines to
application devel opers (and to expert reviewers of application

prot ocol specifications).

o Don’'t define your own profile unless absolutely necessary (see
Section 5.1). Existing profiles have been designed for wi de
reuse. It is highly likely that an existing profile will neet
your needs, especially given the ability to specify further
excl uded characters (Section 6.2) and to build application-Iayer
constructs (see Section 6.3).

o Do specify:

* Exactly which entities are responsible for preparation
enforcenent, and conparison of internationalized strings (e.g.
servers or clients).

* Exactly when those entities need to conplete their tasks (e.g.
a server might need to enforce the rules of a profile before
allowing a client to gain network access).
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6. 2.

6. 3.

Sai

* Exactly which protocol slots need to be checked agai nst which
profiles (e.g., checking the address of a message’s intended
reci pi ent agai nst the UsernameCaseMapped profile
[ PRECI S- Users-Pwds] of the ldentifierd ass, or checking the
password of a user against the OpaqueString profile
[ PRECI S- User s- Pwds] of the Freefornd ass).

See [ PRECI S- Users-Pwds] and [ XMPP- Addr-Fornmat] for definitions of
these matters for several applications.

Furt her Excl uded Characters

An application protocol that uses a profile MAY specify particul ar
code points that are not allowed in relevant slots within that
application protocol, above and beyond those excluded by the string
class or profile.

That is, an application protocol MAY do either of the follow ng:

1. Exclude specific code points that are allowed by the rel evant
string class.

2. Exclude characters matching certain Unicode properties (e.g.
mat h synbols) that are included in the relevant PRECI S string
cl ass.

As a result of such exclusions, code points that are defined as valid
for the PRECIS string class or profile will be defined as disall owed
for the relevant protocol slot.

Typically, such exclusions are defined for the purpose of backward
conmpatibility with legacy formats within an application protocol
These are defined for application protocols, not profiles, in order
to prevent nultiplication of profiles beyond necessity (see
Section 5.1).

Bui | di ng Application-Layer Constructs

Sonetinmes, an application-layer construct does not map in a
straightforward manner to one of the base string classes or a profile
thereof. Consider, for exanple, the "sinple user nane" construct in
the Sinple Authentication and Security Layer (SASL) [ RFC4422].
Dependi ng on the depl oynent, a sinple user nane night take the form
of a user’s full nane (e.g., the user’s personal nane followed by a
space and then the user’s famly nane). Such a sinple user name
cannot be defined as an instance of the IdentifierCass or a profile
t hereof, since space characters are not allowed in the
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Identifierd ass; however, it could be defined using a space-separated
sequence of ldentifierdass instances, as in the foll owi ng ABNF
[ RFC5234] from [ PRECI S- User s- Pwds] :

user name
user part

userpart *(1*SP userpart)
1* (i dbyte)

; an "idbyte" is a byte used to represent a

; UTF-8 encoded Uni code code point that can be
; contained in a string that conforms to the

; PRECIS "ldentifierd ass”

Simlar techniques could be used to define many application-I|ayer
constructs, say of the form "user@onain" or "/path/to/file"
7. Oder of Operations

To ensure proper conparison, the rules specified for a particul ar
string class or profile MJUST be applied in the foll ow ng order

1. Wdth Mapping Rul e

2. Additional Mapping Rule
3. Case Mapping Rule

4. Normalization Rule

5. Directionality Rule

6. Behavioral rules for deternining whether a code point is valid,
al | oned under a contextual rule, disallowed, or unassigned

As al ready described, the wi dth mapping, additional mapping, case
mappi ng, normalization, and directionality rules are specified for
each profile, whereas the behavioral rules are specified for each
string class. Sone of the logic behind this order is provided under
Section 5.2.1 (see also the PRECI S mappi ngs docunent

[ PRECI S- Mappi ngs]) .
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8.

Code Point Properties

In order to inplenment the string classes described above, this
docunent does the follow ng:

1. Reviews and classifies the collections of code points in the
Uni code character set by exam ning various code point properties.

2. Defines an algorithmfor deternmining a derived property val ue,
whi ch can vary depending on the string class being used by the
rel evant application protocol

This docunent is not intended to specify precisely how derived
property values are to be applied in protocol strings. That
information is the responsibility of the protocol specification that
uses or profiles a PRECIS string class fromthis docunent. The val ue
of the property is to be interpreted as foll ows.

PROTOCOL VALID Those code points that are allowed to be used in any
PRECI S string class (currently, Identifierdass and
FreefornC ass). The abbreviated term"PVALID' is used to refer to
this value in the remai nder of this docunent.

SPECI FI C CLASS PROTOCOL VALID Those code points that are allowed to

be used in specific string classes. |In the remainder of this
docunment, the abbreviated term*_PVAL is used, where * = (ID
FREE), i.e., either "FREE_PVAL" or "ID PVAL". |In practice, the

derived property ID PVAL is not used in this specification, since
every I D PVAL code point is PVALID

CONTEXTUAL RULE REQUI RED Sone characteristics of the character, such
as its being invisible in certain contexts or problematic in
others, require that it not be used in | abels unless specific
other characters or properties are present. As in |DNA2008, there
are two subdi vi sions of CONTEXTUAL RULE REQUIRED -- the first for
Join_controls (called "CONTEXTJ") and the second for other
characters (called "CONTEXTO'). A character with the derived
property val ue CONTEXTJ or CONTEXTO MUST NOT be used unl ess an
appropriate rule has been established and the context of the
character is consistent with that rule. The nost notable of the
CONTEXTUAL RULE REQUI RED characters are the Join Contro
characters U+200D ZERO W DTH JO NER and W+200C ZERO W DTH
NON- JO NER, whi ch have a derived property val ue of CONTEXTJ. See
Appendi x A of [RFC5892] for nore information.

DI SALLONED Those code points that are not permitted in any PRECI S
string class.
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SPECI FI C CLASS DI SALLOAED Those code points that are not to be
included in one of the string classes but that night be permtted

in others. In the remainder of this docunent, the abbreviated
term* _DISis used, where * = (ID| FREE), i.e., either "FREE DI S"
or "IDDS". In practice, the derived property FREE DIS i s not
used in this specification, since every FREE DIS code point is

Dl SALLOVWED.

UNASSI GNED Those code points that are not designated (i.e., are
unassi gned) in the Uni code Standard.

The algorithmto calculate the value of the derived property is as
follows (inplenentations MJUST NOT nodify the order of operations
within this algorithm since doing so would cause inconsistent
results across inplenentations):

If .cp. .in. Exceptions Then Exceptions(cp);

Else If .cp. .in. BackwardConpatible Then BackwardConpati bl e(cp);
Else If .cp. .in. Unassigned Then UNASSI GNED;

Else If .cp. .in. ASCI|17 Then PVALID

Else If .cp. .in. JoinControl Then CONTEXTJ;

Else If .cp. .in. ddHangul Janb Then DI SALLONED

Else If .cp. .in. Precislgnorabl eProperties Then DI SALLONED,
Else If .cp. .in. Controls Then DI SALLOVNED;

Else If .cp. .in. HasConpat Then ID DS or FREE PVAL;

Else If .cp. .in. LetterDigits Then PVALI D

Else If .cp. .in. OherLetterDigits Then 1D DS or FREE PVAL;
Else If .cp. .in. Spaces Then ID DI'S or FREE PVAL;

Else If .cp. .in. Synbols Then ID DS or FREE PVAL;

Else If .cp. .in. Punctuation Then ID DS or FREE PVAL;

El se DI SALLOVED;

The val ue of the derived property cal cul ated can depend on the string
class; for exanple, if an identifier used in an application protoco
is defined as profiling the PRECIS IdentifierCd ass then a space
character such as U+0020 woul d be assigned to ID DI'S, whereas if an
identifier is defined as profiling the PRECIS FreefornC ass then the
character woul d be assigned to FREE PVAL. For the sake of brevity,
the designati on "FREE PVAL" is used herein, instead of the |onger
designation "ID DI'S or FREE PVAL". In practice, the derived
properties ID PVAL and FREE DI'S are not used in this specification
since every I D PVAL code point is PVALID and every FREE D S code
point is DI SALLOVED.

Use of the nane of a rule (such as "Exceptions") inplies the set of
code points that the rule defines, whereas the sanme nane as a
function call (such as "Exceptions(cp)") inplies the value that the
code point has in the Exceptions table.
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The mechani sms descri bed here allow determ nation of the value of the
property for future versions of Unicode (including characters added
after Unicode 5.2 or 7.0 depending on the category, since sone
categories nmentioned in this docunent are sinply pointers to | DNA2008
and therefore were defined at the time of Unicode 5.2). Changes in
Uni code properties that do not affect the outcone of this process
therefore do not affect this franework. For exanple, a character can
have its Uni code General Category value (at the tinme of this witing,
see Chapter 4 of [Unicode7.0]) change fromSo to Sm or fromLo to
LI, without affecting the algorithmresults. Moreover, even if such
changes were to result, the BackwardConpatible list (Section 9.7) can
be adjusted to ensure the stability of the results.

9. Category Definitions Used to Cal cul ate Derived Property
The derived property obtains its value based on a two-step procedure:

1. Characters are placed in one or nore character categories either
(1) based on core properties defined by the Unicode Standard or
(2) by treating the code point as an exception and addressing the
code point based on its code point value. These categories are
not nutual ly excl usive.

2. Set operations are used with these categories to determ ne the
val ues for a property specific to a given string class. These
operations are specified under Section 8.

Not e: Uni code property nanes and property val ue nanes m ght have
short abbreviations, such as "gc" for the Ceneral _Category
property and "LI" for the Lowercase Letter property value of the

gc property.

In the followi ng specification of character categories, the operation
that returns the value of a particular Unicode character property for
a code point is designated by using the formal name of that property
(fromthe Unicode PropertyAliases.txt file [PropertyAliases] followed
by "(cp)" for "code point". For exanple, the value of the

General _Category property for a code point is indicated by
Ceneral _Cat egory(cp).

The first ten categories (A-J) shown bel ow were previously defined
for 1 DNA2008 and are referenced from [ RFC5892] to ease the
under st andi ng of how PRECI S handl es various characters. Sone of
these categories are reused in PRECIS, and sone of them are not;
however, the lettering of categories is retained to prevent overlap
and to ease inplenentation of both | DNA2008 and PRECIS in a single
software application. The next eight categories (K-R) are specific
to PREC S.
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9.1. LetterDigits (A

This category is defined in Section 2.1 of [RFC5892]
by reference for use in PRECI S

9.2. Unstable (B)

This category is defined in Section 2.2 of [RFC5892].
not used in PREC S.

9.3. IgnorableProperties (Q

This category is defined in Section 2.3 of [RFC5892].
not used in PREC S.

May 2015

and is included

However, it is

However, it is

Note: See the Precislgnorabl eProperties ("M') category below for a

nmore inclusive category used in PRECIS identifiers.
9.4. Ignorabl eBl ocks (D)

This category is defined in Section 2.4 of [RFC5892].
not used in PREC S.

©

.5. LDH (E)

This category is defined in Section 2.5 of [RFC5892].
not used in PREC S.

Note: See the ASCII7 ("K') category below for a nore
category used in PRECIS identifiers

9.6. Exceptions (F)

This category is defined in Section 2.6 of [RFC5892]
by reference for use in PREC S

9.7. BackwardConpatible (Q

This category is defined in Section 2.7 of [RFC5892]
by reference for use in PRECI S

Not e: Managenent of this category is handled via the
specified in [RFC5892]. At the tinme of this witing

However, it is

However, it is

i ncl usi ve

and is included

and is included

processes
(and al so at the

time that RFC 5892 was published), this category consisted of the
enpty set; however, that is subject to change as described in

RFC 5892.
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9.8. JoinControl (H)

This category is defined in Section 2.8 of [RFC5892] and is included
by reference for use in PRECI S

9.9. ddHangul Jano (1)

This category is defined in Section 2.9 of [RFC5892] and is included
by reference for use in PRECI S

9.10. Unassigned (J)

This category is defined in Section 2.10 of [RFC5892] and is included
by reference for use in PRECI S

9.11. ASC 17 (K
This PRECI S-specific category consists of all printable, non-space
characters fromthe 7-bit ASCI|I range. By applying this category,
the al gorithm specified under Section 8 exenpts these characters from
other rules that mght be applied during PRECIS processing, on the
assunption that these code points are in such wi de use that
di sal | owi ng t hem woul d be counter-productive.
Ki cpis in {0021..007E}

9.12. Controls (L)
This PRECI S-specific category consists of all control characters.
L: Control (cp) = True

9.13. Precislgnorabl eProperties (M

This PRECI S-specific category is used to group code points that are
di scouraged fromuse in PRECIS string cl asses.

M Default_Ignorabl e Code Point(cp) = True or
Nonchar act er _Code_Poi nt (cp) = True

The definition for Default_Ignorabl e Code_Point can be found in the
DerivedCoreProperties.txt file [DerivedCoreProperties].
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9.

9.

9.

9.

9.

14. Spaces (N)

This PRECI S-specific category is used to group code points that are
space characters.

N: General Category(cp) is in {Zs}
15. Synbols (O

This PRECI S-specific category is used to group code points that are
synbol s.

O Ceneral _Category(cp) is in {Sm Sc, Sk, So}
16. Punctuation (P)

This PRECI S-specific category is used to group code points that are
punctuati on characters.

P. General Category(cp) is in {Pc, Pd, Ps, Pe, Pi, Pf, Po}
17. HasConpat (Q
This PRECI S-specific category is used to group code points that have

conpati bility equivalents as explained in the Unicode Standard (at
the time of this witing, see Chapters 2 and 3 of [Unicode7.0]).

Q toNFKC(cp) != cp

The t oNFKC() operation returns the code point in nornmalization
formKC. For nore information, see Section 5 of Unicode Standard
Annex #15 [ UAX15].

18. OherlLetterDigits (R

This PRECI S-specific category is used to group code points that are
letters and digits other than the "traditional" letters and digits
grouped under the LetterDigits (A) class (see Section 9.1).

R General _Category(cp) is in {Lt, N, No, M}
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10.

CQui del i nes for Designated Experts

Experience with internationalization in application protocols has
shown that protocol designers and application devel opers usually do
not understand the subtleties and tradeoffs involved with

i nternationalization and that they need considerabl e gui dance in
maki ng reasonabl e decisions with regard to the options before them

Ther ef or e:

o Protocol designers are strongly encouraged to question the
assunption that they need to define new profiles, since existing
profiles are designed for wide reuse (see Section 5 for further
di scussi on).

0 Those who persist in defining new profiles are strongly encouraged
to clearly explain a strong justification for doing so, and to
publish a stable specification that provides all of the
i nformation described under Section 11.3.

0 The designated experts for profile registration requests ought to
seek answers to all of the questions provided under Section 11.3
and to encourage applicants to provide a stable specification
docunenting the profile (even though the registration policy for
PRECI S profiles is Expert Review and a stable specification is not
strictly required).

0 Devel opers of applications that use PRECIS are strongly encouraged
to apply the guidelines provided under Section 6 and to seek out
the advice of the designated experts or other know edgeabl e
i ndi vidual s in doing so.

0o Al parties are strongly encouraged to help prevent the
multiplication of profiles beyond necessity, as described under
Section 5.1, and to use PRECIS in ways that will minimze user
confusion and insecure application behavior

Internationalization can be difficult and contentious; designated
experts, profile registrants, and application devel opers are strongly
encouraged to work together in a spirit of good faith and nutua
under st andi ng to achi eve rough consensus on profile registration
requests and the use of PRECIS in particular applications. They are
al so encouraged to bring additional expertise into the discussion if
that woul d be hel pful in adding perspective or otherw se resolving

i ssues.
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11.

11.

11.

| ANA Consi derations
1. PREC S Derived Property Val ue Registry

| ANA has created and now naintains the "PRECI S Derived Property

Val ue" registry that records the derived properties for the versions
of Unicode that are rel eased after (and including) version 7.0. The
derived property value is to be calculated in cooperation with a
desi gnat ed expert [RFC5226] according to the rules specified under
Sections 8 and 9.

The IESGis to be notified if backward-inconpati ble changes to the
tabl e of derived properties are discovered or if other problens arise
during the process of creating the table of derived property val ues
or during expert review Changes to the rul es defined under

Sections 8 and 9 require | ETF Revi ew.

2. PRECI S Base O asses Registry

| ANA has created the "PRECI S Base Cl asses" registry. |n accordance
with [ RFC5226], the registration policy is "RFC Required"

The registration tenplate is as foll ows:
Base Cass: |[the nane of the PRECIS string class]

Description: [a brief description of the PRECIS string class and its
i ntended use, e.g., "A sequence of letters, nunbers, and synbols
that is used to identify or address a network entity."]

Specification: [the RFC nunber]
The initial registrations are as follows:

Base O ass: FreefornC ass

Description: A sequence of letters, nunbers, synbols, spaces, and
other code points that is used for free-formstrings.

Specification: Section 4.3 of RFC 7564.

Base O ass: ldentifierd ass.

Description: A sequence of letters, nunbers, and synbols that is
used to identify or address a network entity.

Specification: Section 4.2 of RFC 7564.
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11.3. PRECIS Profiles Registry

| ANA has created the "PRECIS Profiles" registry to identify profiles
that use the PRECIS string classes. In accordance with [ RFC5226],
the registration policy is "Expert Review'. This policy was chosen
in order to ease the burden of registration while ensuring that
"custoners" of PRECIS receive appropriate gui dance regardi ng the
sonetinmes conpl ex and subtle internationalization issues related to
profiles of PRECIS string classes.

The registration tenplate is as foll ows:
Nane: [the nane of the profile]
Base Cass: [which PRECIS string class is being profiled]

Applicability: [the specific protocol elenents to which this profile
applies, e.g., "Local parts in XMPP addresses."]

Repl aces: [the Stringprep profile that this PRECIS profile repl aces,
i f any]

Wdth Mapping Rule: [the behavioral rule for handling of w dth,
e.g., "Map fullwidth and hal fwidth characters to their
conpatibility variants."]

Addi tional Mapping Rule: [any additional nmappings that are required
or recommended, e.g., "Map non-ASClI| space characters to ASClI
space. "]

Case Mapping Rule: [the behavioral rule for handling of case, e.g.,
"Uni code Default Case Fol di ng"]

Normal i zati on Rule: [which Unicode nornalization formis applied,
e.g., "NFC']

Directionality Rule: [the behavioral rule for handling of right-to-
left code points, e.g., "The "Bidi Rule’ defined in RFC 5893
applies."]

Enforcenment: [which entities enforce the rules, and when that
enforcenent occurs during protocol operations]

Specification: [a pointer to relevant docunentation, such as an RFC
or Internet-Draft]

In order to request a review, the registrant shall send a conpleted
tenplate to the precis@etf.org list or its designated successor.
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12.

12.

Factors to focus on while defining profiles and reviewi ng profile
regi strations include the follow ng:

0 Wuuld an existing PRECIS string class or profile solve the
problenf? If not, why not? (See Section 5.1 for related
consi derations.)

0 Is the problem being addressed by this profile well defined?

0o Does the specification define what kinds of applications are
i nvol ved and the protocol elements to which this profile applies?

0 |Is the profile clearly defined?

0 |Is the profile based on an appropriate dividing |ine between user
interface (culture, context, intent, locale, device limtations,
etc.) and the use of conformant strings in protocol elenments?

o0 Are the width napping, case nmapping, additional nappings,
normal i zation, and directionality rules appropriate for the
i nt ended use?

0 Does the profile explain which entities enforce the rules, and
when such enforcenent occurs during protocol operations?

0 Does the profile reduce the degree to which human users coul d be
surprised or confused by application behavior (the "Principle of
Least Astoni shment")?

0 Does the profile introduce any new security concerns such as those
descri bed under Section 12 of this docunent (e.g., false positives
for authentication or authorization)?

Security Considerations
1. Ceneral Issues

If input strings that appear "the same" to users are programmatically
considered to be distinct in different systems, or if input strings
that appear distinct to users are progranmatically considered to be
"the same” in different systens, then users can be confused. Such
confusion can have security inplications, such as the fal se positives
and fal se negatives discussed in [ RFC6943]. One starting goal of
work on the PRECIS framework was to linit the number of tines that
users are confused (consistent with the "Principle of Least

Astoni shnent"). Unfortunately, this goal has been difficult to

achi eve given the | arge nunber of application protocols already in
exi stence. Despite these difficulties, profiles should not be
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mul tiplied beyond necessity (see Section 5.1). |In particular
application protocol designers should think |Iong and hard before
defining a new profile instead of using one that has al ready been
defined, and if they decide to define a new profile then they should
clearly explain their reasons for doing so

The security of applications that use this framework can depend in
part on the proper preparation, enforcenent, and conparison of
internationalized strings. For exanple, such strings can be used to
make aut henticati on and authorization deci sions, and the security of
an application could be conprom sed if an entity providing a given
string is connected to the wong account or online resource based on
different interpretations of the string (again, see [RFC6943]).

Speci fications of application protocols that use this framework are
strongly encouraged to describe how internationalized strings are
used in the protocol, including the security inplications of any

fal se positives and fal se negatives that mght result from vari ous
enforcenent and conpari son operations. For sone hel pful guidelines,
refer to [ RFC6943], [RFC5890], [UTR36], and [UTS39].

2. Use of the ldentifierd ass

Strings that conformto the IdentifierC ass and any profile thereof
are intended to be relatively safe for use in a broad range of
applications, primarily because they include only letters, digits,
and "grandfat hered" non-space characters fromthe ASCI| range; thus,
t hey excl ude spaces, characters with conpatibility equival ents, and
al rost all synbols and punctuati on marks. However, because such
strings can still include so-called confusable characters (see
Section 12.5), protocol designers and inplenenters are encouraged to
pay close attention to the security considerations described

el sewhere in this docunent.

3. Use of the FreefornC ass

Strings that conformto the Freefornt ass and nmany profiles thereof
can include virtually any Uni code character. This nakes the
FreefornCl ass quite expressive, but also problematic fromthe
perspective of possible user confusion. Protocol designers are
hereby warned that the FreefornCl ass contains code points they m ght
not understand, and are encouraged to profile the Identifierd ass
wher ever feasible; however, if an application protocol requires nore
code points than are allowed by the Identifierd ass, protoco
designers are encouraged to define a profile of the Freefornt ass
that restricts the allowable code points as tightly as possible.

Sai nt - Andre & Bl anchet St andards Track [ Page 30]



RFC 7564 PRECI S Framewor k May 2015

12.

12.

(The PRECI S Wrking Group considered the option of allow ng
"superclasses" as well as profiles of PRECIS string classes, but
deci ded agai nst all owi ng supercl asses to reduce the |ikelihood of
security and interoperability problens.)

4, Local Character Set |ssues

Wien systens use |ocal character sets other than ASCI|I and Uni code,
this specification | eaves the problem of converting between the |oca
character set and Unicode up to the application or local system |If
different applications (or different versions of one application)

i mpl enent different rules for conversions anong coded character sets,
they could interpret the sane nane differently and contact different
application servers or other network entities. This problemis not
sol ved by security protocols, such as Transport Layer Security (TLS)
[ RFC5246] and the Sinple Authentication and Security Layer (SASL)

[ RFC4422], that do not take |ocal character sets into account.

5. Visually Sinmlar Characters

Some characters are visually sinmlar and thus can cause confusion
anong humans. Such characters are often call ed "confusabl e
characters” or "confusabl es"”

The probl em of confusable characters is not necessarily caused by the
use of Unicode code points outside the ASCII range. For exanple, in
sonme presentations and to sonme individuals the string "juliet"
(spelled with DIG@ T ONE, W0031, as the third character) night appear
to be the same as "juliet" (spelled with LATIN SMALL LETTER L,
U+006C), especially on casual visual inspection. This phenonenon is
sonetines called "typejacking"

However, the problemis nade nore serious by introducing the ful
range of Uni code code points into protocol strings. For exanple, the
characters U+13DA U+13A2 U+13B5 U+13AC U+13A2 W+13AC W+13D2 fromthe
Cher okee bl ock | ook simlar to the ASCII characters "STPETER' as they
m ght appear when presented using a "creative" font famly

In some exanpl es of confusable characters, it is unlikely that the
average human could tell the difference between the real string and
the fake string. (Indeed, there is no progranmatic way to

di stinguish with full certainty which is the fake string and which is
the real string; in sonme contexts, the string formed of Cherokee
characters might be the real string and the string forned of ASCI
characters mght be the fake string.) Because PRECI S-conpliant
strings can contain alnbst any properly encoded Uni code code point,

it can be relatively easy to fake or mmnmic sonme strings in systens
that use the PRECI S framework. The fact that sonme strings are easily
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confused introduces security vulnerabilities of the kind that have
al so plagued the Wrld Wde Wb, specifically the phenonmenon known as
phi shi ng.

Despite the fact that some specific suggestions about identification
and handling of confusable characters appear in the Unicode Security
Consi derati ons [UTR36] and the Uni code Security Mechani sns [ UTS39],
it is also true (as noted in [RFC5890]) that "there are no

conpr ehensi ve technical solutions to the problens of confusable
characters." Because it is inpossible to map visually sinilar
characters without a great deal of context (such as know ng the font
famlies used), the PRECIS framework does nothing to nap simlar-

| ooki ng characters together, nor does it prohibit some characters
because they | ook |ike others.

Nevert hel ess, specifications for application protocols that use this
framework are strongly encouraged to descri be how confusabl e
characters can be abused to conpromise the security of systens that
use the protocol in question, along with any protocol -specific
suggestions for overcom ng those threats. In particular, software

i mpl enent ati ons and service deploynments that use PRECI S-based
technol ogi es are strongly encouraged to define and i npl enent

consi stent policies regarding the registration, storage, and
presentation of visually simlar characters. The follow ng
recomendati ons are appropri ate:

1. An application service SHOULD define a policy that specifies the
scripts or blocks of characters that the service will allow to be
registered (e.g., in an account name) or stored (e.g., in a
filenane). Such a policy SHOULD be inforned by the | anguages and
scripts that are used to wite regi stered account nanmes; in
particular, to reduce confusion, the service SHOULD forbid
regi stration or storage of strings that contain characters from
nmore than one script and SHOULD restrict registrations to
characters drawn froma very snmall nunber of scripts (e.g.
scripts that are well understood by the adninistrators of the
service, to inprove nanageability).

2. User-oriented application software SHOULD define a policy that
specifies how internationalized strings will be presented to a
human user. Because every human user of such software has a
preferred | anguage or a small set of preferred | anguages, the
software SHOULD gather that infornmation either explicitly from
the user or inplicitly via the operating systemof the user’'s
device. Furthernore, because nost |anguages are typically
represented by a single script or a small set of scripts, and
because npbst scripts are typically contained in one or nore
bl ocks of characters, the software SHOULD warn the user when
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presenting a string that m xes characters fromnore than one
script or block, or that uses characters outside the normal range
of the user’s preferred | anguage(s). (Such a recommendation is
not intended to di scourage communi cati on across different

communi ties of |anguage users; instead, it recognizes the

exi stence of such conmunities and encourages due caution when
presenting unfamiliar scripts or characters to hunan users.)

The chal l enges inherent in supporting the full range of Unicode code
points have in the past |led some to hope for a way to
programmatically negotiate nore restrictive ranges based on | ocal e,
script, or other relevant factors; to tag the locale associated with
a particular string; etc. As a general-purpose internationalization
technol ogy, the PRECI S framewor k does not include such nechanisns.

6. Security of Passwords

Two goal s of passwords are to nmaxim ze the anount of entropy and to
mnimze the potential for false positives. These goals can be
achieved in part by allowing a wide range of code points and by
ensuring that passwords are handled in such a way that code points
are not conpared aggressively. Therefore, it is NOI RECOMVENDED f or
application protocols to profile the FreefornC ass for use in
passwords in a way that renoves entire categories (e.g., by

di sal | owi ng synbols or punctuation). Furthernore, it is NOT
RECOMVENDED f or application protocols to map uppercase and titl ecase
code points to their | owercase equivalents in such strings; instead,
it is RECOWENDED to preserve the case of all code points contained
in such strings and to conpare themin a case-sensitive manner

That said, software inplenmenters need to be aware that there exist
tradeoffs between entropy and usability. For exanple, allowing a
user to establish a password containing "uncomon" code points m ght
make it difficult for the user to access a service when using an
unfam liar or constrained input device.

Some application protocols use passwords directly, whereas others
reuse technol ogi es that thensel ves process passwords (one exanpl e of
such a technology is the Sinple Authentication and Security Layer

[ RFC4422]). Moreover, passwords are often carried by a sequence of
protocol s with backend authentication systenms or data storage systens
such as RADI US [ RFC2865] and the Lightweight Directory Access

Prot ocol (LDAP) [RFCA4510]. Devel opers of application protocols are
encouraged to |l ook into reusing these profiles instead of defining
new ones, so that end-user expectations about passwords are

consi stent no matter which application protocol is used.
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In protocols that provide passwords as input to a cryptographic

al gorithm such as a hash function, the client will need to perform
proper preparation of the password before applying the al gorithm
since the password is not available to the server in plaintext form

Furt her discussion of password handling can be found in
[ PRECI S- User s- Pwds] .

I nteroperability Considerations
1. Encoding

Al t hough strings that are consuned in PRECI S-based application
protocol s are often encoded using UTF-8 [ RFC3629], the exact encoding
is a mtter for the application protocol that uses PRECI S, not for
the PRECI S franeworKk.

2. Character Sets

It is known that sone existing systems are unable to support the ful
Uni code character set, or even any characters outside the ASCI

range. |If two (or nore) applications need to interoperate when
exchangi ng data (e.g., for the purpose of authenticating a username
or password), they will naturally need to have in commopn at |east one
coded character set (as defined by [ RFC6365]). Establishing such a
baseline is a matter for the application protocol that uses PREC S,
not for the PRECI S framework

3. Uni code Ver si ons

Changes to the properties of Unicode code points can occur as the
Uni code Standard is nodified fromtine to tine. For exanple, three
code poi nts underwent changes in their General Category between

Uni code 5.2 (current at the tinme | DNA2008 was ori gi nally publi shed)
and Uni code 6.0, as described in [RFC6452]. Inplenmenters m ght need
to be aware that the treatnment of these characters differs depending
on whi ch version of Unicode is available on the systemthat is using
| DNA2008 or PRECIS. O her such differences m ght arise between the
versi on of Unicode current at the tinme of this witing (7.0) and
future versions.

4. Potential Changes to Handling of Certain Unicode Code Points

As part of the review of Unicode 7.0 for IDNA, a question was raised
about a new y added code point that led to a re-analysis of the
normal i zation rules used by IDNA and inherited by this docunent
(Section 5.2.4). Sone of the general issues are described in

[ AB- St atenent] and pursued in nore detail in [IDNA-Unicode].
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At the time of witing, these issues have yet to be settled.
However, inplementers need to be aware that this specification is
likely to be updated in the future to address these issues. The
potential changes include the foll ow ng:

o The range of characters in the LetterDigits category
(Sections 4.2.1 and 9.1) might be narrowed.

0 Some characters with special properties that are now all owed ni ght
be excl uded.

o0 More "Additional Mapping Rules" (Section 5.2.2) night be defined.
o0 Alternative normalization nethods might be added.

Nevert hel ess, inplenmentations and depl oynments that are sensitive to
the advice given in this specification are unlikely to encounter
significant problens as a consequence of these issues or potential
changes -- specifically, the advice to use the nore restrictive

I dentifierd ass whenever possible or, if using the FreefornC ass, to
allowonly a restricted set of characters, particularly avoiding
characters whose inplications they do not actually understand.
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