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Abstract

This specification defines nethods for managenent of QAuth 2.0
dynanmic client registrations for use cases in which the properties of
a registered client may need to be changed during the lifetinme of the
client. Not all authorization servers supporting dynam c client
registration will support these managenent nethods.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
community. This docunent is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
comunity. |t has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7592
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1. Introduction

In order for an QAuth 2.0 client to utilize an QAuth 2.0

aut hori zation server, the client needs specific information to
interact with the server, including an QAuth 2.0 client identifier to
use with that server. "QAuth 2.0 Dynanmic Cient Registration
Protocol " [ RFC7591] describes how an QAuth 2.0 client can be

dynam cally registered with an authorization server to obtain this

i nformati on and how netadata about the client can be registered with
the server.
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This specification extends the core registration specification by
defining a set of nethods for nanagenent of dynamic QAuth 2.0 client
regi strati ons beyond those defined in the core registration
specification. |In sonme situations, the registered netadata of a
client can change over tine, either by nodification at the

aut hori zation server or by a change in the client software itself.
This specification provides nethods for the current registration
state of a client to be queried at the authorization server, nethods
for the registration of a client to be updated at the authorization
server, and nethods for the client to be unregistered fromthe

aut hori zati on server.

This Experinental RFC is intended to encourage devel opnent and
depl oynent of interoperable solutions with the intent that feedback
fromthis experience will informa future standard.

1.1. Not at i onal Conventi ons

The key words *MJST', *MJST NOI', 'REQU RED , 'SHALL', 'SHALL NOT',
" SHOULD , ' SHOULD NOT', ' RECOMMENDED , 'MAY’', and 'OPTIONAL' in this
docunment are to be interpreted as described in [RFC2119].

Unl ess ot herw se noted, all the protocol paraneter names and val ues
are case sensitive

1.2. Termnol ogy

This specification uses the terms "access token", "authorization
code", "authorization endpoint"”, "authorization grant”,

"aut hori zation server", "client", "client identifier", "client
secret", "grant type", "protected resource", "redirection UR"
"refresh token", "resource owner", "resource server", "response
type", and "token endpoint" defined by QAuth 2.0 [RFC6749] and the
terns defined by "QAuth 2.0 dient Dynam ¢ Registration Protocol"
[ RFC7591] .

This specification defines the follow ng terns:

Client Configuration Endpoint
QAuth 2.0 endpoint through which registration information for a
registered client can be managed. This URL for this endpoint is
returned by the authorization server in the client information
response.
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Regi stration Access Token
QAut h 2.0 Bearer Token issued by the authorization server through
the client registration endpoint that is used to authenticate the
call er when accessing the client’s registration information at the
client configuration endpoint. This access token is associated
with a particular registered client.

1. 3. Pr ot ocol Fl ow

This extends the flowin "QAuth 2.0 Dynanmic Cient Registration
Protocol " [ RFC7591] as foll ows:

tomm - (A)- Initial Access Token (OPTI ONAL)

+----(B)- Software Statenent (OPTI ONAL)

S + S +
| |--(CQ- dient Registration Request -->| dient |
| | | Registration |
| |<-(D)- dient Information Response ---| Endpoi nt |
| | T +
| |

| | S +
| dient or |--(E)- Read or Update Request ------- >| |
| Devel oper | | |
| | <-(F)- dient Information Response ---| dient |
| | | Configuration |
| | | Endpoi nt |
| | | |
| |--(G - Delete Request --------------- >| |
| | | |
| | <-(H)- Delete Confirmation ----------- | |
S + Fom e e e e e oo oo +

Figure 1: Abstract Extended Dynam c Cient Registration Flow

The abstract QAuth 2.0 client dynamic registration flowillustrated
in Figure 1 describes the interaction between the client or devel oper
and the endpoints defined in this specification and its parent. This
figure does not denonstrate error conditions. This flow includes the
fol |l owi ng steps:

(A Optionally, the client or developer is issued an initial access
token for use with the client registration endpoint. The
met hod by which the initial access token is issued to the
client or developer is out of scope for this specification.
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Optionally, the client or developer is issued a software
statement for use with the client registration endpoint. The
nmet hod by which the software statenment is issued to the client
or developer is out of scope for this specification

The client or developer calls the client registration endpoint
with its desired registration netadata, optionally including
the initial access token from (A) if one is required by the
aut hori zati on server.

The aut horization server registers the client and returns:
* the client’s registered netadata,
* aclient identifier that is unique to the server

* a set of client credentials such as a client secret, if
applicable for this client,

* a URl pointing to the client configuration endpoint, and

* a registration access token to be used when calling the
client configuration endpoint.

The client or devel oper optionally calls the client
configuration endpoint with a read or update request using the
regi stration access token issued in (D). An update request
contains all of the client’s registered netadata.

The aut horization server responds with the client’s current
configuration, potentially including a new registration access
token and a new set of client credentials such as a client
secret if applicable for this client. |If a new registration
access token is issued, it replaces the token issued in (D) for
all subsequent calls to the client configuration endpoint.

The client or devel oper optionally calls the client
configuration endpoint with a delete request using the
regi strati on access token issued in (D) or (F).

The aut horization server deprovisions the client and responds
with a confirmation that the del etion has taken place.

2. Cient Configuration Endpoint

The c
t hat

lient configuration endpoint is an QAuth 2.0 protected resource
is provisioned by the server to facilitate view ng, updating,

and deleting a client’s registered information. The location of this
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endpoint is communicated to the client through the
"registration_client_uri" nenber of the client information response,
as specified in Section 3. The client MJUST use its registration
access token in all calls to this endpoint as an QAuth 2.0 Bearer
Token [ RFC6750] .

The client configuration endpoint MJST be protected by a transport-
| ayer security nechani sm as described in Section 5.

Operations on this endpoint are sw tched through the use of different
HTTP net hods [ RFC7231]. |If an authorization server does not support
a particular nethod on the client configuration endpoint, it MJST
respond with the appropriate error code.

2.1. dient Read Request

To read the current configuration of the client on the authorization
server, the client makes an HTTP GET request to the client
configuration endpoint, authenticating with its registration access
t oken.

The following is a non-normative exanpl e request:

CET /register/s6BhdRkqt3 HTTP/ 1.1

Accept: application/json

Host: server. exanpl e.com

Aut hori zation: Bearer reg-23410913-abewfq. 123483

Upon successful read of the information for a currently active
client, the authorization server responds with an HTTP 200 OK with
content type of "application/json" and a payl oad as described in
Section 3. Sone values in the response, including the
"client_secret" and "registration_access_token", MAY be different
fromthose in the initial registration response. |If the

aut hori zati on server includes a new client secret and/or registration
access token in its response, the client MUST i medi ately discard its
previous client secret and/or registration access token. The val ue
of the "client_id" MJUST NOT change fromthe initial registration
response.

If the registration access token used to make this request is not
valid, the server MJST respond with an error as described in the
QAut h Bearer Token Usage specification [ RFC6750].

If the client does not exist on this server, the server MJST respond

with HTTP 401 Unaut horized and the registration access token used to
make this request SHOULD be i medi ately revoked.
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If the client does not have permission to read its record, the server
MUST return an HTTP 403 For bi dden

2.2. dient Update Request

To update a previously registered client’s registration with an

aut hori zation server, the client nakes an HTTP PUT request to the
client configuration endpoint with a content type of "application/
json". The HTTP entity payload is a JSON [ RFC7159] docunent
consisting of a JSON object and all paraneters as top-level nenbers
of that JSON object. This request is authenticated by the

regi stration access token issued to the client.

This request MJST include all client netadata fields as returned to
the client froma previous registration, read, or update operation
The updated client netadata fields request MJUST NOT include the
"registration_access_token", "registration_client_uri",

"client _secret_expires_at", or "client _id issued at" fields described
in Section 3.

Valid values of client netadata fields in this request MJST repl ace,
not augnent, the values previously associated with this client.
Onitted fields MIUST be treated as null or enpty values by the server
indicating the client’s request to delete themfromthe client’s
registration. The authorization server MAY ignore any null or enpty
val ue in the request just as any other val ue.

The client MUST include its "client_id" field in the request, and it
MUST be the same as its currently issued client identifier. |1f the
client includes the "client_secret” field in the request, the val ue
of this field MJUST match the currently issued client secret for that
client. The client MUST NOT be allowed to overwite its existing
client secret with its own chosen val ue.

For all netadata fields, the authorization server MAY repl ace any
invalid values with suitable default values, and it MJST return any
such fields to the client in the response.

For exanple, a client could send the followi ng request to the client

regi stration endpoint to update the client registration in the above
exanple with new information
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The following is a non-nornative exanpl e request:

PUT /register/s6BhdRkqt3 HTTP/ 1.1

Accept: application/json

Host: server. exanpl e. com

Aut hori zation: Bearer reg-23410913-abewf q. 123483

"client_id": "s6BhdRkqt 3"

"client _secret": "cfl136dc3clfc93f31185e5885805d"

"redirect _uris": [
"https://client.exanple.org/call back",
"https://client.exanple.org/alt"],

"grant _types": ["authorization_code", "refresh_token"],

"t oken_endpoi nt _auth_nethod": "client_secret_basic"
"jwks_uri": "https://client.exanple.org/ny_public_keys.jwks"
"client_name": "My New Exanpl e”,

"client _name#fr": "Mon Nouvel Exenple",

"logo_uri": "https://client.exanple.org/ new ogo. png"
"logo_uri#fr": "https://client.exanple.org/fr/new ogo. png"

}

Thi s exanpl e uses client nmetadata val ues defined in [ RFC7591].

Upon successful update, the authorization server responds with an
HTTP 200 OK nessage with content type "application/json" and a

payl oad as described in Section 3. Sonme values in the response,
including the "client_secret" and "regi stration_access_t oken", MAY be
different fromthose in the initial registration response. |f the
aut hori zation server includes a new client secret and/or registration
access token in its response, the client MUST i mediately discard its
previous client secret and/or registration access token. The val ue
of the "client_id" MJST NOT change fromthe initial registration
response.

If the registration access token used to make this request is not
valid, the server MJST respond with an error as described in the
QAut h Bearer Token Usage specification [ RFC6750].

If the client does not exist on this server, the server MJST respond
with HTTP 401 Unauthorized, and the registration access token used to
make this request SHOULD be i nmedi ately revoked.

If the client is not allowed to update its records, the server MJST
respond with HTTP 403 For bi dden
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If the client attenpts to set an invalid nmetadata field and the
aut hori zati on server does not set a default value, the authorization
server responds with an error as described in [ RFC7591].

2.3. dient Del ete Request

To deprovision itself on the authorization server, the client makes
an HTTP DELETE request to the client configuration endpoint. This

request is authenticated by the registration access token issued to
the client.

The following is a non-nornmative exanpl e request:

DELETE /regi ster/s6BhdRkqt3 HTTP/ 1.1
Host: server.exanpl e.com
Aut hori zation: Bearer reg-23410913-abewfq. 123483

A successful delete action will invalidate the "client _id"
"client_secret", and "registration_access_token" for this client,

t hereby preventing the "client _id" from being used at either the

aut hori zati on endpoi nt or token endpoint of the authorization server.
I f possible, the authorization server SHOULD i medi ately invalidate
all existing authorization grants and currently active access tokens,
all refresh tokens, and all other tokens associated with this client.

If a client has been successfully deprovisioned, the authorization
server MJUST respond with an HTTP 204 No Content nessage

If the server does not support the delete nethod, the server MJST
respond with HTTP 405 Not Support ed.

If the registration access token used to nake this request is not
valid, the server MJST respond with an error as described in the
QAut h Bearer Token Usage specification [RFC6750].

If the client does not exist on this server, the server MJST respond
with HTTP 401 Unaut horized and the registration access token used to
make this request SHOULD be i nmedi ately revoked, if possible.

If the client is not allowed to delete itself, the server MJST
respond with HTTP 403 For bi dden

The following is a non-nornmative exanpl e response:
HTTP/ 1.1 204 No Content

Cache-Control: no-store
Pragma: no-cache
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3.

dient Infornati on Response

This specification extends the client information response defined in
"QAuth 2.0 dient Dynam c Registration"” [RFC7591], which states that
the response contains the client identifier (as well as the client
secret if the client is a confidential client). Wen used with this
specification, the client information response al so contains the
fully qualified URL of the client configuration endpoint (Section 2)
for this specific client that the client or devel oper may use to
manage the client’s registration configuration, as well as a

regi stration access token that is to be used by the client or

devel oper to perform subsequent operations at the client
configuration endpoint.

registration_client_uri
REQUI RED. String containing the fully qualified URL of the client
configuration endpoint for this client.

regi stration_access_token
REQUI RED. String containing the access token to be used at the
client configuration endpoint to perform subsequent operations
upon the client registration

Additionally, the authorization server MJST return all registered
nmet adata about this client, including any fields provisioned by the
aut hori zation server itself. The authorization server MAY reject or
repl ace any of the client’s requested netadata val ues subnitted
during the registration or update requests and substitute themwth
sui tabl e val ues.

The response is an "application/json" docunent with all paraneters as
top-1evel nenbers of a JSON object [RFC7159].
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The following is a non-nornmative exanpl e response:

HTTP/ 1.1 200 K

Cont ent - Type: application/json
Cache-Control: no-store
Pragnma: no-cache

{
"registration_access_token": "reg-23410913-abewfq.123483"

"registration_client _uri":
"https://server. exanpl e. com regi st er/ s6BhdRkqgt 3"
"client _id": "s6BhdRkqgt 3"
"client_secret": "cf136dc3clfc93f31185e5885805d"
"client _id issued at": 2893256800,
"client_secret_expires_at": 2893276800,
"client_name": "My Exanple dient",
"client_name#j a- Jpan- JP"
"\ US0AF\ u30E9\ u30A4\ u30A2\ u30F3\ u30C8\ us540D"
"redirect _uris": [
"https://client.exanple.org/call back"
"https://client.exanple.org/call back2"],
"grant _types": ["authorization_code", "refresh_token"],
"t oken_endpoi nt _auth_net hod": "client_secret_basic"
"logo uri": "https://client.exanple.org/l ogo. png"
"fwks_uri": "https://client.exanple.org/ny_public_keys.jwks"

}

4. | ANA Consi derations
This specification registers the following client netadata nanes and
descriptions in the "QAuth Dynanmic Cient Registration Metadata"
regi stry established by [ RFC7591]:

o Cient Metadata Nanme: "registration_access_token"

0o Cient Metadata Description: QAuth 2.0 Bearer Token used to access
the client configuration endpoint

0o Change Controller: |IESG
o Specification Docunent(s): RFC 7592
o Cient Metadata Nane: "registration_client_uri”

o Cient Metadata Description: Fully qualified URI of the client
regi stration endpoint

0 Change Controller: |ESG
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5.

o Specification Docunent(s): RFC 7592
Security Considerations

VWhile the client secret can expire, the registration access token
SHOULD NOT expire while a client is still actively registered. |If
this token were to expire, a developer or client could be left in a
situation where they have no nmeans of retrieving, updating, or
deleting the client’s registration information. Wre that the case,
a new registration would be required, thereby generating a new client
identifier. However, to limt the exposure surface of the

regi stration access token, the registration access token MAY be
rotated when the devel oper or client does a read or update operation
on the client’s client configuration endpoint. As the registration
access tokens are relatively long-termcredentials, and since the
regi stration access token is a Bearer Token and acts as the sole

aut hentication for use at the client configuration endpoint, it MJST
be protected by the devel oper or client as described in the QAuth 2.0
Bearer Token Usage specification [ RFC6750].

Since requests to the client configuration endpoint result in the
transm ssion of clear-text credentials (in the HITP request and
response), the authorization server MIST require the use of a
transport-layer security mechani sm when sendi ng requests to the
endpoi nt. The server MJST support TLS 1.2 [ RFC5246] and MAY support
additional transport-layer security mechani sns neeting its security
requi renents. \Wen using TLS, the client MJST performa TLS/ SSL
server certificate check, per RFC 6125 [RFC6125]. |Inplenentation
security considerations can be found in Recommendati ons for Secure
Use of TLS and DTLS [ BCP195].

Si nce possession of the registration access token authorizes the

hol der to potentially read, nodify, or delete a client’s registration
(including its credentials such as a client_secret), the registration
access token MJST contain sufficient entropy to prevent a random
guessi ng attack of this token, such as described in Section 5.2 of

[ RFC6750] and Section 5.1.4.2.2 of [RFC6819].

If a client is deprovisioned froma server, any outstanding

regi stration access token for that client MJST be invalidated at the
same time. Oherwise, this can lead to an inconsistent state wherein
a client could nmake requests to the client configuration endpoint
where the authentication would succeed but the action would fai
because the client is no longer valid. The authorization server MJST
treat all such requests as if the registration access token was
invalid by returning an HTTP 401 Unaut horized error, as descri bed.
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6. Privacy Considerations

Thi s specification poses no additional privacy considerations beyond
those described in the core "QAuth 2.0 Dynanmic Cient Registration
Protocol " [ RFC7591].

7. Normmative

[ BCP195]

[ RFC2119]

[ REC5246]

[ RFC6125]

[ RECB749]

[ RFC6750]

[ RFC6819]

[ RFC7159]
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Appendi x A.  Registration Tokens and Cient Credentials

Thr oughout the course of the dynamic registration protocol, there are
three different classes of credentials in play, each with different
properties and targets.

(o]

The initial access token is optionally used by the client or

devel oper at the registration endpoint. This is an QAuth 2.0
token that is used to authorize the initial client registration
request. The content, structure, generation, and validation of
this token are out of scope for this specification. The

aut hori zation server can use this token to verify that the
presenter is allowed to dynamically register newclients. This
token nay be shared anong nmultiple instances of a client to allow
themto each regi ster separately, thereby letting the

aut hori zation server use this token to tie nultiple instances of
registered clients (each with their own distinct client
identifier) back to the party to whomthe initial access token was
i ssued, usually an application developer. This token is usually

i ntended to be used only at the client registration endpoint.

The registration access token is used by the client or devel oper
at the client configuration endpoint and represents the holder’s
aut hori zation to nanage the registration of a client. This is an
QAuth 2.0 Bearer Token that is issued fromthe client registration
endpoint in response to a client registration request and is
returned in a client informati on response. The registration
access token is uniquely bound to the client identifier and is
required to be presented with all calls to the client
configuration endpoint. The registration access token should be
protected as described in [RFC6750] and should not be shared

bet ween instances of a client. |If a registration access token is
shared between client instances, one instance could change or
delete registration values for all other instances of the client.
The registration access token can be rotated through the use of
the client read or update nethod on the client configuration
endpoint. The registration access token is intended to be used
only at the client configuration endpoint.
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App

Ric

o0 The client credentials (such as "client_secret") are optiona
dependi ng on the type of client and are used to retrieve QAuth
tokens. Cient credentials are npst often bound to particul ar
i nstances of a client and should not be shared between instances.
Note that since not all types of clients have client credentials,
they cannot be used to nmanage client registrations at the client
configuration endpoint. The client credentials can be rotated
t hrough the use of the client read or update nethod on the client
configuration endpoint. The client credentials are intended to be
used only at the token endpoint.

Credential Rotation

The aut horization server may be configured to i ssue new registration
access tokens and/or client credentials (such as a "client_secret")
throughout the lifetine of the client. This nmay help mnimze the

i npact of exposed credentials. The authorization server conveys new
regi stration access tokens and client credentials (if applicable) to
the client in the client information response of either a read or
update request to the client configuration endpoint. The client’s
current registration access token and client credentials (if
appl i cable) MJST be included in the client information response.

The registration access token SHOULD be rotated only in response to a
read or update request to the client configuration endpoint. At this
point, the new registration access token is returned to the client,
the old registration access token MUST be discarded by the client,
and it SHOULD be di scarded by the server, if possible. |If, instead,
the registration access token were to expire or be invalidated

out side of such requests, the client or devel oper m ght be | ocked out
of managing the client’s configuration

Note that the authorization server decides the frequency of the
credential rotation and not the client. Methods by which the client
can request credential rotation are outside the scope of this
docunent .

endix B. Fornming the dient Configuration Endpoint URL

The aut horization server MJST provide the client with the fully
qualified URL in the "registration_client_uri" element of the Cient
I nformati on Response, as specified in Section 3. The authorization
server MJST NOT expect the client to construct or discover this URL
onits owmn. The client MJST use the URL as given by the server and
MJUST NOT construct this URL from conmponent pieces.
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Dependi ng on depl oynment characteristics, the client configuration
endpoi nt URL nmay take any nunber of forms. It is RECOVMENDED t hat
this endpoint URL be formed through the use of a server-constructed
URL string that conbines the client registration endpoint’s URL and
the issued "client_id" for this client, with the latter as either a
path paraneter or a query paraneter. For exanple, a client with the
client identifier "s6BhdRkqt3" could be given a client configuration
endpoi nt URL of "https://server.exanpl e.com register/s6BhdRkqgt 3"
(path paraneter) or of "https://server.exanple.com

regi ster?client_id=s6BhdRkqt 3" (query paraneter). In both of these
cases, the client sinply uses the URL as given by the authorization
server.

These comon patterns can help the server to nore easily deternine
the client to which the request pertains, which MJST be mat ched
against the client to which the registration access token was issued.
If desired, the server MAY sinply return the client registration
endpoint URL as the client configuration endpoint URL and change
behavi or based on the authentication context provided by the

regi stration access token

Acknow edgrent s

The aut hors thank the QAuth Working Group, the User-Minaged Access
Worki ng Group, and the Qpenl D Connect Working Group participants for
their input to this document. |In particular, the follow ng

i ndi vi dual s have been instrunental in their review and contri bution
to various draft versions of this document: Anmanda Anganes, Derek

At kins, Tim Bray, Domeni co Catal ano, Donald Coffin, Vladimr

Dzhuvi nov, George Fl etcher, Thomas Hardjono, Phil Hunt, WIIliamKi m
Torsten Lodderstedt, Eve Maler, Josh Mandel, Nov Matake, Tony
Nadal i n, Nat Sakinura, Christian Scholz, and Hannes Tschof eni g.

Ri cher, et al. Experi ment al [ Page 17]



RFC 7592 QAuth 2.0 Dynam c Regi strati on Managenent July 2015

Aut hors’ Addresses
Justin Richer (editor)
Email: ietf@ustin.richer.org
M chael B. Jones
M crosoft
Emai | : nbj @i crosoft. com
URI : http://self-issued.info/
John Bradl ey
Ping Identity
Email: ve7jtb@e7jtbh. com
Maci ej Machul ak
Newcast|l e University

Enmai | : maci ej . machul ak@nai | . com

Ri cher, et al. Experi ment al [ Page 18]



