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Abst ract

The objective of Energy Managenent (EMAN) is to provide an energy
managenent framework for networked devices. This docunent presents
the applicability of the EMAN i nformati on nodel in a variety of
scenarios with cases and target devices. These use cases are useful
for identifying requirements for the framework and M Bs. Further, we
describe the relationship of the EMAN franmework to other rel evant
energy nonitoring standards and architectures.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7603.
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1. Introduction

The focus of the Energy Managenent (EMAN) franework is energy

nmoni tori ng and nanagenent of energy objects [RFC7/326]. The scope of
devi ces considered are network equi prent and their conponents, and
devi ces connected directly or indirectly to the network. The EMAN
framewor k enabl es nonitoring of heterogeneous devices to report their
energy consunption and, if perm ssible, control. There are nmultiple
scenarios where this is desirable, particularly considering the

i ncreased inportance of limting consunption of finite energy
resources and reduci ng operational expenses.

The EMAN framework [ RFC7326] descri bes how energy information can be
retrieved from | P-enabl ed devi ces using Sinple Network Managenent
Protocol (SNWP), specifically, Managenent |nfornmation Base (M B)
nmodul es for SNWP

Thi s docunent describes typical applications of the EMAN franework as
well as its opportunities and linitations. It also reviews other
standards that are sinmilar in part to EMAN but address different

domai ns, describing how those other standards relate to the EMAN

f ramewor k.

The rest of the docunent is organized as follows. Section 2 contains
a list of use cases or network scenarios that EMAN addresses.

Section 3 contains an abstraction of the use case scenarios to
distinct patterns. Section 4 deals with other standards related and
applicable to EMAN
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1.1. Energy Managenent Overview

EMAN addresses the electrical energy consuned by devices connected to
a network. A first step to increase the energy efficiency in
networ ks and the devices attached to the network is to enabl e energy
objects to report their energy usage over tine. The EMAN franework
addresses this problemw th an informati on nodel for electrica

equi pment: energy object identification, energy object context, power
nmeasur enent, and power characteristics

The EMAN framework defines SNVMP M B nodul es based on the information
nodel . By inplenenting these SNMP M B nodul es, an energy object can
report its energy consunption according to the infornation nodel.
Based on the information nodel, the MB docunents specify SNV M B
nmodul es, but it is equally possible to use other nechani sns such as
YANG nodul e, Network Conference Protocol (NETCONF), etc.

In that context, it is inportant to distinguish energy objects that
can only report their own energy usage from devices that can al so
coll ect and aggregate energy usage of other energy objects.

1. 2. EMAN Document Overvi ew

The EMAN work consists of the follow ng Standard Track and
I nformati onal docunents in the area of energy managenent.

Applicability Statement (this document)

Requi rements [ RFC6988]: This docunent presents requirenents of
ener gy nanagenent and the scope of the devices considered.

Framewor k [ RFC7326]: This docunent defines a framework for
provi di ng energy managenent for devices within or connected to
conmuni cati on networks and lists the definitions for the conmon
terns used in these docunents.

Energy Object Context M B [ RFC7461]: This docunent defines a MB
nodul e that characterizes a device's identity, context, and
rel ati onships to other entities.

Monitoring and Control MB [RFC7460]: This docunent defines a MB
nodul e for nonitoring the power and energy consunption of a
devi ce.

The M B nodul e contains an optional nodule for netrics
associ ated with power characteristics.
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Battery M B [RFC7577]: This docunment defines a M B nodul e for
nonitoring characteristics of an internal battery.

1.3. Energy Measurenent

It is increasingly conmon for today's snart devices to neasure and
report their own energy consunption. |Intelligent power strips and
some Power over Ethernet (PoE) switches can nmeter consunption of
connect ed devices. However, when nanaged and reported through
proprietary neans, this information is difficult to view at the
enterprise |evel

The prinmary goal of the EMAN i nformation nodel is to enable reporting
and nanagenent within a standard framework that is applicable to a

wi de variety of end devices, neters, and proxies. This enables a
managenment systemto know who's consum ng what, when, and how by

| everagi ng exi sting networks across various equipnent in a unified
and consi stent nanner.

Because energy objects may both consune energy and provide energy to
ot her devices, there are three types of energy neasurenent: energy
input to a device, energy supplied to other devices, and net
(resultant) energy consuned (the difference between energy input and
suppl i ed).

1.4. Energy Managenent

The EMAN framewor k provides mechani snms for energy control in addition
to passive nonitoring. There are many cases where active energy
control of devices is desirable, for exanple, during | ow device
utilization or peak electrical price periods.

Energy control can be as sinple as controlling on/off states. In
many cases, however, energy control requires understandi ng the energy
obj ect context. For instance, during non-business hours in a
conmer ci al buil ding, some phones nust remain available in case of
energency, and office cooling is not usually turned off conpletely,
but the confort level is reduced.

Energy object control therefore requires flexibility and support for
different policies and mechani snms: fromcentralized managenent by an
ener gy nanagenent systemto autononous control by individual devices
and alignnent with dynam ¢ demand-response nechani sns.

The power states specified in the EMAN franework can be used in
demand-response scenarios. In response to tinme-of-day fluctuation of
energy costs or grid power shortages, network devices can respond and
reduce their energy consunption
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1.5. EMAN Framewor k Application

A Network Managenent System (NVS) is an entity that requests

i nformati on from conpatibl e devices, typically using the SNWP
protocol. An NVS may inpl ement many networ k managenent functions
such as security or identity managenent. An NVS that deals
exclusively with energy is called an Energy Managenment System (EnMS).
It may be linmted to nonitoring energy use, or it nmay also inplenent
control functions. An EnMsS collects energy information for devices
in the network.

Ener gy managenent can be inplenented by extendi ng existing SNW
support with EMAN-specific MBs. SNWP provides an industry-proven
and wel | - known nechani smto di scover, secure, neasure, and contro
SNMP- enabl ed end devices. The EMAN franmework provides an infornmation
and data nodel to unify access to a large range of devices.

2. Scenarios and Target Devices

This section presents energy nmanagenent scenari os that the EMAN
framework should solve. Each scenario lists target devices for which
t he energy nanagenent framework can be applied, how the reported-on
devi ces are powered, and how the reporting or control is
acconplished. Wiile there is sone overlap between sone of the use
cases, the use cases illustrate network scenarios that the EMAN
framewor k supports

2.1. Network Infrastructure Energy Objects

This scenario covers the key use case of network devices and their

conponents. For a device aware of one or nore conponents, our

i nformation nodel supports nonitoring and control at the conponent

level. Typically, the chassis draws power from one or nore sources
and feeds its internal conponents. It is highly desirable to have

nmoni toring avail abl e for individual conponents, such as |ine cards,
processors, disk drives, and peripherals such as USB devi ces.

As an illustrative exanple, consider a switch with the follow ng
groupi ng of subentities for which energy managenent could be useful

o Physical view chassis (or stack), line cards, and service
nodul es of the switch.

o Conponent view CPU, Application-Specific Integrated Grcuits

(ASI Cs), fans, power supply, ports (single port and port
groups), storage, and nenory.
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The ENTITY-M B [ RFC6933] provides a contai nment nodel for uniquely

i dentifying the physical subconmponents of network devices. The
contai nnment information identifies whether one Energy Object bel ongs
to anot her Energy (bject (e.g., a line-card Energy Object contained
in a chassis Energy (bject). The mapping table,

ent Physi cal Cont ai nsTabl e, has an index, entPhysical Childlndex, and
the tabl e, entPhysical Table, has a M B obj ect,

ent Physi cal Contai nedl n, that points to the containing entity.

The essential properties of this use case are:

0 Target devices: network devices such as routers and swi tches,
as well as their conponents.

0 How powered: typically by a Power Distribution Unit (PDU) on a
rack or froma wall outlet. The conponents of a device are
powered by the device chassis.

0 Reporting: Direct power neasurenent can be perforned at a
device level. Conponents can report their power consunption
directly, or the chassis/device can report on behal f of sone
conponent s.

2.2. Devices Powered and Connected by a Network Device

This scenario covers Power Sourcing Equi prent (PSE) devices. A PSE
device (e.g., a PoE switch) provides power to a Powered Device (PD)
(e.g., a desktop phone) over a nedium such as USB or Ethernet

[ RFC3621]. For each port, the PSE can control the power supply
(switching it on and off) and usually neter actual power provided.
PDs obtain network connectivity as well as power over a single
connection so the PSE can deternine which device is associated with
each port.

PoE ports on a switch are comonly connected to devices such as IP
phones, w rel ess access points, and I P caneras. The switch needs
power for its internal use and to supply power to PoE ports.
Monitoring the power consunption of the switch (supplying device) and
t he power consunption of the PoE endpoints (consuming devices) is a
simpl e use case of this scenario.

This scenario illustrates the rel ationships between entities. The
PoE | P phone is powered by the switch. |If there are nmany |IP phones
connected to the sanme switch, the power consunption of all the IP
phones can be aggregated by the switch
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The essential properties of this use case are:

Target devices: Power over Ethernet devices such as |P phones,
W rel ess access points, and | P caneras.

How power ed: PoE devices are connected to the switch port that
suppl i es power to those devices.

Reporting: PoE device power consunption is nmeasured and reported
by the switch (PSE) that supplies power. |In addition, sone
edge devices can support the EMAN framewor k.

This use case can be divided into two subcases:

a) The endpoi nt device supports the EMAN framework, in which case
this device is an EMAN Energy Object by itself with its own
Uni versally Unique ldentifier (UUD). The device is
responsible for its own power reporting and control. See the
rel ated scenario "Devices Connected to a Network" bel ow.

b) The endpoi nt devi ce does not have EMAN capabilities, and the
power measurenent may not be able to be perforned i ndependently
and is therefore only perfornmed by the supplying device. This
scenario is simlar to the "Md-1|evel Manager" bel ow

In subcase (a), note that two power usage reporting nechanisns for
the same device are avail able: one perforned by the PD itself and one
performed by the PSE. Device-specific inplenmentations will dictate
whi ch one to use.

2.3. Devices Connected to a Network
This use case covers the nmetering relationship between an energy
obj ect and the parent energy object to which it is connected, while
recei ving power froma different source
An exanple is a PC that has a network connection to a switch but
draws power froma wall outlet. |In this case, the PC can report
power usage by itself, ideally through the EMAN framework.

The wall outlet to which the PCis plugged in can be unnetered or
nmet ered, for exanple, by a Snart PDU

a) If netered, the PC has a powered-by relationship to the Snart
PDU, and the Smart PDU acts as a "mnid-Ievel nanager”
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2.

4.

b) If unmetered, or operating on batteries, the PCwll report its
own energy usage as any other Energy Object to the switch, and
the switch nay possibly provide aggregation

These two cases are not nutual ly exclusive.

In terms of relationships between entities, the PC has a powered- by
relationship to the PDU, and if the power consunption of the PCis
nmetered by the PDU, then there is a netered-by relation between the
PC and the PDU

The essential properties of this use case are:

o Target devices: energy objects that have a network connection
but receive power supply from another source.

0 How powered: endpoint devices (e.g., PCs) receive power supply
fromthe wall outlet (unnetered), a PDU (netered), or can be
power ed aut ononmously (batteries).

0 Reporting: The power consunption can be reported via the EMAN
f ranmewor k
- by the device directly,
- by the switch with information provided to it by the device,
or
- by the PDU from which the device obtains its power.

Power Meters

Sonme el ectrical devices are not equipped with instrunentation to
measure their own power and accunul ated energy consunption. Externa
meters can be used to neasure the power consunption of such

el ectrical devices as well as collections of devices.

Three types of external netering are relevant to EMAN. PDUs,
standal one neters, and utility nmeters. External neters can neasure
consunption of a single device or a set of devices.

Power Distribution Units (PDUs) can have built-in nmeters for each
socket and can neasure the power supplied to each device in an

equi prent rack. PDUs typically have renote managenent capabilities
that can report and possibly control the power supply of each outlet.

St andal one neters can be placed anywhere in a power distribution tree
and nay neasure all or part of the total. Utility neters nonitor and
report accurul ated power consunption of the entire building. There
can be submeters to neasure the power consunption of a portion of the
bui | di ng.
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The essential properties of this use case are:
o Target devices: PDUs and neters.

0 How powered: fromtraditional mains power but supplied through
a PDU or neter (where "mmins power" is the standard AC power
drawn fromthe wall outlet).

0 Reporting: PDUs report power consunption of downstream devices,
usual ly a single device per outlet. Meters may report for one
or nore devices and may require know edge of the topology to
associate neters with netered devices.

Met ers have netered-by relationships with devices and may have
aggregation rel ati onshi ps between the neters and the devices for
whi ch power consunption is accunul ated and reported by the neter.

2.5. Md-Ilevel Managers

This use case covers aggregation of energy nanagenent data at "md-
| evel managers" that can provi de energy managenent functions for
t hensel ves and associ at ed devi ces.

A switch can provide energy nanagenent functions for all devices
connected to its ports whether or not these devices are powered by
the switch or whether the switch provides i nmedi ate network
connectivity to the devices. Such a switch is a mid-I|evel manager
of fering aggregati on of power consunption data for other devices.
Devices report their EMAN data to the switch and the switch
aggregates the data for further reporting.

The essential properties of this use case:

o Target devices: devices that can perform aggregati on; conmonly
a switch or a proxy.

0 How powered: md-level nmanagers are commonly powered by a PDU
or froma wall outlet but can be powered by any nethod.

0 Reporting: The mid-level manager aggregates the energy data and
reports that data to an EnMS or higher md-1|evel nmanager

2.6. Non-residential Building System Gateways
This use case describes energy managenent of non-residentia
bui | di ngs. Buil di ng Managenment Systens (BMS) have been in place for

many years using | egacy protocols not based on IP. In these
bui |l di ngs, a gateway can provide a proxy function between |P networks
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and | egacy buil ding automation protocols. The gateway provides an
i nterface between the EMAN framework and rel evant buil di ng managenent
pr ot ocol s.

Due to the potential energy savings, energy managenent of buil dings
has received significant attention. There are gateway network

el ements to nanage the nmultiple conponents of a building energy
managenent system such as Heating, Ventilation, and Air Conditioning
(HVAC), lighting, electrical, fire and energency systens, elevators,
etc. The gateway device uses |egacy building protocols to

communi cate with those devices, collects their energy usage, and
reports the results.

The gateway performs protocol conversion and conmmruni cates via

RS- 232/ RS-485 interfaces, Ethernet interfaces, and protocols specific
to buil di ng managenment such as BACnet (a protocol for building

aut omati on and control networks) [BACnet], Mdbus [ MODBUS], or Zi gBee
[ ZI GBEE] .

The essential properties of this use case are:

o Target devices: building energy nanagenent devices -- HVAC
systens, lighting, electrical, and fire and energency systens.

0 How powered: any net hod.

0 Reporting: The gateway coll ects energy consunption of non-IP
systenms and conmmuni cates the data via the EMAN framewor k

2.7. Home Energy Gateways

This use case describes the scenario of energy managenent of a hone.
The honme energy gateway is another exanple of a proxy that interfaces
with electrical appliances and other devices in a hone. This gateway
can noni tor and manage el ectrical equipnent (e.g., refrigerator
heati ng/ cooling, or washi ng nachi ne) using one of the many protocols
that are being devel oped for residential devices.

Beyond sinply nmetering, it’'s possible to inplenment energy saving
policies based on tine of day, occupancy, or energy pricing fromthe
utility grid. The EMAN i nformati on nodel can be applied to the

ener gy nmanagenent of a hone.

The essential properties of this use case are:

o Target devices: home energy gateway and smart neters in a hone.

0 How powered: any net hod.
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0 Reporting: The hone energy gateway can coll ect power
consunption of device in a home and possibly report the meter
reading to the utility.

2. 8. Dat a Center Devices

This use case describes energy managenent of a data center. Energy
efficiency of data centers has become a fundanental challenge of data
center operation, as data centers are big energy consuners and have
an expensive infrastructure. The equi prment generates heat, and heat
needs to be evacuated through an HVAC system

A typical data center network consists of a hierarchy of electrica
energy objects. At the bottomof the network hierarchy are servers
mounted on a rack; these are connected to top-of-the-rack switches,
which in turn are connected to aggregation switches and then to core
swi tches. Power consunption of all network el ements, servers, and
storage devices in the data center should be neasured. Energy
managenent can be inpl enented on different aggregation levels, i.e.
at the network level, the Power Distribution Unit (PDU) |evel, and/or
the server |evel

Beyond t he network devices, storage devices, and servers, data
centers contain Uninterruptable Power Systens (UPSs) to provide back-
up power for the facility in the event of a power outage. A UPS can
provi de backup power for many devices in a data center for a finite
period of tine. Energy nonitoring of energy storage capacity is
vital froma data center network operations point of view

Presently, the UPS M B can be useful in nonitoring the battery
capacity, the input load to the UPS, and the output |load fromthe
UPS. Currently, there is no Iink between the UPS M B and the ENTITY
M B.

In addition to nonitoring the power consunption of a data center,
addi ti onal power characteristics should be nonitored. Sonme of these
are dynamc variations in the input power supply fromthe grid,
referred to as power quality nmetrics. It can also be useful to
nonitor how efficiently the devices utilize power.

Namepl ate capacity of the data center can be estimated fromthe

nanepl ate ratings (which indicate the maxi mum possi bl e power draw) of
I T equi pnent at a site.
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The essential properties of this use case are:

0 Target devices: IT devices in a data center, such as network
equi prent, servers, and storage devices, as well as power and
cooling infrastructure.

0 How powered: any nethod, but commonly by one or nore PDUs.

0 Reporting: Devices nay report on their own behal f or for other
connect ed devices as described in other use cases.

2.9. Energy Storage Devices

Energy storage devices can have two different roles: one type whose
primary function is to provide power to another device (e.g., a UPS)
and one type with a different primary function but that has energy
storage as a conponent (e.g., a notebook). This use case covers

bot h.

The energy storage can be a conventional battery or any other neans
to store electricity, such as a hydrogen cell

An internal battery can be a back-up or an alternative source of
power to mains power. As batteries have a finite capacity and
lifetinme, neans for reporting the actual charge, age, and state of a
battery are required. An internal battery can be viewed as a
component of a device and can be contained within the device from an
ENTI TY-M B perspecti ve.

Battery systens are often used in renpte |ocations such as nobile
telecomtowers. For continuous operation, it is inportant to nonitor
the remaining battery Iife and raise an alarmwhen this falls below a
t hr eshol d.

The essential properties of this use case are:

0 Target devices: devices that have an internal battery or
external storage.

0 How powered: frombatteries or other storage devices.

0 Reporting: The device reports on its power delivered and state.
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2.10. Industrial Automation Networks

Energy consunption statistics in the industrial sector are
staggering. The industrial sector al one consunes about half of the
world s total delivered energy and is a significant user of
electricity. Thus, the need for optimzation of energy usage in this
sector is natural

Industrial facilities consume energy in process |oads and non-process
| oads.

The essential properties of this use case are:
o Target devices: devices used in an industrial sector.
0 How powered: any net hod.

0 Reporting: The Common Industrial Protocol (CIP) is conmonly
used for reporting energy for these devices.

2.11. Printers

This use case describes the scenario of energy nonitoring and
managenent of printers. Printers in this use case stand in for al

i magi ng equi pnment, including Miulti-function Devices (MDs), scanners,
fax machi nes, and mailing machines.

Energy use of printers has been a | ong-standing industry concern, and
sophi sti cated power managenment is common. Printers often use a

vari ety of |ow power nodes, particularly for managi ng energy-

i ntensi ve therno-nechani cal conponents. Printers also have | ong nade
ext ensi ve use of SNWP for end-user systeminteraction and for
managenment generally, with cross-vendor nmanagenment systens able to
manage fleets of printers in enterprises. Power consunption during
active nodes can vary widely, with high peak usage | evels.

Printers can expose detail ed power state information, distinct from
operational state information, with sone printers reporting
transition states between stable long-termstates. Many al so support
active setting of power states and policies, such as delay tines,
when inactivity automatically transitions the device to a | ower power
node. COher features include reporting on conponents, counters for
state transitions, typical power |evels by state, scheduling, and
event s/ al ar ns.

Schoeni ng, et al. St andards Track [ Page 14]



RFC 7603 EMAN Applicability Statenent August 2015

Sonme large printers also have a "Digital Front End", which is a
conputer that performs functions on behalf of the physical imaging
system These typically have their own presence on the network and
are sonetinmes separately powered

There are sonme unique characteristics of printers fromthe point of
vi ew energy managenment. Wile the printer is not in use, there are
timer-based | ow power states, which consune little power. On the
other hand, while the printer is printing or copying, the cylinder is
heated so that power consunption is quite high but only for a short
period of tine. Guven this work | oad, periodic polling of power

| evel s al one woul d not suffice.

The essential properties of this use case are:
o Target devices: all imaging equi prment.
0 How powered: typically, AC froma wall outlet.
0 Reporting: The devices report for thensel ves.
2.12. Demand Response

The thene of denmand response froma utility grid spans across severa
use cases. In sone situations, in response to tine-of-day
fluctuation of energy costs or sudden energy shortages due power
outages, it nmay be inportant to respond and reduce the energy
consunption of the network

From the EMAN use case perspective, the denand-response scenari o can
apply to a data center, building, or honme. Real-tine energy
nmonitoring is usually a prerequisite so that during a potenti al
energy shortfall the EnMS can provide an active response. The EnMS
could shut down sel ected devices that are considered |ower priority
or uniformy reduce the power supplied to a class of devices. For
multisite data centers, it nmay be possible to fornulate policies such
as the foll owthe-sun type of approach by scheduling the nobility of
Virtual Machi nes (VMs) across data centers in different geographica

| ocati ons.

The essential properties of this use case are:
o Target devices: any device.
0 How powered: traditional mains AC power.

0 Reporting: Devices report in real tine.
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0 Control: demand response based upon policy or priority.
3. Use Case Patterns

The use cases presented above can be abstracted to the follow ng
broad patterns for energy objects.

3.1. Metering
- Energy objects that have the capability for internal netering
- Energy objects that are netered by an external device

3.2. Metering and Control

- Energy objects that do not supply power but can perform power
metering for other devices

- Energy objects that do not supply power but can perform both
metering and control for other devices

3.3. Power Supply, Metering, and Contro

- Energy objects that supply power for other devices but do not
perform power netering for those devices

- Energy objects that supply power for other devices and al so
perform power netering

- Energy objects that supply power for other devices and al so
perform power netering and control for other devices

3.4. Miltiple Power Sources

- Energy objects that have nmultiple power sources, with metering and
control perforned by the sane power source

- Energy objects that have multiple power sources supplying power to

the device with netering performed by one or nore sources and
control perforned by another source
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4. Relationship of EMAN to O her Standards

The EMAN framework is tied to other standards and efforts that
address energy nmonitoring and control. EMAN | everages existing
standards when possible, and it hel ps enabl e adj acent technol ogi es
such as Smart Gid.

The standards nost relevant and applicable to EMAN are |isted bel ow
with a brief description of their objectives, the current state, and
how t hat standard rel ates to EMAN.

4.1. Data Mdel and Reporting
4.1.1. IEC - CIM

The International Electrotechnical Conm ssion (IEC) has devel oped a
broad set of standards for power nmanagenent. Anmpong these, the nost
applicable to EMAN is | EC 61850, a standard for the design of
electric utility automation. The abstract data nodel defined in
61850 is built upon and extends the Conmon Information Mdel (CIM.
The conpl ete 61850 Cl M nodel includes over a hundred object classes
and is widely used by utilities worldw de.

This set of standards were originally conceived to autonmate control
of a substation (a facility that transfers electricity fromthe
transmission to the distribution systenm). However, the extensive
data nodel has been wi dely used in other domains, including Energy
Managenment Systens (EnMS).

| EC TC57 WGL9 is an ongoi ng working group with the objective to
har noni ze the Cl M data nodel and 61850 standar ds.

Several concepts from | EC Standards have been reused in the EMAN
docunents. In particular, AC Power Quality measurenents have been
reused fromI| EC 61850-7-4. The concept of Accuracy C asses for
measur enent of power and energy has been adapted from ANSI Cl12.20 and
| EC st andards 62053-21 and 62053-22.

4.1.2. DMIF

The Distributed Managenent Task Force (DMIF) has defined a Power
State Managenent profile [ DMIF-DSP1027] for managi ng conputer systens
using the DMIF's Common | nformation Model (CIM. These

speci fications provide physical, logical, and virtual system
managenent requirenents for power-state control services. The DMIF
standard does not include energy nonitoring.
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The Power State Managenent profile is used to describe and nmanage the
Power State of conputer systens. This includes controlling the Power
State of an entity for entering sleep node, awakeni ng, and rebooti ng.
The EMAN franmework references the DMIF Power Profile and Power State
Set .

4,1.2.1. Conmmon Information Mddel Profiles

The DMIF uses Cl Mbased 'Profiles’ to represent and rmanage power
utilization and configuration of managed el enents (note that this is
not the 61850 CIM. Key profiles for energy managenent are ' Power
Supply’ (DSP 1015), 'Power State’ (DSP 1027), and 'Power UWilization
Managenment’ (DSP 1085). These profiles define nany features for the
nonitoring and configuration of a Power Managed El enent’s static and
dynani ¢ power saving nodes, power allocation linmits, and power

st at es.

Reduced power nodes can be established as static or dynamic. Static
nodes are fixed policies that linmt power use or utilization

Dynani ¢ power saving nodes rely upon internal feedback to contro
power consunpti on.

Power states are eight named operational and non-operational |evels.
These are On, Sleep-Light, Sleep-Deep, Hibernate, Of-Soft, and Of-
Hard. Power change capabilities provide inmediate, tinmed interval
and graceful transitions between on, off, and reset power states.
Table 3 of the Power State Profile defines the correspondence between
t he Advanced Configuration and Power Interface [ACPI] and DMIF power
state nodels, although it is not necessary for a managed el ement to
support ACPI. Optionally, a Transitioni ngToPowerState property can
represent power state transitions in progress.

4.1.2.2. DASH

DMIF Desktop and Mobile Architecture for System Hardware [ DASH]

addr esses nmanagi ng het er ogeneous desktop and nobil e systens
(including power) via in-band and out - of -band comuni cations. DASH
uses the DMIF' s Wb Services for Managenent (W5 Managenent) and CIM
data nodel to nanage and control resources such as power, CPU, etc.

Both in-service and out-of-service systenms can be managed with the

DASH specification in a fully secured renote environnent. Full power
Iife-cycle managenent is possible using out-of-band nanagenent.
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4.1.3. ODVA

The Open Devi ceNet Vendors Association (ODVA) is an association for

i ndustrial autonmation conpanies that defines the Common | ndustrial
Protocol (CIP). Wthin ODVA, there is a special interest group
focused on energy and standardi zation and interoperability of energy-
awar e devi ces

The CDVA is devel opi ng an energy nanagenent framework for the
i ndustrial sector. There are synergies and simlar concepts between
the ODVA and EMAN approaches to energy nonitoring and nmanagenent.

ODVA defines a three-part approach towards energy nmanagenent:

awar eness of energy usage, energy efficiency, and the exchange of
energy with a utility or others. Energy nonitoring and managenent
pronmote efficient consunption and enabl e automating actions that
reduce energy consunption

The foundation of the approach is the informati on and conmuni cati on
nodel for entities. An entity is a network-connected, energy-aware
device that has the ability to either neasure or derive its energy
usage based on its native consunption or generation of energy, or
report a nominal or static energy val ue.

4.1. 4. Ecnma SDC

The Ecna International standard on Smart Data Centre [ Ecna- SDC|
defines semantics for nanagenent of entities in a data center such as
servers, storage, and network equipnent. It covers energy as one of
many functional resources or attributes of systenms for nonitoring and
control. It only defines nessages and properties and does not
reference any specific protocol. |Its goal is to enable
interoperability of such protocols as SNWP, BACnet, and HITP by
ensuring a common semantic nodel across them Four power states are
defined, Of, Sleep, Idle, and Active. The standard does not include
actual energy or power neasurenents.

Wien used with EMAN, the SDC standard will provide a thin abstraction
on top of the nore detail ed data nodel avail able in EMAN.

4.1.5. PWG

The | EEE I ndustry Standards and Technol ogy O gani zation (ISTO
Printer Wirking G oup (PW5 defines open standards for printer-

rel ated protocols for the benefit of printer manufacturers and

rel ated software vendors. The Printer WG covers power nonitoring and
managenent of network printers and inaging systens in the PWs Power
Managenment Model for Inmaging Systens [ PWH106.4]. Cdearly, these
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devices are within the scope of energy nmanagenent since they receive
power and are attached to the network. 1In addition, there is anple
scope for power managenent since printers and inmagi ng systens are not
used that often.

The | EEE-1 STO Printer Wrking Goup (PW5 defines SNMP M B nodul es
for printer managenent and, in particular, a "PWs Power Managenent
Model for Imaging Systens v1.0" [PW35106.4] and a conpani on SNWP
binding in the "PWG I magi ng System Power M B v1.0" [ PWE5106.5]. This
PWG nodel and M B are harnoni zed with the DMIF CI M I nfrastructure

[ DMTF- DSP0004] and DMIF CI M Power State Managenent Profile

[ DMIF- DSP1027] for power states and alerts.

These M B nodul es can be useful for nmonitoring the power and Power
State of printers. The EMAN framework takes into account the
standards defined in the Printer Working Group. The PWs may

harmoni ze its MBs with those from EMAN. The PWG covers nany topics
in greater detail than EMAN, including those specific to inmaging
equi pnent. The PWG al so provides for vendor-specific extension
states (beyond the standard DMIF Cl M st at es).

The I ETF Printer M B [ RFC3805] is on the Standards Track, but that
M B nodul e does not address power nanagemnent.

4.1.6. ASHRAE

Inthe U S., there is an extensive effort to coordi nate and devel op
standards related to the "Smart Gid". The Smart Gid
Interoperability Panel, coordinated by the governnent’s National
Institute of Standards and Technol ogy, identified the need for a
buil ding side infornmation nodel (as a counterpart to utility nodels)
and specified this in Priority Action Plan (PAP) 17. This was
designated to be a joint effort by the Anerican Society of Heating,
Refrigerating and Air-Conditioning Engi neers (ASHRAE) and the
National El ectrical Mnufacturers Association (NEMA), both ANSI -
approved Standards Devel opnent Organi zations (SDGCs). The result is
to be an information nodel, not a protocol.

The ASHRAE effort [ASHRAE] addresses data used only within a building
as well as data that rmay be shared with the grid, particularly as it
relates to coordinating future demand levels with the needs of the
grid. The nodel is intended to be applied to any building type, both
residential and commercial. It is expected that existing protocols
will be adapted to conply with the new informati on nodel, as would
new pr ot ocol s.
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There are four basic types of entities in the nodel: generators,

| oads, neters, and energy nanagers. The netering part of the nodel
overlaps to a large degree with the EMAN framework, though there are
features unique to each. The load part speaks to contro

capabilities well beyond what EMAN covers. Details of generation and
of the energy managenent function are outside of EMAN scope

A public review draft of the ASHRAE standard was rel eased in July
2012. There are no apparent major conflicts between the two
approaches, but there are areas where sone harnoni zation i s possible.

4.1.7. ANSI/CEA

The Consuner El ectronics Association (CEA) has approved ANSI/ CEA-2047
[ ANSI CEA] as a standard data nodel for Energy Usage Information. The
primary purpose is to enable hone appliances and el ectronics to
conmmuni cate energy usage information over a w de range of
technol ogi es with pluggabl e nodul es that contain the physical-1ayer

el ectronics. The standard can be used by devices operating on any
home network including W-Fi, Ethernet, ZigBee, Z-Wave, and

Bl uetooth. The Introduction to ANSI/CEA-2047 states that "this
standard provides an information nodel for other groups to devel op

i npl enment ations specific to their network, protocol and needs." It
covers device identification, current power |evel, cunulative energy
consunption, and provides for reporting tine-series data.

4.1.8. ZigBee

The ZigBee Smart Energy Profile 2.0 (SEP) effort [ZlI GBEE] focuses on
| P-based wirel ess comunication to appliances and lighting. It is

i ntended to enabl e internal building energy nanagenent and provide
for bidirectional comunication with the power grid.

Zi gBee protocols are intended for use in enbedded applications with
| ow data rates and | ow power consunption. ZigBee defines a general-
pur pose, inexpensive, self-organizing nesh network that can be used
for industrial control, enbedded sensing, nedical data collection
smoke and intruder warning, building automation, home autonmation,
etc.

ZigBee is currently not an ANSI-recogni zed SDO
The EMAN franmewor k addresses the needs of |P-enabl ed networks through

t he usage of SNMP, while Zi gBee provides for conpletely integrated
and i nexpensive nmesh sol utions.
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4. 2. Measur enent
4.2.1. ANSI Ci12

The American National Standards Institute (ANSI) has defined a
collection of power neter standards under ANSI Cl2. The prinary
standards i nclude conmuni cation protocols (Cl2.18, 21 and 22), data
and schema definitions (Cl12.19), and measurement accuracy (Cl2.20).
Eur opean equi val ent standards are provided by | EC 62053-22.

These very specific standards are oriented to the neter itself and
are used by electricity distributors and producers.

The EMAN framework [ RFC7326] references the Accuracy O asses
specified in ANSI C12.20.

4.2.2. |EC 62301

| EC 62301, "Household el ectrical appliances - Measurenent of standby
power" [l EC62301], specifies a power-level measurenent procedure.
Wiile nominally for appliances and | ow power nobdes, its concepts
apply to other device types and nodes, and it is conmonly referenced
in test procedures for energy using products.

Wil e the standard is intended for |aboratory neasurenents of devices
in controlled conditions, aspects of it are informative to those
i mpl enenti ng nmeasurenent in products that ultimtely report via EMAN

4.3. Oher
4.3.1. 1SO

The International Organization for Standardization (1SO [ISQ is
devel opi ng an energy managenent standard, |SO 50001, to conpl enent
| SO 9001 for quality managenment and | SO 14001 for environnental
managenent. The intent is to facilitate the creation of energy
managenent prograns for industrial, comrercial, and other entities.
The standard defines a process for energy managenment at an

organi zational level. It does not define the way in which devices
report energy and consune energy.

| SO 50001 is based on the comon elenents found in all of 1SOs
managenent system standards, assuring a high level of conpatibility
with | SO 9001 and | SO 14001. |SO 50001 benefits include

0o Integrating energy efficiency into managenment practices and
t hr oughout the supply chain.
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o Using energy managenent best practices and good energy
managenent behavi ors.

0 Benchmarki ng, neasuring, docunenting, and reporting energy
intensity inprovenments and their projected inpact on reductions
i n greenhouse gas (CGHG emni ssions.

o Evaluating and prioritizing the inplenmentation of new energy-
ef ficient technol ogies.

| SO 50001 has been devel oped by 1SO project committee | SO TC 242,
Ener gy Managenent. EMAN is conplenentary to | SO 9001.

4.3.2. Energy Star

The U. S. Environnental Protection Agency (EPA) and U.S. Departnent of
Energy (DOE) jointly sponsor the Energy Star program [ESTAR]. The
program pronotes the devel opnent of energy efficient products and
practi ces.

To qualify as Energy Star, products nust neet specific energy
efficiency targets. The Energy Star program al so provi des planning
tool s and techni cal docunentation to encourage nore energy-efficient
buil ding design. Energy Star is a program it is not a protocol or
st andar d.

For busi nesses and data centers, Energy Star offers technical support
to hel p conpani es establish energy conservation practices. Energy
Star provides best practices for neasuring current energy
perfornmance, goal setting, and tracking inprovenent. The Energy Star
tools offered include a rating systemfor building perfornmance and
conpar ati ve benchnarks

There is no i medi ate |ink between EMAN and Energy Star, one being a
protocol and the other a set of recommendations to devel op energy-
efficient products. However, Energy Star could include EMAN
standards in specifications for future products, either as required
or rewarded with sone benefit.

4.3.3. Smart Gid

The Smart Grid standards efforts underway in the United States are
overseen by the U S. National Institute of Standards and Technol ogy
[NIST]. N ST is responsible for coordinating a public-private
partnership with key energy and consuner stakeholders in order to
facilitate the devel opnment of Smart Gid standards. These activities
are nonitored and facilitated by the Smart Gid Interoperability
Panel (SA@P). This group has working groups for specific topics
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i ncludi ng hones, comercial buildings, and industrial facilities as
they relate to the grid. A stated goal of the group is to harnonize
any new standard with the EC CI M and | EC 61850.

When a working group detects a standard or technol ogy gap, the team
seeks approval fromthe S@P for the creation of a Priority Action
Plan (PAP), a private-public partnership to close the gap. PAP 17 is
di scussed in Section 4.1.6.

PAP 10 addresses "Standard Energy Usage Information". Smart Gid
standards will provide distributed intelligence in the network and
al | ow enhanced | oad shedding. For exanple, pricing signals wll
enabl e sel ective shutdown of non-critical activities during peak
price periods. Actions can be effected through both centralized and
di stributed nanagenment controls.

There is an obvious functional |ink between Smart Gid and EMAN in
the form of denand response even though the EMAN framework itself
does not address any coordination with the grid. As EMAN enabl es
control, it can be used by an EnMs to acconplish denand response
through translation of a signal froman outside entity.

5. Limtations

EMAN addresses the needs of energy nonitoring in terns of neasurenent
and considers limted control capabilities of energy nonitoring of
net wor ks.

EMAN does not create a new protocol stack, but rather defines a data
and i nformation nodel useful for measuring and reporting energy and
ot her netrics over SNW

EMAN does not address questions regarding Smart Gid, electricity
producers, and distributors.

6. Security Considerations

EMAN uses SNWP and thus has the functionality of SNW' s security
capabilities. SNwWPv3 [ RFC3411] provides inportant security features
such as confidentiality, integrity, and authentication

Section 10 of [RFC7460] and Section 6 of [RFC7461] nention that power
noni tori ng and nanagenent M Bs nay have certain privacy inplications.
These privacy inplications are beyond the scope of this docunent.
There nmay be additional privacy considerations specific to each use
case; this docunent has not attenpted to anal yze these
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