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Abst r act

Thi s docunent provides reconmendations to designers of application
and service protocols on how to use the transport protocol port
nunber space and when to request a port assignnent fromI|ANA. It
provi des desi gner guidance to requesters or users of port nunmbers on
how to interact with I ANA using the processes defined in RFC 6335;
thus, this docunent conpl ements (but does not update) that docunent.
It provides guidelines for designers regarding how to interact with
the |1 ANA processes defined in RFC 6335, thus serving to conpl ement
(but not update) that docunent.

Status of This Meno
This meno docunents an | nternet Best Current Practice.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
BCPs is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7605
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1. Introduction

Thi s docunent provides information and advice to application and

service designers on the use of assigned transport port nunbers. It
provides a detail ed historical background of the evolution of
transport port nunbers and their nultiple neanings. 1t also provides

specific recommendati ons to designers on how to use assigned port

nunbers. Note that this document provides information to potential
port nunber applicants that conplenments the | ANA process described in
[ RFC6335] (the sol e docunent of BCP 165 before this docunment), but it
does not change any of the port nunber assignnent procedures
described therein. Because they are thus so closely related, this
docunment and RFC 6335 are now known together as BCP 165. This
docunent is intended to address concerns typically raised during
Expert Review (see [RFC5226]) of assigned port nunber applications,
but it is not intended to bind those reviews. RFC 6335 al so
describes the interaction between port experts and port requests in

| ETF consensus docunments. Authors of | ETF consensus docunments shoul d
nevert hel ess follow the advice in this document and can expect
comrent on their port requests fromthe port experts during | ETF Last
Call or at other tines when reviewis explicitly sought.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docunent, these words will appear with that interpretation
only when in ALL CAPS. Lowercase uses of these words are not to be
interpreted as carrying significance described in RFC 2119.

In this docunent, the characters ">>" preceding an indented |ine(s)
i ndi cates a statenent using the key words |isted above. This
convention aids reviewers in quickly identifying or finding

requi renents for registration and recommendati ons for use of port
nunmbers in this RFC

3. History

The term’'port’ was first used in [RFC33] to indicate a sinplex
communi cati on path froman individual process and originally applied
to only the Network Control Program (NCP) connection-oriented
protocol. At a neeting described in [RFC37], an idea was presented
to decoupl e connections between processes and |inks that they use as
pat hs and, thus, to include nuneric source and destinati on socket
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identifiers in packets. [RFC38] provides further detail, describing
how processes might have nore than one of these paths and that nore
than one path may be active at a tinme. As a result, there was the
need to add a process identifier to the header of each nessage so
that incom ng nmessages could be denultiplexed to the appropriate
process. [RFC38] further suggests that 32-bit nunbers be used for
these identifiers. [RFC48] discusses the current notion of |istening
on a specific port nunber, but does not discuss the issue of port
nunmber determination. [RFC61] notes that the chall enge of know ng
the appropriate port nunbers is "left to the processes" in general
but introduces the concept of a "well-known" port nunber for comon
services

[ RFC76] proposes a "tel ephone book" by which an index will allow port
nunbers to be used by nane, but still assunmes that both source and
destination port nunbers are fixed by such a system [RFC333]
proposes that a port nunber pair, rather than an individual port
nunber, be used on both sides of the connection for denultiplexing
messages. This is the final viewin [RFC793] (and its predecessors,
including [I EN112]), and brings us to their current neaning.

[ RFC739] introduces the notion of generic reserved port nunbers for
groups of protocols, such as "any private RJE server" [RFC739].

Al t hough the overall range of such port nunbers was (and remains) 16
bits, only the first 256 (high 8 bits cleared) in the range were
consi dered assi gned.

[RFC758] is the first to describe port nunbers as being used for TCP
(previous RFCs all refer to only NCP). It includes a list of such
wel | - known port nunbers, as well as describes ranges used for

di fferent purposes:

Deci mal Cct al Descri ption

0-63 0-77 Net work W de Standard Function
64-127 100- 177 Hosts Specific Functions
128-223 200- 337 Reserved for Future Use

224- 255 340- 377 Any Experinmental Function

In [ RFC820], those range neani ngs di sappear, and a single list of
nunber assignnments is presented. This is also the first tine that
port nunbers are described as applying to a connectionl ess transport
(e.g., UDP) rather than only connection-oriented transports.

By [ RFC900], the ranges appear as decinmal nunbers rather than the
octal ranges used previously. [RFCL1340] increases this range from
0-255 to 0-1023 and begins to list TCP and UDP port nunber
assignnents individually (although the assunption was that once
assigned a port nunber applies to all transport protocols, including
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TCP, UDP, recently Stream Control Transm ssion Protocol (SCTP) and
Dat agr am Congesti on Control Protocol (DCCP), as well as |ISO TP4 for a
brief period in the early 1990s). [RFC1340] al so establishes the
Regi stered range of 1024-59151, though it notes that it is not
controlled by the 1 ANA (at that point). The list provided by

[ RFC1700] in 1994 renmained the standard until it was decl ared

repl aced by an online version, as of [RFC3232] in 2002.

4. Current Port Nunber Use

RFC 6335 indicates three ranges of port nunber assignments:

Bi nary Hex
0- 1023 0x0000- Ox03FF System (al so Wl | - Known)
1024- 49151 0x0400- OxBFFF User (al so Regi stered)

49152- 65535 0xC000- OxFFFF Dynamic (al so Private)

System (al so Wl | - Known) enconpasses the range 0-1023. On sone
systens, use of these port numbers requires privil eged access, e.g.
that the process run as 'root’ (i.e., as a privileged user), which is
why these are referred to as System port nunmbers. The port nunbers
from 1024- 49151 denotes non-privil eged services, known as User (also
Regi stered), because these port nunbers do not run with special
privileges. Dynamic (also Private) port nunbers are not assigned.

Both System and User port nunmbers are assigned through | ANA, so both
are sonetinmes called '"registered port nunbers’. As a result, the
term’registered’ is anbiguous, referring either to the entire range
0- 49151 or to the User port nunbers. Conplicating natters further
System port nunbers do not always require special (i.e., 'root’)
privilege. For clarity, the remainder of this docunent refers to the
port nunber ranges as System User, and Dynanmic, to be consistent
with | ANA process [ RFC6335].

5. What is a Port Nunber?
A port nunber is a 16-bit nunber used for two distinct purposes:
0 Demultiplexing transport endpoint associations within an end host
o ldentifying a service
The first purpose requires that each transport endpoint association
(e.g., TCP connection or UDP pairw se association) using a given

transport between a given pair of |IP addresses use a different pair
of port numbers, but it does not require either coordination or
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regi stration of port nunber use. It is the second purpose that
drives the need for a common registry.

Consi der a user wanting to run a web server. That service could run
on any port nunber, provided that all clients knew what port nunber
to use to access that service at that host. Such information can be
explicitly distributed -- for exanple, by putting it in the URI

http://ww. exanpl e. com 51509/

Utimately, the correlation of a service with a port nunber is an
agreenent between just the two endpoints of the association. A web
server can run on port nunber 53, which m ght appear as DNS traffic
to others but will connect to browsers that know to use port numnber
53 rather than 80.

As a concept, a service is the conbination of |1SO Layers 5-7 that
represents an application-protocol capability. For exanple, ww
(port number 80) is a service that uses HTTP as an application
protocol and provides access to a web server [RFC7230]. However, it
is possible to use HITP for other purposes, such as command and
control. This is why sonme current services (HTTP, e.g.) are a bit
overl oaded -- they describe not only the application protocol, but a
particul ar service

| ANA assigns port nunbers so that Internet endpoints do not need
pairwi se, explicit coordination of the neaning of their port nunbers.
This is the primary reason for requesting port nunber assignment by

| ANA -- to have a common agreenent between all endpoints on the
Internet as to the default neaning of a port nunber, which provides
the endpoints with a default port nunber for a particular protocol or
servi ce.

Port numbers are sonetines used by internmedi ate devices on a network
path, either to nmonitor avail able services, to nonitor traffic (e.g.,
to indicate the data contents), or to intercept traffic (to block
proxy, relay, aggregate, or otherw se process it). |In each case, the
internmedi ate device interprets traffic based on the port nunber. It
is inportant to recognize that any interpretation of port nunbers --
except at the endpoints -- may be incorrect, because port nunbers are
meani ngful only at the endpoints. Further, port nunbers may not be
visible to these internedi ate devices, such as when the transport
protocol is encrypted (as in network- or |ink-layer tunnels) or when
a packet is fragmented (in which case only the first fragnment has the
port nunber information). Such port nunber invisibility my
interfere with these capabilities, which are inplenented inside the
networ k and based on a port nunber
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Port nunmbers can al so be used for other purposes. Assigned port
nunbers can sinplify end-systemconfiguration, so that individua
installations do not need to coordinate their use of arbitrary port
nunbers. Such assignnments may al so have the effect of sinplifying
firewal | managenent, so that a single, fixed firewall configuration
can either permt or deny a service that uses the assigned ports.

It is useful to differentiate a port nunber froma service nanme. The
fornmer is a nuneric value that is used directly in transport protoco
headers as a denultiplexing and service identifier. The latter is
primarily a user convenience, where the default map between the two
is considered static and resol ved using a cached index. This
docunment focuses on the former because it is the fundanental network
resource. Dynam c nmaps between the two, i.e., using DNS SRV records,
are discussed further in Section 7.1.

6. Conservation

Assi gned port nunbers are a linmted resource that is globally shared
by the entire Internet comunity. As of 2014, approximately 5850 TCP
and 5570 UDP port nunbers had been assigned out of a total range of
49151. As a result of past conservation, current assigned port use
is small and the current rate of assignnment avoids the need for
transition to larger nunber spaces. This conservation also hel ps
avoid the need for IANA to rely on assigned port nunber reclanation,
which is practically inpossible even though procedurally permtted

[ RFC6335] .

| ANA ainms to assign only one port number per service, including
variants [ RFC6335], but there are other benefits to using fewer port
nunbers for a given service. Use of nultiple assigned port nunbers
can nake applications nore fragile, especially when firewalls block a
subset of those port numbers or use ports numbers to route or
prioritize traffic differently. As a result:

>> Each assigned port requested MJST be justified by the applicant as
an i ndependently useful service.

6.1. Cuiding Principles

Thi s docunent provides reconmendations for users that also help
conserve assigned port nunber space. Again, this docunent does not
update [ RFC6335] (originally the sole docunent of BCP 165), which
describes the | ANA procedures for nanagi ng assigned transport port
nunmbers and services, but rather augnents it by now beconing part of
BCP 165 (i.e., BCP 165 now refers to both docunents together).

Assi gned port nunber conservation is based on a nunber of basic
princi pl es:
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0 A single assigned port nunber can support different functions over
separate endpoi nt associ ati ons, determ ned using in-band
informati on. An FTP data connection can transfer binary or text
files, the latter translating line-term nators, as indicated in-
band over the control port number [RFC959].

o0 A single assigned port nunber can indicate the Dynam c port
nunber (s) on which different capabilities are supported, as with
passi ve-node FTP [ RFC959].

0 Several existing services can indicate the Dynam ¢ port nunber(s)
on whi ch other services are supported, such as with Milticast DNS
(nDNS) and portnapper [RFC1833] [RFC6762] [RFC6763].

o Copies of some existing services can be differentiated using in-
band information (e.g., URIs in the HITP Host field and TLS Server
Name | ndication extension) [RFC7230] [RFC6066].

0 Services requiring varying performance properties can already be
supported using separate endpoint associations (connections or
ot her associations), each configured to support the desired
properties. For exanple, a high-speed and | ow speed variant can
be determ ned within the service using the sane assigned port.

Assi gned port nunbers are intended to differentiate services, not
vari ations of performance, replicas, pairw se endpoint associations,
or payload types. Assigned port nunbers are also a snall space
conpared to other Internet nunmber spaces; it is never appropriate to
consume assigned port nunbers to conserve | arger spaces such as IP
addresses, especially where copies of a service represent different
endpoi nt s.

6.2. Firewall and NAT Consi derati ons

Utimately, port nunmbers indicate services only to the endpoints, and
any internedi ate device that assigns neaning to a value can be
incorrect. End systens nmight agree to run web services (HITP) over
port nunber 53 (typically used for DNS) rather than port nunber 80,

at which point a firewall that bl ocks port nunmber 80 but permits port
nunber 53 woul d not have the desired effect. Nonethel ess, assigned
port nunbers are often used to help configure firewalls and ot her
port-based systens for access control

Usi ng Dynami c port nunbers, or explicitly indicated port numnbers

i ndi cated in-band over another service (such as with FTP) often
conmplicates firewall and NAT interactions [RFCO59]. FTP over
firewalls often requires direct support for deep-packet inspection
(to snoop for the Dynamic port nunber for the NAT to correctly nap)
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or passive-nmode FTP (in which both connections are opened fromthe
client side).

7. Considerations for Requesting Port Nunber Assignments

Port nunbers are assigned by | ANA by a set of docunented procedures

[ RFC6335]. The follow ng section describes the steps users can take
to help assist with responsi ble use of assigned port nunbers and with
preparing an application for a port nunber assignnent.

7.1. Is a port number assignment necessary?

First, it is useful to consider whether a port nunber assignnent is
required. In many cases, a new number assignment may not be needed.
The follow ng questions nmay aid in naking this determination

0o Is this really a new service or could an existing service suffice?

0o |Is this an experinental service [RFC3692]? |f so, consider using
the current experinental ports [RFC2780].

0 Is this service independently useful? Sonme systens are conposed
fromcollections of different service capabilities, but not all
conponent functions are useful as independent services. Port
nunbers are typically shared anong the snall est independently
useful set of functions. Different service uses or properties can
be supported in separate pairw se endpoint associations after an
initial negotiation, e.g., to support software deconposition

0 Can this service use a Dynam c port nunber that is coordinated
out - of -band? For exanpl e:

0 By explicit configuration of both endpoints.

o By internal mechanisnms within the same host (e.g., a
configuration file, indicated within a URl or using
i nt erprocess conmuni cation).

o Using information exchanged on a rel ated service: FTP [ RFC959],
SI P [ RFC3261], etc.

o Using an existing port discovery service: portnmapper [RFC1833],
nDNS [ RFC6762] [ RFC6763], etc.
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There are a few good exanpl es of reasons that nore directly suggest
that not only is a port number assignnent not necessary, but it is
directly counter-indicated:

(o]

Touch

Assi gned port nunbers are not intended to differentiate
perfornmance variations within the sane service, e.g., high-speed
versus ordinary speed. Performance variations can be supported
within a single assigned port nunmber in context of separate

pai rwi se endpoi nt associ ati ons.

Addi tional assigned port nunbers are not intended to replicate an
existing service. For exanple, if a device is configured to use a
typi cal web browser, then the port nunber used for that service is
a copy of the http service that is already assigned to port nunber
80 and does not warrant a new assignment. However, an autonated
systemthat happens to use HITP framing -- but is not primarily
accessed by a browser -- night be a new service. A good way to
tell is to ask, "Can an unnodified client of the existing service
interact with the proposed service?'. |If so, that service would
be a copy of an existing service and would not nerit a new

assi gnnment .

Assi gned port nunbers not intended for intra-nmachine

conmuni cati on. Such conmuni cation can al ready be supported by

i nternal mechani sns (interprocess conmuni cation, shared nmenory,
shared files, etc.). Wen Internet conmunication within a host is
desired, the server can bind to a Dynanic port that is indicated
to the client using these internal nechanisns.

Separ ate assigned port nunbers are not intended for insecure
versi ons of existing (or new) secure services. A service that

al ready requires security would be nade nore vul nerabl e by having
the sane capability accessible w thout security.

Note that the converse is different, i.e., it can be useful to
create a new, secure service that replicates an existing insecure
service on a new port nunmber assignnent. This can be necessary
when the existing service is not backward-conpatible with security
enhancenents, such as the use of TLS [ RFC5246] or DTLS [ RFC6347].

Assi gned port nunbers are not intended for indicating different
service versions. Version differentiation should be handled in-
band, e.g., using a version nunber at the begi nning of an
association (e.g., connection or other transaction). This nmay not
be possible with | egacy assignments, but all new services should

i ncorporate support for version indication
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Sonme services may not need assigned port nunbers at all, e.g., SIP
all ows voice calls to use Dynanic ports [ RFC3261]. Sone systens can
register services in the DNS, using SRV entries. These services can
be di scovered by a variety of neans, including nDNS, or via direct
query [RFC6762] [RFC6763]. In such cases, users can nore easily
request an SRV nane, which are assigned first-cone, first-served from
a much | arger nanespace.

| ANA assigns port nunmbers, but this assignnent is typically used only
for servers, i.e., the host that listens for incomnm ng connections or
other associations. Cdients, i.e., hosts that initiate connections
or other associations, typically refer to those assigned port nunbers
but do not need port nunber assignnments for their endpoint.

Finally, an assigned port nunber is not a guarantee of exclusive use.
Traffic for any service m ght appear on any port nunber, due to

m sconfiguration or deliberate msuse. Application and service
designers are encouraged to validate traffic based on its content.

7.2. How many assigned port nunbers are necessary?

As noted earlier, systenms mght require a single port nunber
assignnent, but rarely require nmultiple port nunbers. There are a
vari ety of known ways to reduce assigned port nunber consunption
Al t hough sone nay be cunbersone or inefficient, they are nearly

al ways preferable to consunmi ng additional port nunber assignnments.

Such techni ques incl ude:

o0 Use of a discovery service, either a shared service (nDNS) or a
di scovery service for a given system[RFC6762] [RFC6763].

o Miltiplex packet types using in-band information, either on a per-
message or per-connection basis. Such denultiplexing can even
hand of f different nessages and connections anong different
processes, such as is done with FTP [ RFC959].

There are some cases where NAT and firewall traversal are
significantly inproved by having an assigned port nunber. Although
NAT traversal protocols supporting automatic configuration have been
proposed and devel oped (e.g., Session Traversal Utilities for NAT
(STUN) [ RFC5389], Traversal Using Relays around NAT (TURN) [ RFC5766],
and Interactive Connectivity Establishnent (1CE) [ RFC5245]), not all
application and service designers can rely on their presence as of
yet.
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In the past, sone services were assigned multiple port nunbers or
sonmetines fairly large port ranges (e.g., X11). This occurred for a
variety of reasons: port nunber conservation was not as widely
appreci ated, assignnents were not as ardently reviewed, etc. This no
| onger reflects current practice and such assignments are not
considered to constitute a precedent for future assignnents.

7.3. Picking an Assigned Port Number

G ven a denmonstrated need for a port number assignment, the next
question is how to pick the desired port nunber. An application for
a port nunber assignnent does not need to include a desired port
nunber; in that case, ANA will select fromthose currently
avai | abl e.

Users shoul d consi der whether the requested port nunber is inportant.
For exanple, would an assignment be acceptable if | ANA picked the
port nunber value? Wuld a TCP (or other transport protocol) port
nunber assignment be useful by itself? |If so, a port nunber can be
assigned to a service for one transport protocol where it is already
(or can be subsequently) assigned to a different service for other
transport protocols.

The nost critical issue in picking a nunber is selecting the desired
range, i.e., Systemversus User port nunbers. The distinction was
intended to indicate a difference in privilege; originally, System
port nunbers required privileged ('root’) access, while User port
nunbers did not. That distinction has since blurred because sone
current systens do not linmt access control to System port nunbers
and because sone System services have been replicated on User nunbers
(e.g., IRCQ. Even so, System port nunber assignments have conti nued
at an average rate of 3-4 per year over the past 7 years (2007-2013),
indicating that the desire to keep this distinction continues.

As a result, the difference between System and User port nunbers
needs to be treated with caution. Developers are advised to treat
services as if they are always run wi thout privilege.

Even when devel opers seek a System port nunber assignment, it may be
very difficult to obtain. System port nunmber assignment requires

| ETF Review or | ESG Approval and justification that both User and
Dynami c port nunber ranges are insufficient [RFC6335]. Thus, this
docunment recomends bot h:

>> Devel opers SHOULD NOT apply for System port nunber assignments

because the increased privilege they are intended to provide is not
al ways enf orced.
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>> System i npl ementers SHOULD enforce the need for privilege for
processes to listen on System port nunbers.

At some future date, it mght be useful to deprecate the distinction
bet ween System and User port nunbers altogether. Services typically
require elevated ('root’) privileges to bind to a System port nunber,
but many such services go to great lengths to i medi ately drop those
privileges just after connection or other association establishnent
to reduce the inpact of an attack using their capabilities. Such
services m ght be nore securely operated on User port nunbers than on
System port nunbers. Further, if System port nunbers were no |onger
assigned, as of 2014 it would cost only 180 of the 1024 System val ues
(1799, or 180 of the overall 49152 assigned (System and User) val ues
(<0.04% .

7.4. Support for Security

Just as a service is a way to obtain information or processing froma
host over a network, a service can also be the opening through which
to conpronise that host. Protecting a service involves security,

whi ch includes integrity protection, source authentication, privacy,
or any conbi nati on of these capabilities. Security can be provided
in a nunber of ways, and thus:

>> New servi ces SHOULD support security capabilities, either directly
or via a content protection such as TLS [ RFC5246] or Datagram TLS
(DTLS) [RFC6347], or transport protection such as the TCP- AO

[ RFC5925]. Insecure versions of new or existing secure services
SHOULD be avoi ded because of the new vulnerability they create.

Secure versions of |egacy services that are not already security-
capabl e via in-band negotiations can be very useful. However, there
is no | ETF consensus on when separate ports should be used for secure
and insecure variants of the same service [RFC2595] [ RFC2817]

[ RFC6335]. The overall preference is for use of a single port, as
noted in Section 6 of this docunent and Section 7.2 of [RFC6335], but
t he appropriate approach depends on the specific characteristics of
the service. As a result:

>> \When requesting both secure and insecure port assignnments for the
same service, justification is expected for the utility and safety of
each port as an independent service (Section 6). Precedent (e.g.
citing other protocols that use a separate insecure port) is

i nadequate justification by itself.
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It’'s also inportant to recognize that port nunber assignnent is not
itself a guarantee that traffic using that nunber provides the
correspondi ng service or that a given service is always offered only
on its assigned port number. Port nunbers are ultimately neani ngfu
only between endpoints and any service can be run on any port. Thus:

>> Security SHOULD NOT rely on assigned port nunber distinctions
al one; every service, whether secure or not, is likely to be
att acked.

Applications for a new service that requires both a secure and

i nsecure port may be found, on Expert Review, to be unacceptable, and
may not be approved for allocation. Sinilarly, an application for a
new port to support an insecure variant of an existing secure
protocol may be found unacceptable. 1In both cases, the resulting
security of the service in practice will be a significant
consideration in the decision as to whether to assign an insecure
port.

7.5. Support for Future Versions

Requests for assigned port nunbers are expected to support multiple
versi ons on the sanme assigned port nunber [RFC6335]. Versions are
typically indicated in-band, either at the beginning of a connection
or other association or in each protocol nessage.

>> Version support SHOULD be included in new services rather than
relying on different port nunber assignnments for different versions.

>> Version nunbers SHOULD NOT be included in either the service nane
or service description, to avoid the need to make additional port
nunber assignments for future variants of a service.

Agai n, the assigned port nunber space is far too linmted to be used
as an indicator of protocol version or nessage type. Although this
has happened in the past (e.g., for NFS), it should be avoided in new
requests.

7.6. Transport Protocols

| ANA assigns port nunmbers specific to one or nore transport

protocols, typically UDP [ RFC768] and TCP [ RFC793], but also SCTP

[ RFC4960], DCCP [ RFC4340], and any other standard transport protocol
Oiginally, I ANA port nunber assignnents were concurrent for both UDP
and TCP, and other transports were not indicated. However, to
conserve the assigned port number space and to reflect increasing use
of other transports, assignnents are now specific only to the
transport being used.
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In general, a service should request assignnents for nmultiple
transports using the sanme service nane and description on the sane
port nunber only when they all reflect essentially the sane service.
Good exanpl es of such use are DNS and NFS, where the difference

bet ween the UDP and TCP services are specific to supporting each
transport. For exanple, the UDP variant of a service mght add
sequence nunbers and the TCP variant of the sane service mght add

i n-band nmessage delinmiters. This docunment does not describe the
appropriate selection of a transport protocol for a service.

>> Service nanmes and descriptions for nultiple transport port nunber
assi gnnents SHOULD match only when they descri be the sane service
excepting only enhancenents for each supported transport.

When the services differ, it may be acceptable or preferable to use
the sane port nunber, but the service nanes and descriptions should
be different for each transport/service pair, reflecting the
differences in the services. For exanple, if TCP is used for the
basi ¢ control protocol and UDP for an al arm protocol, then the
servi ces mght be "name-ctl" and "name-alarnf. A common exanple is
when TCP is used for a service and UDP is used to determ ne whether
that service is active (e.g., via a unicast, broadcast, or multicast
test message) [RFC1122]. |ANA has, for several years, used the
suffix "-disc" in service nanes to distinguish discovery services,
such as are used to identify endpoints capable of a given service.

>> Nanmes of discovery services SHOULD use an identifiable suffix; the
suggestion is "-disc"

Sone services are used for discovery, either in conjunction with a
TCP service or as a stand-alone capability. Such services will be
nore reliable when using nmulticast rather than broadcast (over |Pv4)
because I P routers do not forward "all nodes" broadcasts (all 1's,
i.e., 255.255.255.255 for I Pv4) and have not been required to support
subnet -directed broadcasts since 1999 [ RFC1812] [ RFC2644].

This issue is relevant only for |Pv4 because | Pv6 does not support
br oadcast .

>> UDP over |Pv4 nmulti-host services SHOULD use nulticast rather than
br oadcast .

Desi gners shoul d be very careful in creating services over transports
that do not support congestion control or error recovery, notably
UDP. There are several issues that should be considered in such
cases, as sunmarized in Table 1 in [RFC5405]. |In addition, the

foll owi ng recommendati ons apply to service design
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>> Services that use multipoint comunication SHOULD be scal abl e and
SHOULD NOT rely solely on the efficiency of nmulticast transnission
for scalability.

>> Services SHOULD NOT use UDP as a performance enhancenment over TCP
e.g., to circumavigate TCP' s congestion control

7.7. \Wien to Request an Assi gnnment

Assignnents are typically requested when a user has enough
informati on to reasonably answer the questions in the | ANA
application. |ANA applications typically take up to a few weeks to
process, with sone conpl ex cases taking up to a nonth. The process
typically involves a few exchanges between the | ANA Ports Expert
Revi ew t eam and t he appli cant.

An application needs to include a description of the service, as well
as to address key questions designed to hel p | ANA detern ne whet her
the assignnment is justified. The application should be conplete and
not refer solely to an Internet-Draft, RFC, website, or any other
external docunentation

Services that are independently devel oped can be requested at any
tinme, but are typically best requested in the | ast stages of design
and initial experinentation, before any depl oynent has occurred that
cannot easily be updat ed.

>> Users MUST NOT depl oy inplenentations that use assigned port
nunbers prior their assignment by | ANA

>> Users MUST NOT depl oy inplenentations that default to using the
experinmental System port nunbers (1021 and 1022 [ RFC4727]) outside a
control Il ed environment where they can be updated with a subsequent
assigned port [RFC3692].

Depl oyments that use unassi gned port nunbers before assi gnnent
conplicate | ANA managenent of the port nunber space. Keep in nind
that this reconmendati on protects existing assignees, users of
current services, and applicants for new assignnents; it hel ps ensure
that a desired nunber and service nane are avail abl e when assi gned.
The list of currently unassigned nunbers is just that -- *currently*
unassigned. It does not reflect pending applications. Witing for
an official | ANA assignnment reduces the chance that an assi gnnent
request will conflict with another depl oyed service.

Applications made through Internet-Draft posting or RFC publication

(in any stream typically use a placeholder ("PORTNUM') in the text,
and i npl enentati ons use an experinental port nunber until a fina
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assi gnnent has been nade [ RFC6335]. That assignnent is initially
indicated in the | ANA Considerations section of the docunent, which
is tracked by the RFC Editor. Wen a docunent has been approved for
publication, that request is forwarded to I ANA for handling. |ANA
wi || nmake the new assignment accordingly. At that time, | ANA may

al so request that the applicant fill out the application formon
their website, e.g., when the RFC does not directly address the

i nformati on expected as per [RFC6335]. "Early" assignnents can be
made when justified, e.g., for early interoperability testing,
according to existing process [ RFC7120] [ RFC6335].

>> Users witing specifications SHOULD use synbolic nanes for port
nunbers and service nanes until an | ANA assi gnnent has been

conpl eted. |nplenmentations SHOULD use experinmental port nunbers
during this tine, but those nunbers MJST NOT be cited in
docunent ati on except as interim

7.8. Squatting

"Squatting" describes the use of a nunber fromthe assignable range
in depl oyed software w thout |ANA assignnment for that use, regardless
of whether the nunber has been assigned or remains available for
assignnent. It is hazardous because | ANA cannot track such usage and
thus cannot avoid making legitimte assignnents that conflict with
such unaut hori zed usage.

Such "squatted" port numbers remain unassigned, and | ANA retains the
right to assign them when requested by other applicants. Application
and service designers are renm nded that is never appropriate to use
port nunbers that have not been directly assigned [ RFC6335]. In
particul ar, any unassi gned code fromthe assigned ranges wll be
assigned by I1ANA, and any conflict will be easily resolved as the
protocol designer’s fault once that happens (because they woul d not
be the assignee). This may reflect in the public’s judgnent on the
quality of their expertise and cooperation with the Internet

conmmuni ty.

Regardl ess, there are nunerous services that have squatted on such
nunbers that are in wi despread use. Designers who are using such
port nunbers are encouraged to apply for an assignnment. Note that
even w despread de facto use may not justify a later | ANA assi gnnent
of that value, especially if either the value has al ready been
assigned to a legitinmate applicant or if the service would not
qualify for an assignnent of its own accord
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7.9. Oher Considerations

As noted earlier, System port nunbers should be used sparingly, and
it is better to avoid themaltogether. This avoids the potentially
i ncorrect assunption that the service on such port nunbers run in a
privil eged node.

Assi gned port nunmbers are not intended to be changed; this includes

t he correspondi ng service name. Once deployed, it can be very
difficult to recall every inplenmentation, so the assignment should be
retai ned. However, in cases where the current assignee of a nane or
nunber has reasonabl e knowl edge of the inpact on such uses, and is
willing to accept that inpact, the nane or nunber of an assi gnnent
can be changed [ RFC6335]

Aliases, or multiple service names for the sane assigned port numnber,
are no |l onger considered appropriate [ RFC6335].

8. Security Considerations

Thi s docunent focuses on the issues arising when designing services
that require new port assignments. Section 7.4 addresses the
security and security-related issues of that interaction

When designing a secure service, the use of TLS [ RFC5246], DTLS

[ RFC6347], or TCP-AO [ RFC5925] nechani sns that protect transport
protocols or their contents is encouraged. It may not be possible to
use | Psec [ RFC4301] in simlar ways because of the different

rel ati onshi p between I Psec and port nunbers and because applications
may not be aware of |Psec protections.

Thi s docunent rem nds application and service designers that port
nunbers do not protect against denial -of-service attack or guarantee
that traffic should be trusted. Using assigned nunbers for port
filtering isn't a substitute for authentication, encryption, and
integrity protection. The port nunber alone should not be used to
avoi d deni al -of -service attacks or to nanage firewall traffic because
the use of port nunbers is not regulated or validated.

The use of assigned port nunbers is the antithesis of privacy because
they are intended to explicitly indicate the desired application or
service. Strictly, port nunbers are neaningful only at the
endpoints, so any interpretation el sewhere in the network can be
arbitrarily incorrect. However, those nunbers can al so expose

i nformati on about avail able services on a given host. This

i nformati on can be used by internedi ate devices to nonitor and
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10.

10.

intercept traffic as well as to potentially identify key endpoi nt
software properties ("fingerprinting"), which can be used to direct
ot her attacks.

| ANA Consi der ations

The entirety of this document focuses on suggestions that help ensure
the conservation of port nunbers and provide useful hints for issuing
i nformative requests thereof.
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