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Abst r act

The Session Initiation Protocol (SIP) REFER request, as defined by
RFC 3515, triggers an inplicit SIP-Specific Event Notification
framework subscription. Conflating the start of the subscription
wi th handling the REFER request makes negotiati ng SUBSCRI BE

ext ensi ons i npossible and conplicates avoiding SIP dialog sharing.
Thi s docunent defines extensions to REFER that renove the inplicit
subscription and, if desired, replace it with an explicit one.
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1

I ntroduction

REFER, as defined by [ RFC3515], triggers an inplicit SIP-Specific
Event Framework subscription. Sending a REFER within a dial og
established by an INVITE results in dialog reuse and the associ at ed
probl ens described in [ RFC5057]. The SIP-Specific Event Notification
framework definition [ RFC6665] disallows such dialog reuse. Cal
transfer, as defined in [ RFC5589], thus requires sending a REFER
request on a new dialog, associating it with an existing dial og using
the ' Target-Di al og” mechani sm defined in [ RFC4538].

Because there is no explicit SUBSCRIBE request, the tools for
negoti ati ng subscription details are unavail able for REFER
subscriptions. This includes negotiating subscription duration and
providing information through Event header field paranmeters. The use
of the SIP 'Supported and ’'Require’ extension mechani snms [ RFC3261]
is conplicated by the inplicit subscription. It is unclear whether
or not the extension applies to handling the REFER request itself, to
the nmessages in the subscription created by the REFER, or to both.
Avoi ding this confusion requires careful specification in each
extension. Existing extensions do not provide this clarity.

Thi s docunent defines two nmechani snms that renove the inplicit
subscription, one of which replaces it with an explicit one. The
benefits of doing so include:

0o Allowing REFER to be used within I NVITE-created di al ogs w thout
creating dialog reuse.

o Allow ng standard subscription paraneter negotiation
o Allow ng standard negotiation of SIP extensions.
There are limtations on when it is appropriate to use the extension
that allows an explicit subscription, related directly to definition
of non-INVITE transaction handling SIP. These linitations are
di scussed in Section 4. 1.
Conventi ons
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Overview

Thi s section provides a non-normative overvi ew of the behaviors
defined in subsequent sections.

3.1. Explicit Subscriptions

A SIP User Agent (UA) that wi shes to issue a REFER request that wll
not create an inplicit subscription, but will allow an explicit one
will include a new option tag, 'explicitsub’, in the Require header
field of the REFER request. This REFER could be sent either within
an existing dialog or as an out-of-dial og request.

If the recipient of the REFER accepts the request, it will begin
managi ng the 'refer’ event state described in RFC 3515 and will
provide a URI that will reach an event server that will service
subscriptions to that state. (In nmany cases, the recipient of the
REFER wi || performthe role of event server itself.) That URI is
returned in a new header field in the REFER response naned ' Refer-
Events-At’.

The UA that issued the REFER can now subscribe to the "refer’ event

at the provided URI, using a SUBSCRI BE request with a new dial og
identifier. The full range of negotiation mechanisns is available
for its use in that request. As detailed in RFCs 6665 and 3515, the
event server accepting the subscription will send an inmedi ate NOTI FY
with the current refer event state, additional NOTIFY nmessages as the
refer state changes, and a term nal NOTIFY nmessage when the referred
action is conplete. It is, of course, possible that the initial

NOTI FY is al so the term nal NOTIFY.

It is possible that the referred action is conpleted before the
SUBSCRI BE arrives at the event server. The server needs to retain
the final refer event state for some period of tinme to include in the
term nal NOTIFY that will be sent for such subscriptions. It is also
possi ble that a SUBSCRIBE wi |l never arrive.

This extension nakes it possible to separate the event server that
wi Il handl e subscriptions fromthe UA that accepted the REFER  Such
a UA coul d use nmechani sms such as PUBLI SH [ RFC3903] to convey the
refer event state to the event server. This extension also makes it
possible to allow nore than one subscription to the refer event

st at e.
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3.

4.

4.

4.

2. No Subscriptions

A UA that wishes to issue a REFER request that will not create an
inmplicit subscription and wishes to tell the recipient that it is not
interested in creating an explicit subscription will include a new
option tag, 'nosub’, in the Require header field of the REFER
request. This REFER could be sent either within an existing dial og
or as an out-of-dial og request.

If the recipient of the REFER accepts the request, it knows not to
create an inplicit subscription and knows that no explicit
subscription will be forthcomng. The recipient will continue to
process the request indicated in the Refer-To header field as
specified in RFC 3515, but it can avoid the cost of preparing to
handl e any 'refer’ event subscriptions related to this REFER request.

The Explicit Subscription Extension
1. Sending a REFER

To suppress the creation of any inplicit subscription, and allow for
an explicit one, a UA fornm ng a REFER request will include the option
tag 'explicitsub’ in the Require header field of the request. The
REFER request is otherwi se forned followi ng the requirenents of

[ RFC3515]. Since this REFER has no chance of creating an inplicit
subscription, the UA MAY send the REFER request w thin an existing

di al og or out - of -dial og.

Note that if the REFER forks (see [ RFC3261]), only one final response
will be returned to the issuing UA. If it is inportant that the UA
be able to subscribe to any refer state generated by accepting this
request, the UA needs to formthe request so that it will only be
accepted in one place. This can be achieved by sending the REFER
request within an existing dialog or by using the ' Target-D al og
mechani smdefined in [RFC4538]. |If it is possible for the request to
be accepted in nore than one | ocation, and things would go wong if
the UA did not |earn about each location that the request was
accepted, using this extension is not appropriate.

2. Processing a REFER Response

The UA will process responses to the REFER request as specified in

[ RFC3515] (and, consequently, [RFC3261]). |In particular, if the
REFER was sent to an el enent that does not support or is unwilling to
use this extension, the response will contain a 420 (Bad Extension)
response code (see Section 8.1.3.5 of [RFC3261]). As that docunent
states, the UA can retry the request w thout using this extension.
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If the UA receives a 2xx-class response, it will contain a Refer-
Events- At header field (Section 4.8) with a single URI as its val ue.
If the UAis interested in the state of the referenced action, it
will subscribe to the '"refer’ event at that URI.

4.3. Processing a Received REFER

An el enent receiving a REFER request requiring the 'explicitsub
extension will use the sane adnissions policies that are used w thout
the extension, with the addition that it is acceptable to admit an

i n-di al og REFER request requiring this extension since it cannot
create another usage inside that dialog. |In particular, see

Section 5.2 of [RFC3515].

Accepting a REFER request that requires 'explicitsub’ does not create
a dialog or a new usage within an existing dialog. The elenment MJST
NOT create an inplicit subscription when accepting the REFER request.

If the REFER request was received within an existing dialog, the
accepting element will not be acting as a SIP-Events notifier in the
context of that dialog. |If it is not otherw se subject to beconming a
notifier in the context of the dialog, none of the requirenents in

[ RFC6665], particularly the requirement to provide a Gobally

Rout abl e User Agent URI (CGRUU) as the local contact, apply to the
message accepting the REFER request.

An el enent that accepts a REFER request with "explicitsub’ inits
Require header field MIUST return a 200 response containing a sip: or
sips: URI in the Refer-Events-At header field that can be used to
subscribe to the refer event state associated with this REFER
request. This URI MJST uniquely identify this refer event state.

The URI needs to reach the event server when used in a SUBSCRI BE
request fromthe elenent that sent the REFER. One good way to ensure
the URI provided has that property is to use a GRUU [ RFC5627] for the
event server. As discussed in Section 8, possession of this URl is
often the only requirenent for authorizing a subscription to it.

| mpl enent ati ons SHOULD provide a URI constructed in a way that is
hard to guess. Again, using a GRUU (specifically, a tenmporary GRUU)
is one good way to achieve this property.

The accepting element will otherwi se proceed with the processing
defined in [ RFC3515].

The event server identified by the Refer-Events-At URl could receive
SUBSCRI BE requests at any point after the response containing the
Ref er- Event s- At header field is sent. |Inplenentations should take
care to ensure the event server is ready to receive those SUBSCRI BE
requests before sending the REFER response, but as with all non-
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I NVI TE responses, the response should be sent as soon as possible
(see [RFC4321]). It is also possible that the referred action may
conpl ete before any SUBSCRI BE request arrives. The event server wll
need to maintain the final refer event state for a period of tinme
after the action conpletes in order to serve such subscriptions (see
Section 4.7).

4.4. Subscribing to the 'refer’ Event

A UA that possesses a URI obtained froma Refer-Events-At header
field MAY subscribe to the refer event state at that URI. It does so
followi ng the requirenents of [RFC6665], placing the token 'refer’ in
the Event header field and the URI in the Request-URl of the
SUBSCRI BE request. The SUBSCRI BE request MJST NOT reuse any existing
dialog identifiers.

Subsequent handling of the subscription MIST follow the requirenents
of [RFC6665] and [ RFC3515]. |In particular, as discussed in

Section 2.4.6 of [RFC3515], the NOTIFY nessages in the subscription
m ght include an id paraneter in their Event header fields.

Subsequent SUBSCRI BE requests used to refresh or ternminate this
subscription MJST contain this id paraneter. Note that the rationale
for the id paraneter provided in that section is not rel evant when
this extension is used. The URI returned in the Refer-Events-At
header field uniquely identifies appropriate state, naking the id
paraneter redundant. However, this behavioral requirement is
preserved to reduce the nunber of changes to existing inplenentations
in order to support this extension and to make it nore likely that

exi sting diagnostic tools will work with [ittle or no nodification

4.5. Processing a Received SUBSCRI BE

An event server receiving a SUBSCRI BE request will process it
according to the requirenments of [RFC6665]. The event server MAY
choose to authorize the SUBSCRI BE request based on the Request-UR
corresponding to existing refer event state. It MAY also require
further authorization as discussed in Section 8.

When accepting a subscription, the event server will establish the
initial subscription duration using the guidance in Section 3.4 of
[ RFC3515] .

4.6. Sending a NOTIFY
NOTI FY messages within a subscription are fornmed and sent foll ow ng

the requirenents in [RFC3515]. See, in particular, Section 2.4.5 of
t hat docunent.
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4.7. Managing 'refer’ Event State

As described in [ RFC3515], an elenment creates the state for event
"refer’ when it accepts a REFER request. It updates that state as
the referred request proceeds, ultimtely reaching a state where the
request has conpleted and the final state is known.

In RFC 3515 inplenentations, it was a reasonabl e design choice to
destroy the refer event state imedi ately after sending the NOTIFY
that termnated the inplicit subscription. This is not the case when
using this extension. 1t is possible for the referenced request to
conpl ete very quickly, perhaps sooner than the tinme it takes the
response to the REFER to traverse the network to the UA that sent the
request and the tine it takes that agent to send the SUBSCRI BE
request for the event state to the URI the response provides. Thus,
the event server MJST retain the final refer event state for a
reasonabl e period of tine, which SHOULD be at |east 2*64*T1 (that is,
64 seconds), representing an upper-bound estimate of the tine it
woul d take to conplete two non-1NVITE transactions: the REFER and an
i mredi at e SUBSCRI BE.

If an otherwi se acceptabl e SUBSCRI BE arrives during this retention
peri od, the subscription would be accepted and i rmedi ately term nated
with a NOTIFY containing the final event state with a Subscription-
State of ternminated with a reason value of "noresource"

4.8. The Refer-Events-At Header Field

The Refer-Events-At header field is an extension-header as defined by
[ RFC3261]. |Its ABNF [RFC5234] is as follows:

Ref er-Events-At = "Refer-Events-At" HCOLON
LAQUOT ( SIP-URI / SIPS-UR ) RAQUOT
*( SEM generic-param)

See [ RFC3261] for the definition of the el enents used in that
producti on.

Note that this rule does not allow a full addr-spec as defined in RFC
3261, and it mandates the use of the angle brackets. That is:

Ref er - Event s- At: <si ps: VPT3i zGro8NTxaPADRZVEAY22BKx @xanpl e. com gr >
is well forned, but
Ref er - Event s- At: si p: wsXa9nkHt PcGQu8@xanpl e. com

is invalid.

Spar ks St andards Track [ Page 8]



RFC 7614 REFER Explicit Subscriptions August 2015

The Refer-Events-At header field is only neaningful in a 2xx-class
response to a REFER request. |f it appears in the header of any
other SIP nmessage, its meaning is undefined, and it MJST be ignored.

5. The No Subscription Extension
5.1. Sending a REFER

To suppress the creation of any inplicit subscription and signal that
no explicit subscription will be forthcomng, a UA form ng a REFER
request will include the option tag 'nosub’ in the Require header
field of the request. The REFER request is otherw se forned
followi ng the requirenents of [RFC3515]. Since this REFER has no
chance of creating an inplicit subscription, the UA MAY send the
REFER request within an existing dialog or out-of-dialog.

5.2. Processing a REFER Response

The UA will process responses to the REFER request as specified in

[ RFC3515] (and, consequently, [RFC3261]). |In particular, if the
REFER was sent to an el enent that does not support or is unwilling to
use this extension, the response will contain a 420 (Bad Extension)
response code (see Section 8.1.3.5 of [RFC3261]). As that docunent
states, the UA can retry the request w thout using this extension.

5.3. Processing a Received REFER

An el enent receiving a REFER request requiring the 'nosub’ extension
wi |l use the sane admi ssions policies that would be used wi thout the
extension, with the addition that it is acceptable to adnmit an in-
di al og REFER request requiring this extension since it cannot create
anot her usage inside that dialog. In particular, see Section 5.2 of
[ RFC3515] .

Accepting a REFER request that requires 'nosub’ does not create a
dialog or a new usage within an existing dialog. The elenment MJST
NOT create an inplicit subscription when accepting the REFER request.
Furt hernmore, the el ement accepting the REFER request is not required
to maintain any state for serving refer event subscriptions.

If the REFER is received within an existing dialog, the accepting
element will not be acting as a SIP-Events notifier in the context of
that dialog. If it is not otherwi se subject to becoming a notifier
in the context of the dialog, none of the requirenents in [ RFC6665],
particularly the requirenment to provide a CRUU as the |ocal contact,
apply to the nmessage accepting the REFER request.
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The accepting element will otherwi se proceed with the processing
defined in [ RFC3515].

6. The 'explicitsub’ and 'nosub’ Option Tags

Thi s docunent defines the "explicitsub’ option tag, used to signa
the use of the extension defined in Section 4, and the 'nosub’ option
tag, used to signal the use of the extension defined in Section 5.

The use of either option tag in a Require header field is only
defined when it appears in a REFER request or a response to a REFER
request. A UA MUST NOT include the "explicitsub’ or 'nosub’ option
tag in the Require header field of any request other than REFER. A
UA MUST NOT include the "explicitsub’ or ’'nosub’ option tag in the
Require header field of any SIP response other than a 200 or 421
response to a REFER request.

The ’"explicitsub’ and 'nosub’ option tags MAY appear in the Supported
header field of SIP nessages and in the sip.extensions feature tag
defined in [RFC3840]. This signals only that the UA including the
value is aware of the extensions. |In particular, a UA can only

i nvoke the use of one of the extensions in a request. A UA MJST NOT
include either option tag in the Require header field of a 200
response to a REFER request if that tag was not present in the
Require header field of the request. A User Agent Server (UAS) that
is processing a REFER request that lists "explicitsub’ or 'nosub’ in
its Supported header field and wi shes to use one of those extensions
will return a 421 response indicating which extension is required.

7. Updates to RFC 3515

The requirenent in Section 2.4.4 of [RFC3515] to reject out-of-dialog
SUBSCRI BE requests to event 'refer’ is removed. An el ement NMNAY
accept a SUBSCRI BE request to event 'refer’, follow ng the

requi renents and guidance in this docunent. REFER is no |onger the
only nechanismthat can create a subscription to event 'refer’

8. Security Considerations

The security considerations of [RFC3515] all still apply to a REFER
request using this extension. The security considerations there for
the inplicit subscription apply to any explicit subscription for the
"refer’ event.

This update to RFC 3515 introduces a new authorizati on consideration

An el enent receiving an initial SUBSCRI BE request to the 'refer’

event needs to deci de whet her the subscriber should be allowed to see
the refer event state. |In RFC 3515, this decision was conflated with
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accepting the REFER request, and the only possible subscriber was the
el enment that sent the REFER. Wth this update, there may be multiple
subscribers to any given refer event state.

This docunent allows an elenent to accept an initial SUBSCRI BE
request based on having a Request-URI that identifies existing refer
event state. (Such a URI wll have previously been sent in the

Ref er- Event s- At header field in a successful REFER response). The

el ement retrieving that URI fromthe response and any el ements that
el ement shares the URI with are authorized to SUBSCRIBE to the event
state. Consequently, the URI should be constructed so that it is not
easy to guess and shoul d be protected agai nst eavesdroppers when
transmtted. [RFC3261] details nechanisns for providing such
protection, such as sending SIP nessages over Transport Layer
Security (TLS) or Datagram TLS (DTLS). See the Security

Consi derations section of [RFC3261] for considerations when using
other security mechani sms. An event server receiving a REFER request
over an unprotected transport can redirect the requester to use a
protected transport before accepting the request. A good way to
ensure that subscriptions use a protected transport is to only
construct sips: URIs. The event server can also require any of the
addi ti onal authorization nechanisns allowed for any SIP request. For
exanpl e, the event server could require a valid assertion of the
subscriber’s identity using [ RFC4474].

The URI provided in a Refer-Events-At header field will be used as
the Request-URlI of SUBSCRIBE requests. A nalicious agent could take
advant age of being able to choose this URI in ways simlar to the
ways an agent sendi ng a REFER request can take advantage of the
Refer-To URI, as described in the Security Considerations section of
[ RFC3515]. In particular, the nalicious agent could cause a SIP
SUBSCRI BE to be sent as raw traffic towards a victim |If the victim
is not SIP aware and the SUBSCRIBE is sent over UDP, there is (at
nmost) a factor of 11 anplification due to retransm ssions of the
request. The potential for abuse in this situation is |ower than
that of the Refer-To URI, since the URI can only have a sip: or sips:
schene, and is only provided in a REFER response. A nalicious agent
woul d have to first receive a REFER request to take advantage of
providing a Refer-Events-At UR
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9. | ANA Consi derations

9.1. Register the "explicitsub’ Option Tag
The option tag 'explicitsub’ has been registered in the ' Opti on Tags
subregi stry of the 'Session Initiation Protocol (SIP) Paraneters
registry by adding a row with these val ues:
Name: explicitsub
Description: This option tag identifies an extension to REFER to
suppress the inplicit subscription and provide a URI for an explicit
subscri ption.
Ref erence: RFC 7614 (this docunent)

9.2. Register the 'nosub’ Option Tag
The option tag 'nosub’ has been registered in the 'Option Tags
subregistry of the 'Session Initiation Protocol (SIP) Paraneters
registry by adding a row with these val ues:

Name: nosub
Description: This option tag identifies an extension to REFER to
suppress the inplicit subscription and indicate that no explicit
subscription is forthconi ng.
Ref erence: RFC 7614 (this document)

9.3. Register the Refer-Events-At Header Field
The header field described in Section 4.8 has been registered in the
"Header Fields subregistry of the 'Session Initiation Protocol (SIP)
Paraneters’ registry by adding a row with these val ues:
Header Nane: Refer-Events-At

conpact: none

Ref erence: RFC 7614 (this document)
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