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Abst r act

This specification defines the "Authentication-Info" and "Proxy-
Aut hent i cati on-1nfo" response header fields for use in Hypertext
Transfer Protocol (HITP) authentication schenes that need to return
information once the client’s authentication credentials have been
accept ed.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7615
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Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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I ntroduction

This specification defines the "Authentication-Info" and "Proxy-
Aut hent i cati on-1nfo" response header fields for use in HITP

aut henti cation schenmes ([RFC7235]) that need to return information
once the client’s authentication credentials have been accept ed.

Both were previously defined in Section 3 of [RFC2617], defining the
HTTP "Di gest" authentication schene. This docunment generalizes the
description for use not only in "Digest" ([RFC7616]), but also in
other future schenes that m ght have the sane requirenments for
carrying additional information during authentication

Not at i onal Conventi ons

This specification uses the Augnented Backus- Naur Form ( ABNF)
notation of [RFC5234] with a list extension, defined in Section 7 of
[ RFC7230], that allows for conpact definition of comua-separated
lists using a '# operator (simlar to howthe '*' operator indicates
repetition). The ABNF production for "auth-param' is defined in
Section 2.1 of [RFC7235].

The Aut hentication-Info Response Header Field

HTTP aut hentication schenmes can use the Authentication-Info response
header field to comunicate information after the client’s

aut henti cation credentials have been accepted. This information can
include a finalization nessage fromthe server (e.g., it can contain
the server authentication).

The field value is a list of parameters (nane/val ue pairs), using the
"aut h- parant syntax defined in Section 2.1 of [RFC7235]. This
specification only describes the generic format; authentication
schenes using Authentication-Info will define the individua
paraneters. The "Digest” Authentication Schenme, for instance,
defines nmultiple paraneters in Section 3.5 of [RFC7616].

Aut henti cati on-1nfo = #aut h-param

The Aut hentication-Info header field can be used in any HITP
response, independently of request nethod and status code. |Its
semantics are defined by the authentication schene indicated by the
Aut hori zation header field ([RFCr235], Section 4.2) of the
correspondi ng request.

A proxy forwarding a response is not allowed to nodify the field
val ue in any way.

Reschke St andards Track [ Page 3]



RFC 7615 HTTP Aut henti cation-Info Sept ember 2015

Aut henti cation-Info can be used inside trailers ([RFC7230],
Section 4.1.2) when the authentication scheme explicitly allows this.

3. 1. Par anet er Val ue For nmat

Par anet er val ues can be expressed either as "token" or as "quoted-
string" (Section 3.2.6 of [RFC7230]).

Aut henti cati on scheme definitions need to allow both notations, both
for senders and recipients. This allows recipients to use generic
par si ng conponents, independent of the authentication schenme in use.

For backwards conpatibility, authentication schene definitions can
restrict the format for senders to one of the two variants. This can
be inportant when it is known that deployed inplenmentations will fail
when encountering one of the two formats.

4. The Proxy-Authentication-Info Response Header Field

The Proxy-Aut hentication-Info response header field is equivalent to
Aut henti cation-1nfo, except that it applies to proxy authentication
([ RFC7235], Section 2) and its semantics are defined by the

aut henti cation schene indicated by the Proxy-Authorization header
field ([RFC7235], Section 4.4) of the correspondi ng request:

Proxy- Aut henti cati on-1nfo = #aut h- param

However, unlike Authentication-Info, the Proxy-Authentication-Info
header field applies only to the next outbound client on the response
chain. This is because only the client that chose a given proxy is
likely to have the credentials necessary for authentication

However, when mnultiple proxies are used within the sane

adm ni strative domain, such as office and regi onal caching proxies
within a large corporate network, it is conmon for credentials to be
generated by the user agent and passed through the hierarchy unti
consuned. Hence, in such a configuration, it will appear as if
Proxy- Aut hentication-Info is being forwarded because each proxy wll
send the sane field val ue.

5. Security Considerations

Adding information to HTTP responses that are sent over an
unencrypted channel can affect security and privacy. The presence of
the header fields alone indicates that HTTP authentication is in use.
Addi tional information could be exposed by the contents of the

aut henti cati on-schene specific paraneters; this will have to be
considered in the definitions of these schenes.

Reschke St andards Track [ Page 4]



RFC 7615 HTTP Aut henti cation-Info Sept ember 2015

6. | ANA Consi derati ons

HTTP header fields are registered within the "Message Headers"
registry located at <http://wwmv. iana. org/assi gnnments/
message- header s>, as defined by [BCP90].

Thi s docunent updates the definitions of the "Authentication-Info"
and "Proxy-Aut hentication-1nfo" header fields, so the "Permanent
Message Header Field Nanes" registry has been updated accordingly:

| Header Field Nane | Protocol | Status | Reference |

| standard | Section 3 of |
| | this docunent |
| standard | Section 4 of |
| | this docunent |
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