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Abst r act

This meno docunents a sanpling of use cases for securely aggregating
configuration and operational data and evaluating that data to
determ ne an organi zation’s security posture. Fromthese operationa
use cases, we can derive common functional capabilities and

requi renents to guide devel opnment of vendor-neutral, interoperable
standards for aggregating and evaluating data relevant to security
post ure.
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1. Introduction

Thi s docunent describes the core set of use cases for endpoint
posture assessnment for enterprises. It provides a discussion of
these use cases and associ ated buil di ng- bl ock capabilities. The
descri bed use cases support:

o securely collecting and aggregating configurati on and operationa
data, and

o evaluating that data to determ ne the security posture of
i ndi vi dual endpoi nts.

Additionally, this document describes a set of usage scenarios that
provi de exanples for using the use cases and associ ated buil di ng
bl ocks to address a variety of operational functions.

These operational use cases and rel ated usage scenarios cross many | T
security domains. The use cases enable the derivation of common:

0 concepts that are expressed as building blocks in this docunent,
0 characteristics to informdevel opment of a requirenents docunent,

o information concepts to informdevel opnent of an informati on nodel
document, and

o functional capabilities to informdevel opnment of an architecture
docunent .

Toget her, these ideas will be used to guide devel opnent of vendor -
neutral, interoperable standards for collecting, aggregating, and
eval uating data relevant to security posture.

Using this standard data, tools can analyze the state of endpoints as
wel | as user activities and behavi our, and evaluate the security
posture of an organi zation. Conmon expression of information should
enabl e interoperability between tools (whether custonized,

comrercial, or freely available), and the ability to automate
portions of security processes to gain efficiency, react to new
threats in a tinely manner, and free up security personnel to work on
nor e advanced probl ens.

The goal is to enable organizations to nmake inforned decisions that
support organi zati onal objectives, to enforce policies for hardening
systenms, to prevent network msuse, to quantify business risk, and to
collaborate with partners to identify and mtigate threats.
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It is expected that use cases for enterprises and for service
providers will largely overlap. Wen considering this overlap, there
are additional conplications for service providers, especially in
handl i ng information that crosses adm nistrative domains.

The out put of endpoint posture assessnent is expected to feed into
addi ti onal processes, such as policy-based enforcenent of acceptable
state, verification and nonitoring of security controls, and
conpliance to regul atory requirenments.

2. Endpoi nt Posture Assessnent

Endpoi nt posture assessnent involves orchestrating and perforning
data collection and eval uating the posture of a given endpoint.
Typical Iy, endpoint posture information is gathered and then
published to appropriate data repositories to nake coll ected

i nformati on avail able for further analysis supporting organizationa
security processes.

Endpoi nt posture assessnent typically includes:
o0 collecting the attributes of a given endpoint;
o making the attributes available for evaluation and action; and

o verifying that the endpoint’s posture is in conpliance with
enterprise standards and policy.

As part of these activities, it is often necessary to identify and
acquire any supporting security automation data that is needed to
drive and feed data collection and eval uati on processes.

The following is a typical workflow scenario for assessing endpoi nt
post ur e:

1. Sone type of trigger initiates the workflow. For exanple, an
operator or an application mght trigger the process with a
request, or the endpoint mght trigger the process using an
event-driven notification

2. An operator/application selects one or nore target endpoints to
be assessed.

3. An operator/application selects which policies are applicable to
the targets.
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4. For each target:

A.  The application determ nes which (sets of) posture attributes
need to be collected for evaluation. Inplenentations should
be able to support (possibly m xed) sets of standardized and
proprietary attributes.

B. The application might retrieve previously collected
information froma cache or data store, such as a data store
popul ated by an asset managenent system

C. The application nmight establish conmunication with the
target, nutually authenticate identities and authorizations,
and collect posture attributes fromthe target.

D. The application mght establish comunication with one or
nmore internediaries or agents, which may be |ocal or
external. \When establishing connections with an internediary
or agent, the application can nutually authenticate their
identities and determ ne authorizations, and collect posture
attributes about the target fromthe internedi aries or
agents.

E. The application conmmunicates target identity and (sets of)
collected attributes to an evaluator, which is possibly an
external process or external system

F. The eval uator conpares the collected posture attributes with
expect ed val ues as expressed in policies.

G The evaluator reports the evaluation result for the requested
assessnent, in a standardized or proprietary format, such as
areport, alog entry, a database entry, or a notification.

2. 1. Use Cases

The followi ng subsections detail specific use cases for assessnent

pl anni ng, data collection, analysis, and rel ated operations
pertaining to the publication and use of supporting data. Each use
case is defined by a short summary containing a sinple problem
statement, followed by a discussion of related concepts, and a
listing of associated building blocks that represent the capabilities
needed to support the use case. These use cases and buil di ng bl ocks
identify separate units of functionality that may be supported by

di fferent conponents of an architectural nodel
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2.1.1. Define, Publish, Query, and Retrieve Security Automation Data

This use case describes the need for security autonmation data to be
defined and published to one or nore data stores, as well as queried
and retrieved fromthese data stores for the explicit use of posture
col l ection and eval uati on.

Security autonation data is a general concept that refers to any data
expression that may be generated and/or used as part of the process
of collecting and eval uating endpoi nt posture. Different types of
security automation data will generally fall into one of three

cat egori es:

Qui dance: Instructions and related netadata that guide the attribute
coll ection and eval uati on processes. The purpose of this data
is to allowinplenentations to be data-driven, thus enabling
their behavior to be custom zed without requiring changes to
depl oyed software

This type of data tends to change in units of nonths and days.
In cases where assessnents are nade nore dynamic, it may be
necessary to handl e changes in the scope of hours or mnutes.
This data will typically be provided by | arge organizations,
product vendors, and sone third parties. Thus, it will tend to
be shared across |arge enterprises and custoner communities.

In sone cases, access nmay be controlled to specific

aut henticated users. In other cases, the data rmay be provided
broadly with little to no access control

Thi s i ncl udes:

* Listings of attribute identifiers for which values may be
col l ected and eval uat ed.

* Lists of attributes that are to be collected along with
net adata that includes: when to collect a set of attributes
based on a defined interval or event, the duration of
collection, and how to go about collecting a set of
attributes

* Quidance that specifies how old collected data can be when
used for evaluation

* Policies that define howto target and performthe
eval uation of a set of attributes for different kinds or
groups of endpoints and the assets they are conposed of. In
some cases, it may be desirable to maintain hierarchies of
policies as well.
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* References to hunan-oriented data that provide technical

organi zational, and/or policy context. This mght include
references to: best practices docunments, |egal guidance and
| egislation, and instructional materials related to the

aut omati on data in question.

Attribute Data: Data collected through automated and manual

mechani sns descri bi ng organi zati onal and posture details
pertaining to specific endpoints and the assets that they are
conmposed of (e.g., hardware, software, accounts). The purpose
of this type of data is to characterize an endpoint (e.g.
endpoi nt type, organi zationally expected function/role) and to
provi de actual and expected state data pertaining to one or
nore endpoints. This data is used to determ ne what posture
attributes to collect fromwhich endpoints and to feed one or
nor e eval uati ons.

This type of data tends to change in units of days, mnutes,
and seconds, with posture attribute values typically changi ng
nore frequently than endpoint characterizations. This data
tends to be organizationally and endpoint specific, with
speci fic operational groups of endpoints tending to exhibit
simlar attribute profiles. Cenerally, this data will not be
shared outside an organi zati onal boundary and will require
aut hentication with specific access controls.

Thi s i ncl udes:

* Endpoi nt characterization data that describes the endpoint
type, organizationally expected function/role, etc.

* Coll ected endpoint posture attribute values and rel ated
context including: time of collection, tools used for
collection, etc.

* (Organi zationally defined expected posture attribute val ues
targeted to specific evaluation gui dance and endpoi nt
characteristics. This allows a common set of guidance to be
paraneterized for use with different groups of endpoints.

Processing Artifacts: Data that is generated by, and is specific to,

an individual assessnent process. This data may be used as
part of the interactions between architectural conponents to
drive and coordinate collection and evaluation activities. |Its
lifespan will be bounded by the Ilifespan of the assessnent. |t
may al so be exchanged and stored to provide historic context
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around an assessnment activity so that individual assessnments
can be grouped, evaluated, and reported in an enterprise
cont ext .

Thi s i ncl udes:

* The identified set of endpoints for which an assessnent
shoul d be perforned.

* The identified set of posture attributes that need to be
collected fromspecific endpoints to performan eval uation

*  The resulting data generated by an eval uation process
i ncluding the context of what was assessed, what it was
assessed agai nst, what collected data was used, when it was
col l ected, and when the eval uati on was perforned.

The informati on nodel for security automation data nust support a
variety of different data types as described above, along with the
associ ated netadata that is needed to support publication, query, and
retrieval operations. It is expected that multiple data nodels will
be used to express specific data types requiring specialized or
extensi ble security automati on data repositories. The different
tenporal characteristics, access patterns, and access contro

di mensi ons of each data type may al so require different protocols and
data nodel s to be supported furthering the potential requirenment for
specialized data repositories. See [RFC3444] for a description and
di scussi on of distinctions between an information and data nodel. It
is likely that additional kinds of data will be identified through
the process of defining requirenments and an architectural nodel.

| mpl enent ati ons supporting this building block will need to be
extensi ble to accommpdate the addition of new types of data, whether
proprietary or (preferably) using a standard format.

The buil ding blocks of this use case are:

Data Definition: Security automation data will guide and inform
coll ection and eval uation processes. This data nmay be desi gned
by a variety of roles -- application inplenmenters nmay build
security automation data into their applications;
adm ni strators may define gui dance based on organi zati ona
policies; operators may define guidance and attribute data as
needed for evaluation at runtine; and so on. Data producers
may choose to reuse data fromexisting stores of security
aut onati on data and/or may create new data. Data producers may
devel op data based on avail abl e standardi zed or proprietary
dat a nodel s, such as those used for network managenent and/or
host nanagenent.
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Data Publication: The capability to enable data producers to publish
data to a security automation data store for further use
Publ i shed data may be nmade publicly avail able or access may be
based on an authori zation decision using authenticated
credentials. As aresult, the visibility of specific security
autonation data to an operator or application nmay be public,
enterprise-scoped, private, or controlled within any other
scope.

Data Query: An operator or application should be able to query a
security automation data store using a set of specified
criteria. The result of the query will be a listing matching
the query. The query result listing may contain publication
nmetadata (e.g., create date, nodified date, publisher, etc.)
and/or the full data, a summary, snippet, or the location to
retrieve the data.

Data Retrieval: A user, operator, or application acquires one or
nore specific security automation data entries. The location
of the data nay be known a priori, or nay be determ ned based
on deci sions made using informati on froma previous query.

Dat a Change Detection: An operator or application needs to know when
security autonmtion data they are interested in has been
published to, updated in, or deleted froma security autonation
data store that they have been authorized to access.

These buil ding bl ocks are used to enabl e acquisition of various

i nstances of security automati on data based on specific data nodel s
that are used to drive assessnent planning (see Section 2.1.2),
posture attribute value collection (see Section 2.1.3), and posture
eval uation (see Section 2.1.4).

2.1.2. Endpoint Identification and Assessment Pl anni ng

This use case describes the process of discovering endpoints,

under standi ng their conposition, identifying the desired state to
assess agai nst, and cal cul ati ng what posture attributes to collect to
enabl e evaluation. This process may be a set of manual, autonated,

or hybrid steps that are perfornmed for each assessnent.
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The buil ding blocks of this use case are:

Endpoi nt Di scovery: To deternmine the current or historic presence of
endpoints in the environment that are available for posture
assessnent. Endpoints are identified in support of discovery
by using information previously obtained or using other
col l ection nmechanisns to gather identification and
characterization data. Previously obtained data nmay originate
from sources such as network authenticati on exchanges.

Endpoi nt Characterization: The act of acquiring, through automated
collection or manual input, and organizing attributes
associated with an endpoint (e.g., type, organizationally
expected function/role, hardware/software versions).

Endpoi nt Target ldentification: Determine the candi date endpoi nt
target(s) against which to performthe assessnent. Depending
on the assessnent trigger, a single endpoint or nultiple
endpoi nts may be targeted based on characterized endpoi nt
attributes. Cuidance describing the assessnent to be perforned
may contain instructions or references used to deternine the
appl i cabl e assessnent targets. |In this case, the Data Query
and/ or Data Retrieval building blocks (see Section 2.1.1) may
be used to acquire this data.

Endpoi nt Conponent |nventory: To determnine what applicable desired
states should be assessed, it is first necessary to acquire the
i nventory of software, hardware, and accounts associated wth
the targeted endpoint(s). |If the assessnent of the endpoint is
not dependent on the these details, then this capability is not
required for use in perfornmng the assessnent. This process
can be treated as a collection use case for specific posture
attributes. In this case, the building blocks for
Endpoi nt Posture Attribute Value Collection (see Section 2.1.3)
can be used.

Posture Attribute Identification: Once the endpoint targets and
their associ ated asset inventory is known, it is then necessary
to cal cul ate what posture attributes are required to be
collected to performthe desired evaluation. Wen avail abl e,
exi sting posture data is queried for suitability using the Data
Query building block (see Section 2.1.1). Such posture data is
suitable if it is conplete and current enough for use in the
eval uation. Any unsuitable posture data is identified for
col I ection.
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If this is driven by guidance, then the Data Query and/or Data
Retrieval building blocks (see Section 2.1.1) may be used to
acquire this data.

At this point, the set of posture attribute values to use for
eval uation are known, and they can be collected if necessary (see
Section 2.1.3).

2.1.3. Endpoint Posture Attribute Value Collection

This use case describes the process of collecting a set of posture
attribute values related to one or nore endpoints. This use case can
be initiated by a variety of triggers including:

1. a posture change or significant event on the endpoint.

2. a network event (e.g., endpoint connects to a network/ VPN
specific netflow [ RFC3954] is detected).

3. a scheduled or ad hoc collection task
The buil ding blocks of this use case are:

Col I ection CGuidance Acquisition: |f guidance is required to drive
the collection of posture attributes values, this capability is
used to acquire this data fromone or nore security autonmation
data stores. Depending on the trigger, the specific guidance
to acquire mght be known. |If not, it may be necessary to
determ ne the guidance to use based on the conponent inventory
or other assessnent criteria. The Data Query and/or Data
Retrieval building blocks (see Section 2.1.1) may be used to
acquire this guidance

Posture Attribute Value Collection: The accunul ation of posture
attribute values. This may be based on coll ection gui dance
that is associated with the posture attributes.

Once the posture attribute values are collected, they nay be
persisted for later use or they may be i medi ately used for posture
eval uati on.

2.1.4. Posture Attribute Eval uation
This use case represents the action of analyzing collected posture
attribute values as part of an assessment. The primary focus of this

use case is to support evaluation of actual endpoint state against
the expected state selected for the assessnent.
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This use case can be initiated by a variety of triggers including:
1. a posture change or significant event on the endpoint.

2. a network event (e.g., endpoint connects to a network/ VPN
specific netflow [ RFC3954] is detected).

3. a schedul ed or ad hoc eval uation task
The buil ding blocks of this use case are:

Col | ected Posture Change Detection: An operator or application has a
mechani smto detect the availability of new posture attribute
val ues or changes to existing ones. The tineliness of
detection may vary frominmediate to on-demand. Having the
ability to filter what changes are detected will allow the
operator to focus on the changes that are relevant to their use
and will enable evaluation to occur dynamically based on
det ect ed changes.

Posture Attribute Value Query: |If previously collected posture
attribute values are needed, the appropriate data stores are
queried to retrieve themusing the Data Query buil ding bl ock

(see Section 2.1.1). |If all posture attribute values are
provided directly for evaluation, then this capability may not
be needed.

Eval uati on Qui dance Acquisition: |If guidance is required to drive

the eval uation of posture attributes values, this capability is
used to acquire this data fromone or nore security automation
data stores. Depending on the trigger, the specific guidance
to acquire mght be known. |f not, it may be necessary to
determ ne the gui dance to use based on the conponent inventory
or other assessnent criteria. The Data Query and/or Data
Retrieval building blocks (see Section 2.1.1) may be used to
acquire this guidance

Posture Attribute Evaluation: The conparison of posture attribute
val ues agai nst their expected values as expressed in the
speci fied guidance. The result of this conparison is output as
a set of posture evaluation results. Such results include
nmet adata required to provide a | evel of assurance with respect
to the posture attribute data and, therefore, evaluation
results. Exanples of such netadata include provenance and or
availability data.
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While the primary focus of this use case is around enabling the
conpari son of expected vs. actual state, the sane buil ding bl ocks can
support other analysis techniques that are applied to collected
posture attribute data (e.g., trending, historic analysis).

Conpl etion of this process represents a conpl ete assessnent cycle as
defined in Section 2.

2.2. Usage Scenari os

In this section, we describe a nunber of usage scenarios that utilize
aspects of endpoint posture assessnent. These are exanples of common
probl ens that can be solved with the building bl ocks defined above.

2.2.1. Definition and Publication of Automatable Configuration
Checklists

A vendor manufactures a nunber of specialized endpoint devices. They
al so devel op and naintain an operating systemfor these devices that
enabl es end-user organi zations to configure a nunber of security and
operational settings. As part of their custoner support activities,
they publish a nunber of secure configuration guides that provide

m ni mum security guidelines for configuring their devices.

Each gui de they produce applies to a specific nodel of device and
versi on of the operating system and provides a nunber of specialized
configurations depending on the device's intended function and what
add- on hardware nodul es and software licenses are installed on the
device. To enable their custoners to evaluate the security posture
of their devices to ensure that all appropriate mninmal security
settings are enabl ed, they publish automatabl e configuration
checklists using a popular data format that defines what settings to
col l ect using a network managenent protocol and appropriate val ues
for each setting. They publish these checklists to a public security
aut omati on data store that custoners can query to retrieve applicable
checklist(s) for their deployed specialized endpoi nt devices.

Aut ormat abl e configuration checklists could also cone from sources
other than a device vendor, such as industry groups or regulatory
authorities, or enterprises could develop their own checklists.

Thi s usage scenari o enploys the followi ng building blocks defined in
Section 2.1.1 above:

Data Definition: To allow guidance to be defined using standardized

or proprietary data nodels that will drive collection and
eval uati on.
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Data Publication: Providing a nechanismto publish created gui dance
to a security automation data store.

Data Query: To locate and sel ect existing guidance that may be
reused.

Data Retrieval To retrieve specific guidance froma security
automation data store for editing.

Whi |l e each building block can be used in a manual fashion by a human
operator, it is also likely that these capabilities will be

i mpl enented together in sone formof a guidance editor or generator
application.

2.2.2. Automated Checklist Verification

A financi al services conpany operates a heterogeneous |IT environment.
In support of their risk managenent program they utilize vendor-
provi ded aut omat abl e security configuration checklists for each
operating system and application used within their IT environnent.
Mul tiple checklists are used fromdifferent vendors to ensure
adequat e coverage of all IT assets

To identify what checklists are needed, they use autonation to gather
an inventory of the software versions utilized by all IT assets in
the enterprise. This data gathering will involve querying existing
data stores of previously collected endpoint software inventory
posture data and actively collecting data fromreachabl e endpoints as
needed, utilizing network and systenms nmanagenent protocol s.
Previously collected data nay be provided by periodic data

col l ection, network connection-driven data collection, or ongoing
event-driven nmonitoring of endpoint posture changes.

Appropriate checklists are queried, |ocated, and downl oaded fromthe
rel evant gui dance data stores. The specific data stores queried and
the specifics of each query nmay be driven by data including:

o collected hardware and software inventory data, and

0 associated asset characterization data that may indicate the
organi zational |l y defined functions of each endpoint.

Checklists may be sourced from gui dance data stores nmintai ned by an
application or OGS vendor, an industry group, a regulatory authority,
or directly by the enterprise.

The retrieved guidance is cached locally to reduce the need to
retrieve the data nultiple tines.
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Driven by the setting data provided in the checklist, a conbination
of existing configuration data stores and data col |l ection nethods are
used to gather the appropriate posture attributes from (or pertaining
to) each endpoint. Specific posture attribute values are gat hered
based on the defined enterprise function and software inventory of
each endpoint. The collection nechanisns used to collect software

i nventory posture will be used again for this purpose. Once the data
is gathered, the actual state is eval uated against the expected state
criteria defined in each applicable checklist.

A checklist can be assessed as a whole, or a specific subset of the
checkli st can be assessed resulting in partial data collection and
eval uati on.

The results of checklist evaluation are provided to appropriate
operators and applications to drive additional business |ogic.
Specific applications for checklist evaluation results are out of
scope for current SACM (Security Automation and Conti nuous
Monitoring) efforts. |Irrespective of specific applications, the
availability, timeliness, and |liveness of results are often of
general concern. Network |atency and avail abl e bandwi dth often
create operational constraints that require trade-offs between these
concerns and need to be consi dered.

Uses of checklists and associated eval uation results may include, but
are not limted to:

o Detecting endpoint posture deviations as part of a change
managenent programto identify:

* mssing required patches,
* unaut hori zed changes to hardware and software inventory, and
* unaut hori zed changes to configuration itens.

o Determining conpliance with organi zati onal policies governing
endpoi nt post ure.

o Informng configurati on managenent, patch managenent, and
vulnerability mitigation and renedi ati on deci si ons.

0 Searching for current and historic indicators of conprom se

0o Detecting current and historic infection by mal ware and
determ ning the scope of infection within an enterprise.
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o Detecting performance, attack, and vul nerable conditions that
war rant additional network diagnostics, nonitoring, and anal ysis.

o Informng network access control decision-nmaking for wred,
wirel ess, or VPN connections.

Thi s usage scenari o enploys the followi ng building blocks defined in
Section 2.1.1 above:

Endpoi nt Di scovery: The purpose of discovery is to determ ne the
type of endpoint to be posture assessed.

Endpoi nt Target ldentification: To identify what potential endpoint
targets the checklist should apply to based on organi zati ona
poli ci es.

Endpoi nt Conponent Inventory: Collecting and consuming the software
and hardware inventory for the target endpoints.

Posture Attribute lIdentification: To determ ne what data needs to be
collected to support evaluation, the checklist is eval uated
agai nst the conponent inventory and other endpoint netadata to
determ ne the set of posture attribute values that are needed.

Col I ection CGuidance Acquisition: Based on the identified posture
attributes, the application will query appropriate security
autonation data stores to find the "applicable" collection
gui dance for each endpoint in question

Posture Attribute Value Collection: For each endpoint, the val ues
for the required posture attributes are coll ected.

Posture Attribute Value Query: |If previously collected posture
attribute values are used, they are queried fromthe
appropriate data stores for the target endpoint(s).

Eval uation Qui dance Acquisition: Any guidance that is needed to
support evaluation is queried and retrieved.

Posture Attribute Evaluation: The resulting posture attribute val ues

from previous collection processes are eval uated using the
eval uati on gui dance to provide a set of posture results.
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2.2.3. Detection of Posture Deviations

Exanpl e Corporation has established secure configuration baselines
for each different type of endpoint within their enterprise

i ncluding: network infrastructure, nobile, client, and server
conputing platforns. These baselines define an approved |ist of
hardware, software (i.e., operating system applications, and

pat ches), and associated required configurations. Wen an endpoi nt
connects to the network, the appropriate baseline configuration is
communi cated to the endpoint based on its location in the network
the expected function of the device, and other asset managenent data.
It is checked for conpliance with the baseline, and any devi ati ons
are indicated to the device's operators. Once the baseline has been
establ i shed, the endpoint is nonitored for any change events
pertaining to the baseline on an ongoi ng basis. Wen a change occurs
to posture defined in the baseline, updated posture information is
exchanged, allow ng operators to be notified and/or autonmated action
to be taken

Li ke the Aut omated Checklist Verification usage scenario (see

Section 2.2.2), this usage scenario supports assessnent based on

aut omat abl e checklists. 1t differs fromthat scenario by nonitoring
for specific endpoint posture changes on an ongoi ng basis. When the
endpoi nt detects a posture change, an alert is generated identifying
the specific changes in posture, thus allowi ng assessnent of the
delta to be perforned instead of a full assessnent as in the previous
case. This usage scenario enploys the sanme building bl ocks as

Aut omat ed Checklist Verification (see section 2.2.2). It differs
slightly in howit uses the follow ng buil ding bl ocks:

Endpoi nt Conponent Inventory: Additionally, changes to the hardware
and software inventory are nonitored, with changes causing
alerts to be issued.

Posture Attribute Value Collection: After the initial assessment,
posture attributes are nonitored for changes. |If any of the
sel ected posture attribute val ues change, an alert is issued.

Posture Attribute Value Query: The previous state of posture
attributes are tracked, allow ng changes to be detected.

Posture Attribute Evaluation: After the initial assessnent, a
partial evaluation is perforned based on changes to specific
posture attri butes.

Thi s usage scenario highlights the need to query a data store to

prepare a conpliance report for a specific endpoint and al so the need
for a change in endpoint state to trigger Collection and Eval uation
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2.2.4. Endpoint Information Analysis and Reporting

Freed fromthe drudgery of manual endpoint conpliance nonitoring, one
of the security adm nistrators at Exanpl e Corporation notices (not
usi ng SACM standards) that five endpoints have been upl oading |ots of
data to a suspicious server on the Internet. The administrator
queries data stores for specific endpoint posture to see what
software is installed on those endpoints and finds that they all have
a particular programinstalled. She then queries the appropriate
data stores to see which other endpoints have that programinstalled.
Al'l these endpoints are nonitored carefully (not using SACM
standards), which allows the adnm nistrator to detect that the other
endpoints are al so infected.

This is just one exanple of the useful analysis that a skilled
anal yst can do using data stores of endpoint posture.

Thi s usage scenari o enploys the follow ng building blocks defined in
Section 2.1.1 above:

Posture Attribute Value Query: Previously collected posture
attribute values for the target endpoint(s) are queried from
the appropriate data stores using a standardi zed net hod.

This usage scenario highlights the need to query a repository for
attributes to see which attributes certain endpoints have in conmon.

2.2.5. Asynchronous Conpliance/Vul nerability Assessment at lce Station
Zebra

A university teamreceives a grant to do research at a governnent
facility in the Arctic. The only network comunications will be via
an intermttent, |ow speed, high-latency, high-cost satellite |ink.
During their extended expedition, they will need to show conti nued
compliance with the security policies of the university, the
governnent, and the provider of the satellite network, as well as
keep current on vulnerability testing. |Interactive assessnents are
therefore not reliable, and since the researchers have very linited
fundi ng, they need to ninimze how nuch noney they spend on network
dat a.

Prior to departure, they register all equipnent with an asset
managenent system owned by the university, which will also initiate
and track assessnents.

On a periodic basis -- either after a maximumtine delta or when the

security autonmation data store has received a threshold | evel of new
vulnerability definitions -- the university uses the information in
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the asset managenent systemto put together a collection request for
all of the deployed assets that enconpasses the mninmal set of
artifacts necessary to evaluate all three security policies as well
as vulnerability testing.

In the case of newcritical vulnerabilities, this collection request
consists only of the artifacts necessary for those vulnerabilities,
and collection is only initiated for those assets that could
potentially have a new vul nerability.

(Optional) Asset artifacts are cached in a local configuration
managenent dat abase (CvDB). Wen new vulnerabilities are reported to
the security automati on data store, a request to the live asset is
only done if the artifacts in the CVDB are inconplete and/or not
current enough.

The collection request is queued for the next w ndow of connectivity.
The depl oyed assets eventually receive the request, fulfill it, and
queue the results for the next return opportunity.

The collected artifacts eventually nmake it back to the university
where the | evel of conpliance and vul nerability exposed is cal cul at ed
and asset characteristics are conpared to what is in the asset
managenent system for accuracy and conpl et eness.

Li ke the Autonmated Checklist Verification usage scenario (see section
2.2.2), this usage scenario supports assessnent based on checkli sts.
It differs fromthat scenario in how gui dance, collected posture
attribute values, and evaluation results are exchanged due to
bandwidth limtations and availability. This usage scenari o enpl oys
the sane buil ding bl ocks as Aut onated Checklist Verification (see
section 2.2.2). It differs slightly in how it uses the follow ng
bui | di ng bl ocks:

Endpoi nt Conponent Inventory: It is likely that the conponent
inventory will not change. |If it does, this information will
need to be batched and transmitted during the next
conmmuni cati on wi ndow.

Col l ection CGuidance Acquisition: Due to intermttent conmunication
wi ndows and bandwi dt h constraints, changes to collection
gui dance will need to batched and transnitted during the next
communi cati on wi ndow. Guidance will need to be cached locally
to avoid the need for renote comuni cati ons.
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Posture Attribute Value Collection: The specific posture attribute
values to be collected are identified renotely and batched for
coll ection during the next comunication window |If a delay is
i ntroduced for collection to conplete, results will need to be
bat ched and transmtted.

Posture Attribute Value Query: Previously collected posture
attribute values will be stored in a renote data store for use
at the university.

Eval uati on QGui dance Acquisition: Due to intermttent communication
wi ndows and bandwi dt h constraints, changes to eval uation
gui dance will need to batched and transnitted during the next
conmuni cation wi ndow. Guidance will need to be cached locally
to avoid the need for renote communi cati ons.

Posture Attribute Evaluation: Due to the caching of posture
attribute val ues and eval uati on gui dance, eval uati on may be
perfornmed at both the university canpus as well as the
satellite site.

Thi s usage scenario highlights the need to support | ow bandw dth,
intermttent, or high-latency |inks.

2.2.6. ldentification and Retrieval of Guidance

In preparation for perform ng an assessment, an operator or
application will need to identify one or nore security autonmation
data stores that contain the gui dance entries necessary to perform
data collection and eval uation tasks. The location of a given

gui dance entry will either be known a priori or known security
automation data stores will need to be queried to retrieve applicable
gui dance

To query guidance it will be necessary to define a set of search
criteria. This criteria will often utilize a |ogical conbination of
publication netadata (e.g., publishing identity, create tineg,

nmodi fication tine) and criteria elenments specific to the gui dance
data. Once the criteria are defined, one or nore security autonmation
data stores will need to be queried, thus generating a result set.
Dependi ng on how the results are used, it may be desirable to return
the mat chi ng gui dance directly, a snippet of the gui dance nmatching
the query, or a resolvable location to retrieve the data at a later
time. The guidance matching the query will be restricted based on
the authorized |l evel of access allowed to the requester
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If the location of guidance is identified in the query result set,
the guidance will be retrieved when needed using one or nore data
retrieval requests. A variation on this approach would be to

mai ntain a | ocal cache of previously retrieved data. In this case,
only guidance that is determned to be stale by sonme nmeasure will be
retrieved fromthe renote data store.

Al'ternately, guidance can be discovered by iterating over data
published with a given context within a security automation data
store. Specific guidance can be selected and retrieved as needed.

This usage scenari o enploys the follow ng building blocks defined in
Section 2.1.1 above:

Data Query: Enables an operator or application to query one or nore
security automation data stores for guidance using a set of
specified criteria.

Data Retrieval: |If data locations are returned in the query result
set, then specific guidance entries can be retrieved and
possi bly cached | ocally.

2.2.7. Cuidance Change Detection

An operator or application nay need to identify new, updated, or

del eted gui dance in a security autonation data store for which they
have been aut horized to access. This may be achi eved by querying or
iterating over guidance in a security automation data store, or
through a notification mechani smthat generates alerts when changes
are nade to a security automation data store

Once gui dance changes have been determ ned, data collection and
eval uation activities may be triggered.

Thi s usage scenari o enploys the follow ng building blocks defined in
Section 2.1.1 above:

Dat a Change Detection: Allows an operator or application to identify
gui dance changes in a security autonation data store for which
t hey have been authorized to access.

Data Retrieval: |If data locations are provided by the change

detection nmechani sm then specific guidance entries can be
retrieved and possibly cached | ocally.

Walternmire & Harrington I nf or mat i onal [ Page 21]



RFC 7632 Enterprise Use Cases for Sec Assessment Septenber 2015

3. Security Considerations

This meno docunents, for informational purposes, use cases for
security automation. Specific security and privacy considerations
will be provided in related docunments (e.g., requirenents,
architecture, information nodel, data nodel, protocol) as appropriate
to the function described in each rel ated docunent.

One consideration for security automation is that a malicious actor
could use the security automation infrastructure and rel ated
collected data to gain access to an itemof interest. This may

i ncl ude personal data, private keys, software and configuration state
that can be used to informan attack against the network and

endpoi nts, and other sensitive information. It is inportant that
security and privacy considerations in the related docunents indicate
nmet hods to both identify and prevent such activity.

For consideration are neans for protecting the communi cations as well
as the systens that store the information. For comunications

bet ween the varyi ng SACM conponents, there should be considerations
for protecting the confidentiality, data integrity, and peer entity
aut henti cation. For exchanged information, there should be a neans
to authenticate the origin of the information. This is inportant
where tracking the provenance of data is needed. Also, for any
systens that store information that could be used for unauthorized or
mal i ci ous purposes, nethods to identify and protect against

unaut hori zed usage, inappropriate usage, and denial of service need
to be considered.
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