I nt ernet Engi neering Task Force (I ETF) A. Hutton

Request for Comments: 7639 Uni fy
Cat egory: Standards Track J. Uberti
| SSN: 2070-1721 Googl e
M  Thomson

Mozill a

August 2015

The ALPN HTTP Header Field
Abst ract

This specification allows HTTP CONNECT requests to indicate what
protocol is intended to be used within the tunnel once established,
usi ng the ALPN header field.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7639
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1. I nt roducti on

The HTTP CONNECT net hod (Section 4.3.6 of [RFC7231]) requests that
the recipient establish a tunnel to the identified origin server and
thereafter forward packets, in both directions, until the tunnel is
cl osed. Such tunnels are comonly used to create end-to-end virtua
connections through one or nore proxies.

The ALPN HTTP header field identifies the protocol or protocols that
the client intends to use within a tunnel that is established using
CONNECT. This uses the Application-Layer Protocol Negotiation (ALPN)
identifier [RFC7301].

For a tunnel that is then secured using Transport Layer Security
(TLS) [RFC5246], the header field carries the sanme application
protocol label as will be carried within the TLS handshake [ RFC7301].
If there are nultiple possible application protocols, all of those
application protocols are indicated.

The ALPN header field carries an indication of client intent only.

An ALPN identifier is used here only to identify the application
protocol or suite of protocols that the client intends to use in the
tunnel. No negotiation takes place using this header field. |In TLS,
the final choice of application protocol is nmade by the server from
the set of choices presented by the client. Oher substrates could
negoti ate the application protocol differently.

Proxi es do not inplenment the tunneled protocol, though they night
choose to nmake policy decisions based on the val ue of the header
field. For exanple, a proxy could use the application protocol to
sel ect appropriate traffic prioritization
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1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The ALPN HTTP Header Field

Cients include the ALPN header field in an HTTP CONNECT request to
i ndi cate the application-layer protocol that a client intends to use
within the tunnel, or a set of protocols that might be used within
the tunnel

2.1. Header Field Val ues
Valid values for the protocol field are taken fromthe "Application-
Layer Protocol Negotiation (ALPN) Protocol ID' registry [ALPN-IDS]
est abl i shed by [ RFC7301].

2.2. Syntax
The ABNF (Augrented Backus- Naur Forn) syntax for the ALPN header
field value is given below. It uses the syntax defined in
Section 1.2 of [RFC7230].

ALPN
protocol -id

1#protocol -id
token ; percent-encoded ALPN protocol identifier

ALPN protocol nanes are octet sequences with no additiona
constraints on format. COctets not allowed in tokens ([RFC7230],
Section 3.2.6) MJST be percent-encoded as per Section 2.1 of

[ RFC3986]. Consequently, the octet representing the percent
character "% (hex 25) MJST be percent-encoded as well.

In order to have precisely one way to represent any ALPN protoco
nane, the follow ng additional constraints apply:

0 Cctets in the ALPN protocol MJST NOT be percent-encoded if they
are valid token characters except "%.

0o \When using percent-encodi ng, uppercase hex digits MJST be used.

Wth these constraints, recipients can apply sinple string conparison
to match protocol identifiers
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For exanpl e:

CONNECT www. exanpl e.com HTTP/ 1. 1
Host: www. exanpl e. com
ALPN: h2, http%F1.1

2.3. Usage

Wien used in the ALPN header field, an ALPN identifier is used to
identify an entire application protocol stack, not a single protoco
| ayer or conponent.

For a CONNECT tunnel that conveys a protocol secured with TLS, the
val ue of the ALPN header field contains the sanme list of ALPN
identifiers that will be sent in the TLS dientHell o nessage

[ RFC7301] .

Where no protocol negotiation is expected to occur, such as in
protocols that do not use TLS, the ALPN header field contains a
single ALPN protocol identifier corresponding to the application
protocol that is intended to be used. If an alternative form of
protocol negotiation is possible, the ALPN header field contains the
set of protocols that m ght be negoti at ed.

A proxy can use the value of the ALPN header field to nore cleanly
and efficiently reject requests for a CONNECT tunnel. Exposing
protocol information at the HTTP |layer allows a proxy to deny
requests earlier, with better error reporting (such as a 403 status
code). The ALPN header field can be falsified and therefore is not a
sufficient basis for authorizing a request.

A proxy could attenpt to i nspect packets to determine the protocol in
use. This requires that the proxy understand each ALPN identifier
Protocols like TLS could hide negotiated protocols, or protocol
negoti ati on details could change over tinme. Proxies SHOULD NOT break
a CONNECT tunnel solely on the basis of a failure to recognize the

pr ot ocol

A proxy can use the ALPN header field value to change how it nanages
or prioritizes connections.

3. | ANA Consi derations
HTTP header fields are registered within the "Pernmanent Message
Header Field Names" registry maintained by | ANA [ MSG HDRS]. This

docunent defines and registers the ALPN header field, according to
[ RFC3864] as foll ows:
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Header Field Name: ALPN

Protocol:  http

Status: Standard

Ref erence: Section 2 of this docunent (RFC 7639)

Change Controller: |ETF (iesg@etf.org) - Internet Engineering Task
Force

4. Security Considerations

In case of using HTTP CONNECT to a TURN (Traversal Using Rel ays
around NAT, [RFC5766]) server, the security considerations of
Section 4.3.6 of [RFC7231] apply. It states that there "are
significant risks in establishing a tunnel to arbitrary servers,
particularly when the destination is a well-known or reserved TCP
port that is not intended for Wb traffic. ... Proxies that support
CONNECT SHOULD restrict its use to a linmted set of known ports or a
configurable whitelist of safe request targets."

The ALPN header field described in this docunment is OPTI ONAL.

Cients and HITP proxi es could choose not to support it and therefore
either fail to provide it or ignore it when present. |If the header
field is not available or is ignored, a proxy cannot identify the

pur pose of the tunnel and use this as input to any authorization
decision regarding the tunnel. This is indistinguishable fromthe
case where either client or proxy does not support the ALPN header
field.

There is no confidentiality protection for the ALPN header field.
ALPN identifiers that nmight expose confidential or sensitive

i nformati on SHOULD NOT be sent, as described in Section 5 of

[ RFC7301] .

The val ue of the ALPN header field could be falsified by a client.

If the data being sent through the tunnel is encrypted (for exanple,
with TLS [ RFC5246]), then the proxy mght not be able to directly

i nspect the data to verify that the clainmed protocol is the one which
is actually being used, though a proxy nmight be able to perform
traffic analysis [TRAFFIC]. Therefore, a proxy cannot rely on the
val ue of the ALPN header field as a policy input in all cases.
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