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Abst r act

Thi s docunent registers the Sinple Authentication and Security Layer
(SASL) nechani sns SCRAM SHA- 256 and SCRAM SHA- 256- PLUS, provi des

gui dance for secure inplenentation of the original SCRAM SHA-1-PLUS

mechani sm and updates the SCRAM registration procedures of RFC 5802.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc7677

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

This docunent registers the SASL nechani sns SCRAM SHA- 256 and SCRAM
SHA- 256- PLUS. SHA- 256 has stronger security properties than SHA-1
and it is expected that SCRAM nechani sns based on it will have
greater predicted longevity than the SCRAM nechani sns based on SHA-1

The registration formfor the SCRAMfam |y of algorithnms is also
updated from [ RFC5802] .

After publication of [RFC5802], it was discovered that Transport
Layer Security (TLS) [ RFC5246] does not have the expected properties
for the "tls-unique" channel binding to be secure [ RFC7627].
Therefore, this docunent contains normative text that applies to both
the original SCRAM SHA-1-PLUS and the newly introduced SCRAM SHA-
256- PLUS nmechani sm

2. Key Word Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. SCRAM SHA- 256 and SCRAM SHA- 256- PLUS
The SCRAM SHA- 256 and SCRAM SHA- 256- PLUS SASL nechani sns are defined
in the same way that SCRAM SHA-1 and SCRAM SHA- 1- PLUS are defined in
[ RFC5802], except that the hash function for HVAC() and H() uses
SHA- 256 instead of SHA-1 [ RFC6234].

For the SCRAM SHA- 256 and SCRAM SHA- 256- PLUS SASL nechani sns, the
hash iteration-count announced by a server SHOULD be at | east 4096.
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The GSS- APl nechanism O D for SCRAM SHA-256 is 1.3.6.1.5.5.18 (see
Section 5).

This is a sinple exanple of a SCRAM SHA- 256 aut henti cati on exchange
when the client doesn’t support channel bindings. The username
"user’ and password 'pencil’ are being used.

C. n,, n=user, r=r Qpr NG wEbeRWjbNEKqO

S: r=r Opr NG wEbe RWjbNEk qO¥hv YDpWJa2RaTCAf uxFI | j ) hNI F$kO,
s=W22ZaJ0SNY7s0oEsUEj h6gQ==, i =4096

C. c=hi ws, r=r Qpor NG webe RWbNEKk qO¥hv YDpWUa2RaTCAf uxFI | j ) hNI F$k0
p=dHzbZapW k4j UhN+Ut e9yt ag9zj f MHgsqmi z7AndVQ=

S: v=6rri TRBi 23WWRR/ wt up+nivhUZUn/ dB5nLTJRsj | 95G4=
4. Security Considerations
The security considerations from[RFC5802] still apply.

To be secure, either SCRAM SHA-256- PLUS and SCRAM SHA- 1- PLUS MUST be
used over a TLS channel that has had the session hash extension
[ RFC7627] negotiated, or session resunption MUST NOT have been used.

See [ RFC4270] and [RFC6194] for reasons to nove fromSHA-1 to a
strong security mechani smlike SHA-256.

The strength of this nechanismis dependent in part on the hash
iteration-count, as denoted by "i" in [RFC5802]. As a rule of thunb,
the hash iteration-count should be such that a nodern nachine will
take 0.1 seconds to performthe conplete algorithm however, this is
unlikely to be practical on nobile devices and other relatively | ow
performance systens. At the time this was witten, the rule of thunb
gi ves around 15,000 iterations required; however, a hash iteration-
count of 4096 takes around 0.5 seconds on current nobil e handsets.
This conputational cost can be avoided by caching the dientKey
(assuning the Salt and hash iteration-count is stable). Therefore,
the recomendation of this specification is that the hash iteration-
count SHOULD be at | east 4096, but careful consideration ought to be
given to using a significantly higher value, particularly where
nmobil e use is less inportant.
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5. | ANA Consi derati ons
5.1. Updates to SCRAM * Regi stration

The 1 ANA registry for SCRAM* (the SCRAM fanmi |y of SASL nechani sns)
in the SASL nechanismregistry ([RFC4422]) has been updated as
follows. The enmil address for reviews has been updated, and the
note at the end changed.

To: iana@ana.org
Subj ect: Registration of a new SASL fanmi |y SCRAM

SASL nechani sm nane (or prefix for the famly): SCRAM *

Security considerations: Section 7 of [RFC5802]

Publ i shed specification (optional, recomended): RFC 7677

Person & email address to contact for further information:
| ETF KITTEN WG <kitten@etf. org>

I nt ended usage: COVMON

Owner/ Change controller: |1ESG <i esg@etf.org>

Note: Menbers of this family MJST be explicitly registered using
the "I ETF Review' [RFC5226] registration procedure. Reviews
MUST be requested on the KITTEN mailing list kitten@etf.org
(or a successor designated by the responsible Security AD).

Note to future SCRAM nechani sm desi gners: each new SASL SCRAM
mechani sm MUST be explicitly registered with | ANA within the SASL
SCRAM Fani |y Mechani sms regi stry.

5.2. SASL- SCRAM Fani |y Mechani sns Regi strati on Procedure

A new | ANA registry has been added for nenbers of the SCRAM family of
SASL nmechani sns, nanmed "SASL SCRAM Family Mechani sns". It adds two
new fields to the existing SCRAM nmechani smregistry: M ninmm
iteration-count and Associated OD. Belowis the tenplate for
registration of a new SASL fam|ly SCRAM (Note that the string
"TBD- BY-1 ANA" should be left as is, so that it may be filled in at
registration tine by |1 ANA))

Hansen St andards Track [ Page 4]



RFC 7677 SASL SCRAM SHA- 256/ SCRAM SHA- 256- PLUS Novenber 2015

To: iana@ana.org
Subj ect: Registration of a new SASL SCRAM fanily nmechani sm

SASL mechani sm nane (or prefix for the famly): SCRAM <NAME>

Security considerations: Section 7 of [RFC5802]

Publ i shed specification (optional, recomended): RFC 7677

M nimumiteration-count: The nmi ni nrum hash iteration-count that
servers SHOULD announce

Associ ated O D: TBD- BY-1 ANA

Person & enmmi|l address to contact for further information:
| ETF KITTEN WG <kitten@etf. org>

I nt ended usage: COVMON

Owner/ Change controller: |1ESG <i esg@etf.org>

Note: Menbers of this family MJST be explicitly registered using
the "I ETF Revi ew' [RFC5226] registration procedure. Reviews MJST
be requested on the KITTEN nailing list kitten@etf.org (or a
successor designated by the responsible Security Area Director).

Note: At publication of a new SASL SCRAM Fanmily Mechani sm | ANA
SHOULD assign a GSS-API mechanism O D for this mechanismfromthe
i so.org.dod.internet.security.mechanisns prefix (see the "SM
Security for Mechani sm Codes" registry) and fill in the value for
"TBD- BY-1 ANA" above. Only one O D needs to be assigned for a
SCRAM <NAME> and SCRAM <NAME>- PLUS pair. The sane O D shoul d be
assigned to both entries in the registry.

Note to future SASL SCRAM nechani sm desi gners: each new SASL SCRAM
mechani sm MUST be explicitly registered with I ANA and MJST conply
wi th the SCRAM nechani sm nami ng convention defined in Section 4 of
[ RFC5802] .

The existing entries for SASL SCRAM SHA-1 and SCRAM SHA- 1- PLUS have
been noved fromthe existing SASL nmechanismregistry to the "SASL
SCRAM Fami |y Mechani sns" registry. At that time, the foll ow ng

val ues were added:

M nimumiterati on-count: 4096
OD 1.3.6.1.5.5.14 (from [ RFC5802])
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The foll owi ng new SASL SCRAM nechani sns have been added to the "SASL
SCRAM Fanmi | y Mechani sns" registry:

To: iana@ana.org
Subj ect: Registration of a new SASL SCRAM Fani |y mechani sm
SCRAM SHA- 256

SASL mechani sm nanme (or prefix for the famly): SCRAM SHA- 256
Security considerations: Section 4 of RFC 7677
Publ i shed specification (optional, recomended): RFC 7677
M nimumiteration-count: 4096
oD 1.3.6.1.5.5.18
Person & email address to contact for further information:
| ETF KITTEN WG <kitten@etf. org>
I nt ended usage: COVMON
Onner/ Change controller: |ESG <i esg@etf.org>
Not e:

To: iana@ana.org
Subj ect: Registration of a new SASL SCRAM Fani |y nmechani sm
SCRAM SHA- 256- PLUS

SASL mechani sm nane (or prefix for the famly): SCRAM SHA- 256- PLUS
Security considerations: Section 4 of RFC 7677
Publ i shed specification (optional, recomended): RFC 7677
M ni mum iteration-count: 4096
QD 1.3.6.1.5.5.18
Person & enmmi|l address to contact for further information:
| ETF KITTEN WG <kitten@etf. org>
I nt ended usage: COVMON
Owner/ Change controller: |1ESG <i esg@etf.org>
Not e:
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