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Abstract

During the transition fromlIPv4 to | Pv6, customer equi pnent nay have
to support one of the various transition nethods that have been
defined for carrying | Pv4 packets over |IPv6. This docunent
enunerates the informati on that needs to be provisioned on a customner
edge router to support a list of transition techni ques based on
tunneling IPv4 in IPv6, with a view to defining reusable conponents
for a reasonable transition path between these techniques. To the
extent that the provisioning is done dynamically, Authentication

Aut hori zation, and Accounting (AAA) support is needed to provide the
information to the network server responsible for passing the
information to the customer equipnent. This docunent specifies

D aneter (RFC 6733) Attribute-Value Pairs (AVPs) to be used for that
pur pose.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7678
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1

I ntroduction

A nunber of transition techni ques have been defined to allow I Pv4d
packets to pass between hosts and | Pv4 networks over an intervening
| Pv6 network while mnimzing the nunber of public |IPv4 addresses
that need to be consuned by the hosts. Different operators will
depl oy different technol ogi es, and soneti nmes one operator will use
nmore t han one technol ogy dependi ng on what is supported by the
avai | abl e equi prent and upon ot her factors both technical and
economi c.

Each techni que requires the provisioning of sone subscriber-specific
i nformati on on the custoner edge device. The provisioning may be by
DHCPv6 [ RFC3315] or by sone other nethod. This docunent is
indifferent to the specific provisioning techni que used but assumes a
depl oynent in which that information is managed by AAA

(Aut henti cation, Authorization, and Accounting) servers. It further
assunmes that this information is delivered to internedi ate network
nodes for onward provisioning using the D aneter protocol [RFC6733].

As described below, in the particular case where the Lightweight
4over6 (l1wdo6) [RFC7596] transition nmethod has been depl oyed, per-
subscriber-site information al nost identical to that passed to the
subscri ber site [RFC7598] al so needs to be delivered to the border
router serving that site. The Dianmeter protocol nay be used for this
pur pose too.

Thi s docunent anal yzes the information required to configure the
customer edge equi pnent for the followi ng set of transition nethods:

o Dual-Stack Lite (DS-Lite) [RFC6333],
o Lightweight 4over6 (Iwio6) [RFC7596], and
o Mapping of Address and Port with Encapsul ati on (MAP-E) [ RFC7597].

[ DSLI TE- MULTI CAST] specifies a generic solution for delivery of |Pv4
nmul ticast services to IPv4 clients over an I Pv6 nulticast network.
The sol ution was devel oped with DS-Lite in mind but it is not limted
to DS-Lite. As such, it applies also for |wio6 and MAP-E. This
docunent analyzes the information required to configure the customer
edge equi pment for the support of nulticast in the context of DS-
Lite, MAP-E, and Iw4o06 in particular

On the basis of those analyses, it specifies a nunber of Attribute-
Val ue Pairs (AVPs) to allow the necessary subscriber-site-specific
configuration information to be carried in D aneter.
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Thi s docunent doesn’t specify any new conmands or Application |Ds.
The specified AVPs could be used for any Di ameter application
suitabl e for provisioning.

1.1. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

The abbreviation CPE stands for Custoner Prem se Equipnent. It
denotes the equi pnent at the custoner edge that terninates the
custoner end of an IPv6 transitional tunnel. This will usually be a
router but could be a host directly connected to the network. In

some docunments (e.g., [RFC7597]), this functional entity is called CE
(Custoner Edge).

The term "tunnel source address" is used to denote the |IPv6 source
address used in the outer header of packets sent fromthe CPE through
an | w4o6 transitional tunnel to the border router.

2. Description of the Paraneters Required by Each Transition Method

This section reviews the paraneters that need to be provisioned for
each of the transition nethods |isted above. This enuneration
provides the justification for the AVPs defined in the next section

A nmeans is required to indicate which transition nmethod(s) a given
subscri ber wants to use. The approach taken in this docunent is to
specify Grouped AVPs specific to Iwio6 and MAP-E. The operator can
control which of these two transition nethods a given subscriber uses
by ensuring that AAA passes only the Grouped AVP rel evant to that
met hod. A Grouped AVP is unnecessary for DS-Lite since AAA has only
to provide the Fully Qualified Dormain Name (FQDN) of the DS-Lite
Address Family Transition Router (AFTR) (see Section 2.1). Hence,
when no Grouped AVP is provided either for Iwio6 or MAP-E and only
the AFTR s FQDN is present, this indicates that the subscriber

equi pment will use the DS-Lite transition nmethod. Provisioning of
mul ticast is an orthogonal activity since it is independent of the
transition nethod.
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2.1. Parameters for Dual-Stack Lite (DS-Lite)

DS-Lite is docunented in [RFC6333]. The Basic Bridgi ng BroadBand
(B4) element at the custoner premnmi ses needs to discover the |IPv6
address of the AFTR (border router). For the reasons discussed in
Section 3.2, the AAA server provisions the B4 elenment with the AFTR s
FQDN that is passed to a B4's IP resolution library. The AFTR s FQDN
is contained in the Border-Router-Nanme AVP (see Section 3.2).

The B4 el ement could also be configured with the | Pv4 address of the
B4 interface facing the tunnel, with valid values from 192.0.0.2 to
192.0.0.7 and the default value of 192.0.0.2 in the absence of

provi sioning. Provisioning such information through AAA is

probl ematic because it is nost likely used in a case where nultiple
B4 instances occupy the sanme device. This docunment therefore assunes
that the B4 interface address is determ ned by ot her nmeans than AAA
(i npl enent ati on dependent or static assignment).

2.2. Lightweight 4over6 (|w406)

Li ght wei ght 4over6 (lw4o6) is docunented in [RFC7596]. Lw4o6
requires four items to be provisioned to the customer equipnent:

o an | Pv6e address of the border router

o an IPve prefix used by the CPE to construct the tunnel source
address. In the terninology of [RFC7596], this is the |Pv6
Bi ndi ng Prefix.

o an | Pv4 address to be used on the external side of the CPE

o if the IPv4 address is shared, a specification of the port set the
subscriber site is allowed to use. Please see the description in
Section 2.3. For Iw4o6, all three of the paraneters 'a', 'k’, and
the Port Set Identifier (PSID) described in that section are
required. The default value of the offset paranmeter 'a is O.

As discussed in Section 4 of [RFC7596], it is necessary to
synchroni ze this configuration with correspondi ng per-subscri ber
configuration at the border router. The border router information
consi sts of the same public I Pv4 address and port set paraneters that
are passed to the CPE, bound together with the full /128 |IPv6 address
(not just the Binding Prefix) configured as the tunnel source address
at the CPE.
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2.3. Port Set Specification

Wien an external |Pv4 address is shared, |wio6 and MAP-E restrict the
CPE to use of a subset of all available ports on the external side.
Both transition nethods use the algorithmdefined in Appendi x B of

[ RFC7597] to derive the values of the port nunbers in the port set.
This algorithmfeatures three paraneters, describing the positioning
and val ue of the PSID within each port number of the generated set:

o an offset "a fromthe beginning of the port nunmber to the first
bit of the PSID

o the length 'k’ of the PSID within the port nunber, in bits; and
o the value of the PSID itself.
2.4. Mapping of Address and Port with Encapsul ati on ( MAP-E)

Mappi ng of Address and Port with Encapsul ation (MAP-E) is described
in [RFC7597]. MAP-E requires the provisioning of the follow ng per-
subscri ber information at the custoner edge device:

o the I Pv6 address of one or nore border routers, or in MAP-E
t er mi nol ogy, MAP-E border rel ays

o the unique end-user |IPv6 prefix for the custoner edge device.
This may be provided by AAA or acquired by other neans.

o the Basic Mapping Rule for the custoner edge device. This
i ncludes the foll ow ng paraneters:

* the Rule IPv6 prefix and | ength.

* the Rule IPv4 prefix and length. A prefix length of 0
indicates that the entire I Pv4 address or prefix is coded in
the Extended Address (EA) bits of the end-user |Pv6 prefix
rather than in the mapping rule.

* the nunber of EA bits included in the end-user |Pv6 prefix.

* port set paraneters giving the set of ports the CPE is all owed
to use when the | Pv4 address is shared. Please see the
description of these paraneters in Section 2.3. At a mninum
the of fset paraneter 'a is required. For MAP-E, this has the
default value 6. The paraneters 'k’ and PSID are needed if
t hey cannot be derived fromthe nmapping rule information and
the EA bits (final case of Section 5.2 of [RFC7597]).
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o whether the device is to operate in Mesh or Hub-and- Spoke node.

o in nesh node only, zero or nore Forwardi ng Mappi ng Rul es descri bed
by the same set of paraneters as the Basic Mapping Rul e.

As indicated in the first bullet in Section 5 of [RFC7597], a MAP CPE
can be provisioned with nultiple end-user |Pv6 prefixes, each
associated with its own Basic Mapping Rule. This does not change the
basic requirement for representati on of the correspondi ng i nfornmation
in the formof D aneter AVPs, but adds a potential requirement for
multiple instances of this information to be present in the D aneter
message, differing in the value of the end-user IPv6 prefix (in
contrast to the Forward Mappi ng Rul e instances).

The border router needs to be configured with the superset of the
Mappi ng Rul es passed to the customer sites it serves. Since this
requi renent does not require direct coordination with CPE
configuration in the way | wio6 does, it is out of scope of the
present docunent. However, the AVPs defined here may be useful if a
separate Dianeter application is used to configure the border router

2. 5. Paranmeters for Ml ticast

[ DSLI TE- MULTI CAST] specifies a generic solution for delivery of |Pv4
nmul ticast services to IPv4 clients over an I Pv6 mnulticast network.
In particular, the solution can be deployed in a DS-Lite context but
is also adaptable to |wio6 and MAP-E. For exanpl e, [PREFI X-OPTI O\
speci fi es how DHCPv6 [ RFC3315] can be used to provision nulticast-
related information. The following lists the nulticast-rel ated

i nformati on that needs to be provisioned:

0 ASMnPrefix64: the IPv6 nulticast prefix to be used to synthesize
the | Pv4-enbedded | Pv6 addresses of the nulticast groups in the
Any- Source Miulticast (ASM node. This is achieved by
concat enating the ASM nPrefi x64 and an |1 Pv4 nmulticast address; the
| Pv4 nmulticast address is inserted in the last 32 bits of the
| Pv4- enbedded | Pv6 mul ticast address.

0 SSMnPrefix64: the IPv6 nulticast prefix to be used to synthesize
the | Pv4-enbedded | Pv6 addresses of the nulticast groups in the
Source-Specific Miulticast (SSM [RFC4607] node. This is achieved
by concatenating the SSM nPrefix64 and an | Pv4 nulticast address;
the IPv4 nulticast address is inserted in the last 32 bits of the
| Pv4- enbedded | Pv6 mul ticast address.
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0 uPrefix64: the I Pv6 unicast prefix to be used in SSM node for
constructing the | Pv4-enbedded | Pv6 addresses representing the
I Pv4 nulticast sources in the | Pv6 domain. uPrefix64 may al so be
used to extract the I Pv4 address fromthe received nulticast data
flows. The address mapping follows the guidelines docunented in
[ RFC6052] .

2.6. Sumary and Di scussion

There are two itens that are common to the different transition
nmet hods, and the corresponding AVPs to carry them can be reused:

0 a representation of the | Pv6 address of a border router

0o a set of prefixes for delivery of multicast services to | Pv4d
clients over an IPv6 nmulticast network

[ RFC6519] sets a precedent for representation of the | Pv6 address of
a border router as an FQDN. This can be dereferenced to one or nore
| P addresses by the provisioning system before being passed to the
customer equi pnent or left as an FQDN as it is in [ RFC6334].
The remai ning requirenents are transition-nethod specific:
o for Iwlo6, a representation of a binding between (1) either the
| Pv6é Binding Prefix or a full /128 | Pv6 address, (2) a public |IPv4
address, and (3) (if the IPv4 address is shared) a port set
identifier.

o for MAP-E, a representation of the unique end-user |Pv6 prefix for
the CPE, if not provided by other neans.

o for MAP-E, a representation of a Mapping Rule

o for MAP-E, an indication of whether Mesh node or Hub-and- Spoke
node is to be used

3. Attribute-Value Pair Definitions

This section provides the specifications for the AVPs needed to neet
the requirenents sunmarized in Section 2.6.
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3.1. IP-Prefix-Length AVP

The | P-Prefix-Length AVP (AVP code 632) is of type Unsigned32. It
provides the Iength of an IPv4 or IPv6 prefix. Valid values are from
O0to 32 for IPv4 and fromO to 128 for IPv6. Tighter linmts are

gi ven below for particular contexts of use of this AVP.

Note that the I P-Prefix-Length AVP is only rel evant when associ at ed
with an | P-Address AVP in a G ouped AVP.

3. 2. Bor der - Rout er - Nane AVP

Fol I owi ng on the precedent set by [RFC6334] and [ RFC6519], this
document identifies a border router using an FQDN rather than an
address. The Border-Router-Nane AVP (AVP Code 633) is of type
CctetString. The FQDN encodi ng MIST foll ow the Nane Syntax defined
in [RFC1035], [RFC1123], and [RFC2181] and are represented in ASCl I
form Note, if Internationalized Domain Names (I DNs) are used,
A-1abel s defined in [ RFC5891] nust be used (see Appendi x D of

[ RFC6733]) .

3.3. 64-Miulticast-Attri butes AVP

The 64-Multicast-Attributes AVP (AVP Code 634) is of type G ouped.

It contains the nulticast-related | Pv6 prefixes needed for providing
| Pv4 nulticast over |Pv6 using DS-Lite, MAP-E, or |wlo6, as nentioned
in Section 2.5.

The syntax is shown in Figure 1.

AVP Header: 634 >

ASM nPr ef i x64 ]

SSM nPr ef i x64 ]

Del egat ed- | Pv6- Prefi x ]
AVP ]

64-Mul ticast-Attributes ::=

[l L IV

Figure 1: 64-Milticast-Attributes AVP

The 64-Milticast-Attri butes AVP MIUST include the ASM nPrefi x64 AVP or
the SSM nPrefix64 AVP, and it MAY i ncl ude bot h.

The Del egated-1Pv6-Prefix AVP MIUST be present when the SSM nPrefi x64

AVP is present. The Del egated-|Pv6-Prefix AVP MAY be present when
the ASM nPrefix64 AVP is present.
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3.3.1. ASM nPrefix64 AVP

The ASM nPrefix64 AVP (AVP Code 635) conveys the value of ASM
nPrefi x64 as nmentioned in Section 2.5. The ASM nPrefix64 AVP is of
type G ouped, as shown in Figure 2.

ASM nPrefix64 ::= < AVP Header: 635 >
{ I P-Address }
{ I'P-Prefix-Length }
*[ AVP ]

Figure 2: ASM nPrefix64 AVP

| P- Address (AVP code 518) is defined in [RFC5777] and is of type
Address. Wthin the ASM nPrefix64 AVP, it provides the value of an
| Pv6 prefix. The AddressType field in |IP-Address MJUST have val ue 2
(IPv6). The conveyed nmulticast |IPv6 prefix MJIST belong to the ASM
range. Unused bits in | P-Address beyond the actual prefix MJST be
set to zeroes by the sender and ignored by the receiver.

The | P-Prefix-Length AVP (AVP code 632) provides the actual |ength of
the prefix contained in the | P-Address AVP. Wthin the ASM nPrefix64
AVP, valid values of the IP-Prefix-Length AVP are from24 to 96.

3.3.2. SSM nPrefix64 AVP

The SSM nPrefix64 AVP (AVP Code 636) conveys the value of SSM
nPrefi x64 as nmentioned in Section 2.5. The SSM nPrefix64 AVP is of
type G ouped, as shown in Figure 3.

SSM nPrefix64 ::= < AVP Header: 636 >
{ I P-Address }
{ I'P-Prefix-Length }
*[ AVP ]

Fi gure 3: SSM nPrefix64 AVP

| P- Address (AVP code 518) provides the value of an IPv6 prefix. The
AddressType field in | P-Address MJST have value 2 (I1Pv6). The
conveyed nulticast |IPv6 prefix MJST belong to the SSMrange. Unused
bits in I P-Address beyond the actual prefix MJST be set to zeroes by
the sender and ignored by the receiver.

The | P-Prefix-Length AVP (AVP code 632) provides the actual |ength of
the prefix contained in the | P-Address AVP.
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3.3.3. Delegated-1Pv6-Prefix AVP as uPrefix64

Wthin the 64-Milticast-Attributes AVP, the Del egated-1Pv6-Prefix AVP
(AVP Code 123) conveys the value of uPrefix64, a unicast |Pv6 prefix,
as nmentioned in Section 2.5. The Del egated-1Pv6-Prefix AVP is
defined in [RFC4818]. As specified by [ RFC6052], the value in the
Prefix-Length field MIUST be one of 32, 48, 56, 64, or 96.

3.4. Tunnel - Source-Pref-O-Addr AVP

The Tunnel - Sour ce- Pref-Or- Addr AVP (AVP Code 637) conveys either the
| Pv6 Binding Prefix or the tunnel source address on the CPE, as
described in Section 2.2. The Tunnel - Source-Pref-O-Addr AVP is of
type Gouped with syntax as shown in Figure 4. The Tunnel - Sour ce-
Pref-O-Addr AVP MUST contain either the Del egated-|Pv6-Prefix AVP or
the Tunnel - Sour ce- | Pv6- Address AVP, not both.
Tunnel - Source-Pref-O-Addr ::= < AVP Header: 637 >

[ Del egat ed-1Pv6-Prefix ]

[ Tunnel - Sour ce- | Pv6- Addr ess ]
*[ AVP ]

Fi gure 4: Tunnel - Sour ce- Pref-O - Addr AVP

This AVP is defined separately fromthe | wio6-Bi nding AVP (which
includes it) to provide flexibility in the transport of the tunne
source address fromthe provisioning systemto AAA while al so
supporting the provision of a conplete binding to the | wio6 border
router.

3.4.1. Delegated-1Pv6-Prefix as the | Pv6 Binding Prefix

The Del egated-1Pv6-Prefix AVP (AVP code 123) is of type CctetString
and is defined in [RFC4818]. Wthin the Tunnel - Sour ce- Pref-O - Addr
AVP, it conveys the I Pv6 Binding Prefix assigned to the CPE. Valid
values in the Prefix-Length field are fromO to 128 (full address).

3.4.2. Tunnel - Sour ce- | Pv6- Addr ess AVP
The Tunnel - Sour ce- | Pv6- Address AVP (AVP code 638) is of type Address.
It provides the address assigned by the CPE to identify its |ocal end

of an |wdo6 tunnel. The AddressType field in this AVP MJST be set to
2 (1Pve).
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3.5. Port-Set-ldentifier

The Port-Set-ldentifier AVP (AVP Code 639) is a structured
CctetString with four octets of data, hence a total AVP length of 12.
The description of the structure that follows refers to the
paraneters described in Section 2.3 (see Figure 5).

o The first (high-order) octet is the Ofset field. It is
interpreted as an 8-bit unsigned integer giving the offset 'a
fromthe beginning of a port nunber to the beginning of the PSID
to which that port belongs. Valid values are fromO to 15.

0 The next octet, the PSIDLength, is also interpreted as an 8-bit
unsi gned integer and gives the length 'k’ in bits of the PSID
Valid values are fromO to (16 - a). A value of 0 indicates that
the PSID is not present (probable case for MAP-E, see
Section 2.4), and the PSIDvVal ue field MJUST be ignored.

o The final two octets contain the PSIDvalue field. They give the
value of the PSID itself, right justified within the field. That
is, the value of the PSID occupies the 'k’ |owest-order bits of
the PSI Dval ue field.

0 1 2 3
012345678901234567890123456789012
B el I T R T e e S e T ol i T S e TR S R i T NI T R
| O f set | Length | PSID Value

B T S St i i T s T e o S S i St SN

Figure 5: Port Set
3.6. Lwdo6-Bi ndi ng AVP

The Lw406-Bi ndi ng AVP (AVP Code 640) is of type G ouped. It contains
the el ements of configuration that constitute the binding between an
| w4o6 tunnel and | Pv4 packets sent through that tunnel, as described
in Section 2.2.

AVP Header: 640 >

Tunnel - Sour ce- Pref - O - Addr }

Lwdo6-Binding ::= <
{
{ Lw4o6- Ext ernal -1 Pv4- Addr }
[
[

Port-Set-ldentifier ]
AVP ]

Fi gure 6: Lw406- Bi ndi ng AVP
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The Tunnel - Source-Pref-Or-Addr AVP is defined in Section 3.4 and
provides either the Binding Prefix or the full IPv6 tunnel source
addr ess.

The Lw4o6- External -1 Pv4-Addr AVP is defined in Section 3.6. 1.

The Port-Set-ldentifier AVP is defined in Section 3.5. It identifies
the specific set of ports assigned to the |wio6 tunnel when the |Pv4
address is being shared.

3.6.1. Lw4o6- Ext er nal - | Pv4- Addr AVP

The Lw406- External -1 Pv4- Addr AVP (AVP Code 641) uses the Address
derived data format defined in Section 4.3.1 of [RFC6733]. It
provides the CPE's external |Pv4 address within the w406 tunnel
associated with the given binding. The AddressType field MJST be set
to 1 (IPv4), and the total length of the AVP MIUST be 14 octets.

3.7. MAP-E-Attributes

The MAP-E-Attributes AVP (AVP Code 642) is of type Gouped. It
contains the configuration data identified in Section 2.4 for all of
the mapping rules (Basic and Forwarding) in a single MAP domain.
Multiple instances of this AVP will be present if the CPE belongs to
mul ti pl e MAP donai ns.
MAP- E- At tri but es < AVP Header: 642 >
{ Border-Router-Nane }
{ MAP- Mappi ng-Rul e }
[ MAP- Mesh- Mode ]
[ Del egat ed-1Pv6-Prefix ]
[ AVP ]

Figure 7: MAP-E-Attributes AVP

The Border-Router-Nane AVP is defined in Section 3.2. It provides
the FQDN of a MAP border relay at the edge of the MAP domain to which
the containing MAP-E-Attributes AVP relates. At |east one instance
of this AVP MJUST be present.

The MAP- Mapping-Rule AVP is defined in Section 3.9. At |east one
instance of this AVP MJUST be present. |If the MAP-E donmai n supports
Mesh node (indicated by the presence of the MAP-Mesh-Mode AVP),

addi ti onal MAP- Mappi ng- Rul e i nstances MAY be present. |f the MAP-E
domain is operating in Hub-and- Spoke node; additional MAP-Mappi ng-
Rul e i nstances MJUST NOT be present.

Zhou, et al. St andards Track [ Page 14]



RFC 7678 AVPs for 4over6 CPE Provisioning Cct ober 2015

The MAP- Mesh-Mbde AVP is defined in Section 3.8. The absence of the
Mesh node indicator attribute indicates that the CPE is required to
operate in Hub-and- Spoke node.

The Del egated-1Pv6-Prefix AVP (AVP Code 123) provides the end-user

| Pv6 prefix assigned to the CPE for the MAP donmain to which the
contai ning MAP-E-Attributes AVP relates. The AVP is defined in

[ RFC4818]. Valid values of the Prefix-Length field range fromO to
128.

The Del egated-1Pv6-Prefix AVP is optional because, dependi ng on
depl oynent, the end-user |1Pv6 prefix may be provided by AAA or by
other neans. |If nultiple instances of the MAP-E-Attri butes AVP
contai ning the Del egated-1Pv6-Prefix AVP are present, each instance
of the latter MJST have a different val ue.

3.8. MAP- Mesh- Mode

The MAP- Mesh- Mbde AVP (AVP Code 643) is of type Enunerated and
i ndi cates whether the CPE has to operate in Mesh or Hub-and- Spoke
node when using MAP-E. The follow ng val ues are supported:

0 MESH
1 HUB_AND_SPOKE

The absence of the Mesh nobde indicator attribute indicates that the
CPE is required to operate in Hub-and- Spoke node.

3.9. MAP- Mappi ng-Rul e

The MAP- Mappi ng- Rul e AVP (AVP Code 644) is of type G ouped and is
used only in conjunction with MAP-based transition nethods. Mapping
rules are required both by the MAP border relay and by the CPE. The
components of the MAP-Mappi ng-Rule AVP provide the contents of a
mappi ng rul e as described in Section 2.4.

The syntax of the MAP-Mappi ng-Rule AVP is as foll ows:

MAP- Mappi ng-Rul e ::= < AVP Header: 644 >
{ Rule-1Pv4-Addr-O-Prefix }
{ Rul e-1Pv6-Prefix }
{ EA-Field-Length }
{ Port-Set-ldentifier }
*[ AVP ]

Fi gure 8: MAP- Mappi ng- Rul e AVP
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The Rul e-1Pv4-Addr-Or-Prefix, Rule-1Pv6-Prefix, EA-Field-Length, and
Port-Set-ldentifier AVPs MJST all be present.

The Port-Set-ldentifier AVP provides information to identify the
specific set of ports assigned to the CPE. For nore information, see
Sections 2.4 and 2.3. The Port-Set-ldentifier AVP is defined in
Section 3.5.

3.9.1. Rul e- |1 Pv4- Addr-Or - Prefi x AVP

3.

9.

The Rul e-1Pv4-Addr-Or-Prefix AVP (AVP Code 645) conveys the Rule | Pv4
prefix and length as described in Section 2.4. The Rul e-1Pv4- Addr -
O-Prefix AVP is of type Grouped, as shown in Figure 9.

Rul e- 1 Pv4- Addr-Or-Prefix ::= < AVP Header: 645 >
{ I'P-Address }
{ IP-Prefix-Length }
*[ AVP ]

Figure 9: Rule-1Pv4-Addr-O-Prefix AVP

| P- Address (AVP code 518) is defined in [RFC5777] and is of type
Address. Wthin the Rule-1Pv4-Addr-Or-Prefix AVP, it provides the
val ue of a unicast |Pv4 address or prefix. The AddressType field in
| P- Address MJUST have value 1 (IPv4). Unused bits in |P-Address
beyond the actual prefix MJST be set to zeroes by the sender and

i gnored by the receiver.

The |1 P-Prefix-Length AVP (AVP code 632) provides the actual |ength of
the prefix contained in the | P-Address AVP. Wthin the Rul e-1Pv4-
Addr-Or-Prefix AVP, valid values of the |IP-Prefix-Length AVP are from
0 to 32 (full address) based on the different cases identified in
Section 5.2 of [RFC7597].

2. Rule-l1Pv6-Prefix AVP

The Rul e-1Pv6-Prefix AVP (AVP Code 646) conveys the Rule | Pv6 prefix
and | ength as described in Section 2.4. The Rule-l1Pv6-Prefix AVP is
of type Grouped, as shown in Figure 10.

Rul e- 1 Pv6-Prefix ::= < AVP Header: 646 >
{ I P-Address }
{ IP-Prefix-Length }
*[ AVP ]

Fi gure 10: Rul e-1Pv6-Prefix AVP
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| P- Address (AVP code 518) is defined in [RFC5777] and is of type
Address. Wthin the Rule-IPv6-Prefix AVP, it provides the value of a
uni cast 1 Pv6 prefix. The AddressType field in |IP-Address MJST have
value 2 (1 Pv6). Unused bits in |IP-Address beyond the actual prefix
MUST be set to zeroes by the sender and ignored by the receiver

The | P-Prefix-Length AVP (AVP code 632) provides the actual |ength of
the prefix contained in the | P-Address AVP. Wthin the Rul e-

| Pv6-Prefix AVP, the minimumvalid prefix length is 0. The nmaxi num
val ue is bounded by the |l ength of the end-user IPv6 prefix associated
with the mapping rule, if present in the formof the Del egated-

| Pv6-Prefix AVP in the enclosing MAP-E-Attributes AVP. Oherw se,
the maxi nrum val ue is 128.

3.9.3. EA-Field-Length AVP
The EA-Field-Length AVP (AVP Code 647) is of type Unsigned32. Valid
val ues range fromO0O to 48. See Section 5.2 of [RFC7597] for a

description of the use of this paraneter in deriving | Pv4 address and
port nunber configuration.
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4. Attribute-Value Pair Flag Rul es
I +
| AVP fl ag |
[ rules |
e
AVP  Section | | MUST]|
Attribute Name Code Defined Value Type | MJST| NOT|
I I T I &
| 1 P-Prefix-Length 632 3.1 Unsi gned32 | | V |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e B
| Bor der - Rout er - Nane 633 3.2 CctetString | | V |
S . o+
| 64-Mul ticast-Attributes 634 3.3 G ouped | | V |
T I &
| ASM nPr ef i x64 635 3. 3. G ouped | | V |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e B
| SSM nPr ef | x64 636 3. 3. G ouped | | V |
N . o+
| Tunnel - Sour ce- Pref - Or- Addr 637 3.4 G ouped | | V |
T I &
| Tunnel - Sour ce- | Pv6- Address 638 3. 4. Addr ess | | V |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e B
| Port-Set-Ildentifier 639 3.5 CctetString | | V |
S . o+
| Lw406- Bi ndi ng 640 3.6 G ouped | | V |
T . I &
| Lw406- Ext er nal - | Pv4- Addr 641 3. 6. Addr ess | | V |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e B
| MAP- E- Attri but es 642 3.7 G ouped | | V |
N . o+
| MAP- Mesh- Mbde 643 3.8 Enunerated | | V |
T I &
| MAP- Mappi ng- Rul e 644 3.9 G ouped | | V |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e B
| Rul e-1 Pv4- Addr - Or - Prefi x 645 3.9. G ouped | | V |
N . o+
| Rul e-1 Pv6- Prefix 646 3.9. G ouped | | V |
T I &
| EA- Fi el d- Lengt h 647 3.9. Unsi gned32 | | V |
o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e B
As described in the Di ameter base protocol [RFC6733], the Mbit usage

for a given AVP in a given command may be defined by the application.
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5. | ANA Consi derati ons

| ANA has registered the following D aneter AVP codes in the "AVP
Codes" registry:

Hom - - o e e e e e e e e e oo - o S +
| Code | Attribute Nane | Reference |
Hom oo Fom e e e e e e ee e R +
| 632 | IP-Prefix-Length | This document |
| 633 | Border-Router-Nane | This docunment |
| 634 | 64-Milticast-Attributes | This docunment |
| 635 | ASM nPrefix64 | This docunent |
| 636 | SSM nPrefix64 | This docunment |
| 637 | Tunnel -Source-Pref-O-Addr | This docunent |
| 638 | Tunnel - Source-|Pv6- Address | This docunent |
| 639 | Port-Set-ldentifier | This docunment |
| 640 | Lw406-Binding | This docunment |
| 641 | Lw4o6- External -1 Pv4- Addr | This docunent |
| 642 | MAP-E-Attributes | This docunment |
| 643 | MAP- Mesh- Mbde | This docunment |
| 644 | MAP- Mappi ng-Rul e | This docunent |
| 645 | Rule-1Pv4-Addr-O-Prefix | This docunment |
| 646 | Rule-1Pv6-Prefix | This docunment |
| 647 | EA-Field-Length | This docunent |
R Fom e e e e e e e e ie e R +

Tabl e 1: Di ameter AVP Codes
6. Security Considerations
6.1. Mn-In-The-Mddle (MTM Attacks

The AVPs defined in this docunent face two threats, both dependent on
man-in-the-nmddle (MTM attacks on the Dianmeter delivery path.

The first threat is denial-of-service (DoS) through nodification of
the AVP contents leading to nmisconfiguration; e.g., a subscriber may
fail to access its connectivity service if an invalid | P address was
configured, the subscriber’s traffic can be intercepted by a

m sbehavi ng node if a fake Border Node has been configured, etc.

The second threat is that Dianeter security is currently provided on
a hop-by-hop basis (see Section 2.2 of [RFC6733]). At the tine of
witing, the Dianeter end-to-end security problem has not been
solved, so M TM attacks by Di aneter peers along the path are
possible. Dianeter-related security considerations are discussed in
Section 13 of [RFC6733].
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6.2. Privacy

7.

7.

G ven that the AVPs defined in this docunent reveal privacy-related
information (e.g., subscriber addresses) that can be used for

tracki ng proposes, all these AVPs are considered to be security
sensitive. Therefore, the considerations discussed in Section 13.3
of [RFC6733] MJST be followed for Dianeter nessages containing these
AVPs.
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