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OSPFv2 Prefix/Link Attribute Adverti senment
Abst ract

OSPFv2 requires functional extension beyond what can readily be done
with the fixed-format Link State Advertisenents (LSAs) as descri bed
in RFC 2328. This docunent defines OSPFv2 Opaque LSAs based on Type-
Lengt h-Val ue (TLV) tuples that can be used to associate additiona
attributes with prefixes or links. Depending on the application,
these prefixes and |inks may or nay not be advertised in the fixed-
format LSAs. The OSPFv2 Opaque LSAs are optional and fully backward
conmpati bl e.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc7684.
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1.

1.

I ntroduction

OSPFv2 requires functional extension beyond what can readily be done
with the fixed-format Link State Advertisenents (LSAs) as descri bed
in RFC 2328 [OSPFV2]. This docunent defines OSPFv2 Opaque LSAs based
on Type-Lengt h-Value (TLV) tuples that can be used to associate
additional attributes with prefixes or links. Depending on the
application, these prefixes and |links nay or may not be advertised in
the fixed-format LSAs. The OSPFv2 Qpaque LSAs are optional and fully
backward conpatible. This is in contrast to the approach taken in
OSPFv3 [ OSPFv3- EXTEND] where the existing LSAs will be replaced by
TLV- based extended LSAs.

New requi rements such as source/destination routing, route tagging,
and segnent routing necessitate this extension.

This specification defines the follow ng OSPFv2 Opaque LSAs:

1. OSPFv2 Extended Prefix Opaque LSA - Al ows advertisenent of
additional attributes for prefixes advertised in Router-LSAs,
Net wor k- LSAs, Sunmary-LSAs (I P network), NSSA-LSAs, and
AS- ext er nal - LSAs [ OSPFV2] [ RFC3101] .

2. OSPFv2 Extended Link Opaque LSA - Allows advertisenent of
additional attributes for |inks advertised in Router-LSAs.

Additionally, the followi ng TLVs are defi ned:

1. OSPFv2 Extended Prefix TLV - Top-level TLV advertising attributes
for a prefix in the OSPFv2 Extended Prefix Opaque LSA

2. OSPFv2 Extended Link TLV - Top-level TLV advertising attributes
for alink in the OSPFv2 Extended Link Opaque LSA

1. Requirenments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .

OSPFv2 Extended Prefix Opaque LSA

The OSPFv2 Extended Prefix Opaque LSA is used to advertise additional
prefix attributes. Opaque LSAs are described in [ OPAQUE].

Mul tiple OSPFv2 Extended Prefix Opaque LSAs can be advertised by an
OSPFv2 router. The flooding scope of the OSPFv2 Extended Prefix
Opaque LSA depends on the scope of the advertised prefixes and is
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under the control of the advertising router. In sone cases (e.g.,
mappi ng server depl oynment [ SEGVENT- ROUTING ), the LSA fl ooding scope
may be greater than the scope of the corresponding prefixes.

The format of the OSPFv2 Extended Prefix Opaque LSA is as foll ows:
0 1 2 3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| LS age | Opti ons | LS Type |
B T e o i S I i i S S N iy St S I S S
Opaque Type | Opaque 1D |

|+- i e e i i T S S e e S o i N
| Adverti sing Router |
i T i i e e i e e et o i s s SR R S
| LS sequence nunber |
B T e o i S I i i S S N iy St S I S S
| LS checksum | Length |
e e i i e i S S e R e
L.
I

|
TLVs -+
- |
OSPFv2 Ext ended Prefix Opaque LSA

The Opaque Type used by the OSPFv2 Extended Prefix Opaque LSA is 7.
The OQpaque Type is used to differentiate the various types of OSPFv2
Opaque LSAs and is described in Section 3 of [OPAQUE]. The LS Type
may be 10 or 11, indicating that the Opaque LSA flooding scope is
area-local (10) or AS-wide (11) [OPAQUE]. The LSA Length field

[ OSPFV2] represents the total length (in octets) of the Opaque LSA,

i ncluding the LSA header and all TLVs (including paddi ng).

The Opaque ID field is an arbitrary value used to maintain nultiple
OSPFv2 Extended Prefix Opaque LSAs. For OSPFv2 Extended Prefix
Opaque LSAs, the Opaque ID has no semantic significance other than to
differentiate OSPFv2 Extended Prefix Opaque LSAs originated by the
sane OSPFv2 router. |If multiple OSPFv2 Extended Prefix Opaque LSAs

i nclude the same prefix, the attributes fromthe Opaque LSA with the
| owest Opaque | D SHOULD be used.

The format of the TLVs within the body of the OSPFv2 Extended Prefix
Opaque LSA is the sane as the format used by the Traffic Engi neering
Extensions to OSPFv2 [TE]. The variable TLV section consists of one
or nmore nested TLV tuples. Nested TLVs are also referred to as sub-
TLVs. The format of each TLV is:
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Type | Length |
B T e o i S I i i S S N iy St S I S S
| Val ue |

o]

o]

o]

B e i o e e S o e e e S
TLV For nat

The Length field defines the length of the value portion in octets
(thus, a TLV with no value portion would have a length of 0). The
TLV is padded to 4-octet alignment; padding is not included in the
Length field (so a 3-octet value would have a length of 3, but the
total size of the TLV would be 8 octets). Nested TLVs are al so
32-bit aligned. For exanple, a 1-byte value would have the Length
field set to 1, and 3 octets of padding woul d be added to the end of
the value portion of the TLV. The padding is conposed of zeros.

2.1. OSPFv2 Extended Prefix TLV

The OSPFv2 Extended Prefix TLV is used to advertise additional
attributes associated with the prefix. Miltiple OSPFv2 Extended
Prefix TLVs MAY be advertised in each OSPFv2 Extended Prefix Opaque
LSA. However, since the Opaque LSA type defines the flooding scope,
the LSA floodi ng scope MUST satisfy the application-specific
requirenents for all the prefixes included in a single OSPFv2

Ext ended Prefix Opaque LSA. The OSPFv2 Extended Prefix TLV has the
followi ng format:

0 1 2 3

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Length |
i T i e S e e S R o s o it SR R TR R R SR
| Route Type | Prefix Length | AF | Fl ags |

B T e o i S I i i S S N iy St S I S S
| Address Prefix (variable) |
B e i S T e i T e S R S e e e s i i T S
| Sub- TLVs (vari abl e) |
+- -+

|

|
OSPFv2 Extended Prefix TLV
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Type
The TLV type. The value is 1 for this TLV type.

Length
Vari abl e, dependent on sub-TLVs.

Rout e Type
The type of the OSPFv2 route. |If the route type is O
(Unspecified), the information inside the OSPFv2 External Prefix
TLV applies to the prefix regardless of prefix's route type. This
is useful when prefix-specific attributes are advertised by an
external entity that is not aware of the route type associ ated
with the prefix. Supported types are:

0 - Unspecified

1- Intra-Area

3 - Inter-Area

5 - Autonompus System (AS) Externa

7 - Not-So- Stubby Area (NSSA) Externa

These route types correspond directly to the OSPFv2 LSAs types as
defined in the "OSPFv2 Link State (LS) Type" registry in
<http://ww. i ana. or g/ assi gnnent s/ ospf v2- par anet er s>

Specification of route types other than those defined will prevent
correlation with existing OSPFv2 LSAs and is beyond the scope of
this specification.

Prefix Length
Length of prefix in bits.

AF
Address famly for the prefix. Currently, the only supported
value is 0 for IPv4d unicast. The inclusion of address famly in
this TLV allows for future extension

Fl ags
This one-octet field contains flags applicable to the prefix.
Supported Fl ags incl ude:

0x80 - A-Flag (Attach Flag): An Area Border Router (ABR)
generating an OSPFv2 Extended Prefix TLV for an inter-area
prefix that is locally connected or attached in another
connected area SHOULD set this flag.
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0x40 - N-Flag (Node Flag): Set when the prefix identifies the
advertising router, i.e., the prefix is a host prefix
advertising a globally reachabl e address typically associated
with a | oopback address. The advertising router MAY choose to
not set this flag even when the above conditions are net. |If
the flag is set and the prefix length is not a host prefix,
then the flag MUST be ignored. The flag is preserved when the
OSPFv2 Extended Prefix Opaque LSA is propagated between areas

Address Prefix
For the address famly IPv4 unicast, the prefix itself is encoded
as a 32-bit value. The default route is represented by a prefix
of length 0. Prefix encoding for other address fanmilies is beyond
the scope of this specification

If this TLV is advertised nultiple tinmes for the sanme prefix in the
same OSPFv2 Extended Prefix Opaque LSA, only the first instance of
the TLV is used by receiving OSPFv2 routers. This situation SHOULD
be | ogged as an error.

If this TLV is advertised nmultiple tines for the same prefix in

di fferent OSPFv2 Extended Prefix Opaque LSAs originated by the same
OSPFv2 router, the OSPFv2 advertising router is re-originating OSPFv2
Ext ended Prefix Opaque LSAs for nultiple prefixes and is nost likely
repacki ng Extended-Prefix-TLVs in OSPFv2 Extended Prefix Opaque LSAs.
In this case, the Extended-Prefix-TLV in the OSPFv2 Extended Prefix
Opaque LSA with the smallest Opaque ID is used by receiving OSPFv2
routers. This situation may be | ogged as a warning.

It is RECOWENDED that OSPFv2 routers advertising OSPFv2 Ext ended
Prefix TLVs in different OSPFv2 Extended Prefix Opaque LSAs
re-originate these LSAs in ascending order of Opaque ID to mninze
t he disruption.

If this TLV is advertised nultiple tinmes for the same prefix in

di fferent OSPFv2 Extended Prefix Opaque LSAs originated by different
OSPFv2 routers, the application using the information is required to
determi ne whi ch OSPFv2 Extended Prefix Opaque LSA is used. For
exanpl e, the application could prefer the LSA providing the best path
to the prefix.

This docunent creates a registry for OSPFv2 Extended Prefix sub-TLVs
in Section 6.
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3. OSPFv2 Extended Link Opaque LSA

The OSPFv2 Extended Link Opaque LSA is used to advertise additional
link attributes. Opaque LSAs are described in [ OPAQUE].

The OSPFv2 Extended Link Opaque LSA has an area fl oodi ng scope.
Mul tiple OSPFv2 Extended Link Opaque LSAs can be advertised by a
single router in an area.

The format of the OSPFv2 Extended Link Opaque LSA is as follows:
0 1 2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| LS age | Opti ons | LS Type |
B T T T o o S S S e i S S Tk e e Y S
Opaque Type | Opaque 1D |

|+- B T T i S e i S S il x T ai S SN S S S
| Advertising Router |
B Lt r s i i i o o T s ks S R S
| LS sequence nunber |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| LS checksum | Length |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
a
|

|
TLVs -+
C |
OSPFv2 Ext ended Link Opaque LSA

The Opaque Type used by the OSPFv2 Extended Link Opaque LSA is 8.
The LS Type is 10, indicating that the Opaque LSA fl ooding scope is
area-local [OPAQUE]. The Opaque Type is used to differentiate the
various types of OSPFv2 Opaque LSAs and is described in Section 3 of
[ OPAQUE]. The LSA Length field [OSPFV2] represents the total |ength
(in octets) of the Opaque LSA, including the LSA header and all TLVs
(i ncl udi ng paddi ng).

The Opaque ID field is an arbitrary value used to maintain nmultiple
OSPFv2 Extended Prefix Opaque LSAs. For OSPFv2 Extended Link Opaque
LSAs, the Opaque ID has no semantic significance other than to
differentiate OSPFv2 Extended Li nk Opaque LSAs originated by the same
OSPFv2 router. |If multiple OSPFv2 Extended Link Opaque LSAs include
the sane link, the attributes fromthe Opaque LSA with the | owest
Opaque ID will be used.

The format of the TLVs within the body of the OSPFv2 Extended Link
Opaque LSA is the sane as described in Section 2.
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3.1. OSPFv2 Extended Link TLV

The OSPFv2 Extended Link TLV is used to advertise various attributes
of the Iink. It describes a single link and is constructed of a set
of sub-TLVs. There are no ordering requirenents for the sub-TLVs.
Only one OSPFv2 Extended Link TLV SHALL be advertised in each OSPFv2
Ext ended Link Opaque LSA, allowing for fine granularity changes in

t he t opol ogy.

The OSPFv2 Extended Link TLV has follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Type | Length |
B T T T o o S S S e i S S Tk e e Y S

| Li nk Type | Reserved

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

| Link ID |

B Lt r s i i i o o T s ks S R S

| Li nk Data I

B T T T o o S S S e i S S Tk e e Y S

| Sub- TLVs (vari abl e)

+- -+
|

I
OSPFv2 Extended Link TLV

Type
The TLV type. The value is 1 for this TLV type.

Length
Vari abl e, dependent on sub- TLVs.

Li nk Type
Link Type is defined in Section A 4.2 of [OSPFV2] and in the
"OSPFv2 Router LSA Link Type (Value 1)" registry at
<http://ww. i ana. or g/ assi gnnent s/ ospf v2- par anet er s>.
Specification of link types other than those defined will prevent
correlation with existing OSPFv2 Router-LSA |inks and is beyond
the scope this specification

Link ID
Link IDis defined in Section A 4.2 of [COSPFV2].

Li nk Data
Link Data is defined in Section A 4.2 of [CSPFV2].
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If this TLV is advertised nultiple tines in the sane OSPFv2 Extended
Li nk Opaque LSA, only the first instance of the TLV is used by

recei ving OSPFv2 routers. This situation SHOULD be | ogged as an
error.

If this TLV is advertised nultiple tinmes for the sane link in

di fferent OSPFv2 Extended Link Opaque LSAs originated by the sane
OSPFv2 router, the OSPFv2 Extended Link TLV in the OSPFv2 Extended
Li nk Opaque LSA with the snallest Opaque IDis used by receiving
OSPFv2 routers. This situation may be | ogged as a warni ng.

It is RECOWENDED that OSPFv2 routers advertising OSPFv2 Extended
Link TLVs in different OSPFv2 Extended Link Opaque LSAs re-originate
these LSAs in ascending order of Qpaque IDto nminimze the

di sruption.

Thi s docunment creates a registry for OSPFv2 Extended Link sub-TLVs in
Section 6.

4. Backward Conpatibility

Since Opaque OSPFv2 LSAs are optional and backward conpati bl e

[ OPAQUE], the extensions described herein are fully backward
conpati ble. However, future OSPFv2 applications utilizing these
ext ensi ons MJUST address backward conpatibility of the corresponding
functionality.

5. Security Considerations

In general, new LSAs defined in this docunent are subject to the sane
security concerns as those described in [ GSPFV2] and [ OPAQUE] .

OSPFv2 applications utilizing these OSPFv2 extensions must define the
security considerations relating to those applications in the
speci fications corresponding to those applications.

Additionally, inplenentations nmust assure that nal fornmed TLV and sub-
TLV pernutati ons are detected and do not provide a vulnerability for
attackers to crash the OSPFv2 router or routing process. Ml forned
LSAs MUST NOT be stored in the Link State Database (LSDB)

acknow edged, or reflooded. Reception of malforned LSAs SHOULD be
counted and/or logged for further analysis. |In this context, a

mal formed LSA is one that cannot be parsed due to a TLV or sub-TLV
overrunning the end of the subsunming LSA, TLV, or sub-TLV or where
there is data remaining to be parsed but the length of the renaining
data is less than the size of a TLV header.
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6.

| ANA Consi der ati ons

This specification updates the "Opaque Link-State Advertisenments
(LSA) Option Types" registry with the foll owi ng val ues:

0 7 - OSPFv2 Extended Prefix Opaque LSA
0 8 - OSPFv2 Extended Link Opaque LSA
This specification also creates five new registries:
0 OSPFv2 Extended Prefix Opaque LSA TLVs
0 OSPFv2 Extended Prefix TLV Sub-TLVs
0 OSPFv2 Extended Prefix TLV Fl ags
0 OSPFv2 Extended Link Opaque LSA TLVs
0 OSPFv2 Extended Link TLV Sub-TLVs
OSPFv2 Extended Prefix Opaque LSA TLVs Registry
The "OSPFv2 Extend Prefix Opaque LSA TLVs" registry defines top-Ievel
TLVs for OSPFv2 Extended Prefix Opaque LSAs and has been added to the
"Open Shortest Path First v2 (OSPFv2) Paraneters" registry. New
val ues can be allocated via | ETF Revi ew or | ESG Approval [RFC5226].
The following initial values have been all ocated:
0o 0 - Reserved

o 1 - OSPFv2 Extended Prefix TLV

Types in the range 32768-33023 are for Experinental Use; these wll
not be registered with | ANA and MUST NOT be nentioned by RFCs.

Types in the range 33024-65535 are not to be assigned at this tine.
Bef ore any assignnents can be made in the 33024-65535 range, there
MUST be an | ETF specification that specifies | ANA considerations
covering the range being assigned.
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6.2. OSPFv2 Extended Prefix TLV Sub-TLVs Registry

The "OSPFv2 Extended Prefix TLV Sub-TLVs" registry defines sub-TLVs
at any level of nesting for OSPFv2 Extended Prefix TLVs and has been
added to the "Open Shortest Path First v2 (OSPFv2) Paraneters”
registry. New values can be allocated via | ETF Review or | ESG

Approval .

The following initial value has been all ocated:
0o O - Reserved

Types in the range 32768-33023 are for Experinental Use; these will
not be registered with | ANA and MJUST NOT be mentioned by RFCs.

Types in the range 33024-65535 are not to be assigned at this tine.
Bef ore any assignnments can be nmade in the 33024-65535 range, there
MUST be an | ETF specification that specifies | ANA considerations
covering the range being assi gned.

6.3. OSPFv2 Extended Prefix TLV Flags Registry
The "OSPFv2 Extended Prefix TLV Fl ags" registry defines the bits in
the 8-bit OSPFv2 Extended Prefix TLV Flags (Section 2.1). This
specification defines the A (0x80) and N (0x40) bits. This registry
has been added to the "Open Shortest Path First v2 (OSPFv2)
Paraneters" registry. New values can be allocated via | ETF Revi ew or
| ESG Approval .

6.4. OSPFv2 Extended Link Opaque LSA TLVs Registry
The "OSPFv2 Extended Link Opaque LSA TLVsS" registry defines top-Ievel
TLVs for OSPFv2 Extended Link Opaque LSAs and has been added to the
"Open Shortest Path First v2 (OSPFv2) Paraneters" registry. New
val ues can be allocated via | ETF Revi ew or | ESG Approval .
The following initial values have been all ocated:
0 0 - Reserved
0o 1 - OSPFv2 Extended Link TLV

Types in the range 32768-33023 are for Experinental Use; these will
not be registered with | ANA and MUST NOT be mentioned by RFCs.
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6.

7.

7.

Types in the range 33024-65535 are not to be assigned at this tine.
Bef ore any assignnents can be made in the 33024- 65535 range, there
MUST be an | ETF specification that specifies | ANA considerations
covering the range being assi gned.

5. OSPFv2 Extended Link TLV Sub-TLVs Registry

The "OSPFv2 Extended Link TLV Sub-TLVs" registry defines sub-TLVs at
any level of nesting for OSPFv2 Extended Link TLVs and has been added
to the "Open Shortest Path First v2 (OSPFv2) Paraneters" registry.
New val ues can be allocated via | ETF Review or | ESG Approval .

The following initial value has been allocated:
0o 0 - Reserved

Types in the range 32768-33023 are for Experinental Use; these wll
not be registered with | ANA and MUST NOT be nentioned by RFCs.

Types in the range 33024-65535 are not to be assigned at this tine.
Bef ore any assignnents can be made in the 33024-65535 range, there
MUST be an | ETF specification that specifies | ANA considerations
covering the range being assi gned.
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