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Abstract

This docunent defines a framework for creating WbSocket extensions
that add conpression functionality to the WbSocket Protocol. An
extensi on based on this framework conpresses the payl oad data portion
of WebSocket data nmessages on a per-message basis using paraneters
negoti ated during the openi ng handshake. This framework provides a
general nethod for applying a conpression algorithmto the contents
of WebSocket nessages. Each conpression algorithmhas to be defined
in a docunent defining the extension by specifying the paraneter
negoti ati on and the payload transformation algorithmin detail. This
docunent al so specifies one specific conpression extension using the
DEFLATE al gorit hm
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I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7692
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1. Introduction

Thi s docunent specifies a franework for addi ng conpression
functionality to the WebSocket Protocol [RFC6455]. The framework
specifies how to define WbSocket Per-Message Conpression Extensions
(PMCEs) for a conpression algorithm based on the extension concept of
t he WebSocket Protocol specified in Section 9 of [RFC6455]. A
WebSocket client and a peer WebSocket server negotiate the use of a
PMCE and deternine the paranmeters required to configure the
conpression al gorithmduring the WebSocket openi ng handshake. The
client and server can then exchange data nessages whose franes
contain conpressed data in the payl oad data portion

This franmework only specifies a general nethod for applying a
conpression algorithmto the contents of WbSocket nessages. Each

i ndi vi dual PMCE has to be specified in a docunent describing in
detail how to negotiate the configuration paraneters for the specific
conpression algorithmused by that PMCE and how to transform
(conpress and deconpress) data in the payl oad data portion

A WebSocket client nmay offer nultiple PMCEs during the WbSocket
openi ng handshake. A peer WbSocket server receiving the offer may
choose to accept the preferred PMCE or decline all of them PMCEs
use the RSV1 bit of the WbSocket frame header to indicate whether a
message i s conpressed or not so that an endpoi nt can choose not to
conpress nessages with inconpressible contents.

Thi s docunent al so specifies one specific PMCE based on the DEFLATE

[ RFC1951] algorithm The DEFLATE algorithmis w dely avail able on
various platforns, and its overhead is snall. The extension nane of
this PMCE is "pernessage-deflate". To align the end of conpressed
data to an octet boundary, this extension uses the algorithm
described in Section 2.1 of [RFC1979]. Endpoints can take over the
Lz77 sliding wi ndow [LZ77] used to build franes for previous nessages
to achieve a better conpression ratio. For resource-limted devices,
this extension provides paraneters to lint nmenory usage for
conpressi on cont ext.

2. Conformance Requirenments and Termn nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Requi rements phrased in the inperative as part of algorithnms (such as
"strip any | eading space characters" or "return fal se and abort these
steps”) are to be interpreted with the neaning of the key word
("MUST", "SHOULD', "MAY", etc.) used in introducing the algorithm
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Conf ormance requirenents phrased as algorithns or specific steps can
be i nplemented in any manner, so long as the end result is
equivalent. |In particular, the algorithms defined in this
specification are intended to be easy to understand and are not

i ntended to be performant.

This docunent references the procedure to Fail the WbSocket
Connection_. This procedure is defined in Section 7.1.7 of
[ RFC6455] .

Thi s docunent references the event that _The WbSocket Connection is
Establ i shed_ and the event that _A WebSocket Message Has Been
Received_ . These events are defined in Sections 4.1 and 6. 2,
respectively, of [RFC6455].

Thi s docunent uses the Augnented Backus-Naur Form (ABNF) notation of
[RFC5234]. The DIG T (decinmal 0-9) rule is included by reference, as
defined in the Appendi x B.1 of [RFC5234].

3. Conpl enentary Term nol ogy

Thi s docunent defines sone ternms about WebSocket and WebSocket
ext ensi on mechani snms that are underspecified or not defined at all in
[ RFC6455] .

data nessage - a nessage consisting of data franes as defined in
Section 5.6 of [RFC6455].

message payl oad (or payload of a nessage) - the concatenation of the
payl oad data portion of all data franes (see Section 6.2 of
[ RFC6455]) representing a single nessage.

next extension in use after extension X - the next extension listed
after X in the "Sec-WbSocket - Ext ensi ons" header in the server’s
openi ng handshake as defined in Section 9.1 of [RFC6455]. Such an
extension is applied to outgoing data fromthe application right
after X on the sender side but is applied right before X to inconing
data from the underlying transport.

extension in use preceding extension X - the extension listed right
before X in the "Sec-WbSocket - Ext ensi ons” header in the server’s
openi ng handshake. Such an extension is applied to outgoing data
fromthe application right before X on the sender side but is applied
right after X to incom ng data fromthe underlying transport.

ext ensi on negotiation offer - each elenent in the "Sec-WbSocket -
Ext ensi ons” header in the client’s opening handshake.
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ext ensi on negoti ati on response - each elenent in the "Sec-WbSocket -
Ext ensi ons" header in the server’s opening handshake.

correspondi ng extensi on negotiation response for an extension
negoti ation offer - an extensi on negotiation response that a server
sends back to the peer client containing the sane extension nanme as
the offer and neeting the requirenments represented by the offer

Accepting an extension negotiation offer - including a corresponding
ext ensi on negoti ation response for the offer in the "Sec-WbSocket -
Ext ensi ons” header in the server’s openi ng handshake.

Declining an extension negotiation offer - not including a
correspondi ng extension negotiation response for the offer in the
" Sec- WbSocket - Ext ensi ons” header in the server’s opening handshake.

4. WebSocket Per-Message Conpression Extension

WebSocket PMCEs are extensions to the WebSocket Protocol enabling
conpression functionality. PMCEs are built based on the extension
concept of the WebSocket Protocol specified in Section 9 of

[ RFC6455]. PMCEs are individually defined for each conpression
algorithmto be inplenented and are registered in the "WbSocket

Ext ensi on Nane Regi stry" created in Section 11.4 of [RFC6455]. Each
PMCE referring to this franmework MJUST define the foll ow ng:

0 The extension nanme of the PMCE and any applicabl e extension
paraneters that MJST be included in the "Sec-WbSocket - Ext ensi ons"
header during the extension negotiation offer/response.

0 Howto interpret the extension paraneters exchanged during the
openi ng handshake.

0 Howto transformthe payl oad of a nessage.
One PMCE is defined in Section 7 of this docunent and is registered
in Section 9. Oher PMCEs nmay be defined in the future in other
documnent s.
Section 5 describes the basic extension negotiation process.
Section 6 describes how to apply the conpression algorithmw th
negoti ated paraneters to the contents of WbSocket nessages.

5. Extension Negotiation
To offer use of a PMCE, a client MJST include the extension name of

the PMCE in the "Sec-WbSocket - Ext ensi ons” header field of its
openi ng handshake of the WebSocket connection. Extension paraneters
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are used to specify the PMCE offer in detail. For exanple, a client
lists its preferred configuration paraneter values for the
conpression algorithmof the PMCE. A client may also offer nmultiple
PMCE choices to the server by including nmultiple elenents in the

" Sec- WebSocket - Ext ensi ons" header, one for each PMCE offered. This
set of elements MAY include nultiple PMCEs with the sane extension
nane to offer the possibility to use the sane algorithmwth
different configuration paraneters. The order of elenents is
important as it specifies the client’s preference. An el enment
precedi ng anot her el ement has higher preference. It is recomended
that a server accepts PMCEs with higher preference if the server
supports them

A PMCE negotiation offer provides requests and/or hints to the
server.

A request in a PMCE negotiation offer indicates constraints on the
server’s behavior that nust be satisfied if the server accepts the
offer. For exanple, suppose that a server sends data conpressed with
t he DEFLATE algorithmto a client. The server nust keep the original
bytes of data that it recently conpressed and sent to the client.

The client nust keep the result of deconpressing the bytes of data
that it recently received fromthe server. The anount of bytes of
data kept is called the LZ77 wi ndow size. The LZ77 w ndow size of
the client nust not be less than the LZ77 w ndow size of the server.
In a PMCE negotiation offer, the client MIST informthe server of its
LZ77 wi ndow si ze so that the server uses an LZ77 wi ndow size that is
not greater than the LZ77 wi ndow size of the client. This
restriction on the LZ77 wi ndow size is an exanple of a request in a
PMCE negoti ation offer.

A hint in a PMCE negotiation offer provides informati on about the
client’s behavior that the server may either safely ignore or refer
to when the server decides its behavior. For exanple, suppose that a
client sends data conpressed with the DEFLATE algorithmto a server.
The client nust keep the original bytes of data that it recently
conpressed and sent to the server. The server nust keep the result
of deconpressing the bytes of data that it recently received fromthe
client. The LZ77 wi ndow size of the server nust not be |less than the
LZ77 wi ndow size of the client. |In a PMCE negotiation offer, the
client MAY informthe server of the maxi num LZ77 w ndow size the
client can afford so that the server can choose to use an LZ77 w ndow
size that is not greater than the maxi numsize of the client. This
information is an exanple of a hint in a PMCE negotiation offer.

It’s waste of menory to use an LZ77 wi ndow size greater than the LZ77
wi ndow si ze the client actually uses. Using the hint, the server can
avoid the waste of nenory. Since the hint itself doesn’t specify the

Yoshi no St andards Track [ Page 6]



RFC 7692 Conpr essi on Extensions for WbSocket Decenber 2015

constraints on the endpoints, the server nmust use the "agreed
paraneters" (defined below) to explicitly ask the client not to use
an LZ77 wi ndow size greater than the LZ77 wi ndow size of the server.

To accept the use of an offered PMCE, a server MJST include the
extension nanme of the PMCE in the "Sec-WbSocket - Ext ensi ons" header
field of its opening handshake of the WebSocket connection

Ext ensi on parameters represent the detail ed configuration paraneters
for the PMCE to use. These extension paraneters and their values are
call ed "agreed paraneters". The element MJST represent a PMCE t hat
is fully supported by the server. The contents of the elenment don't
need to be exactly the sane as those of the received extension
negoti ati on offers. For exanple, suppose that a server received a
PMCE extension negotiation offer with an extension paranmeter "X'

i ndicating that the client can enable an optional feature named X
The server nmay accept the PMCE offer with an el enment wi thout the

ext ensi on paraneter "X', neaning that the server chose not to enable
the feature X. In this case, the offer contains the extension
paraneter "X', but the "agreed paraneters" don’t contain the

ext ensi on paraneter "X'.

"Agreed paraneters" nust represent how the requests and hints in the
client’s extension negotiation offer have been handled in addition to
the server’s requests and hints on the client’s behavior, so that the
client can configure its behavior w thout identifying exactly which
PMCE extension negotiation offer has been accepted.

For exanple, if a client sends an extension negotiation offer that

i ncludes a paraneter "enabl e_conpression” and another without this
paraneter, the server accepts the forner and inforns the client by
sendi ng back an el enent that includes paraneter(s) acknow edgi ng
"enabl e_conpression". The name of the acknow edgi ng paraneter
doesn’'t need to be exactly the sane as the offer. For exanple, two
paraneters, "enable_strong_conpression” and

"enabl e_weak_conpression”, may be defined as acknow edgi ng paraneters
for "enabl e_conpression".

Conpression features can be applied differently for each direction
For such features, the acknow edgi ng paranmeter and the paraneter in
the reverse direction nust be chosen to distinguish them For
exanple, in order to nake paraneters distinguishable, a "server_
prefix can be added to paraneters affecting data sent froma server
and a "client_ " prefix can be added to paraneters affecting data sent
froma client.
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A server MJST NOT accept a PMCE extension negotiation offer together
with another extension if the PMCE will conflict with the extension
on their use of the RSV1 bit. A client that received a response
accepting a PMCE extension negotiation offer together with such an
extension MUST Fail the WbSocket Connection_.

A server MJST NOT accept a PMCE extension negotiation offer together
with another extension if the PMCE will be applied to the output of
the extension and any of the followi ng conditions applies to the

ext ensi on:

0 The extension requires the boundary of frames to be preserved
bet ween the output fromthe extension at the sender and the input
to the extension at the receiver

0 The extension uses the "Extension data" field or any of the
reserved bits on the WebSocket header as a per-frame attribute.

A client that receives a response accepting a PMCE extension
negoti ati on offer together with such an extension MJST Fail the
WebSocket Connection_.

A server declining all offered PMCEs MUST NOT include any el enent
with PMCE nanes. |If a server responds with no PMCE el enent in the
" Sec- WebSocket - Ext ensi ons" header, both endpoints proceed wi thout
per - message conpression once _the WbSocket Connection is
establ i shed._.

If a server gives an invalid response, such as accepting a PMCE that
the client did not offer, the client MUST Fail the WbSocket
Connection_.

If a server responds with a valid PMCE el ement in the "Sec-WbSocket -
Ext ensi ons" header and _the WbSocket Connection is established_,
bot h endpoi nts MJST use the al gorithm described in Section 6 and the
nmessage payl oad transfornmati on (conpressing and deconpressi ng)
procedure of the PMCE configured with the "agreed paraneters”
returned by the server to exchange nessages.
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5.1. Ceneral Negotiation Flow
Thi s section describes a general negotiation flow How to handle
paraneters in detail must be specified in the docunment specifying the
PMCE.

A client nmakes an offer including parameters identifying the
fol | owi ng:

o0 Hints about how the client is planning to conpress data
0 Requests about how the server conpresses data
o Limtations concerning the client’s conpression functionality
The peer server nakes a determination of its behavior based on these
paraneters. |If the server can and wants to proceed with this PMCE
enabl ed, the server responds to the client with paranmeters
identifying the foll ow ng:
0 Requests about how the client conpresses data
0 How the server will conpress data
Based on these paraneters received fromthe server, the client
determines its behavior and if it can and wants to proceed with this
PMCE enabl ed. Oherwi se, the client starts the cl osing handshake
with cl ose code 1010.
5.2. Negotiation Exanples
The followi ng are exanpl e val ues for the "Sec-WbSocket - Ext ensi ons"
header offering PMCEs; pernessage-foo and pernessage-bar in the
exanpl es are hypot hetical extension nanes of PMCEs for the
conpression algorithmfoo and bar
o Ofer the pernessage-foo.
per message- f oo
o Ofer the pernessage-foo with a parameter x with a value of 10.
per message-f oo; x=10

The val ue may be quot ed.

per message-f oo; x="10"
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o Ofer the pernessage-foo as first choice and the pernessage-bar as
a fallback plan.

per message-f oo, pernessage- bar

0o Ofer the pernessage-foo with a paraneter use_y, which enables a
feature y as first choice, and the pernmessage-foo w thout the
use_ y paraneter as a fallback plan.

per nessage-f 00; use_y, pernessage-foo
6. Franing
PMCEs operate only on data nessages.

Thi s docunent all ocates the RSV1 bit of the WbSocket header for
PMCEs and calls the bit the "Per-Mssage Conpressed” bit. On a
WebSocket connection where a PMCE is in use, this bit indicates
whet her a nessage is conpressed or not.

A nmessage with the "Per-Mssage Conpressed” bit set on the first
fragment of the nessage is called a "conpressed nessage". Franmes of
a conpressed nessage have conpressed data in the payl oad data
portion. An endpoint receiving a conpressed nessage deconpresses the
concatenati on of the conpressed data of the franes of the nessage by
foll owi ng the deconpression procedure specified by the PMCE in use.
The endpoi nt uses the bytes corresponding to the application data
portion in this deconpressed data for the _A WbSocket Message Has
Been Received_ event instead of the received data as is.

A nessage with the "Per-Mssage Conpressed" bit unset on the first
fragment of the nessage is called an "unconpressed nessage". Franes
of an unconpressed nessage have unconpressed original data as is in

t he payl oad data portion. An endpoint receiving an unconpressed
message uses the concatenation of the application data portion of the
frames of the nessage as is for the _A WbSocket Message Has Been
Recei ved_ event.

6.1. Conpression

An endpoi nt MJST use the following algorithmto send a nmessage in the
formof a conpressed nessage

1. Conpress the nessage payl oad of the original nessage by foll ow ng
the conpression procedure of the PMCE. The original nessage nay
be input fromthe application |ayer or output of another
WebSocket extension, depending on which extensions were
negot i at ed.
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2. Process the conpressed data as foll ows:

* |f this PMCE is the last extension to process outgoing
nmessages, build frame(s) using the conpressed data instead of
the original data for the nessage payl oad, set the "Per-
Message Conpressed" bit of the first frame, and then send the
frane(s) as described in Section 6.1 of [RFC6455].

*  (Otherw se, pass the transformed nessage payl oad and nodified
header val ues, including the "Per-Mssage Conpressed" bit
value set to 1, to the next extension after the PMCE. If the
ext ensi on expects franes for input, build a frane for the
message and pass it.

An endpoi nt MJST use the following algorithmto send a nmessage in the
form of an unconpressed nessage.

1. Process the original data as foll ows:

* |f this PMCE is the last extension to process outgoing
nmessages, build frame(s) using the original data for the
payl oad data portion as is, unset the "Per-Mssage Conpressed”
bit of the first frane, and then send the frane(s) as
described in Section 6.1 of [RFC6455].

*  (Otherwi se, pass the nessage payl oad and header values to the
next extension after the PMCE as is. |f the extension expects
franmes for input, build a frane for the nessage and pass it.

An endpoi nt MJUST NOT set the "Per-Mssage Conpressed" bit of contro
franes and non-first fragnents of a data nessage. An endpoint
receiving such a frane MUST Fail the WbSocket Connection_.

PMCEs do not change the opcode field. The opcode of the first frame
of a conpressed nessage indicates the opcode of the original nessage.

The payl oad data portion in frames generated by a PMCE i s not subject
to the constraints for the original data type. For exanple, the
concat enati on of the output data corresponding to the application
data portion of franmes of a conpressed text nmessage is not required
to be valid UTF-8. At the receiver, the payload data portion after
deconpression is subject to the constraints for the original data
type again.
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6.2. Deconpression

An endpoi nt MJST use the following algorithmto receive a nessage in
the formof a conpressed nmessage

1. Concatenate the payload data portion of the received frames of
the conpressed nessage. The received franes nay be direct input
fromthe underlying transport or output of another WebSocket
ext ensi on, dependi ng on which extensions were negoti at ed.

2. Deconpress the concatenation by follow ng the deconpression
procedure of the PMCE

3. Process the deconpressed nessage as foll ows:

* |f this is the last extension to process incom ng nessages,
deliver the _A WebSocket Message Has Been Received_ event to
the application layer with the deconpressed nessage payl oad
and header val ues, including the "Per-Mssage Conpressed" bit
unset to O.

*  (Otherw se, pass the deconpressed nessage payl oad and header
val ues, including the "Per-Mssage Conpressed"” bit unset to O,
to the extension preceding the PMCE. |f the extension expects
franmes for input, build a frane for the nessage and pass it.

An endpoi nt MJST use the following algorithmto receive a nessage in
the form of an unconpressed nessage.

1. Process the received nessage as foll ows:

* |f this PMCE is the last extension to process inconing
nmessages, deliver the _A WbSocket Message Has Been Received_
event to the application layer with the recei ved nmessage
payl oad and header values as is.

*  (Otherwi se, pass the nessage payl oad and header values to the
extension preceding the PMCE as is. |If the extension expects
franmes for input, build a frane for the nessage and pass it.

7. The "pernessage-defl ate" Extension
This section defines a specific PMCE called "pernessage-deflate". It
conpresses the payl oad of a nessage using the DEFLATE al gorithm

[ RFC1951] and uses the byte boundary alignment method introduced in
[ RFC1979] .
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This section uses the term"byte" with the sane neaning as used in
[ RFC1951], i.e., 8 bits stored or transnitted as a unit (sane as an
octet).

The regi stered extension nane for this extension is "pernessage-
def | ate".

Four extension paraneters are defined for "pernessage-deflate" to
hel p endpoi nts nanage per-connection resource usage.

0 "server_no_context takeover

o "client_no_context_takeover
0 "server_max_w ndow bits"
o "client_max_w ndow bits"

These paraneters enable two net hods (no_context takeover and
max_wi ndow bits) of constraining nenory usage that may be applied

i ndependently to either direction of WbSocket traffic. The
extension paraneters with the "client_" prefix are used by the client
to configure its conpressor and by the server to configure its
deconpressor. The extension paraneters with the "server " prefix are
used by the server to configure its conpressor and by the client to
configure its deconpressor. All four paraneters are defined for both
a client’s extension negotiation offer and a server’s extension
negoti ati on response.

A server MJIST decline an extension negotiation offer for this
extension if any of the follow ng conditions are net:

0 The negotiation offer contains an extension paranmeter not defined
for use in an offer.

0 The negotiation offer contains an extension paraneter with an
i nvalid val ue.

0 The negotiation offer contains rmultiple extension paranmeters with
t he sane nane.

0 The server doesn’t support the offered configuration
A client MUST Fail the WbSocket Connection_if the peer server
accepted an extensi on negotiation offer for this extension with an

ext ensi on negoti ati on response neeting any of the follow ng
condi tions:
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0 The negotiation response contains an extension paraneter not
defined for use in a response.

0 The negotiati on response contains an extension paranmeter with an
invalid val ue.

0 The negotiation response contains nultiple extension paraneters
with the sane nane.

o The client does not support the configuration that the response
represents.

The term "LZ77 sliding window' [LZ77] used in this section neans the
buf fer used by the DEFLATE algorithmto store recently processed

i nput. The DEFLATE conpression al gorithm searches the buffer for a
match with the follow ng input.

The term "use context takeover" used in this section neans that the
same LZ77 sliding wi ndow used by the endpoint to build franmes of the
previ ous sent nmessage is reused to build frames of the next nessage
to be sent.

7.1. Extension Paraneters
7.1.1. Context Takeover Contro
7.1.1.1. The "server_no_context_takeover" Extension Paraneter

A client MAY include the "server_no_context takeover" extension
paraneter in an extension negotiation offer. This extension
paraneter has no value. By including this extension paraneter in an
extension negotiation offer, a client prevents the peer server from
usi ng context takeover. |If the peer server doesn't use context

t akeover, the client doesn’t need to reserve nenory to retain the
Lz77 sliding wi ndow between nessages.

Absence of this extension paraneter in an extension negotiation offer
i ndi cates that the client can deconpress a nmessage that the server
built using context takeover

A server accepts an extension negotiation offer that includes the
"server _no_context takeover" extension paraneter by including the
"server _no_context _takeover" extension paraneter in the correspondi ng
ext ensi on negoti ati on response to send back to the client. The
"server _no_context takeover" extension paraneter in an extension
negoti ati on response has no val ue.
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It is RECOWENDED that a server supports the
"server _no_context takeover" extension paraneter in an extension
negoti ati on offer

A server MAY include the "server_no_context takeover" extension
paraneter in an extension negotiation response even if the extension
negoti ati on offer being accepted by the extension negotiation
response didn't include the "server_no_context takeover" extension
par aneter.

7.1.1.2. The "client_no_context takeover"” Extension Paraneter

A client MAY include the "client_no_context takeover" extension
paraneter in an extension negotiation offer. This extension
paranmeter has no value. By including this extension paraneter in an
ext ensi on negotiation offer, a client inforns the peer server of a
hint that even if the server doesn't include the

"client_no_context takeover" extension paraneter in the correspondi ng
ext ensi on negoti ation response to the offer, the client is not going
to use context takeover.

A server MAY include the "client_no_context takeover" extension
paraneter in an extension negotiation response. |If the received

ext ensi on negotiation offer includes the "client_no_context_takeover"
ext ensi on paraneter, the server may either ignore the paraneter or
use the paraneter to avoid taking over the LZ77 sliding wi ndow
unnecessarily by including the "client_no_context _takeover" extension
paraneter in the correspondi ng extension negotiation response to the
offer. The "client_no_context_takeover"” extension paraneter in an
ext ensi on negoti ati on response has no value. By including the
"client_no_context takeover" extension paraneter in an extension
negoti ati on response, a server prevents the peer client fromusing
context takeover. This reduces the anmount of nenory that the server
has to reserve for the connection.

Absence of this extension paranmeter in an extension negotiation
response indicates that the server can deconpress nessages built by
the client using context takeover

A client MJST support the "client_no_context takeover" extension
paraneter in an extension negotiation response.
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7.1.2. Limting the LZ77 Sliding Wndow Size
7.1.2.1. The "server_nmax_w ndow_bits" Extension Paraneter

A client MAY include the "server_max_w ndow _bits" extension paraneter
in an extension negotiation offer. This paraneter has a deci nal

i nteger val ue wi thout |eading zeroes between 8 to 15, inclusive,

i ndicating the base-2 | ogarithmof the LZ77 sliding wi ndow size, and
MUST conformto the ABNF bel ow.

server-max-w ndowbits = 1*DIA T

By including this paraneter in an extension negotiation offer, a
client limts the LZ77 sliding window size that the server will use
to conpress nmessages. |f the peer server uses a small LZ77 sliding
wi ndow to conpress messages, the client can reduce the nenory needed
for the LZ77 sliding w ndow.

A server declines an extension negotiation offer with this paraneter
if the server doesn't support it.

Absence of this paranmeter in an extension negotiation offer indicates
that the client can receive nessages conpressed using an LZ77 sliding
wi ndow of up to 32,768 bytes.

A server accepts an extension negotiation offer with this paraneter
by including the "server_max_w ndow _bits" extension paraneter in the
ext ensi on negoti ati on response to send back to the client with the
same or smaller value as the offer. The "server_nax_w ndow bits"
extensi on paraneter in an extension negotiation response has a

deci nal integer value without |eading zeroes between 8 to 15,

i nclusive, indicating the base-2 logarithmof the LZ77 sliding w ndow
size, and MJUST conformto the ABNF bel ow

server-max-w ndowbits = 1*DIA T
A server MAY include the "server_nmax_w ndow bits" extension paraneter
in an extension negotiation response even if the extension
negoti ati on of fer being accepted by the response didn't include the
"server _max_w ndow bits" extension paraneter.
7.1.2.2. The "client_nmax_w ndow bits" Extension Paraneter
A client MAY include the "client_max_w ndow bits" extension paraneter

in an extension negotiation offer. This paranmeter has no value or a
deci mal integer value w thout |eading zeroes between 8 to 15
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i nclusive indicating the base-2 logarithmof the LZ77 sliding wi ndow
size. |If a value is specified for this paranmeter, the value MJST
conformto the ABNF bel ow.

client-max-wi ndowbits = 1*DIA T

By including this paraneter in an offer, a client inforns the peer
server that the client supports the "client_max_w ndow bits"

ext ensi on paraneter in an extension negotiation response and,
optionally, a hint by attaching a value to the paraneter. |If the
"client_max_w ndow bits" extension parameter in an extension

negoti ati on offer has a value, the paraneter also inforns the peer
server of a hint that even if the server doesn’t include the
"client _max_w ndow bits" extension paraneter in the corresponding
ext ensi on negoti ation response with a value greater than the one in
the extension negotiation offer or if the server doesn't include the
extension paraneter at all, the client is not going to use an LZ77
sliding window size greater than the size specified by the value in
t he extension negotiation offer to conpress nessages.

If a received extension negotiation offer has the
"client_max_w ndow bits" extension parameter, the server MAY include
the "client_max_w ndow bits" extension parameter in the corresponding
ext ensi on negoti ati on response to the offer. If the
"client_max_w ndow bits" extension paraneter in a received extension
negotiation offer has a value, the server may either ignore this

val ue or use this value to avoid allocating an unnecessarily big LZ77
sliding window by including the "client_max_w ndow _bits" extension
paraneter in the correspondi ng extension negotiation response to the
offer with a value equal to or smaller than the received value. The
"client_max_w ndow bits" extension paraneter in an extension
negoti ati on response has a deci nal integer value w thout |eading
zeroes between 8 to 15 inclusive indicating the base-2 |ogarithm of
the LZ77 sliding wi ndow size and MJST conformto the ABNF bel ow.

client-max-wi ndowbits = 1*DIA T

By including this extension paraneter in an extension negotiation
response, a server linmts the LZ77 sliding w ndow size that the
client uses to conpress nessages. This reduces the anount of menory
for the deconpression context that the server has to reserve for the
connecti on.

If a received extension negotiation offer doesn’t have the
"client_max_w ndow bits" extension paraneter, the correspondi ng
ext ensi on negoti ati on response to the offer MJST NOT include the
"client_max_w ndow bits" extension paraneter.
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Absence of this extension parameter in an extension negotiation
response indicates that the server can receive nessages conpressed
using an LZ77 sliding wi ndow of up to 32,768 bytes.

7.1.3. Exanples

The sinpl est "Sec-WbSocket - Ext ensi ons" header in a client’s opening
handshake to of fer use of the "pernmessage-deflate" extension |ooks
like this:

Sec- WbSocket - Ext ensi ons: pernessage-defl ate

Since the "client_nmax_w ndow bits" extension paranmeter is not
included in this extension negotiation offer, the server nust not
accept the offer with an extensi on negotiation response that includes
the "client_max_w ndow bits" extension parameter. The sinplest "Sec-
WebSocket - Ext ensi ons” header in a server’s openi ng handshake to
accept use of the "pernessage-deflate" extension is the sane:

Sec- WbSocket - Ext ensi ons: pernmessage-defl ate

The foll owi ng extension negotiation offer sent by a client is asking
the server to use an LZ77 sliding window with a size of 1,024 bytes
or less and declaring that the client supports the
"client_max_w ndow bits" extension paraneter in an extension
negoti ati on response.

Sec- WbSocket - Ext ensi ons:
per message- def| at e;
client_max_w ndow bits; server_nmax_w ndow bits=10

Thi s extension negotiation offer m ght be rejected by the server
because the server doesn't support the "server_max_w ndow bits"

ext ensi on paraneter in an extension negotiation offer. This is fine
if the client cannot receive nmessages conpressed using a |arger
sliding window size, but if the client just prefers using a snal

wi ndow but wants to fall back to the "pernessage-deflate" wi thout the
"server _max_w ndow bits" extension paraneter, the client can nake an
offer with the fallback option like this:

Sec- WbSocket - Ext ensi ons:
per nessage- defl at e;
client_max_w ndow bits; server_nmax_w ndow bits=10
per nessage- defl at e;
client_max_w ndow bits

Yoshi no St andards Track [ Page 18]



RFC 7692 Conpr essi on Extensions for WbSocket Decenber 2015

The server can accept "pernessage-deflate" by picking any supported
one fromthe listed offers. To accept the first option, for exanple,
the server may send back a response as foll ows:

Sec- WbSocket - Ext ensi ons:
per nessage-defl ate; server_nmax_w ndow bits=10

To accept the second option, for exanple, the server nay send back a
response as foll ows:

Sec- WbSocket - Ext ensi ons: pernessage-defl ate
7.2. Message Payl oad Transfornation
7.2.1. Conpression
An endpoint uses the following algorithmto conpress a nessage

1. Conpress all the octets of the payload of the nessage using
DEFLATE.

2. If the resulting data does not end with an enpty DEFLATE bl ock
with no conpression (the "BTYPE" bits are set to 00), append an
enpty DEFLATE bl ock with no conpression to the tail end.

3. Renobve 4 octets (that are 0x00 0x00 Oxff Oxff) fromthe tail end.
After this step, the last octet of the conpressed data contains
(possibly part of) the DEFLATE header bits with the "BTYPE" bits
set to 00

When using DEFLATE in the first step above:

0 An endpoint MAY use multiple DEFLATE bl ocks to conpress one
nessage

0 An endpoi nt MAY use DEFLATE bl ocks of any type

0 An endpoi nt MAY use both DEFLATE bl ocks with the "BFI NAL" bit set
to 0 and DEFLATE bl ocks with the "BFINAL" bit set to 1

0 \When any DEFLATE block with the "BFINAL" bit set to 1 doesn't end
at a byte boundary, an endpoint MJST add mi ni mal padding bits of 0
to nmake it end at a byte boundary. The next DEFLATE bl ock foll ows
t he padded data if any.

An endpoi nt fragnents a conpressed nessage by splitting the result of

running this algorithm Even when only part of the payload is
avai l abl e, a fragnent can be built by conpressing the avail able data
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and choosing the bl ock type appropriately so that the end of the
resulting conpressed data is aligned at a byte boundary. Note that
for non-final fragnents, the renoval of 0x00 Ox00 Oxff Oxff MJST NOT
be done.

An endpoi nt MJUST NOT use an LZ77 sliding w ndow | onger than 32, 768
bytes to conpress nessages to send.

If the "agreed paranmeters" contain the "client_no_context_takeover"
ext ensi on paraneter, the client MJST start conpressing each new
message with an enpty LZ77 sliding window Oherw se, the client NMAY
take over the LZ77 sliding window used to build the |ast conpressed
message. Note that even if the client has included the
"client_no_context takeover" extension paraneter in its offer, the
client MAY take over the LZ77 sliding wi ndow used to build the |ast
conpressed nmessage if the "agreed paraneters” don't contain the
"client_no_context_takeover" extension paraneter. The client-to-
server "client_no_context takeover" extension paraneter is just a
hint for the server to build an extension negotiation response.

If the "agreed paraneters" contain the "server_no_context_takeover"
ext ensi on paraneter, the server MIJST start conpressing each new
message with an enpty LZ77 sliding window Oherw se, the server NMNAY
take over the LZ77 sliding window used to build the |ast conpressed
nessage

If the "agreed paraneters” contain the "client_nax_w ndow bits"
extension paraneter with a value of w, the client MJUST NOT use an
Lz77 sliding wi ndow | onger than the wth power of 2 bytes to conpress
messages to send. Note that even if the client has included inits
of fer the "client_max_wi ndow bits" extension paraneter with a val ue
smal l er than one in the "agreed paraneters", the client MAY use an
LZ77 sliding wi ndow with any size to conpress nmessages to send as

Il ong as the size conforns to the "agreed paraneters”". The client-to-
server "client_max_w ndow _bits" extension paraneter is just a hint
for the server to build an extensi on negotiation response.

If the "agreed paraneters" contain the "server_nax_w ndow bits"
extension paraneter with a value of w, the server MJST NOT use an
Lz77 sliding wi ndow | onger than the wth power of 2 bytes to conpress
messages to send.
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7.2.2. Deconpression
An endpoi nt uses the followi ng algorithmto deconpress a nessage.

1. Append 4 octets of 0x00 O0x00 Oxff Oxff to the tail end of the
payl oad of the nessage.

2. Deconpress the resulting data usi ng DEFLATE.

If the "agreed paranmeters” contain the "server_no_context_takeover"
ext ensi on paraneter, the client MAY deconpress each new nessage with
an enpty LZ77 sliding window Oherw se, the client MJST deconpress
each new nessage using the LZ77 sliding wi ndow used to process the

| ast conpressed nessage.

If the "agreed paranmeters” contain the "client_no_context_takeover"
ext ensi on paraneter, the server MAY deconpress each new nessage with
an enpty LZ77 sliding window Oherw se, the server MJST deconpress
each new nessage using the LZ77 sliding wi ndow used to process the

| ast conpressed nessage. Note that even if the client has included
the "client_no_context_takeover" extension paranmeter in its offer,
the server MUST deconpress each new nessage using the LZ77 sliding
wi ndow used to process the | ast conpressed nessage if the "agreed
paraneters" don’t contain the "client_no_context takeover" extension
paraneter. The client-to-server "client_no_context takeover"
extension paraneter is just a hint for the server to build an

ext ensi on negoti ation response.

If the "agreed paraneters” contain the "server_nax_w ndow bits"
extension paraneter with a value of w, the client MAY reduce the size
of its LZ77 sliding window to deconpress recei ved nessages down to
the wth power of 2 bytes. Qherw se, the client MIST use a
32,768-byte LZ77 sliding wi ndow to deconpress recei ved nessages.

If the "agreed paraneters” contain the "client_nax_w ndow bits"
extension paraneter with a value of w, the server MAY reduce the size
of its LZ77 sliding window to deconpress recei ved nessages down to
the wth power of 2 bytes. Qherw se, the server MIST use a
32,768-byte LZ77 sliding wi ndow to deconpress recei ved nessages.
Note that even if the client has included in its offer the
"client_max_w ndow bits" extension paraneter with a value smaller
than one in the "agreed paraneters", the client MJST use an LZ77
sliding window of a size that conforns the "agreed paraneters" to
conpress nessages to send. The client-to-server

"client_max_w ndow _bits" extension paranmeter is just a hint for the
server to build an extension negotiation response.
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7.2.3. Exanples

This section introduces exanpl es of how t he "pernessage-defl ate"
ext ensi on transfornms nessages.

7.2.3.1. A Message Conpressed Usi ng One Conpressed DEFLATE Bl ock

Suppose that an endpoint sends a text nessage "Hello". |If the
endpoi nt uses one conpressed DEFLATE bl ock (conpressed with fixed
Huf f man code and the "BFINAL" bit not set) to conpress the nessage,
t he endpoi nt obtains the conpressed data to use for the nessage
payl oad as foll ows.

The endpoi nt conpresses "Hell o" into one conpressed DEFLATE bl ock and
flushes the resulting data into a byte array using an enpty DEFLATE
bl ock with no conpression:

Oxf2 0x48 Oxcd 0xc9 0xc9 0x07 Ox00 0x00 0x00 Oxff Oxff

By stripping 0x00 0x00 Oxff Oxff fromthe tail end, the endpoint gets
the data to use for the nessage payl oad:

0Oxf2 0x48 Oxcd 0xc9 0xc9 0x07 0x00

Suppose that the endpoint sends this conpressed nessage wi thout
fragmentation. The endpoint builds one frame by putting all of the
conpressed data in the payl oad data portion of the frane:

0Oxcl 0x07 Oxf2 0x48 Oxcd 0xc9 0xc9 0x07 0x00

The first 2 octets (0xcl 0x07) are the WebSocket frame header (FIN=1
RSV1=1, RSV2=0, RSV3=0, opcode=text, MASK=0, Payl oad | ength=7). The
followi ng figure shows what value is set in each field of the
WebSocket franme header.

0 1
0123456789012345
B . B +

| FIRI R R opcode| M Payload |en

|'1]3S]Sl 9| | A |
INIVIVIV] | S| |
| 11]2] 3] | K| |
B i B S +
|1j1jo[0 1 |0 7 |
B . B T S +
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Suppose that the endpoint sends the conpressed nessage with
fragmentation. The endpoint splits the conpressed data into
fragments and builds frames for each fragnent. For exanple, if the
fragments are 3 and 4 octets, the first frame is:

0x41 0x03 Oxf2 0x48 Oxcd
and the second franme is:
0x80 0x04 0xc9 0xc9 0x07 0x00
Note that the RSVl bit is set only on the first frane.
7.2.3.2. Sharing LzZ77 Sliding W ndow

Suppose that a client has sent a nessage "Hell 0" as a conpressed
message and will send the sane nessage "Hell 0" again as a conpressed
nessage.

Oxf2 0x48 Oxcd 0Oxc9 0xc9 0x07 0x00

The above is the payload of the first nmessage that the client has
sent. |If the "agreed paraneters” contain the

"client_no_context takeover" extension paraneter, the client
conpresses the payl oad of the next nessage into the sane bytes (if
the client uses the sane "BTYPE' value and "BFI NAL" value). So, the
payl oad of the second nessage will be:

Oxf2 0x48 Oxcd 0xc9 0xc9 0x07 0x00

If the "agreed paraneters" did not contain the

"client_no_context takeover" extension paraneter, the client can
conpress the payload of the next nessage into fewer bytes by
referencing the history in the LZ77 sliding window So, the payl oad
of the second nessage will be:

Oxf2 0x00 Ox11 0x00 0x00
So, 2 bytes are saved in total.
Note that even if some unconpressed nmessages (with the RSV1 bit

unset) are inserted between the two "Hell o" nessages, they don't
af fect the LZ77 sliding w ndow.
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7.2.3.3. Using a DEFLATE Block with No Conpression
A DEFLATE bl ock with no conpression may be used.
Oxcl OxOb 0Ox00 0x05 0x00 Oxfa Oxff 0x48 0x65 0x6c Ox6c O0x6f 0x00

This is a frame constituting a text nessage "Hello" built using a
DEFLATE bl ock with no conpression. The first 2 octets (0xcl 0xO0b)
are the WebSocket frame header (FIN=1, RSV1=1, RSV2=0, RSV3=0,
opcode=t ext, MASK=0, Payload length=7). Note that the RSVl bit is
set for this nmessage (only on the first fragnment if the nessage is
fragment ed) because the RSV1 bit is set when DEFLATE is applied to

t he nmessage, including the case when only DEFLATE bl ocks with no
conpression are used. The 3rd to 13th octets consist of the payl oad
data containing "Hell o" conpressed using a DEFLATE bl ock with no
conpr essi on.

7.2.3.4. Using a DEFLATE Bl ock with "BFI NAL" Set to 1

On platforns on which the flush nmethod using an enpty DEFLATE bl ock
with no conpression is not available, inplenmentors can choose to
flush data usi ng DEFLATE bl ocks with "BFI NAL" set to 1

Oxf 3 0x48 0Oxcd 0xc9 0xc9 0x07 0Ox00 0x00

This is the payl oad of a nmessage containing "Hello" conpressed using
a DEFLATE bl ock with "BFINAL" set to 1. The first 7 octets
constitute a DEFLATE block with "BFINAL" set to 1 and "BTYPE" set to
01 containing "Hello". The last 1 octet (0x00) contains the header
bits with "BFINAL" set to 0 and "BTYPE" set to 00, and 5 padding bits
of 0. This octet is necessary to allow the payload to be
deconpressed in the sane nanner as nessages fl ushed usi ng DEFLATE

bl ocks wi th "BFI NAL" unset.

7.2.3.5. Two DEFLATE Bl ocks in One Message
Two or nore DEFLATE bl ocks nay be used in one nessage
Oxf2 0x48 0x05 0x00 0x00 0x00 Oxff Oxff Oxca Oxc9 Oxc9 0x07 0x00

The first 3 octets (0xf2 0x48 0x05) and the least significant two
bits of the 4th octet (0x00) constitute one DEFLATE bl ock with

"BFI NAL" set to 0 and "BTYPE" set to 01 containing "He". The rest of
the 4th octet contains the header bits with "BFI NAL" set to O and
"BTYPE" set to 00, and the 3 padding bits of 0. Together with the
followi ng 4 octets (0x00 O0x00 Oxff Oxff), the header bits constitute
an enpty DEFLATE bl ock with no conpression. A DEFLATE bl ock
containing "Ilo" follows the enpty DEFLATE bl ock
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7.2.3.6. Generating an Enpty Fragnent

Suppose that an endpoint is sending data of unknown size. The
endpoi nt may encounter the end-of-data signal fromthe data source
when its buffer for unconpressed data is enpty. In such a case, the
endpoi nt just needs to send the last fragment with the FIN bit set to
1 and the payl oad set to the DEFLATE bl ock(s), which contains 0 bytes
of data. |If the conpression library being used doesn’t generate any
data when its buffer is enpty, an enpty unconpressed DEFLATE bl ock
can be built and used for this purpose as foll ows:

0x00

The single octet 0x00 contains the header bits with "BFI NAL" set to O
and "BTYPE" set to 00, and 5 padding bits of O.

7.3. Inplenentation Notes

On nost conmmon sof tware devel opnent platforns, the DEFLATE
conpression library provides a nmethod for aligning conpressed data to
byt e boundari es using an enpty DEFLATE bl ock with no conpression

For exanple, zlib [zlib] does this when "Z SYNC FLUSH' is passed to
the deflate function

Some platforns may only provide nethods to output and process
conpressed data with a zlib header and an Adl er-32 checksum On such
pl at forns, devel opers need to wite stub code to renove and

conmpl enent the zlib and Adl er-32 checksum by t hensel ves.

To obtain a useful conpression ratio, an LZ77 sliding w ndow size of
1,024 or nore i s RECOMVENDED.

If a side disallows context takeover, its endpoint can easily figure

out whether or not a certain message will be shorter if conpressed.
O herwise, it’s not easy to know whether future nessages will benefit
fromhaving a certain nessage conpressed. |nplenentors nmay enpl oy

sone heuristics to determ ne this.

8. Security Considerations
There is a known exploit when history-based conpression is conbi ned
with a secure transport [CRIME]. |Inplenentors should pay attention

to this point when integrating this extension wth other extensions
or protocols.

Yoshi no St andards Track [ Page 25]



RFC 7692 Conpr essi on Extensions for WbSocket Decenber 2015

9. | ANA Consi derations
9.1. Registration of the "pernessage-defl ate" WbSocket Extension Nane

| ANA has registered the foll owi ng WebSocket extension name in the
"WebSocket Extension Name Registry" defined in [ RFC6455].

Extensi on Identifier
per message-defl ate

Ext ensi on Comrmon Nane
WebSocket Per-Message Defl ate

Ext ensi on Definition
Thi s docunent.

Known | nconpati bl e Extensions
None

The "permessage-deflate" extension nane is used in the "Sec-
WebSocket - Ext ensi ons" header in the WbSocket openi ng handshake to
negoti ate use of the "pernessage-defl ate" extension

9.2. Registration of the "Per-Mssage Conpressed" WbSocket Franing
Header Bit

| ANA has registered the foll owi ng WebSocket fram ng header bit in the
"WebSocket Fram ng Header Bits Registry" defined in [ RFC6455].

Val ue
RSV1

Descri ption
The "Per-Message Conpressed"” bit, which indicates whether or not
the message is conpressed. RSV1 is set for conpressed nessages
and unset for unconpressed nessages.

Ref er ence
Section 6 of this docunent.

The "Per-Message Conpressed"” fram ng header bit is used on the first

fragment of data nmessages to indicate whether the payl oad of the
message i s conpressed by the PMCE or not.
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