I nt ernet Engi neering Task Force (I ETF) J. Reschke
Request for Comments: 7694 gr eenbyt es
Cat egory: Standards Track Novenber 2015
| SSN: 2070-1721

Hypertext Transfer Protocol (HTTP) Cient-Initiated Content-Encoding
Abstract

In HTTP, content codings all ow for payl oad encodi ngs such as for
conpression or integrity checks. |In particular, the "gzip" content
coding is widely used for payload data sent in response nessages.

Content codi ngs can be used in request nmessages as well; however,

di scoverability is not on par with response nessages. This docunent
extends the HTTP "Accept - Encodi ng" header field for use in responses,
to indicate the content codings that are supported in requests.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7694.

Copyright Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Reschke St andards Track [ Page 1]



RFC 7694 HTTP ClI CE Novenber 2015

Tabl e of Contents

I ntroduction .o
Not at i onal Conventi ons e e e e
Usi ng the ’ Accept-Encodi ng’ Header Field in Responses
Exanple . . . . . . . . . . ...
Depl oynment Consi derations .
Security Considerations
| ANA Considerations . . . .
.1. Header Field Registry .
.2. Status Code Registry
8. References G
8.1. Normative References
8.2. Informative References
Acknowl edgenent s
Aut hor’ s Address

NogokwhE

~

\I
N~NOOoOOoOOUOTUuhAABDMWDNN

1. Introduction

In HTTP, content codings all ow for payl oad encodi ngs such as for
conpression or integrity checks ([RFC7231], Section 3.1.2). In
particul ar, the "gzip" content coding ([ RFC7230], Section 4.2) is
wi dely used for payl oad data sent in response nessages

Content codi ngs can be used in request nessages as well; however,

di scoverability is not on par with response nessages. This docunent
extends the HTTP "Accept - Encodi ng" header field ([ RFC7231],

Section 5.3.4) for use in responses, to indicate the content codings
that are supported in requests. It furthernore updates the
definition of status code 415 (Unsupported Media Type) ([RFC7231],
Section 6.5.13), recommendi ng that the "Accept-Encodi ng" header field
be included when appropri ate.

2. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
Thi s docunent reuses term nology defined in the base HITP

speci fications, namely Section 2 of [RFC7230] and Section 3.1.2 of
[ RFC7231] .
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3.

Usi ng the ' Accept-Encodi ng’ Header Field in Responses

Section 5.3.4 of [RFC7231] defines "Accept-Encodi ng" as a request
header field only.

This specification expands that definition to allow "Accept-Encodi ng"
as a response header field as well. \When present in a response, it

i ndi cates what content codings the resource was willing to accept in
the associated request. A field value that only contains "identity"
i nplies that no content codi ngs were supported.

Note that this information is specific to the associ ated request; the
set of supported encodings mght be different for other resources on

the sane server and could change over tine or depend on other aspects
of the request (such as the request nethod).

Section 6.5.13 of [RFC7231] defines status code 415 (Unsupported
Media Type) to apply to problens related to both nedia types and
content codi ngs.

Servers that fail a request due to an unsupported content coding
ought to respond with a 415 status and ought to include an "Accept-
Encodi ng" header field in that response, allowing clients to

di stingui sh between issues related to content codings and nedi a
types. In order to avoid confusion with issues related to nedia
types, servers that fail a request with a 415 status for reasons
unrelated to content codi ngs MUST NOT include the "Accept-Encodi ng"
header field.

It is expected that the nost common use of "Accept-Encoding"” in
responses will have the 415 (Unsupported Media Type) status code, in
response to optinistic use of a content coding by clients. However,
the header field can also be used to indicate to clients that content
codi ngs are supported, to optim ze future interactions. For exanple,
a resource mght include it in a 2xx response when the request

payl oad was bi g enough to justify use of a conpression coding but the
client failed do so.
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4.

Exanpl e

A client submits a POST request using the "conpress" content coding
([ RFC7231], Section 3.1.2.1):

POST /edit/ HITP/1.1

Host: exanpl e.org

Cont ent - Type: application/atomtxm ;type=entry
Cont ent - Encodi ng: conpress

...conpressed payl oad. .

The server rejects the request because it only allows the "gzip"
content coding:

HTTP/ 1.1 415 Unsupported Medi a Type
Date: Fri, 09 May 2014 11:43:53 GMI
Accept - Encodi ng: gzip
Content-Length: 68

Content - Type: text/plain

This resource only supports the "gzip" content coding in requests.

At this point, the client can retry the request with the supported
"gzi p" content coding.

Alternatively, a server that does not support any content codings in
requests could answer with:

HTTP/ 1.1 415 Unsupported Medi a Type
Date: Fri, 09 May 2014 11:43:53 GVI
Accept - Encodi ng: identity
Content-Length: 61

Content - Type: text/plain

This resource does not support content codings in requests.
Depl oynment Consi der ati ons

Servers that do not support content codings in requests already are
required to fail a request that uses a content coding.

Section 6.5.13 of [RFC7231] defines the status code 415 (Unsupported
Medi a Type) for this purpose, so the only change needed is to include
t he "Accept - Encodi ng" header field with the value "identity" in that
response.
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7.

7.

Servers that do support sone content codings are required to fai
requests with unsupported content codings as well. To be conpliant
with this specification, servers will need to use the status code 415
(Unsupported Media Type) to signal the problemand will have to

i ncl ude an "Accept-Encodi ng" header field that enumerates the content
codings that are supported. As the set of supported content codings
is usually static and snall, adding the header field ought to be
trivial.

Security Considerations

This specification only adds di scovery of supported content codings
and di agnostics for requests failing due to unsupported content
codings. As such, it doesn’t introduce any new security

consi derati ons over those already present in HITP/1.1 (Section 9 of
[ RFC7231]) and HTTP/ 2 (Section 10 of [RFC7540]).

However, the point of better discoverability and diagnostics is to
make it easier to use content codings in requests. This night |ead
to increased usage of conpression codings such as gzip (Section 4.2
of [RFC7230]), which, when used over a secure channel, can enable
si de-channel attacks such as BREACH (see Section 10.6 of [RFC7540]
and [BREACH ). At the tine of publication, it was unclear how
BREACH-| i ke attacks can be applied to conpression in HITP requests.

| ANA Consi derati ons
1. Header Field Registry
HTTP header fields are registered within the "Message Headers"
registry located at <http://ww.iana.org/assignnments/
nessage- headers>, as defined by [BCP90].
Thi s docunent updates the definition of the "Accept-Encodi ng" header

field. The "Permanent Message Header Field Names" registry has been
updated as foll ows:

e e e oo [ T [ T o m e e e e e e +
| Header Field | Protocol | Status | Reference |
| Name | | | |
S Fom e e - Fom e e - o e e e e e e m e e e +
| Accept-Encoding | http | standard | Section 5.3.4 of |

| | | | [RFC7231] and Section 3
| | | | of this document |
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7.2. Status Code Registry

HTTP status codes are registered within the "HTTP Status Codes"
registry located at <http://wwmv. iana. org/assi gnnments/
htt p- st at us- codes>.

Thi s docunent updates the definition of the status code 415
(Unsupported Media Type). The "HTTP Status Codes" registry has been
updated as foll ows:

Fomm - S o e e e e e e e e e e e e e e e e e e e e e +
| Value | Description | Reference |
N . N +
| 415 | Unsupported | Section 6.5.13 of [RFC7231] and Section |
| | Media Type | 3 of this docunent |
S B o mmm e e e e e e e e e e e e e e e e e e e mm e eeaao o +
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