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Abst ract

The Message Session Relay Protocol (MSRP) defines a nmechanismfor
sendi ng i nstant nessages (I Ms) within a peer-to-peer session

negoti ated using the Session Initiation Protocol (SIP) and the
Session Description Protocol (SDP). This docunent defines the
necessary tools for establishing nulti-party chat sessions, or chat
rooms, using NSRP.
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This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7701
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1

I ntroduction

The Message Session Relay Protocol (MSRP) [ RFC4975] defines a
mechani sm for sending a series of instant nmessages within a session
The Session Initiation Protocol (SIP) [RFC3261] in conbination with
the Session Description Protocol (SDP) [RFC4566] allows for two peers
to establish and nmanage such sessions.

In another application of SIP, a User Agent (UA) can join in a multi-
party conversation called a "conference" that is hosted by a
specialized UA called a "focus" [RFC4353]. Such a conference can
naturally involve MSRP sessions. It is the responsibility of an
entity handling the nmedia to relay I Ms received fromone partici pant
to the rest of the participants in the conference.

Several such systens already exist in the Internet. Participants in
a chat roomcan be identified with a pseudonym or ni cknane and can
deci de whether their real identifier is disclosed to other
participants. Participants can also use a rich set of features such
as the ability to send private instant nessages to other

partici pants.

Sim | ar conferences supporting chat room functionality are already
avai |l abl e today. For exanple, Internet Relay Chat (IRC) [RFC2810],
Ext ensi bl e Messagi ng and Presence Protocol (XMPP): Core [RFC6120], as
well as many other proprietary systenms. Specifying equival ent
functionality for MSRP-based systens eases interworking between these
syst ens.

Thi s docunent defines requirenents, conventions, and extensions for
provi ding private nessages and ni ckname nmanagenent in centralized
chat roonms with MSRP. Participants in a chat roomcan be identified
by a pseudonym and decide if their real identifier should be

di scl osed to other participants. This nmeno uses the SIP Conferencing
Framewor k [ RFC4353] as a design basis. It also ains to be conpatible
with "A Framework for Centralized Conferencing" [RFC5239]. Should
requirenents arise, future nechanisnms for providing simlar
functionality in generic conferences m ght be devel oped, for exanple,
where the nedia is not only restricted to MSRP. The mechani sns
described in this docunent provide a future conpatible short-term
solution for MSRP centralized chat roons.
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2.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119] and
i ndi cate requirenment |l evels for conpliant inplenentations.

This meno deals with "Tightly Coupled SIP Conferences" as defined in
the SI P Conferencing Framework [RFC4353] and adopts the term nol ogy
fromthat docunent. |In addition, we introduce sonme new terms:

Ni cknane: a pseudonym or descriptive nane associated with a
participant. See Section 7 for details.

Mul ti-party Chat: an instance of a tightly coupled conference, in
whi ch the nedi a exchanged between the participants consist of
MSRP- based I Ms. Al so known as a chat room

Chat Room a synonymfor a multi-party chat.

Chat Room URI: a URI that identifies a particular chat room and
that is a synonymof a "Conference URI" as defined in RFC 4353
[ RFC4353] .

Sender : the chat room participant who originally created an | M and
sent it to the chat roomserver for further delivery.

Reci pi ent: the destination chat room participant(s). This defaults
to the full conference participant list mnus the I M Sender

MBRP Swi t ch: a nmedia-level entity that is an MBRP endpoint. It is
a special MSRP endpoint that receives MSRP nessages and delivers
themto the other chat room participants. The MSRP switch has a
simlar role to a conference mxer with the exception that the
MSRP switch does not actually "m x" together different input media
streans; it nerely relays the nessages between chat room
partici pants.

Pr

vate | M an |Msent in a chat roomintended for a single
participant. Cenerally speaking, a private IMis seen by the MSRP
switch, in addition to the sender and recipient. A private IMis
usual ly rendered distinctly fromthe rest of the IMs, indicating
that the nmessage was a private conmunicati on.

Anonyrmous URI: a URI concealing the participant’s SIP address of
record (AOR) fromthe other participants in the chat room The
al l ocation of such a URI is out of scope of this specification
An anonynous URI nust be valid for the length of the chat room
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session and will be utilized by the MSRP switch to forward
messages to and from anonynous participants. Privacy and
anonymity are discussed in greater detail in RFC 3323 [ RFC3323]
and RFC 3325 [ RFC3325].

Conf erence Event Package: a notification nechanismthat allows
conference participants to |earn conference information including
roster and state changes in a conference. This would typically be
t he mechani snms defined in "A Session Initiation Protocol (SIP)
Event Package for Conference State" [RFC4575] or "Conference Event
Package Data Format Extension for Centralized Conferencing (XCON)"
[ RFC6502] .

Identifier: a string used to recognize or establish as being a
particul ar user.

To log in: to enter identifying data, as a name or password, into a
chat room so as to be able to do work with the chat room

3. Mdtivations and Requirenents

Al t hough conference framewor ks describing many types of conferencing
applications already exist, such as the one in "A Franework for
Centralized Conferencing" [RFC5239] and the SIP Conferencing
Framewor k [ RFC4353], the exact details of session-based instant
messagi ng conferences (chat roons) are not well-defined at the
noment .

To allow interoperable chat inplementations, for both conference-
awar e and conference-unaware UAs, certain conventions for MSRP chat
roons need to be defined. |t also seens beneficial to provide a set
of features that enhance the baseline nulti-party MSRP in order to be
able to create systens that have functionality on par with existing
chat systems as well as to enable the building of interworking
gateways to these existing chat systens.

We define the foll owing requirenents:

REQ 1: A basic requirenent is the existence of a chat room where
participants can join and | eave the chat room and exchange
IMs with the rest of the participants.

REQ 2: A recipient of an IMin a chat roomnust be able to determ ne
the identifier of the sender of the nessage. Note that the
actual identifier depends on the one that was used by the
sender when joining the chat room
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REQ 3: A recipient of an IMin a chat roomnust be able to determ ne
the identifier of the recipient of received nessages. For
i nstance, the recipient of the nessage night be the entire
chat roomor a single participant (i.e., a private nessage).
Note that the actual identifier may depend on the one that
was used by the recipient when he or she joined the chat
room

REQ-4: It nust be possible to send a nessage to a single participant
within the chat room(i.e., a private I M.

REQ-5: A chat room partici pant may have a ni cknane or pseudonym
associated with their real identifier.

REQ-6: It nust be possible for a participant to change their
ni ckname during the progress of the chat room session

REQ 7: It nust be possible for a participant to be known only by an
anonynous identifier and not their real identifier by the
rest of the chat room

REQ-8: It nust be possible for chat roomparticipants to |l earn the
chat room capabilities described in this docunent.

4. Overview of QOperation

Before a chat room can be entered, it nust be created. Users w shing
to host a chat roomthensel ves can, of course, do just that; their UA
simply nmorphs froman ordinary UA into a special purpose one called a
"Focus UA". Another, comonly used setup is one where a dedicated
node in the network functions as a Focus UA

Each chat room has an identifier of its ow: a SIP UR that
participants use to join the chat room e.g., by sending an INVITE
request to it. The conference focus processes the invitations, and
as such, maintains SIP dialogs with each participant. In a nulti-
party chat, or chat room MSRP is one of the established nedia
streans. Each chat room partici pant establishes an MSRP session with
the MSRP switch, which is a special purpose MSRP application. The
MSRP sessions can be rel ayed by one or nore MSRP rel ays, which are
specified in RFC 4976 [ RFC4976]. This is illustrated in Figure 1
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Figure 1: Miulti-party Chat Overvi ew Shown with MSRP Rel ays
and a Conference Focus UA

The MSRP switch is simlar to a conference m xer

in that it both

handl es nmedi a sessions with each of the participants and bridges

these streans together.
switch nerely forwards nessages between parti ci pants:
actually m x the streans in any way.

Fi gure 2.
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recipient is logged in fromdifferent endpoints, the MSRP switch will
distribute the private nmessage to each endpoint at which the
recipient is |ogged in.

We extend the current NMSRP negotiation that takes place in SDP

[ RFCA566] to allow participants to | earn whether the chat room
supports and is willing to accept (e.g., due to local policy
restrictions) certain MSRP functions defined in this menp, such as

ni cknames or private nmessaging. This is achieved by a new 'chatrooni
attribute in SDP (please refer to Section 8 for a detailed
description).

Natural ly, when a participant wishes to |l eave a chat room it sends a
SI P BYE request to the Focus UA and terninates the SIP dialog with
the focus and MSRP sessions with the MSRP switch.

Thi s docunent assunes that each chat roomis allocated its own SIP

URI. A user joining a chat roomsends an I NVITE request to that SIP
URI, and, as a result, a new MSRP session is established between the
user and the MSRP switch. It is assuned that an MSRP session is

mapped to a chat room |If a user wants to join a second chat room
he creates a different |INVITE request, through a different SIP

di al og, which leads to the creation of a second MSRP sessi on between
the user and the MSRP switch. Notice that these two MSRP sessions
can still be nmultiplexed over the same TCP connection as per regul ar
MSRP procedures. However, each chat roomis associated with a unique
MSRP session and a uni que SIP dial og.

4.1. Policy Attributes of the Chat Room

The Conference Framework with SIP [ RFC4353] introduces the notion of
a Conference Policy as "The conplete set of rules governing a
particul ar conference." A chat roomis a specialized type of
conference, and the conference policy is sonetinmes extended with new
chat-specific rules. This section lists all the Conference Policy
attributes used by the present docunent and refers to sections in the
docunent where the usage of these attributes are described in greater
detail.

Ni cknames: \Whether the chat room accepts users to be recognized with
a nicknane. See Sections 7, 7.1, and 8 for details. Also, the
scope of uni queness of the nicknanme: the chat room (conference
instance), a realmor donmin, a server, etc.
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Ni ckname quarantine: The quarantine to be inposed on a nicknanme once
it is not currently in use (e.g., because the participant hol ding
thi s ni cknane abandons the chat roon), prior to the w de
availability of this nicknane to other users. This allows the
initial holder of the nicknane to join the chat roomduring the
quarantine period and claimthe sane nicknane they were previously
using. See Section 11 for details.

Private nessaging: Wether the chat roomallows users to send
private nmessages to other users of the chat room through the MSRP
switch. See Sections 6.2 and 8 for details.

etion of the chat room \Wether the chat room can be del eted when
the creator | eaves the chat roomor through an out - of - band
nechanism See Section 5.3 for details.

De

Si mul t aneous access: \ether a user can log in fromdifferent
endpoi nts using the sane identity. See Sections 6.1 and 6.2 for
details.

Force TLS transport: \Wether the MSRP switch accepts only Transport
Layer Security (TLS) as an MSRP transport, in an effort to
guarantee confidentiality and privacy. See Section 11 for
detail s.

Maxi mum nessage size in congested MSRP sessions: The maxi num si ze of
nmessages that can be distributed to a user over a congested NMSRP
session. See Section 6.4 for details.

Chunk reception tiner: The value of a tinme that controls the maxi num
tinme that the MSRP switch is waiting for the reception of
di fferent chunks belonging to the same nessage. |If the tinmer
expires, the MSRP switch will discard the associated nessage
state. See Section 6.1 for details.

Supported w apped nedia types: The list of nedia types that the MSRP
switch accepts in Message/ CPI M wappers sent from participants.
This list is included in the 'accept-w apped-types’ attribute of
the MSRP nessage nedia line in SDP. |If the MSRP switch accepts
additional nmedia types to those explicitly listed, a "*" is added
to the list. A single "*" indicates that the chat room accepts
any wrapped nedia type.
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5. Creating, Joining, and Deleting a Chat Room
5.1. Creating a Chat Room

Since we consider a chat rooma particular type of conference having
MBRP nedi a, the nethods defined by the SIP Conference Franmework

[ RFC4A353] for creating conferences are directly applicable to a chat
room

Once a chat roomis created, it is identified by a SIP URI, like any
ot her conference.

5.2. Joining a Chat Room

Participants usually join the chat room by sending an | NVITE request
to the chat room URI. The chat roomthen uses regular SIP mechani sns
to authenticate the participant. This may include, e.g., client
certificates, SIP Digest authentication [ RFC3261], asserted network
identity [RFC3325], SIP ldentity header field [ RFC4474], etc. As
long as the user is authenticated, the INVITE request is accepted by
the focus and the user is brought into the actual chat room

This specification requires all IMs to be wapped in a Message/ CPl M
wr apper [ RFC3862]. Therefore, the 'accept-types’ attribute for the
MBRP nessage nedia in both the SDP of fer and answer need to include
at least the value 'Message/CPIM (notice that RFC 4975 [ RFC4975]
mandates this "accept-types’ attribute in SDP). |If the "accept-
types’ attribute does not contain the value 'Message/ CPIM, the
conference focus will reject the request. The actual instant nmessage
payl oad type is negotiated in the 'accept-w apped-types’ attribute in
SDP (see RFC 4975 [RFC4975] for details). There is no default

wr apped type. Typical wapped type values can include text/plain,
text/htm , image/jpeg, inmage/png, audio/ nmp3, etc. It is RECOMENDED
that participant endpoints add an 'accept-w apped-types’ attribute to
the MSRP ’'nessage’ nedia line in SDP, where the supported w apped
types are declared, as per RFC 4975 procedures [ RFC4975].

The MSRP switch needs to be aware of the URIs of the participant

(SIP, tel, or IMURIS) in order to validate nessages sent fromthis
participant prior to their forwarding. This information is known to
the focus of the conference. Therefore, an interface between the
focus and the MSRP switch is assuned. However, the interface between
the focus and the MSRP switch is outside the scope of this docunent.

Conf erence-aware participants will detect that the peer is a focus
due to the presence of the "isfocus" feature tag [ RFC3840] in the
Cont act header field of the 200-class response to the I NVITE request.
Conf erence-unaware participants will not notice it is a focus, and
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cannot apply the additional mechani sns defined in this docunent.
Participants are also aware that the nixer is an MSRP switch due to
the presence of a 'nessage’ nedia type and either TCP/ MSRP or

TCP/ TLS/ MSRP as the protocol field in the nedia |ine of SDP

[ RFC4566] .

The conference focus of a chat room MUST only use a Message/ CPI M

[ RFC3862] top-level wapper as a payload of MSRP nessages, and the
focus MUST declare it in the SDP offer or answer as per regular
procedures in RFC 4975 [ RFC4975]. This inplies that if the
conference focus receives, froma participant’s endpoint, an SDP

of fer that does not include the value 'Message/CPIM in the 'accept-
types’ attribute for the MSRP nessage nedia line, the conference
focus SHOULD either reject the MSRP nessage nedia streamor reject
the conplete SDP offer by using regular SIP or SDP procedures (e.g.
creating an SDP answer that sets to zero the port of the MSRP message
medi a line, responding the INVITE with a 488 response, etc.).

If the conference focus accepts the participant’s SDP offer, when the
conference focus generates the SDP answer, it MJST set the 'accept-
types’ attribute for the MSRP nessage nedia line to a val ue of
"Message/ CPIM. This specification requires all IMs to be wapped in
a Message/ CPI M wrapper, therefore, the "accept-types’ attribute in
this SDP body contains a single value of 'Message/ CPIM . The actua

I M payl oad type is negotiated in the 'accept-w apped-types’ attribute
in SDP (see RFC 4975 [RFC4975] for details). The conference focus
MAY al so add an 'accept-w apped-types’ attribute to the MSRP nessage
media line in SDP containing the supported w apped types, according
to the supported w apped nedia types policy.

Note that the Message/ CPI M wapper is used to carry the sender
information that, otherwise, it will not be available to the
recipient. Additionally, the Message/ CPl M w apper carries the
reci pient information (e.g., To and Cc headers).

If the UA supports anonynous participation and the user chooses to
use it, the participant’s UA SHOULD do at | east one of these options:

(a) provide an anonymous URI in SIP headers that otherw se revea
identifiers. Please refer to RFC 3323 [RFC3323] for a detailed
description of which headers are subject to reveal identifiers
and how to popul ate them or

(b) trust the conference focus and request privacy of their URI
e.g., by neans of the SIP Privacy header field [RFC3323],
network asserted identity [RFC3325], or a sinmilar privacy
mechani sm
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5.

6.

6.

If the participant has requested privacy, the conference focus MJST
expose a participant’s anonynous URI through the conference event
package [ RFC4575].

The conference focus of a chat roomlearns the supported chat room
capabilities in the endpoint by neans of the 'chatroom attribute
exchanged in the SDP of fer/answer (please refer to Section 8 for a
detail ed description). The conference focus MJST informthe MSRP
switch of the chat room capabilities of each participant that joins
the chat room (note that the interface defined between the conference
focus and the MSRP switch is outside the scope of this
specification). This information allows the MBRP switch, e.g., to
avoid the distribution of private nessages to partici pants whose
endpoi nts do not support private nessagi ng.

3. Deleting a Chat Room

As with creating a conference, the nethods defined by the SIP
Conference Franework [RFC4353] for deleting a conference are directly
applicable to a chat room The MSRP switch will term nate the MSRP
sessions with all the participants.

Del eting a chat roomis an action that heavily depends on the policy
of the chat room For exanple, the policy can determ ne whether the
chat roomis del eted when the creator |eaves the roomor whether an

out - of - band nechani smis responsible for the deletion

Sendi ng and Receiving Instant Messages
1. Regul ar Messages

Thi s section describes the conventions used to send and receive | Ms
that are addressed to all the participants in the chat room These
are sent over a regular MSRP SEND request that contains a Message/
CPI M wr apper [RFC3862] that, in turn, contains the desired payl oad
(e.g., text, inmage, video clip, etc.).

When a chat room participant wi shes to send an instant nessage to all
the other participants in the chat room it constructs an MSRP SEND

request according to the procedures specified in RFC 4975 [ RFC4975].

The sender MAY choose the desired MSRP report nodel (e.g., popul ate

the Success-Report and Fail ure-Report MSRP header fields).

On sending a regul ar nessage, the sender MJST popul ate the To header
of the Message/ CPI M wrapper with the URI of the chat room The
sender MJST al so popul ate the From header of the Message/ CPl M wr apper
with a proper identifier by which the user is recognized in the chat
room Identifiers that can be used (anobng ot hers) are:

Niem, et al. St andards Track [ Page 14]



RFC 7701 Miulti-party Chat MSRP Decenber 2015

0 A SIP URI [RFC3261] representing the participant’s address-of-
record

o0 Atel URI [RFC3966] representing the participant’s tel ephone
number

o An IMURI [RFC3860] representing the participant’s instant
nmessagi ng address

0 An anonymous URI representing the participant’s anonynous address

If the participant wants to renmi n anonynous, the participant’s
endpoi nt MUST popul ate an anonynous URI in the From header of the
Message/ CPI M wrapper. O her participants of the chat roomw Il use
this anonynmous URI in the To header of the Message/ CPl M w apper when
sendi ng private nessages. Notice that in order for the anonynmity
mechani smto work, the anonynous URI MJST NOT reveal the
participant’s SIP ACR  The nechani smfor acquiring an anonynous UR
is outside the scope of this specification

An MSRP switch that receives a SEND request froma partici pant SHOULD
first verify that the From header field of the Message/ CPl M wr apper
is correctly populated with a valid URI of a participant. This

i nposes a requirenent for the focus of the conference to informthe
MBRP switch of the URIs by which the participant is known, in order
for the MBRP switch to validate nessages. Section 6.3 provides
further information with the actions to be taken in case this
validation fails.

Then the MSRP switch should i nspect the To header field of the
Message/ CPI M wrapper. |If the MSRP switch receives a nessage

contai ning several To header fields in the Message/ CPl M w apper the
MBRP switch MUST reject the MSRP SEND request with a 403 response, as
per procedures in RFC 4975 [RFC4975]. Then, if the To header field
of the Message/ CPI M wrapper contains the chat roomURl and there are
no other To header fields, the MSRP switch can generate a copy of the
SEND request to each of the participants in the chat room except the
sender. The MSRP switch MJUST NOT nodify the content received in the
SEND request. However, the MSRP switch MAY re-chunk any of the

out bound MSRP SEND requests.

When generating a copy of the SEND request to each participant in the
chat room the MSRP switch MJST eval uate the w apped nedia types that
the recipient is able to accept. This was |earned through the
"accept-wr apped-types’ attribute of the MSRP nessage nmedia line in
SDP. If the MSRP switch is aware that the nedia type of the w apped
content is not acceptable to the recipient, the MSRP switch SHOULD
NOT forward this nessage to that endpoint. Note that this version of
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the specification does not require the MBRP switch to notify the
sender about this failure. Extensions to this specification nay
i mprove handling of unknown nedia types.

Note that the MSRP switch does not need to wait for the reception of
the conpl ete MBRP chunk or MSRP nessage before it starts the
distribution to the rest of the participants. |Instead, once the MSRP
switch has received the headers of the Message/ CPl M wrapper, it
SHOULD start the distribution process. But, bear in mind that the

MBRP switch SHOULD still inplenment sone sanity checking. Please
refer to the security considerations in Section 11 for further
detail s.

When forwardi ng chunked nessages as soon as they are received, the
Message/ CPI M wrapper is only present at the beginning of the nessage,
typically within the first chunk. Subsequent chunks will contain the
rest of the nessage, but not the Message/ CPl M headers. Therefore, an
MBRP switch that receives a subsequent nessage may face challenges in
determining the correct list of recipients of the nessage. An MSRP
switch that uses this fast forwarding procedure MIST temporarily
store the Message-1D of the MSRP nessage to correlate the different
chunks; it MJIST also tenmporarily store the list of recipients to
which the initial chunks were delivered. The MSRP swi tch SHOULD
forward subsequent chunks only to those recipients who were sent the
initial chunks, except if the MBRP switch has know edge that one of
the recipients of the initial chunks has dropped fromthe chat room
Thi s behavi or al so avoi ds new partici pants who had joined the chat
room when the first chunk was distributed fromreceiving subsequent
chunks that would otherw se need to be di scarded.

Once the MBRP switch receives the last chunk of a nessage, and that
chunk is successfully sent to each of the recipients, the MSRP swtch
di scards the tenmporary storage of MSRP Message-|D and the associ ated
list of recipients.

In sone occasions, a sender might suffer a transport error condition
(such as loss of connectivity or depletion of battery) that makes the
sendi ng of a nessage inconplete, e.g., some chunks were received by
the MSRP switch, but not all of them This is a behavior already
considered in the core MSRP specification (see RFC 4975 [ RFC4975]
Section 5.4). The problemin the context of a chat roomlies wth
the use of tenporary storage for fast forwarding. 1In order to
prevent attacks related to the exhaustion of tenporary storage of
chunked nessages, on receiving a first chunk of a nessage, where the
MSRP switch is using the fast forward nmethod, the MSRP switch MJST
set a chunk reception timer for controlling the reception of the
remai ni ng chunks.
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This chunk reception tinmer can be reset every tine a new chunk of the
sane nmessage is received. Wen this timer expires, the MSRP switch
MUST consider that the sending of the nessage was aborted, and it MAY
discard all the message state associated with it, including the
Message-1D and the list of recipients. Additionally, if this chunk
reception tiner expires, the MSRP switch MAY choose to send an abort
chunk (i.e., one with the "#" flag set) to each to the recipients.
This is just an optim zation, since MSRP endpoints need to be able to
handl e i nconpl ete nessages as per regul ar NMSRP

The specific value of this chunk reception tiner is not standardized;
it is subject of local policy. However, it is recomended not to be
a short value. For exanple, a tine interval on the order of a nornal
TCP tineout (i.e., around 540 seconds) woul d be reasonable. A val ue
on the order of a few seconds would not.

An MSRP endpoi nt that receives a SEND request fromthe MSRP switch
contai ning a Message/ CPI M w apper SHOULD first inspect the To header
field of the Message/ CPl Mw apper. |f the To header field is set to
the chat roomURI, it should render it as a regular nessage that has
been distributed to all the participants in the chat room Then, the
MBRP endpoi nt SHOULD i nspect the From header field of the Message/

CPI M wrapper to identify the sender. The From header field wll
include a URI that identifies the sender. The endpoint m ght have

al so received further identifier information through a subscription
to a conference event package

It is possible that a participant, identified by a SIP AoR or other
valid URI, joins a chat room sinmultaneously fromtwo or nore
different SIP UAs. It is recommended that the MSRP switch inplenents
means to map a URI to two or nore MSRP sessions. |f the policy of
the chat room all ows sinmultaneous access, the MSRP switch MJST copy
all regular nmessages intended to the recipient through each MSRP
session mapped to the recipient’s URI

6.2. Private Messages

This section describes the conventions used to send and receive
private IMs, i.e., IMs that are addressed to one participant of the
chat roomrather than to all of them The chat roomhas a | ocal
policy that determ nes whether or not private nessages are supported.
A chat room can signal support for private nessages using the
"chatroom attribute in SDP (please refer to Section 8 for a detailed
description).

When a chat room partici pant wi shes to send a private IMto a

participant in the chat room it follows the same procedures to
create a SEND request as for regular nessages (Section 6.1). The
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only difference is that the MSRP endpoint MJST popul ate a single To
header of the Message/ CPI M wapper with the identifier of the
intended recipient. The identifier can be SIP, tel, and imURls
typically learned fromthe information received in notifications of a
conference event package.

This version of the specification does not support sending a
private nmessage to multiple recipients, i.e., the presence of
mul ti pl e To headers in the Message/ CPl M wrapper of the MSRP SEND
request. This is due to added conplexity, for exanple, with the
need to determ ne whether a nessage was not delivered to sone of
the intended recipients. |Inplenentations that still want to
recreate this function can send a series of single private
nmessages, one private nmessage per intended recipient. The
endpoint can correlate this series of nessages and create the
effect of a private nessage addressed to nmultiple recipients.

As for regul ar nessages, an MSRP switch that receives a SEND request
froma participant SHOULD first verify that the From header field of
the Message/ CPI M wrapper is correctly populated with a valid URI
(i.e., the URI is a participant of this chat room. Section 6.3
provides further information regarding the actions to be taken in
case this validation fails.

Then, the MSRP switch inspects the To header field of the Message/
CPIMwapper. |If the MSRP switch receives a message containi ng
several To header fields in the Message/ CPl M w apper, the MSRP switch
MUST reject the MSRP SEND request with a 403 response, as per
procedures in RFC 4975 [ RFC4975]. Then, the MSRP switch verifies
that the To header of the Message/ CPl M w apper matches the URI of a
participant of the chat room |If this To header field does not
contain the URI of a participant of the chat roomor if the To header
field cannot be resolved (e.g., caused by a mistyped URI), the MSRP
switch MJUST reject the request with a 404 response. This new 404
status code indicates a failure to resolve the recipient URl in the
To header field of the Message/ CPl M w apper.

Notice the inportance of the Fromand To headers in the Message/
CPIMwapper. |If an internediary nodifies these val ues, the MSRP
switch might not be able to identify the source or intended
destination of the nessage, resulting in a rejection of the
nessage.

Finally, the MSRP switch verifies that the recipient supports private
messages. |f the recipient does not support private nessages, the
MBRP switch MJUST reject the request with a 428 response. This new
428 response indicates that the recipient does not support private
messages. Any potential REPORT request that the MSRP switch sends to
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the sender MUST include a Message/ CPl M wr apper containing the
original From header field included in the SEND request and the To
header field of the original Message/ CPI M w apper. The MSRP switch
MUST NOT forward private nessages to a recipient that does not
support private nessagi ng.

I f successful, the MSRP switch should search its mapping table to
find the MSRP sessions established toward the recipient. If a match
is found, the MSRP switch MJST create a SEND request and MJST copy
the contents of the sender’s nessage to it.

An MBRP endpoi nt that receives a SEND request fromthe MSRP switch
does the sane validations as for regular nmessages (Section 6.1). |If
the To header field is different fromthe chat room URI, the MSRP
endpoi nts know that this is a private nessage. The endpoint should
render who it is frombased on the value of the From header of the
Message/ CPI M wr apper. The endpoint can al so use the sender’s

ni cknane, possibly learned via a conference event package, to render
the sender of the nessage, instead of using the sender’s actual URI

As with regular nmessages, if the policy of the chat room all ows

si mul t aneous access, the MSRP switch MJST copy all private nessages
intended to the recipient through each MSRP session mapped to the
recipient’s UR

6.3. MSRP Reports and Responses

This section discusses the comon procedures for regular and private
messages with respect to MSRP reports and responses. Any particul ar
procedure affecting only regul ar nessages or only private nessages is
di scussed in the previous sections (Sections 6.1 or 6.2,
respectively).

MSRP swi t ches MJST foll ow the success report and failure report
handl i ng described in Section 7 of RFC 4975 [ RFC4975], conpl enent ed
with the procedures described in this section. The MSRP swi tch MJST
act as an MSRP endpoi nt receiver of the request, according to
Section 5.3 of RFC 4975 [ RFC4975].

If the MSRP switch receives an MSRP SEND request that does not
contain a Message/ CPI M wrapper, the MSRP switch MJST reject the
request with a 415 response (specified in RFC 4975 [ RFC4975]).

If the MSRP switch receives an MSRP SEND request where the UR
included in the From header field of the Message/ CPl M wrapper is not
valid, (e.g., because it does not "belong" to the sender of the
message or is not a valid participant of the chat room, the MSRP
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switch MIUST reject the request with a 403 response. |In cases w thout
error, the MBRP switch MJST construct responses according to
Section 7.2 of RFC 4975 [ RFC4975].

When the MSRP switch forwards a SEND request, it MAY use any report
nodel in the copies intended for the recipients. The receiver
reports fromthe recipients MIUST NOT be forwarded to the origi nator
of the original SEND request. This could lead to having the sender
receiving multiple reports for a single MSRP request.

6.4. Congestion Avoi dance

Congestion can occur when multiple heterogeneous interfaces are used
by a nunber of users who are participating in a chat room and, in
particul ar, when paths becone overl oaded by any application. Sonme of
these users m ght have fast paths capable of high throughputs while
ot her users nmight be slow paths with constrai ned throughputs. Some
pat hs mi ght becone congested only by the chat application; other
pat hs gets congested by other applications. Therefore, it is
possi bl e that a subset of the participants of the chat roomare able
to send and receive a | arge nunber of nessages in a short tine or
with | arge contents (e.g., pictures), whereas others are not able to
keep up the pace.

Additionally, since MSRP uses a connection-oriented transport
protocol such as TCP, it is expected that TCP congestion contro
nmechani snms be activated if congestion occurs. Details on congestion
control are specified in RFC 5681 [ RFC5681].

Wil e this docunent does not nmandate a particul ar MSRP-specific
mechani smto avoid congestion in any of the paths, sonething that is
deermed outside the scope of this docunent, this docunment provides
sonme reconmendations for inplenentors to consider

It is RECOWENDED that MSRP swi tches inplenent one or nore NMSRP-
specific strategies to detect and avoid congestion. Possible
strategies (but definitely not a conprehensive list) include:

o If the MSRP switch is witing data to a send buffer and detects
that the send buffer associated with that TCP connection is
getting full (e.g., close to 80%of its capacity), the MSRP switch
mar ks the associ ated MSRP sessi ons maki ng use of that TCP
connection as "congested"

o Prior to sending a new MSRP nessage to a user, the MSRP switch
verifies the congested flag associated to that MSRP session. |f
the MSRP session is marked as congested, the MSRP switch can apply
a congestion avoi dance nechani sm such as:
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7.

*  The MSRP switch MAY discard regular MSRP nessages sent to that
user while the congestion flag is raised for the user’'s TCP
connection. |In order to informthe user of the congestion, the
MBRP switch MAY send a regul ar MSRP nessage to the user whose
congestion flag is raised. This nessage indicates that sone
ot her nessages are being di scarded due to network congestion
However, it should be noted that this nessage can get stuck at
MBRP switch, if the path is fully congested, i.e., it may not
be delivered anyhow.

*  The MSRP can inplenent a tenporary policy to disallowthe
di stribution of nessages larger than a certain size to MSRP
sessions marked as congested. Sinilarly, the user should be
informed of this fact by the MSRP switch sending a regul ar MSRP
nmessage indicating this condition

o If the MSRP switch determ nes that the congestion flag associ ated
with a given TCP connection has been raised for quite sone tine
(on the order of a few ninutes), or if the interface is down, this
may be considered an indication that the TCP connection has not
been able to recover froma congestion state. The MSRP switch MAY
cl ose this congested TCP connection as well as the MSRP session
and SI P session.

Ni cknanes

A common characteristic of existing chat roomservices is that
partici pants have the ability to present thenselves with a nickname
to the rest of the participants of the chat room It is used for
easy reference of participants in the chat roomand can al so provide
anonynous participants with a neani ngful descriptive nane.

A nicknane is a useful construct in many use cases, of which NMSRP
chat is but one exanple. A nicknane is associated with a URl; the
focus knows the participant by its association to this URI.
Therefore, if a user joins the chat room under the sane URl from
mul ti pl e devices, he or she nay request the sane ni ckname across al
t hese devi ces

A nicknane is a user-sel ectabl e noni ker by which the partici pant
wants to be known to the other participants. It is not a ’display-
nane’, but it is used sonewhat |like a display nane. A nmin
difference is that a nicknane is unique inside a chat roomto all ow
an unanbi guous reference to a participant in the chat. N cknames may
be long lived, or they nmay be tenporary. Users also need to reserve
a nickname prior to its utilization

Niem, et al. St andards Track [ Page 21]



RFC 7701 Miulti-party Chat MSRP Decenber 2015

This meno specifies the nicknanme as a string. The nicknane string
MUST unanbi guously be associated with a single user in the scope of
the chat room (conference instance). This scope is sinilar to having
a ni ckname uni que per user inside a chat room from "Extensible
Messagi ng and Presence Protocol (XWPP): Core" [RFC6120]. The chat
room nmay have policies associated with nicknanes. It nmay not accept
ni cknane strings at all, or it nmay provide a w der unanbi guous scope
like a domain or server, sinmlar to | RC [ RFC2810].

7.1. Using Nicknanmes within a Chat Room

This meno provides a nechanismto reserve a nicknane for a
participant for as long as the participant is |ogged into the chat
room The nmechanismis based on a NI CKNAVE MSRP net hod (see bel ow)
and a new "Use- Ni cknane" header. Note that other mechani sms may

exi st (for exanple, a web page reservation systen), although they are
out si de the scope of this docunent.

A chat room partici pant who has established an MSRP session with the
MBRP switch, where the MSRP switch has indicated the support and
avai lability of nicknanes with the 'nicknanes’ token in the
"chatroomi SDP attribute, MAY send a N CKNAME request to the MSRP
switch. The NI CKNAME request MUST include a new Use-Ni cknane header
that contains the nicknane string that the partici pant wants to
reserve. This nickname string MJUST NOT be zero octets in length and
MUST NOT be nore than 1023 octets in length. Finally, NMSRP N CKNAME
requests MJST NOT include Success-Report or Fail ure-Report header
fields.

Bear in nind that nickname strings, like the rest of the MSRP
message, use the UTF-8 transfornation format [ RFC3629].
Therefore, a character nmay be encoded in nore than one octet.

An MSRP switch that receives a N CKNAME request containing a
Use- Ni cknane header field SHOULD first verify whether the policy of
the chat roomallows the nicknane functionality. |If not allowed, the
MBRP switch MJUST reject the request with a 403 response, as per RFC
4975 [ RFC4975] .

If the policy of the chat roomallows the usage of nicknanes, any new
ni ckname requested MJST be prepared and conpared w th nicknanes
already in use or reserved following the rules defined in
"Preparation, Enforcenent, and Conparison of Internationalized
Strings Representing N cknanes" [RFC7700].

This mitigates the problem of nicknanme duplication, but it does not

sol ve a probl em whereby users can choose simlar (but different)
characters to represent two different nicknanes. For exanple, "BOY"
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and "BOY" are different nicknanes that can nislead users. The forner
uses the capital letter "O' while the latter uses the nunmber zero
"0". In many fonts, the letter "O' and the nunber zero "0" mnight be
quite simlar and difficult to perceive as different characters

Chat roons MAY provide a nechanismto nitigate confusabl e nicknanes.

In addition to preparing and conparing followi ng the rul es above, the
MSRP swi tch SHOULD only allow the reservation of an al ready-used

ni ckname if the same user (e.g., identified by the SIP AOR) that is
currently using the nicknanme is making this subsequent request. This
may include, e.g., allowing the participant’s URl to use the same

ni cknane when the participant has joined the chat roomfromdifferent
devi ces under the sane URI. The participant’s authenticated
identifier can be derived after a successful SIP D gest

Aut henti cation [ RFC3261], included in a trusted SIP P-Asserted-
Identity header field [RFC3325], included in a valid SIP Identity
header field [RFC4474], or derived fromany other present or future
SI P aut hentication nmechanism Once the MSRP switch has validated
that the participant is entitled to reserve the requested ni cknane,
the MSRP switch verifies if the suggested nicknane can be accepted
(see bel ow).

The reservation of a nickname can fail in several cases. |If the

NI CKNAME request contains a mal forned value in the Use-N ckname
header field, the MSRP switch MJST answer the NI CKNAMVE request with a
424 response code. This can be the case when the val ue of the
Use- Ni cknanme header field does not conformto the syntax.

The reservation of a nicknane can also fail if the value of the
Use- Ni cknane header field of the NICKNAME request is a reserved word
(not to be used as a nicknanme by any user) or that particul ar val ue
is already in use by another user. In these cases, the MSRP switch
MJUST answer the N CKNAME request with a 425 response code.

In both error conditions (receiving a 424 or 425 response code), the
ni cknane usage is considered failed; the nickname is not allocated to
this user. The user can select a different nicknane and retry

anot her NI CKNAME r equest .

If the MSRP switch is able to accept the suggested nickname to be

used by this user, the MSRP switch MJST answer the N CKNAME request
with a 200 response as per regular MSRP procedures.
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As indicated earlier, this specification defines a new MSRP header
field: Use-N cknane. The Use-Ni cknanme header field carries a

ni ckname string. This specification defines the usage of the
Use- Ni cknane header field in NI CKNAME requests. |If need arises,
usages of the Use-Nicknanme header field in other MSRP nethods shoul d
be specified separately.

According to RFC 4975 [ RFC4975], MSRP uses the UTF-8 transfornation
format [RFC3629]. The syntax of the MSRP NI CKNAME net hod and the
Use- Ni cknane header field is built upon the MSRP formal syntax

[ RFC4975] using the Augnented Backus- Naur Form (ABNF) [ RFC5234].

ot her - net hod =/ NI CKNAMEmM
; other-nethod defined in RFC 4975
NI CKNAMEmM = 9%4E. 49. 43. 4B. 4E. 41. 4D. 45 ; NI CKNAME in caps
ext - header =/ Use- N cknane
; ext-header defined in RFC 4975
Use- Ni ckname = "Use- Ni cknanme: " SP ni cknanme
ni cknane = DQUOTE 1*1023(qdtext / qd-esc) DQUOTE
; qdtext and qd-esc defined in RFC 4975

Note that, according to RFC 4975 [ RFC4975], "quoted-string" admits a
subset of UTF-8 characters [ RFC3629]. Please refer to Section 9 of
RFC 4975 [ RFC4975] for nore details.

Once the MSRP switch has reserved a ni ckname and has bound it to a
URI (e.g., a SIP AoR), the MSRP server MAY allow the usage of the
same ni ckname by the same user (identified by the same URI, such as a
SIP AoR) over a second MSRP session. This mght be the case if the
user joins the sane chat roomfroma different SIP UA. In this case
the user MAY request a nicknane that is the sanme or different than
that used in conjunction with the first MSRP session; the MSRP server
MAY accept the usage of the sanme nicknane by the same user. The MSRP
switch MJUST NOT automatically assign the sane nicknanme to nore than
one MSRP session established fromthe sane URI, because this can
create confusion to the user as whether the sane nicknane is bound to
t he second MSRP session

7.2. Mdifying a N cknane

Typically, a participant will reserve a nickname as soon as the
participant joins the chat room But it is also possible for a
participant to nodify his/her own nicknanme and replace it with a new
one at any tinme during the duration of the MSRP session

Modi fi cation of the nickname is not different fromthe initial
reservati on and usage of a nicknane; thus, the N CKNAME nethod is
used as described in Section 7. 1.
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If a NI CKNAME request that attenpts to nodify the current nicknane of
the user fails for sone reason, the current nicknane stays in effect.
A new ni ckname cones into effect and the old one is released only
after a NI CKNAME request is accepted with a 200 response.

7.3. Renoving a N ckname

If the participant no | onger wants to be known by a nickname in the
chat room the participant can follow the method described in

Section 7.2. The nicknanme el enent of the Use-Ni cknane header MJST be
set to an enpty quoted string.

7.4. Nicknanes in Conference Event Packages

Typically the conference focus acts as a notifier of the conference
event package, RFC 4575 [RFC4575]. It is RECOMMENDED that conference
foci and endpoints support RFC 6502 [ RFC6502] for providing

i nformati on regarding the conference and, in particular, supplying
information of the roster of the conference. It is also RECOMVENDED
that conference foci and endpoi nts support RFC 6501 [ RFC6501], which
extends the <user> elenent originally specified in RFC 4575 [ RFC4575]
with a new ’'nicknane’ attribute. This allows endpoints to learn the
ni cknanmes of participants of the chat room

8. The SDP 'chatroonmi Attribute

There are a handful of use cases where a participant would like to

| earn the chat room capabilities supported by the local policy of the
MSRP switch and the chat room For exanple, a participant would |ike
to learn if the MBRP switch supports private nessagi ng; otherw se

the participant may send what he believes is a private | M addressed
to a participant, but since the MSRP switch does not support the
functions specified in this nmeno, the nmessage woul d eventual ly be
distributed to all the participants of the chat room

The reverse case al so exists. A participant, say Alice, whose UA
does not support the extensions defined by this docunent joins the
chat room The MSRP switch learns that Alice’'s application does not
support private messagi ng nor nicknames. |f another participant, say
Bob, sends a private nessage to Alice, the MSRP switch does not
distribute it to Alice, because Alice is not able to differentiate it
froma regul ar nessage sent to the whole roster. Furthernore, if
Alice replied to this nessage, she would do it to the whole roster.
Because of this, the MSRP switch al so keeps track of users who do not
support the extensions defined in this docunent.
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In another scenario, the policy of a chat room nay indicate that
certain functions are not allowed. For exanple, the policy may
i ndi cate that nicknanes or private nessages are forbidden

In order to provide the user with a good chat room experience, we
define a new 'chatroomi SDP attribute. The 'chatrooni attribute is a
medi a-1 evel value attribute [ RFC4566] that MAY be included in
conjunction with an MSRP nmedia stream (i.e., when an "n¥" line in SDP
i ndi cates "TCP/ MSRP" or "TCP/TLS/ MBRP"). The ’'chatroom attribute

wi thout further nodifiers (e.g., chat-tokens) indicates that the
endpoi nt supports the procedures described in this docunment for
transferring MBRP nessages to/froma chat room The 'chatroomn
attribute can be conplenmented with additional nodifiers that further

i ndicate the intersection of support and |ocal policy allowance for a
nunber of functions specified in this docunment. Specifically, we
provide the neans to indicate support for the use of nicknanes and
private messagi ng.

The 'chatroom attribute nmerely indicates the capabilities supported
and allowed by the local policy. This attribute is not a negotiation
subject to the SDP of fer/answer nodel [RFC3264], but instead a
declaration. Therefore, a 'chatrooni attribute included in an SDP
answer does not need to be a subset of the values included in the
"chatroomi attribute of its corresponding SDP offer. Consequently,
an SDP answer MAY contain a 'chatrooni attribute even if its
corresponding SDP offer did not include it.

In subsequent SDP of fer/answer [ RFC3264] exchanges pertaining to the
same session, the 'chatrooni attribute MAY be nodified with respect
to an earlier SDP of fer/answer exchange. The new value of this
attribute indicates the current support and | ocal policy, meaning
that sonme restrictions can apply now or night have been renoved. |If
the 'chatroom attribute is not included in a subsequent SDP offer/
answer, but a corresponding MSRP streamis still in place, it

i ndi cates that support for the procedures indicated in this docunent
are disabl ed.
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The 'chatroonmi SDP attribute has the foll owi ng ABNF [ RFC5234] synt ax:

attribute =/ chatroomattr
; attribute defined in RFC 4566
chatroomattr = chatroom |l abel [":" chat-token
*(SP chat -t oken)]
chatroom | abel = "chatroont
chat -t oken = (nicknanes-token / private-nmsg-token /
ext -t oken)
ni cknanmes-t oken "ni cknane"

privat e- nsg-t oken
ext-token
privat e-token

"privat e- nessages”

private-token / standard-token

topl abel "." *(domainlabel ".") token
; toplabel defined in RFC 3261
; domai nl abel defined in RFC 3261
; token defined in RFC 3261

st andar d- t oken = t oken

A given 'chat-token’ value MJUST NOT appear nore than once in a
"chatroom attribute.

A conference focus that includes the ’'nicknanes’ token in the session
description is signaling that the MSRP switch supports and the chat
roomall ows the use of the procedures specified in Section 7. A
conference focus that includes the 'private-nessages’ in the SDP
description is signaling that the MSRP switch supports and the chat
room all ows the use of the procedures specified in Section 6. 2.

An exanpl e of the 'chatroom attribute for an MSRP nmedi a streamt hat
i ndi cates the acceptance of nicknanmes and private nessages:

a=chat room ni cknane privat e- nessages

An exanple of a ’chatroomi attribute for an MSRP nedi a stream where
the endpoint, e.g., an MSRP switch, does not allow nicknanmes or
private nmessages

a=chat room

The ’'chatroom attribute allows extensibility with the addition of
new tokens. No IANA registry is provided at this tinme, since no
extensions are expected at the tine of this witing. Extensions to
the 'chatroom attribute can be defined in | ETF docunents or as
privat e-vendor extensions.
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9.

9.

Ext ensi ons defined in an | ETF docunent MJST foll ow the ' standard-
token’ ABNF previously defined. In this type of extension, care nust
be taken in the selection of the token to avoid a clash with any of

t he t okens previously defined.

Private extensions MJST follow the 'private-token ABNF previously
defined. The 'private-token’ MJST be included in the DNS nane of the
vendor. Then, the token is reversed in order to avoid clashes of
tokens. The following is an exanple of an extension named "foo.chat"
by a vendor "exanple.cont

a=chat room ni cknane privat e-nmessages com exanpl e. chat. foo

Note that feature nanes created by different organizati ons are not
intended to have the sane semantics or even interoperate.

Exanpl es
1. Joining a Chat Room

Figure 3 presents a flow diagramwhere Alice joins a chat room by
sending an INVITE request. This INVITE request contains a session
description that includes the chat room extensions defined in this
docunent .

Alice Conf erence Focus

|
|F1: (SIP) INVITE |

R P PRI P TPEEE >
| F2: (SIP) 200 OK |
| onso et |
| F3: (SIP) ACK |
R ERCEECEEEEEE >]

Figure 3: Flow Diagram of a User Joining a Chat Room
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F1: Alice constructs an SDP description that includes an MBRP nedi a
stream She al so indicates her support for the chat room extensions
defined in this docunent. She sends the INVITE request to the chat

room server.

I NVI TE si p: chatroonR2@hat . exanpl e.com SI P/ 2.0

Via: SIP/2.0/TCP client.atlanta.exanpl e. com 5060; branch=z9h&GbK74bf 9
Max- Forwar ds: 70

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Chatroom 22 <sip: chatroon2@hat . exanpl e. conr

Cal |l -1 D: 3848276298220188511@at | ant a. exanpl e. com

CSeq: 1 INVITE

Contact: <sip:alice@lient.atlanta.exanple.comtransport=tcp>
Cont ent - Type: application/sdp

Cont ent - Lengt h: 290

v=0

o=al i ce 2890844526 2890844526 IN I P4 client. atl anta. exanpl e. com
S=-

c=IN I P4 client.atlanta. exanpl e.com

m=nessage 7654 TCP/ MSRP *

a=accept -types: message/ cpi mtext/plain text/htmn

a=pat h: msrp://client. atl ant a. exanpl e. com 7654/ j shA7wezt as; tcp
a=chat room ni cknane pri vat e- nessages

F2: The chat room server accepts the session establishnment. It

i ncludes the 'isfocus’ and other relevant feature tags in the Contact
header field of the response. The chat room server also builds an
SDP answer that forces the reception of nessages w apped i n Message/
CPIM w appers. It also includes the 'chatroomi attribute with the

al | oned ext ensions.

SIP/2.0 200 &K
Via: SIP/2.0/TCP client.atl anta. exanpl e. com 5060; br anch=z9hG4bK74bf 9
; recei ved=192. 0. 2. 101

From Alice <sip:alice@tlanta.exanpl e.conp;tag=9f xced76s

To: Chatroom 22 <si p: chatroonR2@hat . exanpl e. conr; t ag=8321234356

Cal |l -1D: 3848276298220188511@t | ant a. exanpl e. com

CSeq: 1 INVITE

Cont act: <sip:chatroonm22@hat . exanpl e. comtransport=tcp> \
; met hods="1 NVI TE, BYE, OPTI ONS, ACK, CANCEL, SUBSCRI BE, NOTI FY" \
; aut omat a; i sf ocus; nessage; event =" conf er ence"

Cont ent - Type: application/sdp

Content - Lengt h: 290
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v=0

o=chat 2890844527 2890844527 IN | P4 chat. exanpl e. com
S=-

c=IN | P4 chat. exanpl e. com

menessage 12763 TCP/ MBRP *

a=accept -t ypes: nessage/ cpi m

a=accept - w apped-types:text/plain text/htnm *

a=pat h: msrp: // chat. exanpl e. com 12763/ kj hd37s2s20w2a; t cp
a=chat room ni cknane pri vat e- nessages

F3: The session established is acknow edged (details not shown).
9.2. Setting Up a Nicknane

Fi gure 4 shows an exanple of Alice setting up a nicknane using the

chat roomas provider. Her first proposal is not accepted because

that proposed nickname is already in use. Then, she nakes a second
proposal with a new ni cknane. This second proposal is accepted.

Alice MSRP Swi t ch
IFl ( MBRP) NI CKNAME I
o i aze T g
i o R N aeE i
_______________________ .

Figure 4: Flow Diagram of a User Setting up Her N cknane

F1: Alice sends an MSRP NI CKNAME request that contains her proposed
ni cknames in the Use-N cknane header field.

MSRP d93kswow NI CKNAME

To- Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20w2a; t cp

From Path: msrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
Use- Ni cknane: "Alice the great”

------- d93kswowd

F2: The MBRP switch anal yzes the existing allocation of nicknames and
detects that the nickname "Alice the great" is already provided to
anot her participant in the chat room The MSRP switch answers with a
425 response.
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MBRP d93kswow 425 Ni ckname reserved or already in use

To-Path: msrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
From Pat h: nsrp://chat. exanpl e. com 12763/ kj hd37s2s20wW2a; t cp
------- d93kswow$

F3: Alice receives the response. She proposes a new nicknane in a
second NI CKNAME request .

MSRP 09swk2d NI CKNAME

To- Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20w2a; t cp

From Path: msrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
Use- Ni cknane: "Alice in Wnderland"

------- 09swk2d$

F4: The MSRP switch accepts the nicknanme proposal and answers with a
200 response.

MBRP 09swk2d 200 OK
To-Path: nsrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
From Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20wW2a; t cp
------- 09swk2d$
9.3. Sending a Regular Message to the Chat Room
Figure 5 is a flow diagram where Alice is sending a regular nessage
addressed to the chat room The MSRP switch distributes the nessage
to the rest of the participants.
Alice MBRP Swit ch Bob Charlie

| |
| F1: (MBRP) SEND | |

Figure 5: Sending a Regular Message to the Chat Room
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F1: Alice builds a text nmessage and waps it in a Message/ CPIM
wrapper. She addresses the nessage to the chat room She encl oses
the resulting Message/ CPl M wrapper in an MSRP SEND request and sends
it to the MSRP switch via the existing TCP connecti on.

MBRP 3490vi sdm SEND

To-Path: nsrp://chat. exanpl e. com 12763/ kj hd37s2s20w2a; t cp

From Path: nsrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
Message- |1 D: 99s9s?2

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpi m

To: <sip:chatroonR2@hat . exanpl e. con transport=tcp>
From <sip:alice@tlanta.exanple.cons

Dat eTi me: 2009- 03-02T15: 02: 31- 03: 00

Content - Type: text/plain

Hel | o guys, how are you today?
——————— 3490vi sdn®

F2: The MSRP switch acknow edges the reception of the SEND request
with a 200 (OK) response.

MBRP 3490vi sdm 200 K

To-Path: nsrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
From Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20w2a; t cp
Message- |1 D: 99s9s?2

------- 3490vi sdn®

F3: The MBRP switch creates a new MSRP SEND request that contains the
recei ved Message/ CPI M wr apper and sends it to Bob.

MSRP 490ej 23 SEND

To-Path: msrp://client.bil oxi.exanple.com 4923/ 49dufdje2;tcp
From Pat h: msrp://chat. exanpl e. com 5678/ of of 03;tcp
Message- |1 D 304sse2

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpi m

To: <sip: chatroonR2@hat . exanpl e. cony transport=tcp>
From <sip:alice@tl anta.exanple.conp

Dat eTi me: 2009- 03-02T15: 02: 31- 03: 00

Content - Type: text/plain

Hel | o guys, how are you today?
------- 490ej 23%
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Since the received nessage is addressed to the chat roomUR in the
From header of the Message/ CPI M header, Bob knows that this is a
regul ar message distributed to all participants in the chat room
rather than a private nmessage addressed to him

The rest of the nessage fl ows are anal ogous to the previous. They
are not shown here.

9.4. Sending a Private Message to a Parti ci pant

Figure 6 is a flow diagram where Alice is sending a private nessage
addressed to Bob’s SIP ACR The MSRP switch distributes the nessage
only to Bob.

Alice MSRP Swi t ch Bob
| | |
| F1: (MBRP) SEND | |
R T > F3: (MBRP) SEND |

|
| <o | F4: (MBRP) 200 |
|
|

Figure 6: Sending a Private Message to Bob

F1: Alice builds a text nmessage and waps it in a Message/ CPIM
wrapper. She addresses the nessage to Bob's URI, which she | earned
froma notification in the conference event package. She encl oses
the resulting Message/ CPI M wrapper in an MSRP SEND request and sends
it to the MSRP switch via the existing TCP connection

MSRP 6959ssdf SEND

To- Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20wW2a; t cp

From Path: msrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
Message- | D okj 3kw

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpi m

To: <si p: bob@xanpl e. con»

From <sip:alice@xanple.conp

Dat eTi me: 2009- 03-02T15: 02: 31- 03: 00
Content - Type: text/plain

Hel | o Bob.
....... 6959ssdf $

F2: The MSRP switch acknow edges the reception of the SEND request
with a 200 (OK) response.
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MSRP 6959ssdf m 200 K

To-Path: msrp://client.atlanta. exanpl e.com 7654/ shA7wezt as; tcp
From Pat h: nsrp://chat. exanpl e. com 12763/ kj hd37s2s20wW2a; t cp
Message- | D: okj 3kw

——————— 6959ssdf n$

F3: The MSRP switch creates a new MSRP SEND request that contains the
recei ved Message/ CPl M wr apper and sends it only to Bob. Bob can

di stinguish the sender in the From header of the Message/ CPI M
wrapper. He also identifies this as a private nessage due to the
presence of his own SIP AR in the To header field of the Message/

CPI M wr apper.

MBRP 9v9s2 SEND

To-Path: msrp://client.bil oxi.exanple.com 4923/ 49dufdje2;tcp
From Pat h: msrp://chat. exanpl e. com 5678/ of of 03;tcp
Message- | D d9f ghe982

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpi m

To: <si p: bob@xanpl e. con»

From <sip:alice@tl anta.exanple.conr
Dat eTi me: 2009- 03-02T15: 02: 31- 03: 00
Content - Type: text/plain

Hel | o Bob.
------- 9v9s2$

F4: Bob acknow edges the reception of the SEND request with a 200
(OK) response.

MSRP 9v9s2 200 K

To- Path: msrp://chat. exanpl e. com 5678/ of of 03;tcp

From Path: msrp://client.bil oxi.exanple.com 4923/ 49dufdje2;tcp
Message- | D d9f ghe982

——————— 9v9s2$
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9.5. Chunked Private Message

The MSRP nessage below is a depiction of the sane private nessage
described in Section 9.4, but now the nessage is split in two chunks.
The MSRP switch nust wait for the conplete set of Message/ CPIM
headers before distributing the nessages.

MBRP 7443rul s SEND

To- Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20wW2a; t cp

From Path: msrp://client.atl anta. exanpl e.com 7654/ shA7wezt as;tcp
Message-|1 D: aftdto

Byt e- Range: 1-*/174

Cont ent - Type: nessage/ cpi m

To: <sip: bob@xanpl e. cone
From <sip:alice@xanple.conp
------- 7443rul s$

MSRP 7443rul s SEND

To- Pat h: msrp://chat. exanpl e. com 12763/ kj hd37s2s20wW2a; t cp

From Path: msrp://client.atlanta. exanple.com 7654/ shA7wezt as; tcp
Message- I D: aftdto

Byt e- Range: 68-174/174

Cont ent - Type: nessage/ cpi m

Dat eTi me: 2009- 03- 02T15: 02: 31-03: 00
Content - Type: text/plain

Hel | o Bob
------- 7443rul s$

9.6. Nicknanme in a Conference |nformati on Docunent

Figure 7 is a depiction of an XM. conference informati on docunent
received in a SIP NOTIFY request as a notification to the XCON
Conf erence Event Package, RFC 6502 [ RFC6502]. The conference

i nformati on docunent follows the XCON Data Mddel specified in RFC
6501 [ RFC6501].

The conference informati on docunent of Figure 7 presents information
of two users who are participating in the conference (see each of the
<user> elenents). Each participant is bound to a nicknane, shown in
the ’'nicknane’ attribute of the <user> el enment.
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NOTE: The purpose of Figure 7 is to show the user-to-ni cknane
relationship. It is believed that the exanple is correct,
according to RFC 6501 [ RFC6501]. |In case of contradictions

bet ween this specification and RFC 6501 [ RFC6501], the latter has
pr ecedence.

<?xm version="1.0" encodi ng="UTF-8"?>
<conference-info
xm ns="urn:ietf:paranms: xnm : ns: conference-info"
xm ns: xcon="urn:ietf:paranms: xm : ns: xcon- conf erence-i nfo"
entity="sip: chatroom2@hat . exanpl e. cont

state="full" version="1">
<l--

CONFERENCE | NFO
-->

<conf erence-descri pti on>
<subj ect >MSRP ni cknanme exanpl e</ subj ect >
</ conf erence-descri pti on>
<I--
CONFERENCE STATE
-->
<conf erence- st at e>
<user - count >2</ user - count >
</ conf er ence- st at e>

<I--
USERS
-->
<user s>
<user entity="sip: bob@xanpl e. cont
state="ful "
xcon: ni cknane="Dopey Donkey" >
<di spl ay-t ext >Bob Hoski ns</ di spl ay-t ext >
</ user>
<l--
USER
-->
<user entity="sip:alice@tl anta. exanpl e. cont
state="ful "
xcon: ni cknane="Ali ce the great">
<di spl ay-text >Al i ce Kay</di spl ay-t ext >
</ user>
</ users>

</ conf er ence-i nf o>

Figure 7: Nicknane in a Conference |Information Docunent
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10.

10.

10.

10.

| ANA Consi der ati ons
1. New MSRP Met hod

This specification defines a new MSRP net hod that has been added to
the "Methods" subregistry of the "Message Session Relay Protoco
(MSRP) Paraneters" registry

NI CKNAME
See Section 7 for details.
2. New MSRP Header

Thi s specification defines a new MSRP header that has been added to
the "Header Fields" subregistry of the "Message Session Rel ay
Protocol (MSRP) Paraneters” registry

Use- Ni cknanme
See Section 7 for details.
3. New MBRP St at us Codes

This specification defines four new MSRP status codes that have been
added to the "Status Codes" subregistry of the "Message Session Rel ay
Protocol (MSRP) paraneters" registry.

The 404 status code indicates the failure to resolve the recipient’s
URI in the To header field of the Message/ CPI M wrapper in the SEND
request, e.g., due to an unknown recipient. See Section 6.2 for
details.

The 424 status code indicates a failure in allocating the requested
ni ckname due to a mal formed syntax in the Use-N cknane header field.
See Section 7 for details.

The 425 status code indicates a failure in allocating the requested
ni cknanme because the requested ni ckname in the Use-Ni cknane header
field is reserved or is already in use by another user. See
Section 7 for details.

The 428 status code indicates that the recipient of a SEND request
does not support private nessages. See Section 6.2 for details.

Table 1 sumarizes the | ANA registration data with respect to new
MSRP st atus codes:
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Fom e e oo o e e e e e e e e e e e e e aaa S +
| Value | Description | Reference
Fom oo e o R +
| 404 | Failure to resolve recipient’s URI | RFC 7701
| 424 | Malfornmed nicknane | RFC 7701
| 425 | N cknane reserved or already in use | RFC 7701
| 428 | Private nessages not supported | RFC 7701
Fomm e oo e e e e e e e e e e e aaa R +

Tabl e 1: New Status Codes

10.4. New SDP Attribute

11.

This specification defines a new nedia-level attribute in the
"Session Description Protocol (SDP) Paraneters" registry. The
registration data is as foll ows:

Contact: M guel Garcia <mguel.a.garcia@sricsson.conp

Phone: +34 91 339 1000

Attribute name: chatroom

Long-formattri bute nanme: Chat Room

Type of attribute: nedia level only

This attribute is not subject to the charset attribute

Description: This attribute identifies support and | ocal policy
al | omance for a nunber of chat roomrel ated functions

Specification: RFC 7701 (this docunent)
See Section 8 for details.
Security Considerations

Thi s docunent proposes extensions to the Message Session Rel ay
Protocol [RFC4975]. Therefore, the security considerations of that
docunent apply to this docunent as well

A chat roomis, by its nature, a potential Denial-of-Service (DoS)
accelerator as it takes a nessage fromone entity and sends it to
many. | nplenenters of both UAs and switches need to carefully
consi der the set of anti-DoS nmeasures that are appropriate for this
application, and switch inplenentations, in particular, ought to
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i nclude appropriate anti-DoS features. The details of what is
appropriate will vary over time and will also depend on the specific
needs of the inplenentation; thus, they cannot be specified here.

If the participant’s SIP UA does not understand the "isfocus" feature
tag [ RFC3840], it will not knowthat it is connected to a conference
instance. The participant might not be notified that its MSRP client
will try to send nessages having potential nultiple recipients to the
MSRP switch. If the participant’s MSRP client does not support the
extensions of this specification, it is unlikely that it will try to
send a nmessage using the Message/ CPl M wrapper content type [ RFC3862],
and the MSRP switch will reject the request with a 415 response

[ RFC4975]. sStill, if a participant’s MBRP client does create a
nmessage with a valid Message/ CPl M wrapper content type [ RFC3862]
havi ng the To header set to the URI of the chat room and the From
header set to the URI of which the participant that is known to the
chat room the participant m ght be unaware that the nmessage can be
forwarded to nmultiple recipients. Equally, if the To header is set
to a valid URI of a recipient knowmn to the chat room the nessage can
be forwarded as a private nmessage without the participant know ng.

To mtigate these problens, when the chat room detects that a UA does
not support the procedures of this docunent (i.e., when the SIP UAis
not chat roomaware), the MSRP switch SHOULD send a regul ar MSRP
message indicating that the SIP UAis actually part of a chat room
and that all the nessages that the user sends correctly fornatted
will be distributed to a nunber of participants. Additionally, the
MBRP switch SHOULD al so send a regul ar MSRP text nessage including
the list of participants in the chat roomso that the user becones
aware of the roster.

If a participant wants to avoid security concerns on the path between
hi nsel f and the MSRP switch (e.g., eavesdropping, faked packet

i njection, or packet corruption), the participant’s UA can force the
usage of MSRP over a TLS [ RFC5246] transport connection. This is
negotiated in the SDP of fer/answer exchange as per the regul ar
procedures of RFC 4975 [ RFC4975]. This negotiation will result in
bot h endpoints establishing a TLS [ RFC5246] transport connection that
is used to exchange MSRP nessages. The MSRP switch nay al so have

| ocal policy that forces the usage of TLS transport for all NMSRP
sessions, sonething that is also negotiated in SDP as per the regul ar
procedures of RFC 4975 [ RFC4975].

Ni cknames are used to show the appearance of the participants of the
chat room A successful takeover of a nickname froma partici pant
m ght lead to private messages being sent to the wong destination
The recipient’s URI will be different fromthe URl associated with
the original owner of the nicknane, but the sender m ght not notice
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12.

12.

this. To avoid takeovers, the MSRP switch MJUST nake sure that a

ni ckname is unique inside a chat room Also, the security

consi deration for any authenticated identity nechanisns used to
validate the SIP AORwill apply to this docunent as well. The chat
roomhas a policy that determines the tinme that a nickname is stil
reserved for its holder, once it is no longer being used. This

all ows, e.g., a user that accidentally loses its connectivity, to
reconnect to the chat room and keep on using the sane nicknane. It
depends on the policy of the chat roomif a nicknane that has been
previously used by another participant of the chat room can be
reserved or not.

Section 7.1 discusses the problemof sinilar but different nicknanes
(e.g., thanks to the use of similar characters), and chat roons MAY
provide a nechanismto nitigate confusabl e nicknanes

Reci pients of I Ms should be cautious with the rendering of content,
which can be malicious in nature. This includes, but is not limted
to, the reception of HTM. and JavaScript scripts, executable code,
phishing attenpts, etc. Endpoints SHOULD al ways request perm ssion
fromthe user before executing one of these actions.

It nmust be noted that endpoints using a TLS client side certificate
with real nanmes in the certificates will not be anonynous to the MSRP
switch to which they connect. Wile the nane in the certificate

m ght not be used by MSRP, the server will have a certificate with
the actual nane in it
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