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1. Introduction

The Stateless IP/1CVWP Translation Algorithm (SIIT) [ RFC6145]
specifies that when translating | Pv4 addresses to | Pv6 and vice
versa, all addresses nust be translated using the al gorithm specifi
in [RFC6052]. This docunent specifies an alternative to the

al gorithm specified in [ RFC6052], where |P addresses are transl ated
according to a table of Explicit Address Mappings configured on the
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stateless translator. This renoves the previous constraint that |Pv6

nodes that communi cate with | Pv4 nodes through SIIT nust be
configured with | Pv4-transl atabl e | Pv6 addresses.

Transl ation using the Explicit Address Mappi ng Tabl e does not replace

[ RFC6052]. For nobst use cases, it is expected that both al gorithns
are used in concert. The Explicit Address Mapping algorithmis use
only when a mappi ng matching the address to be transl ated exists.

no mat chi ng mappi ng exists, the algorithmspecified in [ RFC6052] wi
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be used instead. Thus, when translating an individual |P packet, an
SIIT inplenentation nmight translate one of the two I P address fields
according to an EAM while the other IP address field is translated
according to [ RFC6052].

1.1. Term nol ogy
Thi s docunent nakes use of the follow ng terns:

EAM
An Explicit Address Mapping, as specified in Section 3.2.

EAMI
The Explicit Address Mapping Table, as specified in Section 3.1.

I nner (header or address):
Refers to an I P header |ocated inside the payload of an I CVP error
packet or to an I P address within that header. Conpare with
"Quter".

Quter (header or address):
Refers to the first I P header in a packet or to an | P address

within that header. 1In other words, an | P header or address that
is NOT "Inner". |If areference is nmade to an | P header or address
without the "Inner" or "Quter" qualifier, it should be considered
as "Quter".

SIIT:
The Stateless IP/I1CVWP Translation Algorithm as specified in
[ RFC6145] .

XLAT:

Short for "transl ation".

| Pv4- Converted | Pv6 Addresses
As defined in Section 1.3 of [RFC6052].

| Pv4-Transl at abl e |1 Pv6 Addresses:
As defined in Section 1.3 of [RFC6052].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. Probl em St at enent

Section 3.2.1 of [RFC6144] notes that "statel ess translation

mechani sms typically put constraints on what | Pv6 addresses can be
assigned to I Pv6 nodes that want to conmunicate with | Pv4
destinations using an algorithmc mapping." |In practice, this nmeans
that the I Pv6 nodes nust be configured with | Pv4-transl atable | Pv6
addresses. For the reasons di scussed bel ow, sonme environnents may
find that the use of IPv4-translatable |Pv6 addresses is not desired
or even possi bl e.

Limted availability:
The nunber of |Pv4-translatable | Pv6 addresses avail able to an
operator is equal to the nunber of |IPv4 addresses that is assigned
to the SIIT function. |Pv4 addresses are scarce, and as a result,
an operator night not have enough | Pv4-transl atable | Pv6 addresses
to nunber the entire I Pv6 infrastructure.

Restricted fornmat:
| Pv4-transl atabl e | Pv6 addresses must conformto the fornat
specified in Section 2.2 of [RFC6052]. This format is not
conmpatible with other comon | Pv6 address formats, such as the
| Pv6 address format based on the 64-bit Extended Uni que ldentifier
(EU -64) and used by I Pv6 Statel ess Address Autoconfiguration
[ RFC4862] .

An operator could overconme the above two problens by building an | Pv6
networ k using regular (non-1Pv4-transl atable) |IPv6 addresses and
assigning | Pv4-transl atable 1 Pv6 addresses as secondary addresses on
the nodes that want to communicate with |IPv4 nodes through SIIT only.
However, doing so may result in a new set of undesired consequences:

Routing conpl exity:
The |1 Pv4-transl atable 1 Pv6 addresses nust be routed throughout the
| Pv6 network separately fromthe primary (non-IPv4-transl atable)
| Pv6 addresses used by the nodes. It might be inpossible to
aggregate these routes, as two adjacent |Pv4-translatable |Pv6
addresses nmight not be assigned to two adjacent |Pv6 nodes. As a
result, in order to support SIIT, the IPv6 network m ght need to
carry a large nunmber of extraneous routes. These routes nust be
separately injected into the IPv6 routing topol ogy sonehow. Any
i nternedi ate devices in the IPv6 network such as a firewall night
require special configuration in order to treat the
| Pv4-transl atable | Pv6 address the sanme as the primary | Pv6
address, for exanple, by requiring that any Access Control List
(ACL) entries involving the primary | Pv6 address of a node nust be
dupl i cat ed.
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Qperational conplexity:
The I Pv4-transl atable |1 Pv6 addresses not only have to be assigned
to the 1 Pv6 nodes participating in SIIT, but also all applications
and services on those nodes must be configured to use them For
exanple, if the IPv6 node is a | oad bal ancer, it might require a
separate virtual server definition using the |IPv4-translatable
| Pv6 address in addition to one using the service's prinmary | Pv6
address. A web server night require specific configuration to
listen for connections on both the | Pv4-transl atable and the
primary |1 Pv6 address. A high-availability cluster service nust be
set up to fail over both addresses between cluster nodes, and
dependi ng on how the I Pv6 network |l earns the location of the
| Pv4-transl atabl e | Pv6 address, the fail-over mechani smused for
the two addresses might be conpletely different. Service
noni toring nust be done for both the |Pv4-transl atable and the
primary | Pv6 address, and any troubl eshooting procedures nust be
extended to involve both addresses. Finally, the Default Address
Sel ection Policy Table [RFC6724] on the | Pv6 nodes night need to
be altered in order to ensure that outbound sessions towards the
| Pv4 Internet are sourced froman | Pv4-transl atable | Pv6 address.

In short, the use of IPv4-translatable | Pv6 addresses in parallel
with regular | Pv6 addresses is in nany ways anal ogous to the use of
dual stack [RFC4213]. Wiile no actual |Pv4 packets are used, the

| Pv4-transl atabl e | Pv6 addresses create a secondary "stack" in the
infrastructure that nust be treated and operated separately fromthe
primary one. This increases the conplexity of the overal
infrastructure, in turn increasing operational overhead and reducing
reliability. An operator who for such reasons finds the use of dua
stack unappealing mght feel the sane way about using SIIT with

| Pv4-transl atabl e | Pv6 addresses.

3. Explicit Address Mapping Al gorithm

This normative section defines the EAM al gorithm and formal |y updat es
Sections 4.1 and 5.1 of [RFC6145]. Specifically, when the EAM
algorithmis applied, it supplants the requirenent in [ RFC6145] that
states that a translator operating in the statel ess node nust

transl ate the Source Address and Destination Address | P header fields
according to Section 2.3 of [RFC6052].

3.1. Explicit Address Mapping Table
An SIIT inplenentation includes an EAMI, a conceptual table in which
each row represents an EAM Each EAM descri bes a nappi ng between

| Pv4 and | Pv6 prefixes/addresses. An operator popul ates the EAMI to
provi de the mappi ngs between the two address famlies.
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The EAMI consists of the follow ng col ums:
o |Pv4d Prefix
o |Pve Prefix

SIIT i npl ementations MAY include other colums in order to support
proprietary extensions to the EAM al gorithm

Thr oughout this document, figures representing the EAMI contain an

I ndex col um using the pound sign as the header. This colum is not
a required part of this specification; it is included only as a
conveni ence to the reader.

3.2. Explicit Address Mapping Specification

An EAM consi sts of an IPv4 prefix and an I Pv6 prefix. The prefix

| ength MAY be onitted, in which case the inplenentati on MIST assune
it to be 32 for IPv4 and 128 for IPv6. Figure 1 illustrates an EAMI
cont ai ni ng exanpl es of valid EAMs.

B o e e e e e e oo +
| # 1 [Pv4 Prefix | | Pv6 Prefix |
Fom e e e a o e e e e a - +
| 1] 192.0.2.1 | 2001: db8: aaaa: : |
| 2| 192.0.2.2/32 | 2001: db8: bbbb: : b/ 128

| 3| 192.0.2.16/28 | 2001: db8:cccc::/124

| 4| 192.0.2.128/26 | 2001: db8: dddd: :/ 64

| 5| 192.0.2.192/29 | 2001: db8: eeee: 8::/62

| 6| 192.0.2.224/31 | 64:ff9b::/127 |
e oo e e oaaaoos +

Fi gure 1: Exanpl e EAMI

An EAM s | Pv4 prefix value MJIST have an identical or smaller nunber
of suffix bits than its corresponding |IPv6 prefix val ue.

Unl ess otherwi se specified in Section 4, an SIIT inplementation MIJST
individually translate each IP address it encounters in the packet’s
| P headers (including any | P headers contained within | CMP errors)
according to Section 3.3.

3.3. | P Address Translation Procedure
This section describes step by step how an SIIT inplenentation
transl ates addresses between IPv4 and IPv6. Only the outcome of the

al gorithm descri bed shoul d be considered normative, that is, an SIIT
i mpl enentation may i nplenent the exact procedure differently than
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what

i s described here, but the outcone of the algorithm MJST be the

sane.

For concrete exanples of |IP address translations, refer to
Appendi x B

3.3. 1.

1

3.3. 2.

Address Transl ation Steps: IPv4 to | Pv6

The | Pv4 prefix colum of the EAMI is searched for the EAM entry
that shares the | ongest comon prefix with the | Pv4 address being
translated. The IPv4 prefix and | Pv6 prefix values of the EAM
entry found is fromnow on referred to as EAMA and EAMB,
respectively.

If no matching EAM entry is found, the EAM al gorithmis aborted.
The SIIT inplenentati on MUST proceed to translate the address in
accordance with [ RFC6145] (and its updates).

The prefix bits of EAMA are renoved fromthe | Pv4 address being
translated. The remaining suffix bits fromthe | Pv4 address
being translated are stored in a tenporary buffer.

The prefix bits of EAM6 are prepended to the tenporary buffer

If the tenporary buffer at this point does not contain a 128-bit
value, it is padded with trailing zeros so that it reaches a
l ength of 128 bits.

The contents of the tenporary buffer is the translated | Pv6
addr ess.

Address Translation Steps: IPv6 to | Pv4

The 1 Pv6 prefix colum of the EAMI is searched for the EAM entry
that shares the | ongest comon prefix with the I Pv6 address being
translated. The IPv4 prefix and | Pv6 prefix values of the EAM
entry found is fromnow on referred to as EAMA and EAMB,
respectively.

If no matching EAMentry is found, the EAM al gorithmis aborted.
The SIIT inplenentati on MUST proceed to translate the address in
accordance with [ RFC6145] (and its updates).

The prefix bits of EAM6 are renoved fromthe | Pv6 address being
translated. The remaining suffix bits fromthe IPv6 address
being translated are stored in a tenporary buffer.

The prefix bits of EAMA are prepended to the tenporary buffer
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4,

4.

5. If the tenporary buffer at this point does not contain a 32-bit
value, any trailing bits are discarded so that the buffer is
reduced to a length of 32 bits.

6. The contents of the tenporary buffer is the translated |IPv4
addr ess.

Hai r pi nning of IPv6 Traffic
1. Probl em Statenent

Two | Pv6 nodes that are both covered by EAMs might in certain
circunstances attenpt to communi cate through a statel ess transl ator
rather than using native IPv6 directly. This happens if one of the
nodes initiates traffic towards the |Pv4-converted | Pv6 address whose
enbedded | Pv4 address natches an EAM t hat covers the other node.
Special consideration is required in order to make this comruni cation
pattern work in a bidirectional fashion. This is illustrated by the
exanpl e bel ow.

Assume that a stateless translator is configured with a translation
prefix of 64:ff9b::/96 (per [RFC6052]) and the EAMI shown in

Figure 1. The IPv6 node 2001: db8: aaaa:: transmits an | Pv6 packet
towards 64:ff9b::192.0.2.2, which reaches the translator and is
translated into an | Pv4 packet with source address 192.0.2.1 and
destination address 192.0.2.2. This destination address is found in
the EAMI, so the packet |oops back into the translation function and
is translated back to an | Pv6 packet with source address
2001: db8: aaaa:: and destinati on address 2001: db8: bbbb: : b.

While this packet will reach its destination just fine, a problem
wi Il occur when 2001: db8: bbbb::b responds to it. The response packet
wi Il have a source address of 2001: db8: bbbb::b and a destination
address of 2001:db8:aaaa:: and will be routed directly to its
destination w thout being subjected to any formof translation
Because the source address of this response packet (2001: db8: bbbb: :b)
is not equal to the destination address of the initial outgoing
packet (64:ff9b::192.0.2.2), the packet will nost |likely be discarded
by 2001: db8: aaaa::, and bidirectional conmmunication will nost likely
fail

The above scenario could be nade to work by ensuring that the
stateless translator is hairpinning the traffic in both directions.
Section 4.2 describes how this is acconplished. The resulting
address translations are denonstrated step by step in Appendix B.1.
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4.2. Recommendation

An SIIT inplenentati on SHOULD i nclude a feature that ensures that
hai rpi nned 1 Pv6 traffic is supported. The feature SHOULD be enabl ed
by default. The follow ng two subsections describe two alternate

ways to inplenent this feature. An inplenentation MAY support both
appr oaches.

4.2.1. Sinple Hairpinning Support

When the sinple hairpinning feature is enabled, the translator
enpl oys the following rules when translating fromlIPv4 to | Pv6:

1. If the packet is not an ICMPv4 error: The EAM al gorithm MJUST NOT
be used in order to translate the source address in the | Pv4
header .

2. If the packet is an |CMPv4 error: The EAM al gorithm MJUST NOT be
used when translating the destination address in the inner |Pv4
header .

3. If the packet is an | CMPv4 error whose outer |Pv4 source address
is equal to its inner |Pv4 destination address: The EAM al gorithm
MJUST NOT be used in order to translate the source address in the
outer | Pv4 header.

Rul es #2 and #3 are cunul ati ve

The addresses in question MIST instead be translated according to
[ RFC6145], as if they did not match any EAM

4.2.2. Intrinsic Hairpinning Support

When the intrinsic hairpinning feature is enabled, the translator

enpl oys the following rules after having translated an | Pv6 packet to
| Pvé4:

If all the conditions in either of the two sets below are true, the
packet is to be hairpinned. The inplenmentation MJST i medi ately
(i.e., prior to forwarding it to the IPv4d network) translate the
packet back to IPv6. During the second translation pass, the
behavi or specified in Section 4.2.1 MJUST be applied, and the Hop
Limt field SHOULD NOT be decrenented.
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5.

Condi tion set A
Al. The packet is not an | CMPv4 error.

A2. The destination address was translated using the algorithmin
[ RFC6052] .

A3. The destination address is found in the EAMI

Condi tion set B

Bl1. The packet is an | CvWPv4 error.

B2. The inner source address was transl ated using the al gorithm
in [ RFC6052] .

B3. The inner source address is found in the EAMI
Overl apping Explicit Address Mappi ngs

The algorithm specified in Section 3 relies on making a | ookup in the
EAMTI in order to find the EAMentry that shares the | ongest common
prefix with the address being translated. Operators should note that
configuring EAMs with overlapping or identical |Pv4d or |Pv6 prefixes
in the EAMI may create configurations where the |IPv4-to-1Pv6 and

| Pv6-to0-1 Pv4 address translations will not be synmetric. This may in
sonme cases make bidirectional comruni cation inpossible.

EAM #1 in the exanple EAMI (Figure 2) could be thought of as

i mpl enenting VI (Appendix A 2), while EAM #2 introduces a single
exception in the style of SIIT-DC (Appendix A . 3). The |Pv4d prefixes
of the two EAMs overlap, while the IPv6 prefixes do not. This
results in a situation where the | Pv6 address

2001: db8: ffc6: 3364: 4000:: will be translated (according to EAM #1) to
the | Pv4 address 198.51.100.64. However, when this IPv4 address is
translated back to IPv6, it will be translated (according to EAM #2)
to the | Pv6 address 2001: db8::abcd. Because the |Pv4-to-IPv6
translation in this exanple does not mirror the corresponding | Pv6-
to-1Pv4 translation, bidirectional comrunication involving the |Pv6
address 2001: db8: ffc6:3364:4000:: might fail. |In order to help avoid
such situations, inplenentations MAY warn the operator when a new EAM
that overlaps with a previously existing one is inserted into the
EAMT
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O Fomemmeiianeanaiiaas +
| # | | Pv4 Prefix | | Pv6 Prefix |
T T +
| 1] 0.0.0.0/0 | 2001: db8: ff00::/40
| 2] 198.51.100.64/32 | 2001: db8:: abcd/ 128
e e e e e o e e e e e e e oo o +

Fi gure 2: EAMI Contai ni ng Overl apping | Pv4d Prefixes

In Figure 3, the IPv6 prefixes of the two EAMs are identical. The
behavi or of the statel ess translator when translating an | Pv6 packet
that contains the address 2001:db8::1 to IPv4 is in this case
unspecified. |In order to prevent this situation from occurring,

i mpl enent ati ons MAY refuse to insert a new EAM whose | Pv4 or |Pv6
prefix value is identical to that of an already existing EAM into

t he EAMI

| 1] 198.51.100.8/32 | 2001:db8::1/128
| 2| 198.51.100.9/32 | 2001:db8::1/128
Fi gure 3: EAMI Containing Identical |Pv6 Prefixes
6. Lack of Checksum Neutrality
When one or both of the address fields in an I P/I CMP packet are
transl ated according to the EAM al gorithm the translation cannot be
relied upon to be checksumnneutral, even if the well-known prefix
64.ff9b::/96 is used. This consideration is discussed in nore detai
in Section 4.1 of [RFC6052].
7. Security Considerations

The EAM al gorithm does not introduce any new security issues beyond
those that are already discussed in Section 7 of [RFC6145].
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Appendi x A,  Use Cases

The foll owi ng subsections describe sone use cases that at the tinme of
witing leverage SIIT with the EAM al gorithm

A 1.  464XLAT

When the custoner-side translator (CLAT) conponent in the 464XLAT

[ RFC6877] architecture does not have a dedicated | Pv6 prefix
assigned, it may instead use "one interface | Pv6 address that is
clained by the CLAT." This |IPv6 address might not be

| Pv4-translatable. |If this is the case, the CLAT essentially

i mpl ements the EAM al gorithm using an EAMI as follows (assumi ng the
CLAT' s I Pv4 address is picked fromthe I Pv4 Service Continuity Prefix
[ RFC7335]):

T o e e e e e e e e e e e e e e e e e m o +
| # | IPv4d Prefix | | Pv6 Prefix |
Fom e e e o m e e e e e eae oo +
| 1] 192.0.0.1/32 | CLAT clainmed | Pv6 _address/ 128

Fom e e e e oo o m e e e e e e e e a o a oo +

Figure 4: Exanple EAMI for a 464XLAT CLAT

In this particular use case, the EAM algorithmis used to translate
| Pv6 destination addresses to | Pv4, and conversely, |Pv4 source
addresses to | Pv6. Oher addresses are translated using [ RFC6052].

A2 IV

I VI [RFC6219] describes a statel ess translation nodel that enbeds

| Pv4 addresses in a 40-bit translation prefix where bits 33-40 are
required to be 1. The enbedded | Pv4 address is located in bits 41-72
of the IPv6 address. Bits 73-128 are required to be O.

The | ocation of the eight least significant |Pv4 address bits makes
the I'VI address mapping differ from|[RFC6052].
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Foemdemeiaaaaaaa Fomemmeiianeanaiiaas +
| # | IPv4 Prefix | | Pv6 Prefix |
I I T +
| 1] 0.0.0.0/0 | 2001: db8: ff00::/40

T e e e a - +

Fi gure 5: Exanple EAMT for |V

In this particular use case, all addresses are transl ated according
to the EAM al gorithm |In other words, [RFC6052] mapping is not used
at all.

A.3. SIIT-DC

SII T-DC [ RFC7755] describes the use of SIIT to facilitate
connectivity fromthe IPv4 Internet to services hosted in an

| Pv6-only data center. 1In order to avoid the constraints relating to
the use of IPv4-translatable | Pv6 addresses discussed in Section 2,
the stateless IPv4/1Pv6 translators are provisioned with an EAMI
contai ning one entry per |Pv6-only service that are to be nade

avail able fromthe IPv4 Internet, for exanple (assuning
2001: db8: aaaa: : 1 and 2001: db8: bbbb::1 are assigned to | oad bal ancers
or servers that provide the IPv6-only services in question):

| 1| 203.0.113.1/32 | 2001: db8: aaaa: :1/128
| 2] 203.0.113.2/32 | 2001: db8: bbbb::1/128

Figure 6: Exanple EAMI for SIIT-DC

In this particular use case, the EAM algorithmis used to translate
| Pv4 destination addresses to | Pv6, and conversely, |Pv6 source
addresses to I Pv4d. O her addresses are transl ated using [ RFC6052].

Appendi x B. Exanple | P Address Transl ations

Figure 7 denonstrates how a set of exanple |P addresses are

transl ated given the exanple EAMI in Figure 1. |Inplenentors may use
the exanpl es given to devel op test cases to validate correct
operation. Note that the address translations are bidirectional, so
a single rowin the table describes two address translations: IPv4 to
| Pv6 and I Pv6 to | Pv4.

It is also assuned that the translation prefix is configured to be
64:ff9b::/96 (per [RFC6052]).
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oo oo oo +
| |'Pv4 Address | | Pv6 Address | Comment
o e e e +
| 192.0.2.1 | 2001: db8: aaaa | According to EAM #1

| 192.0.2.2 | 2001: db8: bbbb: : b | According to EAM #2

| 192.0.2.16 | 2001: db8: cccc | According to EAM #3

| 192.0.2.24 | 2001: db8:cccc::8 | According to EAM #3

| 192.0.2.31 | 2001: db8: cccc: :f | According to EAM #3

| 192.0.2.128 | 2001:db8: dddd:: | According to EAM #4

| 192.0.2.152 | 2001: db8: dddd: 0: 6000:: | According to EAM #4

| 192.0.2.183 | 2001: db8: dddd: 0:dc00:: | According to EAM #4

| 192.0.2.191 | 2001: db8:dddd: 0: fc00:: | According to EAM #4

| 192.0.2.195 | 2001:db8: eeee: 9:8000:: | According to EAM #5

| 192.0.2.225 | 64:ff9b::1 | According to EAM #6

| 192.0.2.248 | 64:ff9b::c000: 2f8 | According to RFC 6052
S o e e e e e e e e m o o e e e e e e e e oo +

Figure 7: Exanple |IP Address Transl ations
B.1. Hairpinning Exanpl es

The foll owi ng exanpl es show how hairpi nned | Pv6 packets between the

| Pv6 nodes 2001: db8: aaaa:: and 2001: db8: bbbb: : b are transl ated
according to Section 4. As in Appendix B, the EAMI in Figure 1 is
used, and the translation prefix is 64:ff9b::/96 (per [RFC6052]). In
addition, the [ RFC6791] pool is assunmed to contain only the single
address 198.51.100. 1.

B TS e e e a - e e e e e e e e o +
| XLAT Stage | Sour ce Address | Destination Address

. . S +
| Initial | 2001: db8: aaaa:: | 64:ff9b::192.0.2.2

. T T +
| Intermediate | 192.0.2.1 | 192.0.2.2 |
B TS e e e a - e e e e e e e e o +
| Final | 64:ff9b::192.0.2.1 | 2001: db8: bbbb: : b |
e . S +

Figure 8: Hairpinning of a Normal |Pv6 Packet

Figure 8 illustrates how a normal (i.e., not an ICVP error) |Pv6
packet sent from 2001: db8: aaaa:: towards 64:ff9b::192.0.2.2 is
hai rpinned. 1In this exanple, rule #1 in Section 4.2.1 was applied in

order to disable the EAM al gorithm when translating the internediate
| Pv4 source address to | Pv6.
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e Fommnnan e memeeiaieaiiiaaeaaas Fomemmeiianeanaiiaas +
| XLAT Stage | Loc | Sour ce Address | Destination Addr. |
e o - T T +
| I'nitial | Quter | 2001:db8::1234 | 64:ff9b::192.0.2.1

| | I'nner | 64:ff9b::192.0.2.1 | 2001: db8: bbbb: : b
RS F - o e e e e e e oo o e e e e e e e oo o +
| Intermediate | Quter | 198.51.100.1 | 192.0.2.1 |
| | I'nner | 192.0.2.1 | 192.0.2.2
. o - T T +
| Final | Quter | 64:ff9b::198.51.100.1 | 2001: db8: aaaa:

| | I'nner | 2001: db8: aaaa: : | 64:ff9b::192.0.2.2
RS F - o e e e e e e oo o e e e e e e e oo o +

Figure 9: Hairpinning of a Router-Originated | CMPv6 Error

Figure 9 illustrates the hairpinning of an | CMPv6 error sent by an
arbitrary 1Pv6 router (2001:db8::1234) in response to the packet in
Figure 8. 1In this exanple, rule #2 in Section 4.2.1 was applied in

order to disable the EAM al gorithm when translating the internediate
i nner | Pv4 destination address to | Pv6.

S S o m e e e e e oo o m e e e e e oo +
| XLAT Stage | Loc. | Sour ce Address | Destination Addr.
RS F - o e e e e e e e oo o o e e e e e e e oo o +
| I'nitial | Quter | 2001: db8: bbbb:: b | 64:ff9b::192.0.2.1

| | I'nner | 64:ff9b::192.0.2.1 | 2001: db8: bbbb: : b
. o - T T +
| Intermediate | Quter | 192.0.2.2 | 192.0.2.1 |
| | Inner | 192.0.2.1 | 192.0.2.2
RS F - o e e e e e e e oo o o e e e e e e e oo o +
| Final | Quter | 64:ff9b::192.0.2.2 | 2001: db8: aaaa: :

| | I'nner | 2001: db8: aaaa:: | 64:ff9b::192.0.2.2
. o - T T +

Fi gure 10: Hairpinning of a Host-Originated | CMPv6 Error

Figure 10 illustrates the hairpinning of an ICMPv6 error sent by the
original destination host itself in response to the packet in

Figure 8. In this exanple, rules #2 and #3 in Section 4.2.1 were
both applied in order to disable the EAM al gorithm when transl ating
the internedi ate inner | Pv4 destination address and the internediate
outer |Pv4 source address to | Pv6.
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ook e e e e e T +
| XLAT Stage | Sour ce Address | Destination Address

o e e Fmm e e e Fmm e e e e +
| I'nitial | 2001: db8: bbbb:: b | 64:ff9b::192.0.2.1

B TS e e e a - e e e e e e e e o +
| Intermediate | 192.0.2.2 | 192.0.2.1 |
ook e e e e e T +
| Final | 64:ff9b::192.0.2.2 | 2001: db8: aaaa: :

o e e Fmm e e e Fmm e e e e +

Fi gure 11: Hairpinning of Normal Response Packet

Figure 11 illustrates how the response from 2001: db8: bbbb::b to the
packet in Figure 8 is hairpinned in the exact sane fashion as the
initial packet. Again, rule #1 in Section 4.2.1 was applied in order
to disable the EAM al gorithm when translating the internediate | Pv4
source address to IPv6. The exanple is included in order to
illustrate how the addresses in the packet initially sent by
2001: db8: aaaa:: match those in the transl ated response packet sent by
2001: db8: bbbb: : b, thus facilitating bidirectional communication
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