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Abstract

Thi s docunent defines an extension to X 509 certificates. The
extension defined in this docunent hol ds data about how the

certificate subject was authenticated by the Certification Authority
that issued the certificate in which this extension appears.

Thi s docunent al so defines one data structure for inclusion in this
extension. The data structure is designed to hold infornmation when
the subject is authenticated using a Security Assertion Mrkup
Language (SAM.) assertion
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1. Introduction

The prinmary purpose of this docunent is to provide a nechani smthat
allows an application to obtain information that expresses the
identity of a subject in an X 509 certificate according to [ RFC5280].
The identity is stored either in a subject field attribute, as a
subject alternative nane, or in a subject directory attribute.

The notivation for this work is to enable mapping of identity data
between an identity systemand a certificate where the identity
system and the certificate are using different attributes and data
formats to express the identity of the sanme entity. 1In such a
scenario, the certificate subject already has an authenticated
identity conposed of a set of attributes, or so-called clains, that
differ fromthe set of attributes that are comonly used to express
the identity of a certificate subject and that may be governed by a
specific certificate profile linmting that set.

A typical scenario notivating the definition of this extension arises
when the source of user authentication and user identity is derived
froma SAML [ SAML] federation attribute profile. In a SAM
federation, the subject presents a SAM. assertion in exchange for a
certificate that can be uniquely linked to information provided in
the original SAM. assertion, e.g., attributes and/or |evel of
assurance indicators.
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Such certificates are sonetines issued in order to provide the user
with a nmeans to create an electronic signature that ties the user to
the SAML subject, its attributes, and | evel of assurance indicators.

If such a certificate needs to conformto a certificate profile such
as [RFC3739], then this certificate may have to use a separate set of
attributes to express the subject identity. The certificate also may
have to enploy a format for attribute values that is different from
the set of attributes obtained fromthe SAML assertion

The extension defined in the docunent makes it possible to represent
i nformati on about the authentication context enployed when

aut henticating the subject for the purpose of issuing a certificate.
This may include information such as:

the lIdentity Provider that authenticated the subject

the | evel of assurance with which the subject was authenticated
the trust franework where this |level of assurance was defined

a unique reference to the authentication instant

a mappi ng between the subject attributes (obtained fromthe
SAM. assertion used to authenticate the subject) and the
subject identity information placed in the issued certificate.

Oo0oo0oo0oo

One scenario where this information may be useful arises when a user
logs in to a service using SAML credentials, and the sane user (at
some point) is required to sign sone information. The service may
need to verify that the signature was created by the same user that

| ogged on to the service. Today this is only possible using out-of-
band know edge about the Certification Authority (CA) that issued the
certificate and its practices. However, this approach does not scale
to a large nunber of service providers, identity providers, and CAs.

The extension defined here provides better scalability since it
requires only the service provider to maintain a list of trusted CAs.
Al'l other information about the relationship between the certificate
subj ect and the SAML aut henticated subject is available in the
certificate.

1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Authentication Context Extension Syntax

The Aut hentication Context extension has the follow ng syntax:

Aut hent i cati onContexts ::= SEQUENCE SIZE (1..MAX) OF
Aut hent i cat i onCont ext
Aut hent i cati onCont ext ::= SEQUENCE ({
cont ext Type UTF8Stri ng,
cont ext I nfo UTE8Stri ng OPTI ONAL
}

Thi s extension holds a sequence of AuthenticationContext information.
Wien present, this extension MIST include at |east one
Aut hent i cat i onCont ext .

The type of authentication context defined in AuthenticationContext
is identified by the contextType. The contextType MJST contain a URI
that identifies the context type as well as the data format and
encodi ng of context information provided in contextlnfo.

Thi s extensi on MAY be nmarked critical

Applications that find an authentication context infornmation type
they do not understand MJUST ignore it if the extension is non-
critical and MJUST reject the certificate if the extension is marked
critical. |If an application requires that an authentication context
exi st, and either the extension is absent or none of the provided
aut henti cation contexts can be used, the end-user certificate fails
val i dati on.

Thi s docunent defines one authentication context information type
(Section 3) that is used to provide information about SAM.-based
aut hentication of the subject that was utilized in the certificate
i ssuance process. Oher docunments can define other authentication
context information types.

3. SAML Aut hentication Context |nformation
The SAML Aut hentication context information provides a contextType
field that can be used to carry information about SAM.-based

aut hentication of the certified subject as utilized in the
certificate issuance process.
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The data carried in this authentication context information field is
identified by the following XM. schena ([ Schenal] [Schema2]) name
space:

http://id. el egnammden. se/ aut h-cont/ 1. 0/ saci

When this URI is specified as contextType, the associated XM. data
provided in contextlnfo MUST be provided in the formof an XM
docunent [ XM.], represented by a string of UTF-8-encoded characters.

The XML document SHOULD excl ude any unnecessary |ine breaks and white
space, such as line indentation, to reduce its size as nuch as
possi bl e.

3.1. contextlnfo Data Structure

The data provided in contextlnfo SHALL contain XM. that is UTF-8
encoded in accordance with the XM. schenma provided in Appendi x B.
The XML docunment string in contextlnfo MJST NOT include an XM
header. That is, the XM. docunment string contains only the root

el ement <SAMLAut hContext> with its child el ements <AuthContext | nfo>
and <l dAttri butes>.

The <Aut hContextlnfo> and <l dAttri butes> elenents are outlined in the
fol |l owi ng subsecti ons.

3.1.1. AuthContextlnfo El enent

The <Aut hCont ext | nfo> el ement MAY be present. This elenent contains
the following attributes:

| dentityProvider (required): The SAML Entityl D of the ldentity
Provi der that authenticated the subject.

Aut henti cationlnstant (required): Date and tine when the subject
was aut henticated, expressed according to Appendi x B. 1.

Aut hnCont ext Cl assRef (required): A UR identifying the
Aut hnCont ext Cl assRef that is provided in the AuthnStatenent of
the Assertion that was used to authenticate the subject. This
URI identifies the context and the |evel of assurance
associated with this instance of authentication.

AssertionRef (optional): A unique reference to the SAM. assertion.

ServicelD (optional): An identifier of the service that verified
the SAML assertion.
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The <Aut hCont ext|nfo> el enent may hold any nunber of child elenments
of type any (processContents="lax"), providing additional information
according to local conventions. Any such el enents SHOULD be ignored
i f not understood.

3.1.2. |dAttributes El enment

The <l dAttributes> el enent MAY be present. This elenment holds a
sequence of one or nore <AttributeMapping> el enents, where each
<At tri but eMappi ng> el enent contai ns mappi ng i nformati on about one
certificate subject attribute or nane form present in the
certificate.

Each <Attri but eMappi ng> el ement MUST specify the follow ng
attributes

Type: A string containing one of the enunerated val ues "rdn"
"san", or "sda", specifying the type of certificate
attribute or name formfor which nmapping information is
provi ded:

rdn": Mapping information is provided for an attribute in
a Rel ative Distinguished Nane | ocated in the

subj ect field.

san": Mpping information is provided for a nane in the
Subj ect Alternative Nane extension of the
certificate.

Mappi ng information is provided for an attribute in

the Subject Directory Attributes extension

Ref: A reference to the specific attribute or nane field. This
reference is dependent on the value of Type in the follow ng
way:

"rdn": Ref holds a string representation of the object
identifier (OD) of the relative distinguished nane
attribute.

san": Ref holds a string representation of the explicit
tag nunber of the Subject Alternative Nane type
(e.g., "1" = email address (rfc822Nane) and "2" =
dNSNane). If the SubjectAlternative nane is an
ot her Name, then Ref holds a string representation
of the O D defining the otherNanme form

sda": Ref holds a string representation of the O D of the
subject directory attribute attribute.
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String representations of object identifiers (AOD) in the
Ref attribute MJST be represented by a sequence of integers
separated by a period, e.g., "2.5.4.32". This string
contains only nunmerals (ASCI1 0x30 to 0x39) and periods
(ASCI'1 Ox2E), and it MJST NOT contain any other characters.

Each <Attri but eMappi ng> el ement MJST contain a <sanl: Attri bute>

el ement as defined in [SAML]. This SAM. attribute el enent MJUST have
a Nane attribute (specifying its type), MAY have other attributes,
and MAY have zero or nore <sam :AttributeValue> child elenments. A
present SAML attribute with absent attribute value limts mapping to
the type of SAML attribute that was used to obtain the value stored
in the referenced certificate subject attribute or nane form without
duplicating the actual attribute val ue.

If an attribute value is present in the SAML attribute, then the
value stored in the certificate in the referenced attribute or nane
formMAY differ in format and encoding fromthe present SAM.
attribute value. For exanple, a SAM. attribute value can specify a
country expressed as "Sweden", while this country value is stored in
the certificate in a countryNane attribute using the two letter
country code "SE".

Several <AttributeMapping> el enents MAY be present for the sane
certificate subject attribute or nane formif the certificate
contains nultiple instances of this attribute or nane form where
their values were obtained fromdifferent SAML attributes. However,
in such cases, it is not defined which present subject attribute or
nane form maps to which SAML attribute. A certificate-using
application MAY attenpt to determine this by conparing attribute

val ues stored in this extension with attribute or nane val ues present
in the certificate, but this specification does not define any
explicit matching rules that woul d guarantee an unanbi guous result.

The <Attri buteMappi ng> el enent may hold any nunber of child el enents
of type any (processContents="lax"), providing additional information
according to local conventions. Any such elenents MAY be ignored if
not under st ood.

Not e: The <Attri buteMappi ng> elenment is designed to provide napping
between SAML attributes and certificate subject attributes and
nane forns where there is a distinct and clear relationship
bet ween rel evant SAML attributes and corresponding certificate
attributes and name fornms. This does not cover all aspects of
conpl ex mapping situations. |f nmore than one SAML attribute
maps to the sanme certificate attribute or if structured
mul tivalued attributes are split into a range of other
attributes and name fornms, these situations are not covered.
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4.

Such conpl ex mappi ng situations MAY be covered by extending
this XML schema or by defining a nore versatile context
i nformation schena.

Security Considerations

This extension allows a CA to outsource the process used to identify
and authenticate a subject to another trust infrastructure in a
dynam ¢ manner that may differ fromcertificate to certificate.
Since the authentication context is explicitly declared in the
certificate, one certificate may be issued with a | ower |evel of
assurance than another, even though both have the sane |ssuer

This means that a relying party needs to be aware of the certificate
policy under which this CA operates in order to understand when the
certificate provides a |l evel of assurance with regard to subject

aut hentication that is higher than the | owest provided level. A
relying party that is not capable of understanding the information in
t he aut hentication context extension MJST assune that the certificate
is issued using the Iowest allowed | evel of assurance declared by the

policy.
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Appendi x A. ASN. 1 Mbdul es

Thi s appendi x i ncludes the ASN. 1 nodul es for the authentication
context extension. Appendix B.1 includes an ASN. 1 nodul e that
conforns to the 1998 version of ASN. 1. Appendix B.2 includes an
ASN. 1 nodul e, corresponding to the nodul e present in Appendi x B. 1,
that conforns to the 2008 version of ASN. 1. Although a 2008 ASN. 1

nodul e is provided, the nodule in Appendix B.1 renmains the nornative

nmodul e as per policy adopted by the PKIX working group for
certificate-rel ated specifications.

A.1. ASN 1 1988 Syntax
ACE- 88
{iso(1) nenber-body(2) se(752) e-legnamden(201)
i d-mod(0) id-nod-auth-context-88(1)}
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --

-- Aut hentication Context Extension

Aut henti cati onContexts ::= SEQUENCE SIZE (1..MAX) OF
Aut hent i cati onCont ext

Aut hent i cati onCont ext ::= SEQUENCE ({

cont ext Type UTF8Stri ng,

contextlnfo UTF8Stri ng OPTI ONAL
}
e- | egnammden OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

se(752) 201 }

i d-el eg-ce OBJECT IDENTIFIER ::= { e-legnammden 5 }

i d-ce-aut hContext OBJECT IDENTIFIER ::={ id-eleg-ce 1}

END
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A. 2. ASN. 1 2008 Syntax

ACE- 08
{iso(1) nenber-body(2) se(752) e-legnamden(201)
i d-mod(0) id-nod-auth-context-08(2)}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

EXPORTS ALL;

| MPORTS

Ext ensi ons{}, EXTENSI ON

FROM PKI X- CormonTypes- 2009 -- From [ RFC5912]
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nmd(0) id-nod-pki xComon-02(57)};

-- Authentication Context Extension
ext - Aut henti cati onCont ext EXTENSI ON ::= { SYNTAX

Aut hent i cati onCont exts | DENTI FI ED BY
i d-ce-aut hCont ext }

Aut hent i cati onContexts ::= SEQUENCE SIZE (1..MAX) OF
Aut hent i cat i onCont ext

Aut hent i cati onCont ext ::= SEQUENCE ({

cont ext Type UTF8Stri ng,

cont ext I nfo UTE8Stri ng OPTI ONAL
}
El egnammdenCert Ext ensi ons EXTENSI ON :: = {

ext - Aut henti cati onContext, ... }
e- | egnammden OBJECT IDENTIFIER ::= { iso(1l) menber-body(2)

se(752) 201}

i d-el eg-ce OBJECT IDENTIFIER ::= { e-legnammden 5 }

i d-ce-aut hContext OBJECT IDENTIFIER ::={ id-eleg-ce 1}

END
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Appendi x B. SAML Aut hentication Context Info XM. Schena

Thi s appendi x contains an XM_ schema ([ Schemal] [Schenma2]) for the SAML
Aut hentication context information defined in Section 3.

| MPORTANT NOTE: The XML Schema in Appendi x B.1 specifies a URL on rows

B. 1.

9 and 10 to the SAM. schenmlLocati on
(http://docs. oasi s-open. org/ security/sam/v2.0/

sam - schena- assertion-2.0.xsd), which is too long to
fit into one row and therefore contains a |line break
This |ine break has to be renpved before this schemn
can be successfully conpil ed.

XML Schena

<?xm version="1.0" encodi ng="UTF-8"?>

<XS.

sam

schema xm ns: xs="http://ww. w3. org/ 2001/ XM_Schena"
el ement For nDef aul t ="qual i fi ed"
t ar get Nanespace="http://i d. el egnanrmden. se/ aut h-cont/ 1. 0/ saci "
xm ns: saci ="http://id. el egnarmden. se/ aut h-cont/ 1. 0/ saci "
xm ns: sam ="urn: oasi s: names: tc: SAML: 2. 0: assertion">

<xs:inmport nanmespace="urn:oasis: nanmes:tc: SAML: 2. 0: assertion”
schenalLocati on="http://docs. oasi s-open. org/ security/sam/v2.0/
-schema- assertion-2.0.xsd"/>

<xs: el enent nane="SAM_Aut hCont ext "
type="saci : SAM_LAut hCont ext Type"/ >
<xs: conpl exType name="SAM_Aut hCont ext Type" >
<XS:sequence>
<xs: el enent ref="saci:Aut hContextl|nfo" m nCccurs="0"/>
<xs:element ref="saci:I|dAttributes" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el ement nane="Aut hCont ext | nf 0"
type="saci : Aut hCont ext I nfoType"/ >
<xs: conpl exType name="Aut hCont ext | nf oType" >
<XS:sequence>
<xs:any processContents="1ax"
m nCccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="ldentityProvider"
type="xs:string" use="required"/>
<xs:attribute name="Aut henticationl nstant"
type="xs: dateTi me" use="required"/>
<xs:attribute nane="Aut hnCont ext Cl assRef "
type="xs:anyURlI" use="required"/>
<xs:attribute name="AssertionRef" type="xs:string"/>
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<xs:attribute name="Servicel D' type="xs:string"/>
</ xs: conpl exType>

<xs:el ement nane="1dAttributes" type="saci:I|dAttributesType"/>
<xs: conpl exType name="I1dAttri but esType">
<XS:sequence>
<xs: el ement maxCccur s="unbounded" m nCccurs="1"
ref ="saci: Attri but eMappi ng"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: el ement nane="Attri but eMappi ng"
type="saci: Attri but eMappi ngType"/ >
<xs: conpl exType nane="Attri but eMappi ngType" >
<XS:sequence>
<xs:element ref="sam :Attribute"/>
<xs:any processContents="I|ax"
m nOccur s="0" maxQccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Type" use="required">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="rdn"/>
<xs:enuneration val ue="san"/>
<xs:enuneration val ue="sda"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs:attribute>
<xs:attribute name="Ref" type="xs:string" use="required"/>
</ xs: conpl exType>
</ xs: schema>
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Appendi x C. SAML Aut hentication Context |Info XM. Exanpl es

Thi s appendi x provi des exanpl es of SAM. Aut henticati on Context
i nformati on according to the schema in Appendi x B.

C.1. Conplete Context Information and Mappi ngs

The following is a conplete exanple with authentication context
information as well as nmapping information for several subject field
attributes and a subject alt nane.

<saci : SAMLAut hCont ext
xm ns: saci ="http://id. el egnarmden. se/ aut h-cont/ 1. 0/ saci "
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<saci : Aut hCont ext I nfo
Servi cel D="ei d2csi g"
AssertionRef="_71b981ab017eb42869ae4b62b2a63add"
IdentityProvider="https://idp-test.nordu. net/idp/shibbol eth"
Aut hent i cati onl nst ant ="2013-03-05T22: 59: 57. 000+01: 00"
Aut hnCont ext Cl assRef ="http://i d. el egnammden. se/l oa/ 1. 0/ 0a3"/ >
<saci: | dAttributes>
<saci: Attri but eMappi ng Type="rdn" Ref="2.5.4.6">
<saml : Attribute
Fri endl yNane="Country"
Name="urn: oid: 2.5.4.6">
<sam : Attri buteVal ue xsi:type="xs:string"
>SE</ sam : Attri but evVal ue>
</sam : Attribute>
</ saci: Attri but eMappi ng>
<saci: Attri buteMappi ng Type="rdn" Ref="2.5.4.5">
<sam : Attribute
Fri endl yName="Per sonal |D Nunber"
Nanme="urn: oi d: 1. 2. 752. 29. 4. 13" >
<saml : Attri buteVal ue xsi:type="xs:string"
>200007292386</ sam : Attri but eVal ue>
</sam : Attri bute>
</ saci: Attri buteMappi ng>
<saci: AttributeMappi ng Type="rdn" Ref="2.5.4.42">
<sam : Attribute
Fri endl yNane="G ven Nane"
Name="urn: oid: 2.5.4.42">
<sam : Attri buteVal ue xsi:type="xs:string"
>John</sam : Attri but eVal ue>
</saml : Attribute>
</saci: Attri but eMappi ng>
<saci : Attri but eMappi ng Type="rdn" Ref="2.5.4.4">
<saml : Attribute
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Fri endl yNane=" Sur nane"
Name="urn: oid: 2.5.4.4">
<sam : Attri buteVal ue xsi:type="xs:string"
>Doe</ saml : Attri but eVal ue>
</sam : Attribute>
</ saci: Attri but eMappi ng>
<saci: Attri buteMappi ng Type="rdn" Ref="2.5.4.3">
<sam : Attribute
Fri endl yNane="Di spl ay Nane"
Name="urn: oi d: 2. 16. 840. 1. 113730. 3. 1. 241" >
<saml : Attri buteVal ue xsi:type="xs:string"
>John Doe</samnl : Attri buteVal ue>
</sam : Attri bute>
</ saci: Attri but eMappi ng>
<saci: AttributeMappi ng Type="san" Ref="1">
<sam : Attribute
Fri endl yNane="E-mai | "
Name="urn: oi d: 0. 9. 2342. 19200300. 100. 1. 3" >
<sam : Attri buteVal ue xsi:type="xs:string"
>j ohn. doe@xanpl e. conx/ sam : Attri but eVal ue>
</sam : Attri bute>
</saci: Attri but eMappi ng>
</saci:|dAttributes>
</ saci : SAMLAut hCont ext >

C.2. Only Mapping Information wi thout SAML Attribute Val ues

Thi s exanpl e shows an instance of the SAML Authenticati on Context

2016

information that only provides a mapping table w thout providing any

aut henti cati on context information or SAML attri bute val ues.

<saci : SAMLAut hCont ext
xm ns: saci ="http://id. el egnanmden. se/ aut h-cont/ 1. 0/ saci "
xm ns: sanl =" urn: oasi s: nanes: tc: SAM.: 2. 0: assertion">
<saci: | dAttri but es>
<saci: Attri but eMappi ng Type="rdn" Ref="2.5.4.6">
<sam : Attribute Nane="urn:oid:2.5.4.6"/>
</ saci: Attri buteMappi ng>
<saci: AttributeMappi ng Type="rdn" Ref="2.5.4.5">
<sam : Attribute Nane="urn:oid: 1l.2.752.29.4.13"/>
</ saci: Attri but eMappi ng>
<saci: Attri buteMappi ng Type="rdn" Ref="2.5.4.42">
<sam : Attribute Nane="urn:oid:2.5.4.42"/>
</ saci: Attri but eMappi ng>
<saci: Attri but eMappi ng Type="rdn" Ref="2.5.4.4">
<sam : Attribute Nane="urn:oid:2.5.4.4"/>
</ saci: Attri but eMappi ng>
<saci: Attri but eMappi ng Type="rdn" Ref="2.5.4.3">
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<sam : Attri bute Nanme="urn:oid:2.16.840.1.113730.3.1.241"/>
</saci: Attri buteMappi ng>
<saci: AttributeMappi ng Type="san" Ref="1">
<sanl : Attri bute Name="urn:oid:0.9.2342.19200300. 100. 1. 3"/ >
</saci: Attri but eMappi ng>
</saci: | dAttributes>
</ saci : SAMLAut hCont ext >

C.3. Authentication Context and serial Nunmber Mappi ng

Thi s exanpl e shows an instance of the SAML Authenticati on Context
information; it provides authentication context infornation and
mappi ng i nformati on that specifies the source of the data stored in
the serial Nunmber attribute in the subject field.

<saci : SAMLAut hCont ext
xm ns:saci ="http://id. el egnarmden. se/ aut h-cont/ 1. 0/ saci "
xm ns: sam ="urn: oasi s: nanes: tc: SAM.: 2. 0: assertion"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<saci : Aut hCont ext I nfo
Servi cel D="ei d2csi g"
AssertionRef="_71b981ab017eb42869ae4b62b2a63add"
IdentityProvider="https://idp-test.nordu. net/idp/shibbol eth"
Aut hent i cati onl nst ant ="2013- 03- 05T22: 59: 57. 000+01: 00"
Aut hnCont ext Cl assRef ="http://i d. el egnammden. se/l oa/ 1. 0/ | 0a3"/ >
<saci: | dAttribut es>
<saci: AttributeMappi ng Type="rdn" Ref="2.5.4.5">
<sam : Attribute
Fri endl yNane="Personal | D Nunber"
Name="urn:oid: 1.2.752.29.4.13">
<sam : Attri buteVal ue xsi:type="xs:string"
>200007292386</ saml : Attri but eVal ue>
</sanml : Attribute>
</ saci: Attri but eMappi ng>
</saci:|dAttributes>
</ saci : SAMLAut hCont ext >

Aut hor’ s Addr ess
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