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1. Introduction

Overall, TRILL OAM neets the requirenments given in [ RFC6905]. The
general framework for TRILL OAMis specified in [RFC7174]. The
details of the Fault Managenent (FM solution, conformng to that
framework, are presented in [RFC7455]. The solution |everages the
message fornmat defined in Ethernet Connectivity Fault Managenent
(CFM [802.1Q as the basis for the TRILL OAM nessage channel.

Thi s docunent uses the CFM M B nodul es defined in [802.1Q as the
basis for TRILL OAM M B and augnents the existing tables to add new
TRILL nanaged objects required by TRILL. This docunment further
specifies a new table with associ ated nanaged objects for TRILL OAM
specific capabilities.
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2.

The I nternet-Standard Managenent Framewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

Abbrevi ati ons used in the docunment include the foll ow ng:

CCM - Continuity Check Message [802.1Q

EMS - Elenent Managenent System [ Q 840. 1]

MEP - Maintenance End Point [RFC7174] [802.1Q

MP - Miintenance Internediate Point [ RFC7174] [802.1Q
wP - Mai ntenance Point [ RFC7174]

MIVM - Milti-destination Tree Verification Message [ RFC7455]

MIVR - Multi-destination Tree Verification Reply [ RFC7455]

NMS - Network Managenment System [ Q 840. 1]
PTM - Path Trace Message [ RFC7455]
PTR - Path Trace Reply [ RFC7455]
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4, Overview

The TRILL OAM M B nodul e provides an overall franmework for managi ng
TRILL OAM It leverages the | EEE8021-CFM M B and | EEE8021- CFM V2-M B
nmodul es defined in [802.1Q, and it augnents the Mi ntenance End
Point (MEP) and MEP Db entries. It also adds a new table for
messages specific to TRILL OAM

5. Structure of the MB Mdul e

hjects in this MB nodule are arranged into subtrees. Each subtree
is organi zed as a set of related objects. The various subtrees are
shown bel ow, supplenented with the required el enents of the

| EEE8021- CFM M B nodul e.

5.1. Textual Conventions

Textual conventions are defined to represent object types relevant to
the TRILL CAM M B.

5. 2. The TRILL GAM M B Subtree

The TRILL CAM M B tree described bel ow consi sts of

trill oamNotifications (Traps) and trill CanM bObj ects. The

trill oamNotifications are sent to the nanagenent entity whenever a
MEP | oses/restores contact with its peer flow MEPs.

The TRILL CAM M B per MEP Objects are defined in the

trill CamvepTable. The trill CamvepTabl e augnents the

dot 1agCf mvepEntry (pl ease see Section 6.1) defined in

| EEE8021-CFM M B. It includes objects that are locally defined for
an individual MEP and its associated flow
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TRI LL- OAM M B
|--trill GamNotifications (trill CamM b 0}

|--trill Ganfaul t Al arm

[--trill CanM bQbj ects {trill CGamM b 1}
[--trill Camvep {trill CGamM boj ects 1}
|--trill CamvepTabl e {trill Camvep 1} - Local TRLL config

| --trill CamvepFl owCf gTabl e
[--trill CanPtrTabl e
|--trill GamMt vr Tabl e
|--trill CamvepDbTabl e
5.3. 1. The Notifications Subtree
Notifications (fault alarns) are sent to the managenent entity wth
the O D of the MEP that has detected the fault. Notifications are

gener at ed whenever MEP | oses/restores contact with its peer flow
VEPs .

5.3.2. The Table Structures

The TRILL CAM M B per MEP Objects are defined in the

trill CamvepTable. The trill CamvepTabl e augnents the

dot 1agCf mvepEntry (pl ease see Section 6.1) defined in

| EEE8021-CFM M B. It includes objects that are locally defined for
an individual MEP and its associated fl ow.

5.3.2.1. trill GanVepTabl e Objects
This table is an extension of the dotlagCfmvkepTable. Rows are
automatically added or deleted fromthis table based upon row
creation and destruction of the dotlagCfmvepTable.
This table represents the local MEP TRILL OAM configuration table.

The prinmary purpose of this table is provide |ocal paraneters for the
TRILL OAM function found in [ RFC7455] and instantiated at a MEP.

Kumar, et al. St andards Track [ Page 5]



RFC 7784 TRILL OAM M B February 2016

5.3.2.2. trill GanvepFl owCf gTabl e bj ects

Each row in this table represents a Flow Configuration Entry for the
associated MEP. This table uses four indices. The first three

i ndices are the indices of the Mintenance Domai n, MANET, and MEP
tables. The fourth index is the specific Flow Configuration Entry on
the selected MEP. Sone witable objects in this table are only
applicable in certain cases (as described under each object bel ow),
and attenpts to wite values for themin other cases will be ignored.

5.3.2.3. trillGanPtrTable Objects

Each row in this table represents a Path Trace Reply Entry for the
Defined MEP and Transaction. This table uses four indices. The
first three indices identify the MEP and the fourth index specifies
the Transaction Identifier. This Transaction ldentifier uniquely
identifies the response for a MEP, which can have nmultiple flows.

5.3.2.4. trillGanMvrTable bjects

This table includes managed objects for the Milti-destination Reply.
Each row in the table represents a Milti-destination Reply Entry for
the defined MEP and Transaction. This table uses the following five
i ndi ces: 1) Mintenance Domain, 2) MANET, 3) MEP tables, 4)
Transaction ldentifier of selected MEP, and 5) receive order of

Miul ti-destination replies.

Some witable objects in this table are only applicable in certain
cases (as described under each object below), and attenpts to wite a
value for themin other cases will be ignored.

5.3.2.5. trill GanVepDbTabl e bj ects
This table is an augnmentation of the dotlagCf mvepDbTabl e, and rows
are automatically added or deleted fromthis table based upon row
creation and destruction of the dotlagCfmvkepDbTabl e.

6. Relationship to O her MB Mdul es
The | EEE8021- CFM M B [ | EEE8021- CFM M B] and [LLDP-M B] contain
objects that are relevant to the TRILL CGAM M B. Managenent objects
contained in these nodul es are not duplicated here, to reduce overl ap
to the extent possible. Fromthe | EEEB021-CFM M B, the foll ow ng
obj ects are inported:

0 dot 1agCf mvdl ndex

o0 dot 1agCf mval ndex
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o dot 1agCf mvepl denti fier
0 dot 1agCf mvepEntry
o dot 1agCf mvepDbEnt ry
o Dot 1agCf m ngressActi onFi el dVval ue
o Dot 1agCf mEgr essAct i onFi el dVal ue
o Dot 1agCf mRenot eMepSt at e
Fromthe [LLDP-MB], the follow ng objects are inported:
0 LI dpChassisld
0 Ll dpChassi sl dSubt ype
o LldpPortld
6. 1. Rel ati onship to the | EEE8021-TC-M B

In TRILL, traffic |abeling can be done using either a 12-bit VLAN or
a 24-bit Fine-Gained Label (FQ) [RFC7172].

The | EEE8021- TC-M B definition of | EEEB021Servi ceSel ect or Type
i ncludes the follow ng two val ues:

- 1 representing a vlanld, and
- 2 representing a 24-bit isid

We have chosen to use value 2 for TRILL's FG. As such, TRILL OAM
MB will inport |EEE8021ServiceSel ector Type,

| EEE8021Ser vi ceSel ect or Val ueOr None, and | EEEB021Ser vi ceSel ect or Val ue
from | EEES021- TC- M B.

6.2. Relationship to the | EEEB021-CFM M B

trill CamvepTabl e augnments dot 1agCf mvepEntry. | npl ementation of

| EEE8021-CFMM B is required as we are augnenting the | EEE-CFM M B
Table. (Objects/ Tables that are not applicable to a TRILL

i mpl enent ati on have to be handl ed by the TRILL inplenentation
backend, and appropriate default values, as described in

| EEE8021- CFM M B, have to be returned.
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The TRILL OQAM i npl enent ati on doesn’t support the Link Trace Message
or Link Trace Reply, since, as described in RFC 7455, the Path Trace
Message and Reply for unicast traffic and Miulti-destination Tree
verification Message and Reply for multicast traffic have been
substituted for them Statistics for these nmessages should default
as per | EEE8021- CFM M B.

6.3. MB Mdul es Required for | MPORTS

The following MB nodul e | MPORTS obj ects from SNWPv2- SM [ RFC2578],
SNWPv2- TC [ RFC2579], SNWPv2- CONF [ RFC2580], | EEE-8021-CFM M B, and
LLDP- M B.

7. Definitions
TRI LL-OAMM B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY,
OBJECT- TYPE,
Count er 32,
Unsi gned32,
I nt eger 32,
nm b- 2,
NOTI FI CATI ON- TYPE
FROM SNWPv2- SM
RowsSt at us,
Tr ut hval ue,
Ti neSt anp,
MacAddr ess
FROM SNWPv2- TC
OBJECT- GROUP,
NOTI FI CATI ON- GROUP,
MODUL E- COMPLI ANCE
FROM SNWVPv2- CONF
dot 1agCf mvdl ndex,
dot 1agCf mval ndex,
dot 1agCf mvepl denti fi er,
dot 1agCf mvepEnt ry,
dot 1agCf mvepDbEnt ry,
Dot 1agCf ml ngr essAct i onFi el dval ue,
Dot 1agCf nEgr essAct i onFi el dval ue,
Dot 1agCf nRenot eMepSt at e
FROM | EEE8021- CFM M B
LI dpChassi sl d,
LI dpChassi sl dSubt ype,
LI dpPortl1d,
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LI dpPort | dSubt ype
FROM LLDP- M B;

trill CamrM b MODULE- | DENTI TY

Kumar ,

LAST- UPDATED "201601141200z2"
ORGANI ZATI ON "I ETF TRILL WG'
CONTACT- | NFO
"Email: trill@etf.org"
DESCRI PTI ON
"This M B nodul e contains the nanagenent objects for the
managenent of TRILL Services Operations, Adm nistration
and Mai nt enance.
Initial version. Published as RFC 7784.

Copyright (c) 2016 | ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is pernitted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info).
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Abbrevi ati ons Used

Term Definition
CFM Connectivity Fault Managenent
| EEE Institute of Electrical and El ectronics
Engi neers
| ETF I nternet Engi neering Task Force
ITUT I nternational Tel ecomuni cati on Union -
Tel econmmuni cati on Standardi zati on Bureau
FCO The Final, Cross-Connect Error, Qut-of-band,

and In-band flags fromthe TRILL OAM Appli cation
Identifier TLV.

LBM Loopback Message

VA Mai nt enance Associ ation (equivalent to a MEGQ

MAC Medi a Access Control

VD Mai nt enance Domai n (equi val ent to an OAM
Domain in Metro Ethernet Forum (MEF) 17)

MEG Mai nt enance Entity Goup (equivalent to a MA)

MEG Level Mai nt enance Entity G oup Level (equivalent to
MD Level)

MVEP Mai nt enance Associ ation End Poi nt

M B Managenent | nfornati on Base

MP Mai nt enance Domai n | nt ernedi at e Poi nt

MI'VM Mul ti-destination Tree Verification Message

MI'VR Mul ti-destination Tree Verification Reply

QAM Oper ations, Adm nistration, and Mi ntenance

On- Demand OAM actions that are initiated via
manual intervention for alinted tine to carry
out diagnostics. On-demand OAM can result in
singul ar or periodic OAM actions during the

di agnostic time interval.

PTM Path Trace Message
PTR Path Trace Reply
RFC Request for Comments
SNWVP Si npl e Network Managenent Protocol
TLV Type- Lengt h- Val ue, a nethod of encoding Objects
TRI LL Transparent |nterconnection of Lots of Links
VLAN Virtual LAN'
REVI SI ON "201601141200z"
DESCRI PTI ON

"Initial version. Publ i shed as RFC 7784."
:={ mb-2 238 }
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EE R R R I R R I R R I R S R I R I R I R S I R R R S R O S R O

-- (bject Definitions in the TRILL OAM M B Mdul e

R Rk b Sk S R R Rk O S kS S R R S o S o S R I S kb S b b

trill CGamNotifications OBJECT | DENTI FI ER
c:={ trillCanMb 0 }

trill CamM bOhj ects OBJECT | DENTI FI ER
o= { trillCanrMb 1}

trill GanM bConformance OBJECT | DENTI FI ER
o= { trillCanMb 2 }

EE IR R R I R O O I R R I R Ik R Ik I R R R I I R R R I R O I R I

-- Goups in the TRILL OAM M B Mdul e

khkkhkkhkkhkhhkhkhhhhhdhhhdhhhhhhdrdhhdhdhhddhhddhddhddhdhhddhdrhddxhddxdrdxdrrdxx%x*x

trill GamVep OBJECT | DENTI FI ER
o= trill CGanM bbj ects 1 }

R Rk b Sk S b Sk R R R Rk O kS R R b o S S S IR AR I S kb S b b

-- TRILL OAM MEP Confi guration

Rk Rk b Sk R Rk Rk Sk O Sk O R R R Sk o O Rk I Sk S ok Sk R R o S A R

trill CamvepTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tril |l CamvepEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is an extension of the dotlagCfnivepTabl e and
rows are automatically added or deleted fromthis table
based upon row creation and destruction of the
dot 1agCf mvepTabl e.

This table represents the local MEP TRILL OAM
configuration table. The prinmary purpose of this table
is provide |local parameters for the TRILL OAM functi on
found in RFC 7455 and instantiated at a MEP."
REFERENCE " RFC 7455"
cr={ trillCamvep 1 }
trill CamvepEntry OBJECT- TYPE

SYNTAX Trill Cam\vepEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CanmvepTabl e."
AUGMVENTS { dot 1agCf mvepEntry }

o= trill CGanVepTable 1 }
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Trill CamMvepEntry :

}

TRILL OAM M B

- = SEQUENCE {

trill CamvepRNane
trill CamvepNext Pt nTl d
trill CamvepNext M vnTl d
trill CamvepPtrin

trill CamvepPtr I nQut of O der

trill CamvepPtrQut
trill CamvepM vrln

trill CamvepM vr | nCut of O der

trill CamvepM vr Qut

trill CamvepTxLbnmDest RNane

trill GamvepTxLbrmHC

trill CamvepTxLbnRepl yModeQob
trill CamMepTransmitLbnRepl yl p
trill CamMvepTxLbnFl owEnt r opy
trill CamvepTxPt mDest RNane

trill CamvepTxPt mHC

trill CamvepTxPt nRepl yModeQob
trill CamvepTransmi t Pt mRepl yl p
trill CamMepTxPt nFl owEnt r opy

trill CamvepTxPt nt at us

trill CamMvepTxPt mResul t OK
trill CamvepTxPt nSeqNunber
trill CamvepTxPt mvessages

trill CamvepTxM vniree
trill CamvepTxM viHC

trill CamvepTxM vinRepl yModeCQob
trill CamMepTransm t M viRepl yl p
trill CamMvepTxM vnFl owEnt r opy
trill CamvepTxM vntt at us

trill CamvepTxM vnResul t OK
trill CamvepTxM vimMessages
trill CamMepTxM vinSegNunber
trill CamvepTxM vnScopelLi st
trill CamMepDi scontinuityTinme

trill CamvepRNane OBJECT- TYPE
Unsi gned32 (0..65471)

Kumar ,

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

"This object contains the RBridge N cknane field

read-only
current

Unsi gned32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Unsi gned32,
Unsi gned32,
Tr ut hval ue,
OCTET STRI NG
OCTET STRI NG,
Unsi gned32,
Unsi gned32,
Tr ut hval ue,
OCTET STRI NG
OCTET STRI NG
Tr ut hVval ue,
Tr ut hVal ue,
Unsi gned32,

I nt eger 32,
Unsi gned32,
Unsi gned32,
Tr ut hVval ue,
OCTET STRI NG
OCTET STRI NG
Tr ut hval ue,
Tr ut hval ue,

I nt eger 32,
Unsi gned32,
OCTET STRI NG
Ti meSt anp

of the TRILL RBridge as defined in RFC 6325,
Section 3.7."
REFERENCE " RFC 7455 and RFC 6325, Section 3.7"
cr=f{ trill GamvepEntry 1 }

et al.
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trill GamvepNext Pt mrld OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Next Sequence Nunber / Transaction ldentifier to be sent in
a Multi-destination nessage. This Sequence Nunber can be
zero because it waps around. |Inplenentation of this
identifier should be should provide a unique code value in
order to identify the Transaction ldentifier for a MEP with
multiple flows."
REFERENCE " RFC 7455, Section 10.1.1"
o= trill GanmvepEntry 2 }

trill GamvepNext M vnilld OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Next Sequence Nunber / Transaction ldentifier to be sent
in a Milti-destination nessage. This Sequence Nunber can
be zero because it waps around. An inplenentation should
be unique to identify Transaction ldentifier for a MEP with
multiple flows."

REFERENCE " RFC 7455, Section 11.2.1"

o= { trill CamvepEntry 3 }

trill CamvepPtrin OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total number of valid, in-order Path Trace Replies
recei ved."

REFERENCE " RFC 7455, Section 10"
o= trill GanVepEntry 4 }

trill CamMvepPtrl nQut of Order OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of valid, out-of-order Path Trace Replies
recei ved."

REFERENCE " RFC 7455, Section 10"
c:={ trill GamvepEntry 5 }
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trill GamvepPtrQut OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, Path Trace Replies
transmtted."

REFERENCE " RFC 7455, Section 10"

o= { trill CamvepEntry 6 }

trill CamvepM vrin OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, in-order Multi-destination
Replies received.”
REFERENCE " RFC 7455, Section 11"
o= trill GanmvepEntry 7 }

trill CamvepM vrl nQut of Order OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, out-of-order Miulti-destination
Replies received."
REFERENCE " RFC 7455, Section 11"
c:={ trill GamvepEntry 8 }

trill CamvepM vrQut OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid, Milti-destination Replies
transmtted."

REFERENCE " RFC 7455, Section 11"

o= { trill CamvepEntry 9 }

trill CamvepTxLbnDest RNanme OBJECT- TYPE

SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Target Destination RBridge N cknane field, as
defined in RFC 6325, Section 3.7, to be transmitted.”
REFERENCE " RFC 7455 and RFC 6325, Section 3.7"
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o= trill GanVepEntry 10 }

trill CamvepTxLbmHC OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 63)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The Hop Count field to be transnitted."”
REFERENCE " RFC 7455, Sections 3 and 9"
c:={ trill CGanmvepEntry 11 }

trill CamvepTxLbnRepl yModeCob OBJECT- TYPE

SYNTAX Trut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"True indicates that the Reply to an LBMis out of
band and the out-of-band | P Address TLV is to be
transmitted. False indicates that in-band reply is
transmtted."

REFERENCE " RFC 7455, Section 9.2.1"

cr={ trill CGanmVepEntry 12 }

trill CamvepTransm t LbnRepl yl p OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (4..16))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The | P address for an out-of-band | P Address TLV
that is to be transnitted. Maxinumlength for |Pv6
is 16 octets and IPv4 is 4 octets."

REFERENCE " RFC 7455, Section 3"
o= { trill CamvepEntry 13 }

trill CamvepTxLbnFl owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (96))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"96-byte Fl ow Entropy, as defined in RFC 7455, to
be transmtted.”
REFERENCE " RFC 7455, Section 3"
o= trill GanVepEntry 14 }

trill CamvepTxPt nDest RName OBJECT- TYPE

SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON

"The Target Destination RBridge N cknane field,

as defined in RFC 6325, Section 3.7, to be transmtted."
REFERENCE " RFC 7455 and RFC 6325, Section 3.7"
c:=f{ trill GanmvepEntry 15 }

trill GamvepTxPt mHC OBJECT- TYPE

SYNTAX Unsi gned32 (1..63)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Hop Count field to be transmitted."”
REFERENCE " RFC 7455, Section 3"
o= { trill CamvepEntry 16 }

trill CamvepTxPt mRepl yModeCob OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"True indicates that a Reply to a PTMwi |l be
out of band and the out-of-band I P Address TLV
is to be transmtted. False indicates that an
in-band reply is transmtted."

REFERENCE " RFC 7455, Section 10"
DEFVAL { false }
o= { trill CamvepEntry 17 }

trill CamMepTransm t Pt nRepl yl p OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (4..16))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The I P address for an out-of-band | P Address TLV
to be transmtted. The nmaxi mum | ength for an
| Pv6 address is 16 octets. The maxi num |l ength
for an |Pv4 address is 4 octets.”

REFERENCE " RFC 7455, Sections 3 and 10"

o= { trill CamvepEntry 18 }

trill CamMvepTxPt nFl owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (96))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"96-byte Fl ow Entropy, as defined in RFC 7455, to be
transmtted.”
REFERENCE " RFC 7455, Section 3"
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o= trill GanVepEntry 19 }

trill CamMvepTxPt nSt at us OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A Boolean flag set to TRUE by the MEP Path Trace Initiator

State Machine or a MB manager to indicate that another PTM

is being transmitted. This is reset to FALSE by the MEP

Initiator State Machine. The PTM nanaged objects in the MEP

table are used in a manner simlar to that described for
transm ssion in the dotlagCfmvepTabl e. As per RFC 7455,

Section 10, operation of the Path Trace Message is identical
to the Loopback nessage except that it is first transnitted

with a TRILL Header Hop Count field value of 1 and then
retransmtted with an increnenting Hop Count until a
response is received fromthe destination RBridge, or the
Hop Count reaches a configured nmaxi numval ue. The
trill CamMvepTxPtnStatus status is reset to FALSE by
the initiator when the last PTMis transnmitted."”
REFERENCE " RFC 7455, Section 10"
DEFVAL { false }
o= trill GanVepEntry 20 }

trill CamvepTxPt nResul t OK OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates the following results of the operation:
- true indicates the Path Trace Message(s) wll be
(or has been) sent.
- false indicates the Path Trace Message(s) will not
be sent.”
REFERENCE " RFC 7455, Section 10"
DEFVAL { true }
o= { trill CamvepEntry 21 }

trill CamvepTxPt nSeqNunber OBJECT- TYPE

Kumar ,

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Path Trace Transaction ldentifier of the first
PTM (to be) sent. The value returned is
undefined if trill CanmVepTxPtnResultK is fal se.™

REFERENCE " RFC 7455, Section 10"
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o= trill GanVepEntry 22 }

trill CamvepTxPt mvessages OBJECT- TYPE

SYNTAX I nteger32 (1..1024)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of Path Trace nessages to be transnitted.
As per RFC 7455, Section 10, the first Path Trace
Message is transnmitted with a Hop Count of 1; an
RBridge may continue to retransmt the request at
periodic intervals with an increnenting Hop Count
until a response is received fromthe destination
RBri dge or the Hop Count reaches a configured
maxi mum val ue. The event of the Destination
response being received or the Hop Count reaching
its mximumis treated as a single Counter
increnment of this object.”
REFERENCE " RFC 7455, Section 10"
o= { trill CamvepEntry 23 }

trill CamvepTxM vniTree OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Multi-destination Tree identifier, as
defined in RFC 6325, for an MIVM "
cr=f{ trill GanmVepEntry 24 }

trill GamvepTxM viHC OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 63)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Hop Count field to be transmitted.

REFERENCE " RFC 7455, Section 3, and RFC 6325, Section 3"
o= { trill CamvepEntry 25 }

trill CamMVepTxM viRepl yModeQob OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"True indicates that the reply to an MIVMis out of
band and this out-of-band IP Address TLV is where the
reply is to be transm tted.
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Fal se indicates that an in-band reply is transmtted."
REFERENCE " RFC 7455, Section 11"
o= { trill CamvepEntry 26 }

trill CamMepTransm t M vnRepl yl p OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (4..16))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"I P address for an out-of-band |IP Address TLV that is
to be transmtted. The nmaxi mumlength for IPv6 is 16
octets and IPv4 is 4 octets.™

REFERENCE " RFC 7455, Section 11"

o= { trill CamvepEntry 27 }

trill CamvepTxM vnFl owent r opy OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (96))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"96- byte Fl ow Entropy, as defined in RFC 7455, to be
transmitted. "

REFERENCE " RFC 7455, Section 3"

o= { trill GanVepEntry 28 }

trill CamMepTxM vntt at us OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"A Boolean flag set to TRUE by the MEP Mil ti-destination
Initiator State Machine or a M B manager to indicate
that another MIVMis being transmitted.
Reset to FALSE by the MEP Initiator State Mchine.
The MI'VM managed objects in the MEP table are used
in a manner simlar to that described for LBM
transm ssion in the dot1lagCf mvepTabl e. As per RFC 7455,
Section 11, operation of the MIVMis
identical to the Loopback nmessage except that it is
first transmtted with a TRILL Header Hop Count
field value of 1 and it is retransmtted incrementing
the Hop Count until a response is received fromthe
destination RBridge or the Hop Count reaches a
configured maxi nrum value. The trill CamvepTxM vntt at us
Status is reset to FALSE by the initiator when the | ast
MIVMis transmitted."

REFERENCE " RFC 7455, Section 11"

DEFVAL { false }
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o= trill GanVepEntry 29 }

trill CamvepTxM vnResul t OK OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Indicates the result of the operation in
the foll owi ng way:
- true indicates the Milti-destination Message(s) will be
(or has been) sent.
- false indicates the Multi-destination Message(s) wll not
be sent."
REFERENCE " RFC 7455, Section 11"
DEFVAL { true }
c:={ trill GanmvepEntry 30 }

trill CamvepTxM vimvessages OBJECT- TYPE

SYNTAX I nteger32 (1..1024)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of Multi-destination nmessages to be transmtted.
The RBridge transmt the Milti-destination nessage
increnenting the session Identification Nunber at periodic
interval until this count expires.”

REFERENCE " RFC 7455, Section 11"

c:={ trill GanmvepEntry 31 }

trill CamvepTxM vnSegNunber OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Multi-destination Transaction ldentifier of the
first MIVM (to be)
sent. The value returned is undefined if
trill CamvepTxMvnResult K is fal se.™
REFERENCE " RFC 7455, Section 11"
c:={ trill CGanmvepEntry 32 }

trill CamvepTxM vnScopeli st OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The Multi-destination RBridge Scope |ist, which
requires 2 octets per RBridge."
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REFERENCE " RFC 7455, Section 11"
o= { trill CamvepEntry 33 }

trill CamMvepDi scontinuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Snapshot of the value of the sysUpTime object at the
begi nning of the latest period of continuity of the
statistical counters associated with this MeP."

o= trill GanVepEntry 34 }

EE IR R R I R O O I R R I R Ik R Ik I R R R I I R R R I R O I R I

TRILL OAM Tx Measurenent Configuration Table

khkkhkkhkkhkhhkhkhhhhhdhhhdhhhhhhdrdhhdhdhhddhhddhddhddhdhhddhdrhddxhddxdrdxdrrdxx%x*x

trill CamvepFl owCf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tril | CamvepFl owCf gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes configuration objects and operations
for the TRILL OAM facilities in RFC 7455.

Each row in the table represents a Fl ow Configuration
Entry for the defined MEP. This table uses four indices.
The first three indices are the indices of the M ntenance
Domai n, MANET, and MEP tables. The fourth index is the
specific Flow Configuration Entry on the selected MEP.

Sone witable objects in this table are only applicable in
certain cases (as described under each object), and
attenpts to wite values for themin other cases
will be ignored.”

REFERENCE "RFC 7455"

o= trillGanvep 2 }

trill CamvepFl owCf géntry OBJECT- TYPE

Kumar ,

SYNTAX Trill CamvepFl owCf gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CanvepFl owCf gTabl e. "
| NDEX {

dot 1agCf mvdl ndex,
dot 1agCf mval ndex,
dot 1agCf mvepl denti fi er,
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trill CamvepFl owCf gl ndex
}
o= { trill CamvepFl owCf gTable 1 }

Trill CamvepFl owCf gEntry :: = SEQUENCE ({
trill CamvepFl owCf gl ndex Unsi gned32,
trill CamvepFl owCf gFl owent r opy OCTET STRI NG
trill CamvepFl owCf gDest RNane Unsi gned32,

trill CamvepFl owCf gFl owHC Unsi gned32,
trill CamvepFl owCf gRowSt at us RowsSt at us
}
trill CamvepFl owCf gl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index to the TRILL OAM MEP Fl ow Configuration table,
whi ch indicates the specific flow for the MEP.

The index is never reused for other flow sessions on the
sane MEP while this session is active. The index val ue
keeps increasing until it waps to 0. This value can also be
used in the flowidentifier TLV RFC 7455."

REFERENCE " RFC 7455"

o= { trill CamvepFl owCf gEntry 1 }

trill CamvepFl owCf gFl owent r opy OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (96))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This is 96 bytes of Flow Entropy as described in
TRILL OAM RFC 7455."

REFERENCE " RFC 7455, Section 3"

o= trill CGanVepFl owCf gEntry 2 }

trill CamvepFl owCf gDest RName OBJECT- TYPE

SYNTAX Unsi gned32 (0..65471)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Target Destination RBridge N cknane field, as

defined in RFC 6325, Section 3.7, to be transmitted."
REFERENCE " RFC 7455, Section 3, and RFC 6325, Section 3.7"
o= trill CanmvepFl owCf gEntry 3 }
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trill CamvepFl owCf gFl owHC OBJECT- TYPE

SYNTAX Unsi gned32 (1..63)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Hop Count field to be transmitted."”

REFERENCE " RFC 7455, Section 3, and RFC 6325, Section 3.6"

{ trill GamvepFl owCf gEntry 4 }

trill CamvepFl owCf gRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of the row.

The witable colums in a row cannot be changed if the row
is active. Al colums MJST have a valid value before a row
can be activated."

{ trill CamVepFl owCf gEntry 5 }

Rk b o b ok S Rk O Sk R R Rk ko S R kS R Rk I o kS b Sk O R

-- TRILL OAM Path Trace Reply Tabl e

EE R R R R R R R R R R R R I R R R R R I I

trill GanPtrTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Trill GanPtrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes Path Trace Reply objects and
operations for the TRILL OAMfacilities as descri bed
in RFC 7455.

Each row in the table represents a Path Trace Reply Entry for
t he defined MEP and Transaction. This table uses four
indices. The first three indices are the indices of the

Mai nt enance Domai n,

MANET, and MEP tables. The fourth index is the specific
Transaction ldentifier on the sel ected NMEP.

Sonme witable objects in this table are only applicable in
certain cases (as described under each object),

and attenpts to

wite values for themin other cases will be ignored."

REFERENCE "RFC 7455"

{ trillCamvep 3 }
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trill CanPtrEntry OBJECT- TYPE

SYNTAX Trill CanPtrEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

February 2016

"The conceptual row of trill QanPtrTable."

| NDEX {
dot 1agCf mvdl ndex,
dot 1agCf mval ndex,

dot 1agCf mvepl denti fi er,
trill CamMepPtrTransactionld

}
o= { trillGanPtrTable 1 }

Trill CanPtrEntry ::= SEQUENCE {
trill CamMepPtrTransactionld Unsi gned32,
trill CamMvepPtrHC Unsi gned32,
trill CamvepPtrFl ag Unsi gned32,
trill CamvepPtr Error Code Unsi gned32,
trill CamMvepPtr Ter m nal Mep Trut hval ue,
trill CamMvepPtr Last Egressld Unsi gned32,
trill CamMvepPtrl ngress Dot 1agCf ml ngr essAct i onFi el dval ue,
trill CamMepPtrl ngresshMac MacAddr ess,
trill CamvepPtrl ngressPort| dSubtype LI dpPort | dSubt ype,
trill CamMvepPtrlngressPortld LI dpPort1d,
trill CamMepPtr Egress Dot 1agCf nEgr essAct i onFi el dVval ue,
trill CamMvepPtr Egr essMac MacAddr ess,
trill CamvepPtrEgressPort| dSubtype LI dpPort |1 dSubt ype,
trill CamMvepPtrEgressPortlid LI dpPortl1d,

trill CamMvepPtr Chassi sl dSubt ype

trill CamMvepPtr Chassisld

trill CamMepPtrOrgani zationSpecificTlv
trill CamvepPtr Next HopNi cknamnes

}

trill CamvepPtrTransacti onld OBJECT- TYPE
SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

LI dpChassi sl dSubt ype,
LI dpChassi sl d,

OCTET STRI NG

OCTET STRI NG

"Sequence Nunber / Transaction ldentifier returned by a

previous transmt path trace nessage

conmand,

i ndi cating which PTM s response is going to be returned.”

REFERENCE "RFC 7455, Section 10"
o= { trillCanPtrEntry 1 }
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trill GamvepPtrHC OBJECT- TYPE

SYNTAX Unsi gned32 (1..63)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Hop Count field value for a returned PTR "
REFERENCE "RFC 7455"

o= { trillCanPtrEntry 2 }

trill CamMepPtrFl ag OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"FCO (TRILL OAM Message TLV) field value for a
returned PTR "
REFERENCE "RFC 7455, Section 8.4.3"
o= { trillGanPtrEntry 3 }

trill CamMvepPtrError Code OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Return Code and Return Sub-code value for a returned PTR "
REFERENCE "RFC 7455, Section 8.4.3"

o= { trillCanPtrEntry 4 }

trill CamMvepPtrTerm nal Mep OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A bool ean val ue stating whether the forwarded PTM reached a
MEP enclosing its MA, as returned in the Term nal MEP flag of
the Flags field."

REFERENCE "RFC 7455"

co={ trillGanPtrEntry 5 }

trill CamMvepPtrLast Egressid OBJECT- TYPE

Kumar ,

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"An Integer field holding the Last Egress Identifier returned

in the PTR Upstream RBridge Ni ckname TLV of the PTR

The Last Egress ldentifier identifies the Upstream N cknane."
REFERENCE "RFC 7455, Section 8.4.1"
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o= trillGanPtrEntry 6 }

trill CamMepPtrlngress OBJECT- TYPE

SYNTAX Dot 1agCf ml ngr essAct i onFi el dVval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Ingress Action field of the PTR
The val ue i ngNoTl v(0) indicates that no Reply Ingress TLV was
returned in the PTM"

REFERENCE "RFC 7455, Section 8.4.1"

o= { trillGanPtrEntry 7 }

trill CamMvepPtrl ngressivac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the ingress MAC address field."
REFERENCE "RFC 7455, Section 8.4.1"

= trillGanPtrEntry 8 }

trill CamMepPtrl ngressPort| dSubt ype OBJECT- TYPE

SYNTAX LI dpPort | dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Ingress Port ID. The format of this object is determ ned by
the value of the trill CanmVepPtrl ngressPort| dSubtype object.”
REFERENCE "RFC 7455, Section 8.4.1"
o= trillGanPtrEntry 9 }

trill CamMvepPtrlngressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ingress Port ID. The format of this object is determ ned by
the value of the trill GamvepPtrlngressPortld object.”
REFERENCE "RFC 7455, Section 8.4.1"
= { trillGanPtrEntry 10 }

trill CamvepPtrEgress OBJECT- TYPE

SYNTAX Dot 1agCf nEgr essAct i onFi el dval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Egress Action field of the PTR
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The val ue i ngNoTl v(0) indicates that no Reply Egress TLV was
returned in the PTM"

REFERENCE "RFC 7455, Section 8.4.1"

= { trillCanPtrEntry 11 }

trill CamvepPtrEgressMac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the egress MAC address field."
REFERENCE "RFC 7455, Section 8.4.1"

o= trillGanPtrEntry 12 }

trill CamvepPtr EgressPort| dSubt ype OBJECT- TYPE

SYNTAX LI dpPort | dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Egress Port ID. The fornmat of this object is determ ned by
the value of the trill CamvepPtrEgressPort|dSubtype object."
REFERENCE "RFC 7455, Section 8.4.1"
= { trillGanPtrEntry 13 }

trill CamMvepPtrEgressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Egress Port ID. The fornmat of this object is determ ned by
the value of the trill CanMepPtrEgressPortld object.”
REFERENCE "RFC 7455, Section 8.4.1"
o= { trillCanPtrEntry 14 }

trill CamMepPtr Chassi sl dSubt ype OBJECT- TYPE

Kumar ,

SYNTAX LI dpChassi sl dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object specifies the format of the Chassis ID returned
in the Sender ID TLV of the PTR, if any. This value is
meani ngless if the trill CamvepPt r Chassi sl d
has a length of 0."

REFERENCE "RFC 7455, Section 8.4.1"

c:={ trillGanPtrEntry 15 }
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trill CamMvepPtrChassisld OBJECT- TYPE

SYNTAX LI dpChassi sl d
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Chassis ID returned in the Sender ID TLV of the PTR if
any. The fornmat of this object is determ ned by the
val ue of the trill CGamMepPtr Chassi sl dSubtype object."
REFERENCE "RFC 7455, Section 8.4.1"
= { trillCanPtrEntry 16 }

trill CamvepPtr Organi zati onSpecificTlv OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 4..1500))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Al'l organization-specific TLVs returned in the PTR if
any. Includes all octets including and follow ng the TLV
Length field of each TLV, concatenated together."

REFERENCE "RFC 7455, Section 8.4.1"

o= { trillCanPtrEntry 17 }

trill CamMvepPt r Next HopNi cknanes OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 4..1500))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Next hop RBridge List TLV returned in the PTR, if
any. Includes all octets including and follow ng the TLV
Length field of each TLV, concatenated together."
REFERENCE "RFC 7455, Section 8.4.1"

co={ trillGanPtrEntry 18 }
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-- TRILL OAM Mul ti-destination Reply Tabl e
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trill CGanivt vr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Trill CamM vrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table includes Miulti-destination Reply objects and
operations for the TRILL OAMfacilities described in
RFC 7455.

Each row in the table represents a Milti-destination Reply
Entry for the defined MEP and Transaction. This table uses
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five indices. The first three indices are the indices of the
Mai nt enance Donmai n, MANET, and MEP tables. The fourth index
is the specific Transaction Identifier on the sel ected MEP.
The fifth index is the receive order of Milti-destination
replies.

Some witable objects in this table are only applicable in
certain cases (as described under each object), and attenpts
to wite values for themin other cases will be ignored.”
REFERENCE "RFC 7455"
cr={ trill Ganmvep 4 }

trill CamM vrEntry OBJECT- TYPE

Trill CamMvrEntry :

Kumar ,

SYNTAX Trill CamM vrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CGaniMvrTable."
| NDEX {

dot 1agCf mvdl ndex,

dot 1agCf mval ndex,

dot 1agCf mvepl denti fi er,

trill CamMvepPtrTransacti onl d,
trill CamvepM vr Recei veOr der

}
o= { trillCanmMvrTable 1 }

: = SEQUENCE {
trill CamMepM vr Transacti onl d
trill CamvepM vr Recei veOr der
trill CamvepM vr Fl ag

trill CamvepM vr Error Code
trill CamMepM vrLast Egresslid
trill CamvepM vrl ngress
trill CamMvepM vrl ngressiac
trill CamvepM vrl ngressPort!| dSubtype
trill CamvepM vrlngressPortld

trill CamvepM vr Egr ess
trill CamMepM vr Egr essMac
trill CamvepM vr Egr essPort | dSubt ype
trill CamMvepM vr EgressPortld

trill CamvepM vr Chassi sl dSubt ype

trill CamvepM vr Chassi sl d

trill CamMepM vr Organi zati onSpecificTlv
trill CamvepM vr Next HopNi cknanes

trill CamvepM vr Recei verAvail ability
trill CamvepM vr Recei ver Count
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Dot 1agCf ml ngr essAct i onFi

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Unsi gned32,

el dval ue,
MacAddr ess,

LI dpPort | dSubt ype,
LI dpPort1d,

Dot 1agCf nEgr essAct i onFi el dVval ue,

MacAddr ess,

LI dpPort |1 dSubt ype,

LI dpPort1d,

LI dpChassi sl dSubt ype,
LI dpChassi sl d,

OCTET STRI NG

OCTET STRI NG

Tr ut hval ue,

Tr ut hVval ue

[ Page 29]



RFC 7784 TRILL OAM M B February 2016

trill CamvepM vr Transactionld OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Sequence Nunber / Transaction ldentifier returned by a
previously transmitted Milti-destinati on nessage comand
i ndi cating which MTVM s response is going to be returned."
REFERENCE "RFC 7455, Section 11"
= { trillCanMvrEntry 1}

trill CamvepM vr Recei veOrder OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An index to distinguish anong multiple MIVRs with sane MIVR
Transaction ldentifier field val ue.
trill CamvepM vr Recei veOrder is assigned sequentially froml1,
in the order that the Milti-destination Tree Initiator
received the MIVRs."
REFERENCE " RFC 7455, Section 11"
= { trillCanMvrEntry 2 }

trill CamvepM vr Fl ag OBJECT- TYPE

SYNTAX Unsi gned32 (0..15)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"FCO (TRILL OAM Message TLV) field value for a
returned MIVR "

REFERENCE "RFC 7455, Section 8.4.2"

o= trillCanMvrEntry 3}

trill CamvepM vr Error Code OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Return Code and Return Sub-code value for a returned MIVR "
REFERENCE "RFC 7455, Section 8.4.2"

o= trillCanMvrEntry 4 }

trill CamvepM vrLast Egressld OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"An Integer field holding the Last Egress Identifier returned
in the MIVR Upstream RBridge N cknane TLV of the MIVR  The
Last Egress ldentifier identifies the Upstream N cknane."

REFERENCE "RFC 7455, Section 8.4.1"

o= { trillCanMvrEntry 5 }

trill CamMepM vrl ngress OBJECT- TYPE

SYNTAX Dot 1agCf m ngr essAct i onFi el dval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Ingress Action field of
the MIVR. The val ue i ngNoTlI v(0) indicates that no
Reply Ingress TLV was returned in the MIVM "
REFERENCE "RFC 7455, Section 11.2.3"
= { trillCanMvrEntry 6 }

trill CamvepM vrl ngressMac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the ingress MAC address field."
REFERENCE "RFC 7455, Section 8.4.1"

o= { trillCamMvrEntry 7 }

trill CamvepM vrl ngressPort| dSubtype OBJECT- TYPE

SYNTAX LI dpPor t | dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Ingress Port ID. The format of this object is
determ ned by the val ue of the
trill CamMepM vrl ngressPort| dSubtype object.”
REFERENCE "RFC 7455, Section 8.4.1"
o= trillCanMvrEntry 8 }

trill CamMepM vrlngressPortld OBJECT- TYPE

Kumar ,

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Ingress Port ID. The format of this object is determ ned by
the value of the trill CamvepMvrlngressPortld object."
REFERENCE "RFC 7455, Section 8.4.1"
= { trillCanMvrEntry 9 }
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trill CamvepM vr Egress OBJECT- TYPE

SYNTAX Dot 1agCf nEgr essAct i onFi el dval ue
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value returned in the Egress Action field of the MIVR
The val ue i ngNoTl v(0) indicates that no Reply Egress TLV was
returned in the MIVR "

REFERENCE "RFC 7455, Section 8.4.1"

cr={ trillCanMvrEntry 10 }

trill CamvepM vr Egr essMac OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"MAC address returned in the egress MAC address field."
REFERENCE "RFC 7455, Section 8.4.1"

o= trillCanMvrEntry 11 }

trill CamMvepM vr Egr essPort| dSubt ype OBJECT- TYPE

SYNTAX LI dpPort | dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Egress Port ID. The fornmat of this object is determ ned by
the value of the trill CamMepM vr EgressPort | dSubtype object."
REFERENCE "RFC 7455, Section 8.4.1"
cr={ trillCanMvrEntry 12 }

trill CamvepM vr EgressPortld OBJECT- TYPE

SYNTAX LI dpPortid
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Egress Port ID. The fornmat of this object is determ ned by
the value of the trill CanMepM vrEgressPortld object."
REFERENCE "RFC 7455, Section 8.4.1"
o= trillCanMvrEntry 13 }

trill CamvepM vr Chassi sl dSubt ype OBJECT- TYPE

Kumar ,

SYNTAX LI dpChassi sl dSubt ype
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object specifies the format of the Chassis ID returned
in the Sender ID TLV of the MIVR, if any. This value is
meani ngless if the trill CanvepM vr Chassi sld has a
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I ength of 0."

REFERENCE "RFC 7455, Section 8.4.1"

{ trillCanMvrEntry 14 }

trill CamMvepM vr Chassi sld OBJECT- TYPE

SYNTAX LI dpChassi sl d
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The Chassis ID returned in the Sender ID TLV of the MIVR if
any. The format of this object is determ ned by the
val ue of the trill CamvepM vr Chassi sl dSubt ype obj ect."

REFERENCE "RFC 7455, Section 8.4.1"

{ trillCanMvrEntry 15 }

trill CamvepM vr Organi zati onSpeci fi cTlv OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 4..1500))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Al'l organization-specific TLVs returned in the MIVR if
any. Includes all octets including and follow ng the TLV
Length field of each TLV, concatenated together."

REFERENCE "RFC 7455, Section 8.4.1"

{ trillCamMvrEntry 16 }

trill CamvepM vr Next HopNi cknanmes OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (0 | 4..1500))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Next hop RBridge List TLV returned in the PTR, if
any. Includes all octets including and followi ng the TLV
Length field of each TLV, concatenated together."

REFERENCE "RFC 7455, Section 8.4.3"

{ trillCamMvrEntry 17 }

trill CamvepM vr Recei ver Avai |l ability OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A value of true indicates that the MIVR response contai ned
Mul ticast receiver availability TLV."

REFERENCE "RFC 7455, Section 8.4.10"

{ trillCamMvrEntry 18 }
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trill CamvepM vr Recei ver Count OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the nunber of nulticast receivers avail able on
the respondi ng RBridge on the VLAN specified by the
di agnostic VLAN."

REFERENCE "RFC 7455, Section 8.4.10"

cr={ trillCanMvrEntry 19 }

EE R R R R R R R R R R R R R I R I I R I R R I R R I R

-- TRILL OAM MEP Dat abase Tabl e

EE IR R R I R O O I R R I R Ik R Ik I R R R I I R R R I R O I R I

trill CamMvepDbTabl e OBJECT- TYPE

SYNTAX SEQUENCE CF Tril |l CanmVepDbEnt ry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table is an extension of the dotlagCfmvepDbTabl e
and rows are automatically added to or deleted from
this tabl e based upon row creation and destruction of the
dot 1agCf mvepDbTabl e. "

REFERENCE
"RFC 7455"

o= { trill Camvep 5}

trill CamVepDbEntry OBJECT- TYPE

SYNTAX Trill CamvepDbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The conceptual row of trill CanivepDbTabl e."
AUGMVENTS {

dot 1agCf mvepDbENnt ry

}
o= { trill CamvepDbTable 1 }

Trill CamvepDbEntry ::= SEQUENCE ({
trill CamvepDbFl ow ndex Unsi gned32,
trill CamvepDbFl owEnt r opy COCTET STRI NG
trill CamvepDbFl owst at e Dot 1agCf nRenot eMepSt at e,
trill CamvepDbFl owFai | edOkTi me Ti neSt anp,
trill CamvepDbRBri dgeNane Unsi gned32,

trill CamvepDbLast GoodSeqNum Count er 32
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trill CamvepDbFI owl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object identifies the flow. If the Flow ldentifier TLV
is received, then the index received can al so be used."
REFERENCE " RFC 7455"
o= {trill CamVepDbEntry 1 }

trill CamvepDbFl owEnt r opy OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (96))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"96 byte Flow Entropy."
REFERENCE " RFC 7455, Section 3"
o= {trill CamvepDbEntry 2 }

trill CamvepDbFI owSt ate OBJECT- TYPE

SYNTAX Dot 1agCf nRenot eMepSt at e
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The operational state of the renote MEP (fl ow based)
| FF State nmachines. State Machine is running now per
flow "

REFERENCE " RFC 7455"
o= {trill CamvepDbEntry 3 }

~+
=

i Il CanvepDbFl owfai | edOkTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Time (sysUpTine) at which the Renpbte MEP flow state
machi ne | ast entered either the RVEP_FAI LED or RVEP K
state."

REFERENCE " RFC 7455"
o= {trill CamvepDbEntry 4 }

trill CamvepDbRBri dgeNane OBJECT- TYPE

SYNTAX Unsi gned32(0..65471)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Renote MEP RBridge Nicknane."
REFERENCE " RFC 7455 and RFC 6325, Section 3"
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o= {trill CamvepDbEntry 5 }

trill CamvepDbLast GoodSeqNum OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Last Sequence Nunber received."
REFERENCE " RFC 7455, Section 13.1"
cr={trill CamvepDbEntry 6}

EE R R R R R R R R R R R R R R R R R R R R R I

TRILL OGAM M B NOTI FI CATI ONS ( TRAPS)

This notification is sent to nanagenent entity whenever a
MEP | oses/restores

contact with its peer flow MEPs

Rk b ok b S R R R Sk O S Sk S R IR o b b S S R R R o kO I R R ko

trill Ganfaul t Al arm NOTI FI CATI ON- TYPE

Kumar ,

OBJECTS { trill CanmvepDbFl owSt ate }
STATUS current
DESCRI PTI ON

"A MEP flow has a persistent defect condition.
A notification (fault alarm is sent to the nmanagenent
entity with the O D of the flow that has detected the fault.

The managenent entity receiving the notification can identify
the system fromthe network source address of the
notification and can identify the flow reporting the defect
by the indices in the OD of the trill CamvepFl ow ndex and
trill GanFl owDef ect variable in the notification:

dot 1agCf mvdl ndex - Al so the index of the MEP' s
Mai nt enance Donmin table entry
(dot 1agCf mvdTabl e) .

dot 1agCf mval ndex - Also an index (with the MD tabl e index)
of the MEP's Mai ntenance Associ ation
network table entry
(dot 1agCf mvaNet Tabl €) and (with the NMD
tabl e i ndex and conponent 1D) of the
MEP' s MA conponent table entry
(dot 1agCf mvaConpTabl e) .

dot 1agCf mvepl dentifier - NMEP ldentifier and final index
into the MEP table (dotlagCf nmvepTable).

trill CamvepFl owCf gl ndex - Index identifies
i ndi cates the specific flow for
t he MEP"

REFERENCE "RFC 7455"
o= { trillGCanmNotifications 1 }
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tri

Kumar ,

EE R R R I R I R R I R R R I R I R I R R I R R R R I I R I R

TRILL OAM M B Mbdul e - Conformance | nformation

Rk b S b S O Rk kS S S S R Ik Sk IR kO b S b b

i1l CanM bConpl i ances OBJECT | DENTI FI ER

o= { trill GanM bConformance 1 }

i1l CamM bGroups OBJECT | DENTI FI ER

o= { trill CanrM bConf ormance 2 }

Rk b ok b S R R R Sk O o kR R R kR Rk R ok S o S R I I Rk ko

TRILL OAM M B Units of Confornance

EE R R R I R I R R I R R R I I R R R I R S R I R I R R I I I R I R

I I CamvepMandat or yG oup OBJECT- GROUP

OBJECTS
trill CamvepRNane,
trill CamvepNext Pt nill d,
trill CamvepNext M vniTl d,
trill CamMvepPtrln,
trill CamMvepPtr I nCut of Or der,
trill CamvepPtrQut,
trill CamMepM vrln,
trill CamvepM vr | nQut of O der,
trill CamvepM vrQut,
trill CamMvepTxLbnDest RNane,
trill CamvepTxLbmHC,
trill CamvepTxLbnRepl yMbdeQob,
trill CamMepTransm t LbnRepl yl p,
trill CamvepTxLbnFl owEnt r opy,
trill CamvepTxPt nDest RNane,
trill CamvepTxPt nHC,
trill CamvepTxPt mRepl yMbdeQob,
trill CamMepTransm t Pt nRepl yl p,
trill CamvepTxPt nFl owEnt r opy,
trill CamvepTxPt nt at us,
trill CamvepTxPt nResul t OK,
trill CamvepTxPt mvessages,
trill CamvepTxPt nSegNunber,
trill CamvepTxM vnilr ee,
trill CGamvepTxM virHC,
trill CamvepTxM viRepl yModeQob,
trill CamMepTransm t M viRepl yl p,
trill CamvepTxM viFl owEnt r opy,
trill CamMepTxM vnft at us,
trill CamvepTxM vinResul t OK|
trill CamMepTxM vimvessages,
trill CamvepTxM vinSeqNunber,
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trill CamvepTxM vnScopeli st,
trill CamMvepDi sconti nuityTi me
}
STATUS current
DESCRI PTI ON
"Mandatory objects for the TRILL OAM MEP group."
o= { trillGanM bG oups 1 }

trill CamMvepFl owCf gTabl eG oup OBJECT- GROUP

OBJECTS {
trill CamvepFl owCf gFl owEnt r opy,
trill CamvepFl owCf gDest RNane,
trill CamvepFl owCf gFl owHC,
trill CamMvepFl owCf gRowSt at us

}
STATUS current
DESCRI PTI ON

"TRILL OAM MEP Fl ow Configuration objects group."
o= { trillGanM bG oups 2 }

trill CanPtr Tabl eG oup OBJECT- GROUP

OBJECTS {
trill CamvepPtrHC,
trill CamvepPtrFl ag,
trill CamvepPtr Error Code,
trill CamvepPtr Ter mi nal Mep,
trill CamMepPtr Last Egressl d,
trill CamMvepPtrl ngress,
trill CamMepPtrl ngresshMac,
trill CamvepPtrl ngressPort | dSubtype,
trill CamMepPtrlngressPortld,
trill CamvepPtr Egress,
trill CamvepPtrEgressMac,
trill CamMvepPtrEgressPort | dSubtype,
trill CamMvepPtrEgressPortld,
trill CamvepPtr Chassi sl dSubt ype,
trill CamMvepPtr Chassi sl d,
trill CamMepPtrOrgani zati onSpecificTlv,
trill CamvepPtr Next HopNi cknamnes
}
STATUS current
DESCRI PTI ON

"TRILL OAM MEP PTR obj ects group."
co={ trillGanM bG oups 3 }
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trill CamM vr Tabl eG oup OBJECT- GROUP

OBJECTS {
trill CamMepM vr Fl ag,
trill CamvepM vr Error Code,
trill CamvepM vr Last Egr essl d,
trill CamvepM vrl ngress,
trill CamvepM vrl ngressMac,
trill CamvepM vrl ngressPort | dSubtype,
trill CamvepM vrl ngressPortld,
trill CamvepM vr Egr ess,
trill CamvepM vr Egr essMac,
trill CamvepM vr Egr essPort | dSubt ype,
trill CamvepM vr EgressPortld,
trill CamvepM vr Chassi sl dSubt ype,
trill CamvepM vr Chassi sl d,
trill CamMepM vr Organi zati onSpeci ficTlv,
trill CamvepM vr Next HopNi cknanes,
trill CamvepM vr Recei verAvailability,
trill CamvepM vr Recei ver Count
}
STATUS current
DESCRI PTI ON

"TRILL OAM MEP MIVR obj ects group.”
o= { trillGanM bG oups 4 }

trill CamvepDbG oup OBJECT- GROUP

OBJECTS {
trill CamvepDbFlI ow ndex,
trill CamvepDbFl owEnt r opy,
trill CamvepDbFl owst at e,
trill CamvepDbFl owFai | edOkTi ne,
trill CamvepDbRBri dgeNane,
trill CamvepDbLast GoodSeqNum

}

STATUS current
DESCRI PTI ON

"TRILL OAM MEP DB obj ects group."
c:={ trillGanM bG oups 5 }

trill CamNotificationG oup NOTI FI CATI ON- GROUP

Kumar ,

NOTI FICATIONS { trillQanfFaultAlarm}
STATUS current
DESCRI PTI ON
"A collection of objects describing notifications(traps)."
c:={ trill GanM bG oups 6 }
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EE R R R I R I R R I R R R I R I R I R R I R R R R I I R I R

-- TRILL OAM M B Mbdul e Conpliance Statenents

Rk b S b S O Rk kS S S S R Ik Sk IR kO b S b b

trill CamM bConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

"The conpliance statenent for the TRILL CAM M B. "
MODUL E -- this nodul e

MANDATORY- GROUPS {
trill CamMepMandat or yGr oup,
trill CamvepFl owCf gTabl eG oup,
trill CanPtrTabl eG oup,
trill CamM vr Tabl eG oup,
trill CamvepDbG oup,
trill CamNoti ficati onG oup

}
o= { trill GanM bConpliances 1 }
-- Conpliance requirement for read-only inplenmentation.

trill CamM bReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirenent for inplenentations that only
provi de read-only support for TRILL- OAM M B.
Such devices can be nonitored but cannot be configured
using this MB nodule.”
MODULE -- this nodul e
MANDATORY- GROUPS {
trill CamvepMandat or yGroup,
trill CamMvepFl owCf gTabl eG oup,
trill CanPtr Tabl eG oup,
trill CamM vr Tabl eG oup,
trill CamvepDbG oup,
trill CamNotificati onGoup

}
-- trill CamvepTabl e

OBJECT trill CamvepTxLbnDest RNane
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT trill CanmVepTxLbnHC
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
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OBJECT trill CamvepTxLbnRepl yModeOob
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill GamMvepTransmi t LbnRepl yl p
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxLbnFl owknt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nDest RNane
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanVepTxPt nHC
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nRepl yModeCOob
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CGamvepTransnit Pt mRepl yl p
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CanmVepTxPt nl owEnt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nft at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
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OBJECT trill CamvepTxPt nResul t OK
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt mvessages
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxPt nSeqNunber
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM vnilr ee
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM vnHC
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CGamvepTxM vnRepl yModeCQob
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CGamvepTransni t M vRepl yl p
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM vnFl owEnt r opy
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT trill CamvepTxM vt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.
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OBJECT trill CamvepTxM viResul t OK
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT trill CamVepTxM viivessages
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT trill CamvepTxM vnSegNunber
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT trill CanmVepTxM vnScopeli st
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

-- trill CamvepFl owCf gTabl e

END

Kumar ,

OBJECT trill CamvepFl owCf gFl owEnt r opy
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT trill CamvepFl owCf gDest RName
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT trill CamvepFl owCf gFl owHC
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT trill CamvepFl owCf gRowSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

o= { trill GanM bConpl i ances 2 }
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8. Security Considerations

This MB relates to a systemthat will provide network connectivity
and packet-forwardi ng services. As such, inproper nanipul ation of
the objects represented by this MB may result in denial of service
to a |l arge nunber of end users.

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-create. Such objects nmay be
considered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection opens devices to attack. There are the tables and objects
and their sensitivity/vulnerability:

The following table and objects in the TRILL OAM M B can be
mani pul ated to interfere with the operation of RBridges by causing
CPU use spi kes:

o trillCamvepTransmitLbnReplylp allows the reply froma Loopback
message to be transnmitted to an | P address in the TLV, thus
allowing replies to be sent to any systemto cause denial of
service.

o trillCamvepTransmitPtnReplylp allows the reply froma Path Trace
message to be transnitted to an | P address in the TLV, thus
allowing replies to be sent to any systemto cause denial of
servi ce.

o trill CamvepTxPt mvessages all ows the generation of PTMs and can be
used to generate lots of CPU-driven traffic.

o trillCamvepTransnitMvnReplylp allows a fromreply froman MIVMto
be transmitted to an I P address in the TLV, thus allow ng replies
to be sent to any systemto cause denial of service.

o trill CamvepTxM vimvessages all ows the generation of MIVMs and can
be used to generate lots of CPU-driven traffic.

The followi ng objects in the TRILL OAM M B are read-create and can be
mani pul ated to interfere with the OAM operations of RBridges. |If the
nunber of OAM franes generated in the network is high, this can cause
a CPU spi ke on destination RBridges if control-plane policing is not
properly inplemented or configured on destination RBridges.

o trill CamVepTxLbnHC is used to set the Maxi mum Hop Count for the

LBM As OAM franes don’t |leak out of the TRILL network, it has no
side effects.
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Kumar ,

trill CamvepTxLbnRepl yModeQob is used to indicate whether the reply
is in or out of band. This object’s vulnerability is covered as
part of trill CanmVepTransnitLbnRepl yl p.

trill CamvepTxLbnFl owEntropy is used to indicate the custonmer flow
and find the exact path in the network. The creation of valid
flows is its intended purpose. |If invalid flows are created on
vul nerabl e system they will be dropped in forwarding.

trill CamvepTxLbnmDest RNane is read-create, but it’s not vul nerable
as invalid-nanme routes won't be present and will be rejected by
the OAM application as part of normal processing.

trill CamvepTxPtmHC is used to set the Maxi num Hop Count for the
PTM As OAM franmes don't |leak out of the TRILL network, it has no
side effect.

trill CamvepTxPt nRepl yMbdeQob is used to indicate whether the reply
is in or out of band. This object’s vulnerability is covered as
part of trill CamVepTransnit Pt nRepl yl p.

trill CamvepTxPt nFl owEntropy is used to indicate the customer flow
and find the exact path in the network. Creation of valid flows
is its intended purpose. If invalid flows are created on

vul nerabl e systens, they will be dropped in forwarding.

trill CamMvepTxPt nDest RNane is read-create, but it’s not vulnerable
as invalid-nanme routes won't be present and will be rejected by
the OAM application as part of normal processing.

trill CamvepTxPtnStatus is required for normal PTM operati on.

trill CamvepTxPtmResultOK is required for normal PTM operati on.
trill CamvepTxPt nSeqNunber is required for normal PTM operation.
trill CamvepTxPt mvessages is required for normal PTM operation.
trill CamMepTxMvniiree is required for nornmal MIVM operati on.

trill CamvepTxMvnHC is used to set the Maxi mum Hop Count for the
MIVM  As OAM franes don’t |eak out of the TRILL network, it has
no side effect

trill CamvepTxM vimRepl yModeOob is used to indicate whether the

reply is in or out of band. This object’s vulnerability is
covered as part of trill CamMepTransm t M nRepl yl p
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o trill CamvepTxM vnFl owEntropy is used to indicate the custoner flow
and find the exact path in the network. Creation of valid flows
is its intended purpose. |If invalid flows are created on
vul nerabl e systens, they will be dropped in forwarding.

o trillCamvepTxMvnttatus is required for nornal MIVM operation

o trillCamvepTxMvnResultOK, trill CamvepTxM vnivessages,
trill CamMepTxM vimSegNunber, and trill CamMepTxM vnScopeli st are
required for normal MIVM operation

trill CamvepTransm tLbnReplylp, trill CamMepTransm t Pt mRepl ylp, and
trill CamMepTransmtMvnReplylp allow setting of the |P address to
whi ch reports are sent; thus, it can be used for denial of service
for that IP.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. For exanple, Path Trace nessages expose the
uni cast topol ogy of the network and Miulti-destination Tree
Verification Messages expose the nulticast tree topol ogy of the
network. This information should not be available to all users of

t he network.

SNMP versions prior to SNVWPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

| mpl enent ati on shoul d provide the security features described by the
SNWPv3 framework (see [ RFC3410]), and inpl enentations claimng
conpliance to the SNWPv3 standard MJUST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES ci pher algorithm|[RFC3826]. |Inplenmentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an
instance of this MB nodule is properly configured to give only those
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9.

10.
10.

principals (users) that have legitimate rights to i ndeed GET or SET
(change/ create/ del ete) them

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

trillCanMB { nib-2 238 }
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