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1. Introduction

The Hone Networ king Control Protocol (HNCP) is designed to facilitate
the sharing of state anong hone routers to fulfill the needs of the

| Pv6 honenet architecture [ RFC7368], which assunes zero-configuration
operation, multiple subnets, multiple hone routers, and (potentially)
mul ti pl e upstream service providers providing (potentially) multiple
prefixes to the home network. Wile RFC 7368 sets no requirenents
for | Pv4d support, HNCP ains to support the dual-stack node of
operation, and therefore the functionality is designed with that in
m nd. The state is shared as TLVs transported in the DNCP node state
anong the routers (and potentially advanced hosts) to enabl e:

0 Autonom c discovery of network borders (Section 5.3) based on
Di stri buted Node Consensus Protocol (DNCP) topol ogy.

o Automated portioning of prefixes del egated by the service
providers as well as assigned prefixes to both HNCP and non- HNCP
routers (Section 6.3) using [ RFC7695]. Prefixes assigned to HNCP
routers are used to:

* Provide addresses to non-HNCP aware nodes (using Statel ess
Addr ess Aut oconfiguration (SLAAC) and DHCP).
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*  Provide space in which HNCP nodes assign their own addresses
(Section 6.4).

o Internal and external nane resolution, as well as nmulti-Ilink
service discovery (Section 8).

0 Oher services not defined in this docunent that do need to share
state anong honenet nodes and do not cause rapid and constant TLV
changes (see the followi ng applicability section).

HNCP is a protocol based on DNCP [ RFC7787] and includes a DNCP
profile that defines transport and synchronization details for
sharing state across nodes defined in Section 3. The rest of the
document defines behavior of the services noted above, how the
required TLVs are encoded (Section 10), as well as additiona
requi renents on how HNCP nodes shoul d behave (Section 11).

1.1. Applicability

Whi |l e HNCP does not deal with routing protocols directly (except
potentially inform ng them about internal and external interfaces if
classification specified in Section 5.3 is used), in honmenet
environnments where nultiple 1Pv6 source prefixes can be present,
routi ng based on the source and destination address is necessary

[ RFC7368]. Ideally, the routing protocol is also zero configuration
(e.g., no need to configure identifiers or netrics), although HNCP
can al so be used with a manually configured routing protocol

As HNCP uses DNCP as the actual state synchronization protocol, the
applicability statenent of DNCP applies here as well; HNCP should not
be used for any data that changes rapidly and constantly. [If such
data needs to be published in an HNCP network, 1) a nore applicable
protocol should be used for those portions, and 2) locators to a
server of said protocol should be announced using HNCP i nstead. An
exanple for this is nam ng and service discovery (Section 8) for
which HNCP only transports DNS server addresses and no actual per-
nane or per-service data of hosts.

HNCP TLVs specified within this docunment, in steady state, stay
constant, with one exception: as Del egated-Prefix TLVs

(Section 10.2.1) do contain lifetimes, they force republishing of
that data every tinme the valid or preferred lifetines of prefixes are
updated (significantly). Therefore, it is desirable for ISPs to
provide | arge enough valid and preferred lifetines to avoid
unnecessary HNCP state churn in honmes, but even given non-cooperating
| SPs, the state churn is proportional only to the nunber of
externally received del egated prefixes and not to the hone network
size, and it should therefore be relatively | ow
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HNCP assunes a certain |evel of control over host configuration
servers (e.g., DHCP [ RFC2131]) on links that are managed by its
routers. Sone HNCP functionality (such as border discovery or somne
aspects of naming) mght be affected by existing DHCP servers that
are not aware of the HNCP-managed network and thus m ght need to be
reconfigured to not result in unexpected behavior

Whil e HNCP routers can provide configuration to and receive
configuration fromnon-HNCP routers, they are not able to traverse
such devices based solely on the protocol as defined in this

docunent, i.e., HNCP routers that are connected only by different
interfaces of a non-HNCP router will not be part of the sane HNCP
net wor k.

While HNCP is designed to be used by (hone) routers, it can also be
used by advanced hosts that want to do, e.g., their own address
assi gnnent and routing.
HNCP is |ink-layer agnostic; if a |ink supports IPv6 (link-1Iocal)
mul ticast and unicast, HNCP will work on it. Trickle retransni ssions
and keep-alives will handle both packet |oss and non-transitive
connectivity, ensuring eventual convergence.

2. Term nol ogy
The following terns are used as they are defined in [ RFC7695]:
0 Advertised Prefix Priority
0 Advertised Prefix
0 Assigned Prefix
0 Delegated Prefix
o Prefix Adoption
o Private Link
0o Published Assigned Prefix
o Applied Assigned Prefix

o Shared Link
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The following terns are used as they are defined in [ RFC7787]:

0 DNCP profile

o Node identifier
o Link

o Interface
(HNCP) node

(HNCP) router

G eat est node
identifier

Bor der

Internal |ink

I nt er nal
interface

Ext er na
i nterface

Interface
cat egory

Border router

St enberg, et al

a device inmplenenting this specification

a device inplenenting this specification, which
forwards traffic on behalf of other devices.

when conparing the DNCP node identifiers of
mul ti pl e nodes, the one that has the greatest val ue
in a bitw se conparison.

separation point between adm nistrative donains; in
this case, between the hone network and any other
network, i.e., usually an ISP network

a link that does not cross borders.

an interface that is connected to an internal |ink.

an interface that is connected to a link that is
not an internal |ink

a local configuration denoting the use of a
particular interface. The Interface category

det ermi nes how an HNCP node should treat the
particular interface. The External and Interna
categories mark the interface as out of or within
the network border; there are also a nunber of
subcategories of Internal that further affect |oca
node behavior. See Section 5.1 for a list of
interface categories and how t hey behave. The
Internal or External category may al so be auto-
detected (Section 5.3).

a router announcing external connectivity and
forwarding traffic across the network border
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Common Li nk a set of nodes on a link that share a conmon view
of it, i.e., they see each other’s traffic and the
same set of hosts. Unless configured otherw se,
transitive connectivity is assuned.

DHCPv 4 refers to the Dynanmi ¢ Host Configuration Protoco
[ RFC2131] in this docunent.

DHCPv 6 refers to the Dynanic Host Configuration Protoco
for 1Pv6 (DHCPv6) [RFC3315] in this docunent.

DHCP refers to cases that apply to both DHCPv4 and
DHCPv6 in this docunent.

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].

3. DNCP Profile
The DNCP profile for HNCP is defined as foll ows:

0 HNCP uses UDP datagrams on port 8231 as a transport over |ink-
| ocal scoped | Pv6, using unicast and nulticast
(FF02:0:0:0:0:0:0:11 is the HNCP group address). Received
dat agrans where either or both of the I Pv6 source or destination
addresses are not link-1ocal scoped MJUST be ignored. Replies to
mul ti cast and uni cast nmessages MJST be sent to the | Pv6 source
address and port of the original nmessage. Each node MJUST be able
to receive (and potentially reassenble) UDP datagranms with a
payl oad of at |east 4000 bytes.

0 HNCP operates on nulticast-capable interfaces only. HNCP nodes
MUST assign a non-zero 32-bit endpoint identifier to each
interface for which HNCP is enabled. The value O is not used in
DNCP TLVs but has a special neaning in HNCP TLVs (see Sections 6.4
and 10.3). These identifiers MJST be locally unique within the
scope of the node, and using val ues equivalent to the IPv6 |ink-
| ocal scope identifiers for the given interfaces are RECOMENDED

0 HNCP uses opaque 32-bit node identifiers
( DNCP_NODE_| DENTI FI ER_ LENGTH = 32). A node i npl enmenti ng HNCP
SHOULD use a random node identifier. |If there is a node
identifier collision (as specified in the Node-State TLV handling
of Section 4.4 of [RFC7787]), the node MJST i medi ately generate
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and use a new random node identifier that is not used by any other
node at the tinme, based on the current DNCP network state.

0 HNCP nodes MUST use the | eading 64 bits of the MD5 nessage di gest
[ RFC1321] as the DNCP hash function H(x) used in building the DNCP
hash tree

0 HNCP nodes MUST use DNCP' s per-endpoi nt keep-alive extension on
all endpoints. The follow ng paraneters are suggested:

* Default keep-alive interval (DNCP_KEEPALIVE | NTERVAL): 20
seconds.

* Multiplier (DNCP_KEEPALIVE_MULTIPLIER): 2.1 on virtually
| ossless links works fine, as it allows for one | ost keep-
alive. |If used on a lossy link, a considerably higher
multiplier, such as 15, should be used instead. |In that case,
an inplenentation mght prefer shorter keep-alive intervals on
that link as well to ensure that the tinmeout (equal to
DNCP_KEEPALI VE | NTERVAL * DNCP_KEEPALI VE_MULTI PLI ER) after
which entirely lost nodes time out is |ow enough

0 HNCP nodes use the following Trickle parameters for the per-
interface Trickle instances:

* Kk SHOULD be 1, as the tiner reset when data is updated, and
further retransm ssions should handl e packet |oss. Even on a
non-transitive lossy link, the eventual per-endpoint keep-
alives shoul d ensure status synchroni zati on occurs.

* |mn SHOULD be 200 nilliseconds but MJUST NOT be | ower. Note:
earliest transm ssions may occur at Ilmin / 2.

* |max SHOULD be 7 doublings of Imn [RFC6206] but MJUST NOT be
| ower .

0 HNCP unicast traffic SHOULD be secured using Datagram Transport
Layer Security (DTLS) [RFC6347] as described in DNCP if exchanged
over unsecured links. UDP on port 8232 is used for this purpose.
A node inplementing HNCP security MJIST support the DNCP Pre- Shared
Key (PSK) nethod, SHOULD support the PKI-based trust method, and
MAY support the DNCP certificate-based trust consensus nethod.

[ RFC7525] provides gui dance on how to securely utilize DTLS.

0 HNCP nodes MUST ignore all Node-State TLVs received via nulticast

on a link that has DNCP security enabled in order to prevent
spoofi ng of node state changes.

St enberg, et al. St andards Track [ Page 8]



RFC 7788 Home Networ ki ng Control Protocol April 2016

4.

5.

5.

HNCP Ver si oni ng and Router Capabilities

Mul tiple versions of HNCP based on conpati ble DNCP profiles nay be
present in the same network when transitioni ng between HNCP versions,
and for troubl eshooting purposes, it mght be beneficial to identify
the HNCP agent version running. Therefore, each node MJST include an
HNCP- Ver si on TLV (Section 10.1) indicating the currently supported
version in its node data and MJUST ignore (except for DNCP
synchroni zati on purposes) any TLVs that have a type greater than 32
and that are published by nodes that didn't al so publish an HNCP-
Version TLV.

HNCP routers nay al so have different capabilities regarding
interactions with hosts, e.g., for configuration or service

di scovery. These are indicated by M P, H and L values. The

conbi ned "capability value" is a netric indicated by interpreting the
bits as an integer, i.e., (M<< 12 | P<< 8| H<< 4| L). These

val ues are used to elect certain servers on a Common Link, as
described in Section 7. Nodes that are not routers MJST announce the
value 0 for all capabilities. Any node announcing the value 0 for a
capability is considered to not advertise said capability and thus
does not take part in the respective election

Interface O assification
1. Interface Categories

HNCP specifies the follow ng categories that interfaces can be
configured to be in:

Internal category: This declares an interface to be internal, i.e.
within the borders of the HNCP network. The interface MJST
operate as a DNCP endpoint. Routers MIST forward traffic with
appropriate source addresses between their internal interfaces and
allowinternal traffic to reach external networks. All nodes MJST
i npl enent this category, and nodes not inplenenting any other
category inmplicitly use it as a fixed default.

External category: This declares an interface to be external, i.e.
not within the borders of the HNCP network. The interface MJST
NOT operate as a DNCP endpoint. Accessing internal resources from
external interfaces is restricted, i.e., the use of Recommended
Sinmple Security Capabilities in Custoner Prenises Equi prments
(CPEs) [RFC6092] is RECOMMENDED. HNCP routers SHOULD announce
acquired configuration information for use in the network as
described in Section 6.2, if the interface appears to be connected
to an external network. HNCP routers MJST inplenent this
cat egory.
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Leaf category: This declares an interface used by client devices
only. Such an interface uses the Internal category with the
exception that it MJST NOT operate as a DNCP endpoint. This
category SHOULD be supported by HNCP routers.

Quest category: This declares an interface used by untrusted client
devices only. In addition to the restrictions of the Leaf
category, HNCP routers MJST filter traffic fromand to the
interface such that connected devices are unable to reach other
devices inside the HNCP network or query services advertised by
them unl ess explicitly allowed. This category SHOULD be supported
by HNCP routers.

Ad Hoc category: This configures an interface to use the Interna
category, but no assunption is made about the link's transitivity.
Al'l other interface categories assune transitive connectivity.
This affects the Conmon Link (Section 6.1) definition. Support
for this category is OPTI ONAL.

Hybrid category: This declares an interface to use the Interna

category while still trying to acquire (external) configuration
information on it, e.g., by running DHCP clients. This is useful
e.g., if thelink is shared with a non-HNCP router under contro
and still within the borders of the sane network. Detection of

this category automatically in addition to nanual configuration is
out of scope of this docunent. Support for this category is
OPTI ONAL.

DHCP- Ai ded Aut o- Det ecti on

Aut o-detection of interface categories is possible based on
interaction with DHCPv4 [RFC2131] and DHCPv6 Prefix Del egation
(DHCPv6- PD) [ RFC3633] servers on connected links. HNCP defines
special DHCP behavior to differentiate its internal servers from
external ones in order to achieve this. Therefore, all interna

devi ces (including HNCP nodes) running DHCP servers on |inks where
aut o-detection is used by any HNCP node MJUST use the follow ng
mechani sm based on "The User C ass Option for DHCP' [RFC3004] and its
DHCPv6 counterpart [RFC3315]:

o The device MIST ignore or reject DHCP-Requests containing a DHCP
user class consisting of the ASCII string "HOVENET".

Not following this rule (e.g., running unnodified DHCP servers) m ght
lead to false positives when auto-detection is used, i.e., HNCP nodes
assune an interface to not be internal, even though it was intended
to be.
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5.3. Algorithmfor Border Discovery

This section defines the interface classification algorithm It is
suitable for both IPv4 and I Pv6 (single or dual stack) and detects
the category of an interface either automatically or based on a fixed
configuration. By determining the category for all interfaces, the
network borders are inplicitly defined, i.e., all interfaces not

bel onging to the External category are considered to be within the
borders of the network; all others are not.

The follow ng al gorithm MJUST be inplenented by any node i npl enenting
HNCP. However, if the node does not inplenent auto-detection, only
the first and last step are required. The algorithmworks as
follows, with evaluation stopping at first match:

1. If a fixed category is configured for an interface, it is used.

2. |If a delegated prefix could be acquired by running a DHCPv6
client, it is considered external. The DHCPv6 client MJST have
i ncluded a DHCPv6 user class consisting of the ASCII string
"HOVENET" in all of its requests.

3. If an IPv4 address could be acquired by running a DHCPv4 client
on the interface, it is considered external. The DHCPv4 cli ent
MUST have included a DHCP user class consisting of the ASCl
string "HOMENET" in all of its requests.

4. The interface is considered internal

Note that as other HNCP nodes will ignore the client due to the User
Cl ass option, any server that replies is clearly external (or a
mal i ci ous internal node).

An HNCP router SHOULD allow setting the fixed category for each
interface that nmay be connected to either an internal or externa
device (e.g., an Ethernet port that can be connected to a nodem

anot her HNCP router, or a client). Note that all fixed categories
except internal and external cannot be auto-detected and can only be
sel ected usi ng manual configuration

An HNCP router using auto-detection on an interface MJST run the
appropriately configured DHCP clients as long as the interface
without a fixed category is active (including states where auto-
detection considers it to be internal) and rerun the al gorithm above
to react to conditions resulting in a different interface category.
The router SHOULD wait for a reasonable tine period (5 seconds as a
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default), during which the DHCP clients can acquire a | ease, before
treating a newy activated or previously external interface as
i nternal

6. Autononmpous Address Configuration

This section specifies how HNCP nodes configure host and node
addresses. At first, border routers share information obtained from
service providers or local configuration by publishing one or nore
Ext er nal - Connection TLVs (Section 10.2). These contain other TLVs
such as Del egated-Prefix TLVs (Section 10.2.1) that are then used for
prefix assignment. Finally, HNCP nodes obtain addresses either
statel essly or using a specific stateful mechanism (Section 6.4).
Hosts and non-HNCP routers are configured using SLAAC, DHCP, or
DHCPv6- PD

6.1. Commpn Link

HNCP uses the concept of Common Link both in autononic address
configuration and nam ng and service discovery (Section 8). A Common
Link refers to the set of interfaces of nodes that see each other’s
traffic and presumably also the traffic of all hosts that may use the
nodes to, e.g., forward traffic. Conmon Links are used, e.g., to
determ ne where prefixes should be assigned or which peers
participate in the election of a DHCP server. The Comon Link is
comput ed separately for each local internal interface, and it always
contains the local interface. Additionally, if the local interface
is not set to the Ad Hoc category (see Section 5.1), it also contains
the set of interfaces that are bidirectionally reachable fromthe
given local interface; that is, every renote interface of a renote
node neeting all of the follow ng requirenents:

o The local node publishes a Peer TLV with:
* Peer Node ldentifier = renbpte node’s node identifier

* Peer Endpoint ldentifier = renpote interface s endpoint
i dentifier

* Endpoint ldentifier = local interface's endpoint identifier

0 The renote node publishes a Peer TLV with:

* Peer Node ldentifier = local node's node identifier
* Peer Endpoint ldentifier = local interface’s endpoint
identifier
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*  Endpoint ldentifier = renpte interface’'s endpoint identifier

A node MJST be able to detect whether two of its local interna
interfaces are connected, e.g., by detecting an identical renote
interface being part of the Common Links of both l[ocal interfaces.

6.2. External Connections

Each HNCP router MAY obtain external connection information such as
address prefixes, DNS server addresses, and DNS search paths from one
or nore sources, e.g., DHCPv6-PD [ RFC3633], NETCONF [ RFC6241], or
static configuration. Each individual external connection to be
shared in the network is represented by one External -Connection TLV
(Section 10.2).

Announcenents of individual external connections can consist of the
foll owi ng conponents:

Del egat ed Prefixes: Addr ess space avail able for assignnent to
internal |inks announced using Del egated-Prefix TLVs
(Section 10.2.1). Some address spaces m ght have speci al
properties that are necessary to understand in order to handl e
them (e.g., information simlar to [ RFC6603]). This information
i s encoded using DHCPv6-Data TLVs (Section 10.2.2) inside the
respective Del egated-Prefix TLVs.

Auxiliary Information: I nformati on about services such as DNS or
time synchronization regularly used by hosts in addition to
addressing and routing information. This information is encoded
usi ng DHCPv6-Data TLVs (Section 10.2.2) and DHCPv4-Data TLVs
(Section 10.2.3).

Whenever information about reserved parts (e.g., as specified in

[ RFC6603]) is received for a delegated prefix, the reserved parts
MUST be adverti sed using Assigned-Prefix TLVs (Section 10.3) with the
greatest priority (i.e., 15), as if they were assigned to a Private
Li nk.

Some connections or del egated prefixes nmay have a special neani ng and
are not regularly used for internal or Internet connectivity;

i nstead, they may provide access to special services |ike VPNs,

sensor networks, Voice over IP (VolP), IPTV, etc. Care nust be taken
that these prefixes are properly integrated and dealt with in the
network, in order to avoid breaking connectivity for devices who are
not aware of their special characteristics or to only selectively

all ow certain devices to use them Such prefixes are distingui shed
using Prefix-Policy TLVs (Section 10.2.1.1). Their contents MAY be
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partly opaque to HNCP nodes, and their identification and usage
depends on local policy. However, the follow ng general rules MJST
be adhered to:

Speci al rul es apply when naki ng address assignnents for prefixes
with Prefix-Policy TLVs with type 131, as described in
Section 6. 3. 2.

In the presence of any type 1 to 128 Prefix-Policy TLV, the prefix
is specialized to reach destinations denoted by any such Prefix-
Policy TLV, i.e., in absence of a type O Prefix-Policy TLV, it is
not usable for general Internet connectivity. An HNCP router MAY
enforce this restriction with appropriate packet filter rules.

6.3. Prefix Assignnent

HNCP uses the prefix assignment algorithm|[RFC/695] in order to
assign prefixes to HNCP internal |inks and uses sone of the
term nol ogy (Section 2) defined there. HNCP furthernore defines the
Assi gned- Prefix TLV (Section 10.3), which MJST be used to announce
Publ i shed Assigned Prefixes.

6.3.1. Prefix Assignnment Al gorithm Paraneters

Al'l HNCP nodes running the prefix assignnent al gorithmuse the
followi ng values for its paraneters

Node | Ds: HNCP node identifiers are used. The conpari son operation
is defined as bitw se conparison

Set of Del egated Prefixes: The set of prefixes encoded in
Del egat ed-Prefix TLVs that are not strictly included in prefixes
encoded in other Del egated-Prefix TLVs. Note that Del egated-
Prefix TLVs included in ignored External -Connection TLVs are not
considered. It is dynam cally updated as Del egated-Prefix TLVs
are added or renoved

Set of Shared Links: The set of Conmon Links associated with
interfaces with the Internal, Leaf, Guest, or Ad Hoc category. It
is dynam cally updated as interfaces are added, rempved, or
switched fromone category to another. When nmultiple interfaces
are detected as belonging to the sane Common Link, prefix
assignnent is disabled on all of these interfaces except one.
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Set of Private Links: Thi s docunent defines Private Links as
representing DHCPv6-PD clients or as a nean to advertise prefixes
i ncluded in the DHCPv6 Exclude Prefix option. O her
i mpl ement ati on-specific Private Links may be defi ned whenever a
prefix needs to be assigned for a purpose that does not require a
consensus with other HNCP nodes.

Set of Advertised Prefixes: The set of prefixes included in
Assi gned- Prefix TLVs advertised by other HNCP nodes (prefixes
advertised by the |l ocal node are not in this set). The associated
Advertised Prefix Priority is the priority specified in the TLV.
The associated Shared Link is deternined as foll ows:

* |f the Link Identifier is 0, the Advertised Prefix is not
assigned on a Shared Link

* |f the other node's interface identified by the Link Identifier
is included in one of the Common Links used for prefix
assignnent, it is considered as assigned on the given Comon
Li nk.

* (Otherw se, the Advertised Prefix is not assigned on a Shared
Li nk.

Advertised Prefixes as well as their associated priorities and
associ at ed Shared Links MJUST be updated as Assigned-Prefix TLVs
are added, updated, or renobved, and as Conmon Links are nodified.

ADOPT_MAX_DELAY: The default value is O seconds (i.e., prefix
adoption is done instantly).

BACKOFF_MAX_DELAY: The default value is 4 seconds.

RANDOM SET_SI ZE: The default value is 64.

Fl oodi ng Del ay: The default value is 5 seconds.

Default Advertised Prefix Priority: Wien a new assignnent is
created or an assignment is adopted -- as specified in the prefix

assignnent algorithmroutine -- the default Advertised Prefix
Priority to be used is 2.
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6.3.2. Making New Assi gnnents

Whenever the prefix assignment al gorithm subroutine (Section 4.1 of

[ RFC7695]) is run on a Common Link, and whenever a new prefix may be
assigned (case 1 of the subroutine: no Best Assignment and no Current
Assi gnnent), the decision of whether the assignnent of a new prefix
is desired MIST follow these rules in order

If the Del egated-Prefix TLV contains a DHCPv6-Data TLV, and the
meani ng of one of the DHCP options is not understood by the HNCP
node, the creation of a new prefix is not desired. This rule
applies to TLVs inside Del egated-Prefix TLVs but not to those

i nsi de External - Connection TLVs.

If the remaining preferred lifetime of the prefix is 0 and there

i s another del egated prefix of the same | P version used for prefix
assignnment with a non-zero preferred lifetine, the creation of a
new prefix is not desired.

I f the Del egated-Prefix TLV does not include a Prefix-Policy TLV
indicating restrictive assignment (type 131) or if local policy
exists to identify it based on, e.g., other Prefix-Policy TLV
val ues and all ows assignnent, the creation of a new prefix is
desi red.

O herwi se, the creation of a new prefix is not desired

If the considered delegated prefix is an | Pv6 prefix, and whenever
there is at |east one available prefix of length 64, a prefix of

| ength 64 MUST be sel ected unl ess configured otherwise. 1In case no
prefix of length 64 would be avail able, a | onger prefix MAY be

sel ected even without configuration.

If the considered delegated prefix is an | Pv4 prefix (Section 6.5
details how I Pv4-del egated prefixes are generated), a prefix of
| ength 24 SHOULD be preferred.

In any case, an HNCP router nmaking an assi gnnent MJST support a
mechani smsuitable to distribute addresses fromthe considered prefix
if the link is intended to be used by clients. |In this case, a
router assigning an I Pv4 prefix MJST announce the L-capability, and a
router assigning an IPv6 prefix with a length greater than 64 MJST
announce the Hcapability as defined in Section 4.
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6.3.3. Applying Assignnents

The prefix assignnent algorithmindicates when a prefix is applied to
the respective Common Link. Wen that happens, each router connected
to said link:

MUST forward traffic destined to said prefix to the respective
l'ink.

MUST participate in the client configuration election as described
in Section 7, if the link is intended to be used by clients.

MAY add an address fromsaid prefix to the respective network
interface as described in Section 6.4, e.g., if it is to be used
as source for locally originating traffic.

6.3.4. DHCPv6 Prefix Del egation

When an HNCP router announcing the P-Capability (Section 4) receives
a DHCPv6-PD request froma client, it SHOULD assign one prefix per
del egated prefix in the network. This set of assigned prefixes is
then delegated to the client, after it has been applied as described
in the prefix assignnent algorithm Each DHCPv6-PD client MJST be
consi dered as an independent Private Link, and del egati on MJST be
based on the sane set of delegated prefixes as the one used for
Common Link prefix assignments; however, the prefix length to be

del egated MAY be smaller than 64.

The assigned prefixes MIUST NOT be given to DHCPv6-PD clients before
they are applied and MUST be wi thdrawn whenever they are destroyed.
As an exception to this rule, in order to shorten delays of processed
requests, a router MAY prematurely give out a prefix that is
advertised but not yet applied if it does so with a valid lifetine of
not nore than 30 seconds and ensures renoval or correction of
lifetimes as soon as possible.

6.4. Node Address Assignnent

This section specifies how HNCP nodes reserve addresses for their own
use. Nodes MAY, at any tinme, try to reserve a new address from any
Appl i ed Assigned Prefix. Each HNCP node SHOULD announce an | Pv6
address and -- if it supports IPv4 -- MJIST announce an | Pv4 address,
whenever matching prefixes are assigned to at |east one of its Comon
Li nks. These addresses are published usi ng Node- Address TLVs and
used to locally reach HNCP nodes for other services. Nodes SHOULD
NOT create and announce nore than one assignnent per |P version to
avoid cluttering the node data with redundant information unless a
special use case requires it.
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Statel ess assi gnment based on Senmantically Opaque Interface
Identifiers [RFC7217] SHOULD be used for address assignment whenever
possible (e.g., the prefix length is 64), otherwi se (e.g., for |Pv4

i f supported) the foll owi ng nethod MJST be used instead: For any
assigned prefix for which statel ess assignnment is not used, the first
quarter of the addresses are reserved for HNCP-based address
assignnents, whereas the last three quarters are left to the DHCP

el ected router (Section 4 specifies the DHCP server el ection
process). For exanple, if the prefix 192.0.2.0/24 is assigned and
applied to a Common Link, addresses included in 192.0.2.0/26 are
reserved for HNCP nodes, and the remai ni ng addresses are reserved for
the el ected DHCPv4 server

HNCP nodes assign addresses to thenselves and then (to ensure
eventual |ack of conflicting assignnents) publish the assignments
usi ng the Node- Address TLV (Section 10.4).

The process of obtaining addresses is specified as foll ows:

0 A node MJST NOT start advertising an address if it is already
adverti sed by anot her node.

0 An assigned address MJST be part of an assigned prefix currently
applied on a Common Link that includes the interface specified by
the endpoint identifier

0 An address MUST NOT be used unless it has been advertised for at
| east ADDRESS APPLY DELAY consecutive seconds and is stil
currently being advertised. The default value for
ADDRESS APPLY DELAY is 3 seconds.

0 \Wenever the sanme address is advertised by nore than one node, all
but the one advertised by the node with the greatest node
i dentifier MJST be renoved.

6.5. Local |Pv4 and ULA Prefixes

HNCP routers can create a Unique Local Address (ULA) or private |Pv4
prefix to enable connectivity between | ocal devices. These prefixes
are inserted in HNCP as if they were del egated prefixes of a
(virtual) external connection (Section 6.2). The follow ng rules

appl y:

An HNCP router SHOULD create a ULA prefix if there is no other

I Pv6 prefix with a preferred tine greater than 0 in the network.
It MAY also do so if there are other del egated | Pv6 prefixes, but
none of which is locally generated (i.e., wthout any Prefix-
Policy TLV) and has a preferred tine greater than 0. However, it

St enberg, et al. St andards Track [ Page 18]



RFC 7788 Home Networ ki ng Control Protocol April 2016

MUST NOT do so otherwise. 1In case nultiple locally generated ULA
prefixes are present, only the one published by the node with the
greatest node identifier is kept anong those with a preferred tine
greater than O -- if there is any.

An HNCP router MJST create a private | Pv4 prefix [RFCL918]
whenever it wi shes to provide IPv4 Internet connectivity to the
network and no other private |Pv4d prefix with Internet
connectivity currently exists. It MAY al so enable |ocal |Pv4
connectivity by creating a private IPv4 prefix if no | Pv4d prefix
exi sts but MJUST NOT do so otherwise. In case nultiple |IPv4

prefi xes are announced, only the one published by the node with
the greatest node identifier is kept anong those with a Prefi x-
Policy TLV of type O -- if there is any. The router publishing a
prefix with Internet connectivity MJST forward IPv4 traffic to the
Internet and perform NAT on behalf of the network as long as it
publ i shes the prefix; other routers in the network MAY choose not
to.

Creation of such ULA and | Pv4 prefixes MJUST be del ayed by a random
time span between 0 and 10 seconds in which the router MJST scan for
others trying to do the sane.

When a new ULA prefix is created, the prefix is selected based on the
configuration, using the | ast non-deprecated ULA prefix, or generated
based on [ RFC4193].

7. Configuration of Hosts and Non- HNCP Routers

HNCP routers need to ensure that hosts and non- HNCP downstream
routers on internal links are configured with addresses and routes.
Since DHCP clients can usually only bind to one server at a tinme, a
per-link and per-service el ection takes place.

HNCP routers may have different capabilities for configuring
downstream devi ces and provi di ng nam ng services. Each router MJST
therefore indicate its capabilities as specified in Section 4 in
order to participate as a candidate in the el ection

7.1. 1Pv6 Addressing and Configuration

In general, Statel ess Address Autoconfiguration [RFC4861] is used for
client configuration for its |low overhead and fast renunbering
capabilities. Therefore, each HNCP router sends Router
Advertisenents on interfaces that are intended to be used by clients
and MUST at least include a Prefix Information Option for each
Applied Assigned Prefix that it assigned to the respective link in
every such advertisenent. However, stateful DHCPv6 can be used in
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addition by adm nistrative choice to, e.g., collect hostnanes and use
themto provide nam ng services or whenever stateless configuration
is not applicable.

The designated stateful DHCPv6 server for a Common Link (Section 6.1)
is elected based on the capabilities described in Section 4. The
wi nner is the router (connected to the Common Link) advertising the

greatest Hcapability. |In case of a tie, Capability Val ues
(Section 4) are conpared, and the router with the greatest value is
elected. In case of another tie, the router with the greatest node

identifier is elected anong the routers with tied Capability Val ues.

The el ected router MJST serve stateful DHCPv6 and SHOULD provi de

nam ng services for acquired hostnanes as outlined in Section 8; al

ot her nodes MUST NOT. Stateful addresses SHOULD be assigned in a way
that does not hinder fast renunbering even if the DHCPv6 server or
client do not support the DHCPv6 reconfigure nechanism e.g., by only
handi ng out |eases fromlocally generated (ULA) prefixes and prefixes
with a length different from64 and by using | ow renew and rebind

times (i.e., not longer than 5 minutes). 1In case no router was
el ected, stateful DHCPv6 is not provided. Routers that cease to be
el ected DHCP servers SHOULD -- when applicable -- invalidate

remai ni ng exi sting bindings in order to trigger client
reconfiguration.

7.2. DHCPv6 for Prefix Delegation
The desi gnated DHCPv6 server for prefix delegation on a Conmon Link

is elected based on the capabilities described in Section 4. The
winner is the router (connected to the Comon Link) advertising the

greatest P-capability. |In case of a tie, Capability Val ues
(Section 4) are conpared, and the router with the greatest value is
elected. In case of another tie, the router with the greatest node

identifier is elected anong the routers with tied Capability Val ues.

The el ected router MUST provide prefix del egati on services [ RFC3633]
on the given link (and follow the rules in Section 6.3.4); all other
nodes MJST NOT.

7.3. DHCPv4 for Addressing and Configuration

The desi gnated DHCPv4 server on a Common Link (Section 6.1) is

el ected based on the capabilities described in Section 4. The w nner
is the router (connected to the Common Link) advertising the greatest
L-capability. In case of a tie, Capability Values (Section 4) are
conpared, and the router with the greatest value is elected. 1In case
of another tie, the router with the greatest node identifier is

el ected anong the routers with tied Capability Val ues.
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The el ected router MJST provi de DHCPv4 services on the given |ink
all other nodes MJUST NOT. The elected router MJST provide IP
addresses fromthe pool defined in Section 6.4 and MJUST announce
itself as router [RFC2132] to clients.

DHCPv4 lifetines renew and rebind tines (Tl and T2) SHOULD be short
(i.e., not longer than 5 mnutes) in order to provide reasonabl e
response tinmes to changes. Routers that cease to be el ected DHCP
servers SHOULD -- when applicable -- invalidate renaining existing
bindings in order to trigger client reconfiguration

7.4. Milticast DNS Proxy
The designated Miul ticast DNS (nDNS) [RFC6762] proxy on a Conmon Link

is elected based on the capabilities described in Section 4. The
winner is the router (connected to the Common Link) advertising the

greatest Mcapability. 1In case of a tie, Capability Val ues
(Section 4) are conpared, and the router with the greatest value is
elected. In case of another tie, the router with the greatest node

identifier is elected anong the routers with tied Capability Val ues.

The el ected router MJST provide an nDNS proxy on the given |Iink and
announce it as described in Section 8.

8. Naming and Service Discovery

Net wor k- wi de nami ng and service discovery can greatly inprove the
user friendliness of a network. The follow ng nmechani sm provi des
means to setup and del egate nami ng and service di scovery across
nmul ti ple HNCP routers.

Each HNCP router SHOULD provi de and advertise a recursive nane

resol ving server to clients that honor the announcenents nade in

Del egat ed- Zone TLVs (Section 10.5), Domai n-Nanme TLVs (Section 10.6),
and Node- Name TLVs (Section 10.7), i.e., delegate queries to the
desi gnat ed nane servers and hand out appropriate A, AAAA and PTR
records according to the nentioned TLVs.

Each HNCP router SHOULD provi de and announce an auto-generated or
user-configured name for each internal Conmon Link (Section 6.1) for
which it is the designated DHCPv4, stateful DHCPv6 server, nDNS
proxy, or for which it provides forward or reverse DNS services on
behal f of connected devices. This announcenent is done using

Del egat ed- Zone TLVs (Section 10.5) and MJUST be unique in the whole
network. |In case of a conflict, the announcenment of the node with
the greatest node identifier takes precedence, and all other nodes
MUST cease to announce the conflicting TLV. HNCP routers providing
recursive nane resolving services MIST use the included DNS server
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address within the TLV to resol ve nanes belonging to the zone as if
there was an NS record.

Each HNCP node SHOULD announce a node name for itself to be easily
reachabl e and MAY announce names on behal f of other devices.
Announcenents are made usi ng Node-Nane TLVs (Section 10.7), and the
announced nanes MJST be unique in the whole network. 1In case of a
conflict, the announcenent of the node with the greatest node
identifier takes precedence, and all other nodes MJST cease to
announce the conflicting TLV. HNCP routers providing recursive name
resol ving services as descri bed above MJST resol ve such announced
nanes to their respective I P addresses as if there were correspondi ng
A AAAA records

Names and unqualified zones are used in an HNCP network to provide
nam ng and service discovery with | ocal significance. A network-w de
zone is appended to all single |labels or unqualified zones in order
to qualify them ".hone" is the default; however, an adm nistrator
MAY configure the announcenent of a Donmi n-Nanme TLV (Section 10.6)
for the network to use a different one. |In case multiple are
announced, the donmain of the node with the greatest node identifier

t akes precedence.

9. Securing Third-Party Protocols

PSKs are often required to secure (for exanple) I GPs and ot her
protocol s that |ack support for asymetric security. The follow ng
mechani sm nanages PSKs using HNCP to enabl e boot strappi ng of such
third-party protocols. The schene SHOULD NOT be used unless it’s in
conjunction with secured HNCP uni cast transport (i.e., DILS), as
transferring the PSK in plaintext anywhere in the network is a
potential risk, especially as the originator may not know about
security (and use of DNCP security) on all links. The follow ng

rul es define how such a PSK i s managed and used:

o |f no Managed-PSK TLV (Section 10.8) is currently being announced,
an HNCP node using this mechani sm MUST create one after a random
delay of 0 to 10 seconds with a 32 bytes | ong random key and add
it to its node data.

o0 In case multiple nodes announce such a TLV at the sane tine, all
but the one with the greatest node identifier stop advertising it
and adopt the remaining one.

0o The node currently advertising the Managed- PSK TLV MJST generate
and adverti se a new random one whenever an unreachabl e node is
renoved fromthe DNCP topol ogy as described in Section 4.6 of
[ RFC7787] .
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10.

10.

PSKs for individual protocols SHOULD be derived fromthe random PSK
using a suitable one-way hashing algorithm(e.g., by using the HVAC
based Key Derivation Function (HKDF) based on HMAC- SHA256 [ RFC6234]
with the particular protocol nane in the info field) so that

di scl osure of any derived key does not inpact other users of the
managed PSK. Furthernore, derived PSKs MJST be updat ed whenever the
managed PSK changes.

Type- Lengt h- Val ue bj ects

HNCP defines the followng TLVs in addition to those defined by DNCP
The sane general rules and defaults for encoding as noted in

Section 7 of [RFC7787] apply. Note that nobst HNCP variabl e-1ength
TLVs al so support optional nested TLVs, and they are encoded after
the variable-length content, followd by the zero paddi ng of the
vari abl e-1 ength content to the next 32-bit boundary.

TLVs defined here are only valid when appearing in their designated
context, i.e., only directly within container TLVs nentioned in their
definition or -- absent any nmentions -- only as top-level TLVs within
the node data set. TLVs appearing outside their designated context
MUST be i gnor ed.

TLVs encoding | P addresses or prefixes allow encoding both IPv6 and
| Pv4 addresses and prefixes. |Pv6 information is encoded as is,
whereas for |Pv4, the | Pv4-nmapped | Pv6 addresses format [ RFC4291] is
used, and prefix lengths are encoded as the original |Pv4 prefix

I ength increased by 96.

1. HNCP- Version TLV

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Type: HNCP- Version (32) | Length: >= 5
i e s b T SEIE T I SR SR R S R R S I i S e it S S e e S R
| Reser ved | M P | H | L
B e ol e il e i oI T i T S S e S e e i S i S e e e e
| User - agent

—— +—

This TLV is used to indicate the supported version and router
capabilities of an HNCP node as described in Section 4.

Reserved: Bits are reserved for future use. They MJST be set to O
when creating this TLV, and their value MJST be ignored when
processing the TLV.
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M capability: Priority value used for electing the on-link nDNS
[ RFC6762] proxy. It MJIST be set to O if the router is not capable
of proxying nDNS, otherwise it SHOULD be set to 4 but MAY be set
to any value from1 to 7 to indicate a non-default priority. The
val ues 8-15 are reserved for future use.

P-capability: Priority value used for electing the on-Iink DHCPv6-PD
server. It MJST be set to O if the router is not capable of
provi ding prefixes through DHCPv6-PD (Section 6.3.4), otherwise it
SHOULD be set to 4 but MAY be set to any value from1l to 7 to
i ndicate a non-default priority. The values 8-15 are reserved for
future use

H capability: Priority value used for electing the on-Iink DHCPv6
server offering non-tenporary addresses. |t MJST be set to O if
the router is not capable of providing such addresses, otherw se
it SHOULD be set to 4 but MAY be set to any value from1l to 7 to
indicate a non-default priority. The values 8-15 are reserved for
future use

L-capability: Priority value used for electing the on-Iink DHCPv4
server. It MJIST be set to O if the router is not capable of
running a | egacy DHCPv4 server offering | Pv4 addresses to clients,
otherwi se it SHOULD be set to 4 but MAY be set to any value from1

to 7 to indicate a non-default priority. The values 8-15 are
reserved for future use

User- Agent: The user-agent is a human-readabl e UTF-8 string that
descri bes the nane and version of the current HNCP i npl enentation

10. 2. Ext er nal - Connecti on TLV

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Type: External-Connection (33)] Length
B Lt r s i i i o o T s ks S R S
| (Optional nested TLVs)

An External - Connection TLV is a container TLV used to gather network
configuration informati on associated with a single externa
connection (Section 6.2) to be shared across the HNCP network. A
node MAY publish an arbitrary nunber of instances of this TLV to
share the desired nunmber of external connections. Upon reception
the information transmtted in any nested TLVs is used for the

pur poses of prefix assignnent (Section 6.3) and host configuration
(Section 7).
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10.2.1. Delegated-Prefix TLV

0 1 2 3

01234567890123456789012345678901

B i i i S S R ih s s I S S o O S S

Type: Del egated-Prefix (34) | Length: >= 9

B S S e e i e s i i S R S S e
Valid Lifetime Since Origination |

Bl o o e e e e i i i i o S S e S s

Preferred Lifetine Since Origination

B i i i S S R ih s s I S S o O S S

Prefix Length |

I i e O s o Prefix +

—+— +— +— +

| | O-pad if any |
B T T T o o S S S e i S S Tk e e Y S
| (Optional nested TLVs)

The Del egated-Prefix TLV is used by HNCP routers to advertise
prefixes that are allocated to the whole network and can be used for
prefix assignment. Delegated-Prefix TLVs are only valid inside

Ext er nal - Connection TLVs, and their prefixes MJST NOT overlap with

t hose of other such TLVs in the same contai ner

Valid Lifetime Since Origination: The tine in seconds the del egated
prefix was valid for at the origination time of the node data
containing this TLV. The value MJST be updated whenever the node
republishes its Node-State TLV.

Preferred Lifetinme Since Oigination: The tine in seconds the
del egated prefix was preferred for at the origination tine of the
node data containing this TLV. The value MJST be updated whenever
t he node republishes its Node-State TLV.

Prefix Length: The nunber of significant bits in the prefix.

Prefix: Significant bits of the prefix padded with zeros up to the
next byte boundary.
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10.2.1.1. Prefix-Policy TLV

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Type: Prefix-Policy (43) | Length: >= 1
B s S S i i i ks a ks st S S S S S S
Policy Type

| |
e ome Val ue +
| |

The Prefix-Policy TLV contains infornmation about the policy or
applicability of a delegated prefix. This information can be used to
determ ne whether prefixes for a certain use case (e.g., loca
reachability, Internet connectivity) do exist or are to be acquired
and to make deci sions about assigning prefixes to certain links or to
fine-tune border firewalls. See Section 6.2 for a nore in-depth

di scussion. This TLV is only valid inside a Del egated-Prefix TLV.

Pol i cy Type: The type of the policy identifier.

0: Internet connectivity (no val ue).

1-128: Explicit destination prefix with the Policy Type being
the actual length of the prefix and the val ue contai ning
significant bits of the destination prefix padded with
zeros up to the next byte boundary.

129: DNS domai n. The val ue contains a DNS | abel sequence
encoded per [RFC1035]. Conpression MJST NOT be used.
The | abel sequence MUST end with an enpty | abel

130: Opaque UTF-8 string (e.g., for adnministrative purposes).

131: Restrictive assignnent (no val ue).

132-255: Reserved for future additions.

Val ue: A variable-length identifier of the given type.
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10.2.2. DHCPv6-Data TLV

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type: DHCPv6-Data (37) | Length: > 0
B S I i T S s st T S S S S
| DHCPv6 option stream |

This TLV is used to encode auxiliary IPv6 configuration information
(e.g., recursive DNS servers) encoded as a stream of DHCPv6 options.
It is only valid in an External - Connection TLV or a Del egat ed- Prefix
TLV encoding an | Pv6 prefix and MUST NOT occur nore than once in any
single container. Wen included in an External -Connection TLV, it
contai ns DHCPv6 options relevant to the external connection as a
whol e.  When included in a delegated prefix, it contains options
mandatory to handl e said prefix.

DHCPv6 option stream DHCPv6 options encoded as specified in
[ RFC3315] .

10.2.3. DHCPv4-Data TLV

0 1 2 3
01234567890123456789012345678901
T T R o o i e S  E  E e e s o i N SR

| Type: DHCPv4- Data (38) | Length: > 0
B e i s i i I e S e S i T ok ST SR s S R I S S S S
| DHCPv4 option stream

This TLV is used to encode auxiliary |IPv4 configuration infornation
(e.g., recursive DNS servers) encoded as a stream of DHCPv4 options.
It is only valid in an External - Connection TLV and MJST NOT occur
nmore than once in any single container. It contains DHCPv4 options
rel evant to the external connection as a whole.

DHCPv4 option stream DHCPv4 options encoded as specified in
[ RFC2131] .
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10. 3. Assigned-Prefix TLV

0 1 2 3
01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S
| Type: Assigned-Prefix (35) | Length: >= 6

i o i a E i i I S SR S S
| Endpoi nt Identifier

B e i i o o e e e s e SRR R S S
| Rsv. | Prty. | Prefix Length |

B e I e S i i Prefix +
| | O-pad if any

|
B Lt r s i i i o o T s ks S R S
| (Optional nested TLVs)

This TLV is used to announce Published Assigned Prefixes for the
pur poses of prefix assignnent (Section 6.3).

Endpoi nt ldentifier: The endpoint identifier of the local interface
the prefix is assigned to, or O if it is assigned to a Private
Link (e.g., when the prefix is assigned for downstream prefix
del egati on).

Rsv. : Bits are reserved for future use. They MJST be set to 0 when
creating this TLV, and their value MJST be ignored when processing
the TLV.

Prty: The Advertised Prefix Priority fromO to 15.

0- 1: Low priorities.
2: Default priority.
3-7: H gh priorities.

8-11: Admi nistrative priorities. MJST NOT be used unl ess
configured otherw se.

12-14: Reserved for future use.

15: Provider priorities. MAY only be used by the router
advertising the correspondi ng del egated prefix and based
on static or dynamic configuration (e.g., for excluding a
prefix based on the DHCPv6-PD Prefix Exclude Option
[ RFC6603]) .
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Prefix Length: The nunber of significant bits in the Prefix field.

Prefix: The significant bits of the prefix padded with zeros up to
t he next byte boundary.

10. 4. Node- Address TLV

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type: Node- Address (36) | Length: 20

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Endpoi nt Identifier

B Lt r s i i i o o T s ks S R S

| P Addr ess

|

|

|

|

B s S S i i i i I T S S S S S S S S S i N
(Optional nested TLVs)

—_———

This TLV is used to announce addresses assigned to an HNCP node as
descri bed in Section 6.4.

Endpoi nt ldentifier: The endpoint identifier of the local interface
the prefix is assigned to, or O if it is not assigned on an HNCP
enabl ed 1i nk.

| P Address: The gl obally scoped | Pv6 address, or the |IPv4 address
encoded as an | Pv4-mapped | Pv6 address [ RFC4291].
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10.5. DNS- Del egat ed- Zone TLV

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type: DNS-Del egat ed-Zone (39) | Length: >= 17

B e i S T e i T e S R S e e e s i i T S
|
|
|
|

| P Addr ess

| Reserved |L|B|S

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
+-+-+-+-+-+-+-+-+ Zone (DNS | abel sequence - variable |ength)

| | O-pad if any
B T e o i S I i i S S N iy St S I S S
| (Optional nested TLVs)

This TLV is used to announce a forward or reverse DNS zone del egati on

in the HNCP network. Its meaning is roughly equivalent to specifying
an NS and A/ AAAA record for said zone. Details are specified in
Section 8.

| P Address: The I Pv6 address of the authoritative DNS server for the
zone; | Pv4 addresses are represented as | Pv4-mapped addresses
[ RFC4291]. The special value of :: (all zeros) neans the
del egation is available in the gl obal DNS hierarchy.

Reserved: Those bits MJST be set to 0 when creating the TLV and
i gnored when parsing it unless defined in a |ater specification

L-bit: (DNS-based Service Discovery (DNS-SD) [RFC6763] Legacy-
Browse) indicates that this del egated zone SHOULD be included in
the network’s DNS-SD | egacy browse list of domains at
| b. _dns-sd. udp. (DOVAI N-NAME). Local forward zones SHOULD have
this bit set; reverse zones SHOULD NOT.

B-bit: (DNS-SD [RFC6763] Browse) indicates that this del egated zone
SHOULD be included in the network’s DNS-SD browse |ist of donains
at b._dns-sd. _udp. (DOVAI N-NAME). Local forward zones SHOULD have
this bit set; reverse zones SHOULD NOT.

S-bit: (Fully qualified DNS-SD [ RFC6763] domai n) indicates that this
del egated zone consists of a fully qualified DNS-SD donai n, which
shoul d be used as the base for DNS-SD donmai n enuneration, i.e.
_dns-sd. _udp. (Zone) exists. Forward zones MAY have this bit set;
reverse zones MJUST NOT. This can be used to provision a DNS

St enberg, et al. St andards Track [ Page 30]



RFC 7788 Home Networ ki ng Control Protocol April 2016

10.

10.

search path to hosts for non-local services (such as those
provided by an ISP or other manually configured service
providers). Zones with this flag SHOULD be added to the search
domai ns advertised to clients.

Zone: The | abel sequence encoded according to [ RFCL035].
Conpressi on MUST NOT be used. The |abel sequence MJUST end with an
enpty | abel.

6. Domai n- Name TLV

0 1 2 3
01234567890123456789012345678901
B T T i e e S e e e R e ale i S T S e e S e i o e sl i S T
| Type: Domai n- Nane (40) | Length: > 0 |
B T T T o o S S S e i S S Tk e e Y S
| Domai n (DNS | abel sequence - variable |ength) |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

This TLV is used to indicate the base domain nanme for the network as
specified in Section 8. This TLV MJUST NOT be announced unl ess the
domai n nane was explicitly configured by an adninistrator.

Donai n: The | abel sequence encoded according to [ RFC1035].
Conpressi on MUST NOT be used. The |abel sequence MJUST end with an
enpty | abel.

7. Node- Name TLV

0 1 2 3
01234567890123456789012345678901
B o T T S e i i Sl NI S e S et ol mt ST T S i S S
Type: Node- Narme (41) | Length: > 17 |
B T T o S T o il s S S S S S i S il i

|
+-
| |
| | P Address |
| |
| |
i T i i o e e e e e e et i S S S R R SR
| Length | Nare |

| (not null-term nated, variable Iength) | O-pad if any |
B s S S i i i ks a ks st S S S S S S
| (Optional nested TLVs) |

This TLV is used to assign the name of a node in the network to a
certain I P address as specified in Section 8.
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10.

11.

| P Address: The | P address associated with the nane. |Pv4
addresses are encoded using | Pv4-nmapped | Pv6 addresses.

Lengt h: The I ength of the nanme (0-63).

Nane: The nane of the node as a single DNS | abel.

8. Managed- PSK TLV

0 1 2 3
01234567890123456789012345678901
B e s S S S i S T e T s i S S S S

Type: Managed- PSK (42) | Length: 32 |
B e S S i i i T e s aiks S S S S S S

|
|
Random 256-bit PSK |
|
|
|
|

B i i i S S R ih s s I S S o O S S
(Optional nested TLVs) |

-+ +— +

This TLV is used to announce a PSK for securing third-party protocols
excl usively supporting symetric cryptography as specified in
Section 9.

CGeneral Requirenments for HNCP Nodes
Each node i nplenmenting HNCP is subject to the follow ng requirenents:

o It MIST inplement HNCP versioning (Section 4) and interface
classification (Section 5).

o It MJUST inplenment and run the nethod for securing third-party
protocols (Section 9) whenever it uses the security nechani sm of
HNCP.

If the node is acting as a router, then the follow ng requirenments
apply in addition:

0o |t MIST support Autononous Address Configuration (Section 6) and
configuration of hosts and non-HNCP routers (Section 7).

o It SHOULD inplement support for nam ng and service di scovery
(Section 8) as defined in this docunent.
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o It MAY be able to provide connectivity to | Pv4 devices using
DHCPv4.
o It SHOULD be able to del egate prefixes to |legacy | Pv6 routers

usi

o In

ng DHCPv6-PD (Section 6.3.4).

addition, the nornative |anguage of "Basic Requirenments for

| Pv6 Custoner Edge Routers" [RFC7084] applies with the foll ow ng

adj

*

St enber g,

ust nents:

The generic requirenents G4 and G5 are rel axed such that any
known default router on any interface is sufficient for a
router to announce itself as the default router; simlarly,
only the loss of all such default routers results in self-

i nval i dati on.

"WAN- Si de Configuration"” (Section 4.2) applies to interfaces
classified as external.

If the Custonmer Edge (CE) sends a size hint as indicated in
WPD-2, the hint MJUST NOT be deternined by the nunber of LAN
interfaces of the CE but SHOULD i nstead be | arge enough to at
| east accomnmodat e prefix assignnments announced for existing
del egated or ULA prefixes, if such prefixes exist and unless
explicitly configured otherwi se.

The dropping of packets with a destination address belonging to
a del egated prefix mandated in WPD-5 MJUST NOT be applied to
destinations that are part of any prefix announced using an
Assi gned-Prefix TLV by any HNCP router in the network.

"LAN- Si de Configuration" (Section 4.3) applies to interfaces
not classified as external

The requirenent L-2 to assign a separate /64 to each LAN
interface is replaced by the participation in the prefix
assi gnnent mechani sm (Section 6.3) for each such interface.

The requirement L-9 is nodified, in that the Mflag MJST be set
if and only if a router connected to the respective Conmon Link
is advertising a non-zero Hcapability. The O flag SHOULD

al ways be set.

The requirement L-12 to make DHCPv6 options available is
adapted, in that Canonical Encoding Rules (CER) SHOULD publi sh
the subset of options using the DHCPv6-Data TLV in an External -
Connection TLV. Simlarly, it SHOULD do the same for DHCPv4
options in a DHCPv4-Data TLV. DHCPv6 options received inside
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12.

12.

an OPTI ON_| APREFI X [ RFC3633] MJST be published using a
DHCPv6-Data TLV inside the respective Del egated-Prefix TLV.
HNCP routers SHOULD nake rel evant DHCPv6 and DHCPv4 options
available to clients, i.e., options contained in External -
Connection TLVs that al so include del egated prefixes from which
a subset is assigned to the respective link.

*  The requirenent L-13 to deprecate prefixes is applied to all
del egated prefixes in the network from which assi gnnents have
been nmade on the respective interface. Furthernore, the Prefix
Information Options indicating deprecati on MIST be included in
Rout er Advertisenents for the renmainder of the prefixes
respective valid lifetine but MAY be onitted after at |east 2
hours have passed.

Security Considerations

HNCP enabl es sel f-configuring networks, requiring as little user
intervention as possible. However, this zero-configuration goa
usually conflicts with security goals and introduces a nunber of
t hreats.

Ceneral security issues for existing home networks are discussed in

[ RFC7368]. The protocols used to set up addresses and routes in such
networks to this day rarely have security enabled within the
configuration protocol itself. However, these issues are out of
scope for the security of HNCP itself.

HNCP i s a DNCP-based state synchroni zati on mechani sm carrying
information with varying threat potential. For this consideration
t he payl oads defined in DNCP and this docunent are revi ewed:

0 Network topol ogy informati on such as HNCP nodes and their common
l'inks.

0 Address assignnent information such as del egated and assi gned
prefixes for individual |inks.

o Naming and service discovery information such as auto-generated or
custom zed nanes for individual |inks and nodes.

1. Interface dassification

As described in Section 5.3, an HNCP node determines the internal or
external state on a per-interface basis. A firewall perineter is set
up for the external interfaces, and for internal interfaces, HNCP
traffic is allowed, with the exception of the Leaf and Cuest

subcat egori es.
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12.

12.

Threats concerning autonmatic interface classification cannot be
mtigated by encrypting or authenticating HNCP traffic itself since
external routers do not participate in the protocol and often cannot
be aut henticated by other nmeans. These threats include propagation
of forged uplinks in the honenet in order to, e.g., redirect traffic
destined to external locations and forged internal status by external
routers to, e.g., circunvent the perineter firewall.

It is therefore inperative to either secure individual |inks on the
physical or link |layer or preconfigure the adjacent interfaces of
HNCP routers to an appropriate fixed category in order to secure the

honenet border. Depending on the security of the external |ink
eavesdroppi ng, man-in-the-niddle, and simlar attacks on externa
traffic can still happen between a honenet border router and the ISP

however, these cannot be nitigated frominside the honenet. For
exanpl e, DHCPv4 has defined [ RFC3118] to authenticate DHCPv4
messages, but this is very rarely inplenented in |arge or snal
networks. Further, while PPP can provide secure authentication of
both sides of a point-to-point link, it is nost often deployed with
one-way authentication of the subscriber to the ISP, not the ISP to
t he subscri ber.

2. Security of Unicast Traffic

Once the honenet border has been established, there are several ways
to secure HNCP against internal threats |ike nmanipulation or
eavesdroppi ng by conprom sed devices on a link that is enabled for
HNCP traffic. |If left unsecured, attackers may performarbitrary
traffic redirection, eavesdropping, spoofing, or denial-of-service
attacks on HNCP services such as address assignment or service

di scovery, and the protocols are secured using HNCP-derived keys such
as routing protocols.

Detailed interface categories like "Leaf" or "Cuest" can be used to
integrate not fully trusted devices to various degrees into the
honenet by not exposing themto HNCP traffic or by using firewall
rules to prevent them fromreachi ng honenet-internal resources.

On links where this is not practical and | ower |ayers do not provide
adequate protection from attackers, DTLS-based secure unicast
transport MJST be used to secure traffic.

3. Oher Protocols in the Honme

| GPs and other protocols are usually run al ongsi de HNCP; therefore,
the individual security aspects of the respective protocols nmust be
considered. It can, however, be sunmarized that many protocols to be
run in the home (like IGPs) provide -- to a certain extent -- simlar
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13.

security nechani sns. Mst of these protocols do not support
encryption and only support authentication based on Pre-Shared Keys
natively. This influences the effectiveness of any encryption-based
security nechani sm depl oyed by HNCP as honenet routing information is
thus usually not encrypted.

| ANA Consi derations
| ANA has set up a registry for the (decinmal values within range
32-511) "HNCP TLV Types" under "Distributed Node Consensus Protoco
(DNCP)". The registration procedures is 'RFC Required [RFC5226].
The initial contents are:

32: HNCP- Ver si on

33: External - Connection

34: Del egat ed-Prefix

35: Assi gned- Prefix

36: Node- Addr ess

37: DHCPv4- Dat a

38: DHCPv6- Dat a

39: DNS- Del egat ed- Zone

40: Donai n- Nane

41: Node- Nane

42: Managed- PSK

43: Prefix-Policy

44-511: Unassi gned.

768-1023: Reserved for Private Use. This range is used by HNCP

for per-inplenmentation experinentation. How collisions are

avoi ded is outside the scope of this docunent.
| ANA has registered the UDP port nunbers 8231 (service nane: hncp-
udp- port, description: HNCP) and 8232 (service nane: hncp-dtls-port,

description: HNCP over DTLS), as well as an IPv6 link-local multicast
address FF02:0:0:0:0:0:0: 11 (description: All-Honenet-Nodes).
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