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This neno provides clear definitions for Active and Passive
performance assessment. The construction of Metrics and Methods can

be described as either "Active" or "Passive". Sone nethods may use a
subset of both Active and Passive attributes, and we refer to these
as "Hybrid Methods". This neno al so describes nmultiple dinensions to

hel p eval uate new nethods as they energe.
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1. Introduction

The adjectives "Active" and "Passive" have been used for many years
to distinguish between two different classes of Internet perfornmance
assessnent. The first Passive and Active Measurenent (PAM
Conference was held in 2000, but the earliest proceedings available
online are fromthe second PAM conference in 2001

<https://ww. ripe.net/ripe/ meetings/pam 2001>.

The notions of "Active" and "Passive" are well-established. In
general :

0 An Active Metric or Method depends on a dedi cated neasurenent
packet stream and observations of the stream

0 A Passive Metric or Method depends *sol el y* on observation of one
or nore existing packet streams. The streans only serve
nmeasur enent when they are observed for that purpose, and are
present whether or not neasurenents take place.
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As new techni ques for assessnent energe, it is helpful to have clear
definitions of these notions. This nmeno provides nore-detailed
definitions, defines a new category for conbinations of traditiona
Active and Passive techni ques, and di scusses di nensions to eval uate
new t echni ques as they energe.

This meno provides definitions for Active and Passive Metrics and

Met hods based on long usage in the Internet neasurenent conmmunity,
and especially the Internet Engineering Task Force (IETF). This meno
al so describes the conbination of fundanental Active and Passive
categories that are called Hybrid Methods and Metrics.

1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Purpose and Scope

The scope of this meno is to define and describe Active and Passive
versions of metrics and nethods that are consistent with the |ong-
time usage of these adjectives in the Internet measurenment conmunity
and especially the |ETF. Since the science of neasurenent is
expandi ng, we provide a category for conbinations of the traditiona
extremes, treating Active and Passive as a continuum and desi gnating
conbinations of their attributes as Hybrid Mt hods.

Further, this meno’ s purpose includes describing multiple dinensions
to eval uate new net hods as they energe.

3. Ternms and Definitions

This section defines the key terns of the neno. Sone definitions use
the notion of "streamof interest”, which is synonynmous wth

"popul ation of interest" defined in clause 6.1.1 of ITUT
Recommendati on Y. 1540 [Y.1540]. These definitions will be useful for
any work in progress, such as [PASSIVE] (with which there is already
good consi st ency).

3. 1. Per f ormance Metric

The standard definition of a quantity, produced in an assessnment of
performance and/or reliability of the network, which has an intended
utility and is carefully specified to convey the exact neaning of a
measured value. (This definition is consistent with that of
Performance Metric in [RFC2330] and [ RFC6390]).
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3.2. Method of Measurenent

The procedure or set of operations having the object of deternining a
Measured Val ue or Measurenent Result.

3.3. (bservation Point

See Section 2 of [RFC7011] for the definition of Cbservation Point (a
I ocation in the network where packets can be observed), and rel ated
definitions. The conparable termdefined in IETF literature on
Active measurenent is "Measurenent Point" (see Section 4.1 of

[ RFC5835]). Both of these terns have cone into use describing
simlar actions at the identified point in the network path.

3.4. Active Methods
Active Met hods of Measurement have the follow ng attributes:

0 Active Methods generate packet streans. Conmnonly, the packet
stream of interest is generated as the basis of neasurenent.
Sonetinmes, the adjective "synthetic" is used to categorize Active
nmeasurenent streans [Y.1731]. An acconpanyi ng packet stream or
streanms nmay be generated to increase overall traffic |oad, though
the | oading stream(s) may not be neasured.

0 The packets in the streamof interest have fields or field values
(or are augnented or nodified to include fields or field val ues)
that are dedicated to neasurenent. Since neasurenment usually
requires determning the correspondi ng packets at multiple
measur enent points, a sequence nunber is the nost conmon
i nformation dedicated to nmeasurenent, and it is often conbined
with a tinmestanp.

o The Source and Destination of the packet stream of interest are
usual Iy known a priori.

0 The characteristics of the packet streamof interest are known at
the Source (at least), and nay be comunicated to the Destination
as part of the method. Note that some packet characteristics wll
normal |y change during packet forwarding. Oher changes al ong the
path are possible, see [ STDFORM .

When adding traffic to the network for measurenment, Active Methods
i nfluence the quantities neasured to sone degree, and those
performng tests should take steps to quantify the effect(s) and/or
m nimze such effects.
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3.5. Active Metric

An Active Metric incorporates one or nore of the aspects of Active
Met hods in the netric definition

For exanple, |ETF netrics for | P performance (devel oped according to
the framework described in [ RFC2330]) include the Source-packet
stream characteristics as netric-input paranmeters, and also specify
t he packet characteristics (Type-P) and Source and Destination |IP
addresses (with their inplications on both streamtreatnent and
interfaces associated with nmeasurenment points).

3.6. Passive Mthods
Passi ve Met hods of Measurenment are:

0 based solely on observations of an undisturbed and unnodified
packet streamof interest (in other words, the nethod of
measur enent MUST NOT add, change, or renobve packets or fields or
change field val ues anywhere along the path).

0 dependent on the existence of one or nore packet streams to supply
the stream of interest.

o0 dependent on the presence of the packet streamof interest at one
or nore designated Cbservation Points.

Some Passive Met hods sinply observe and collect information on al
packets that pass Observation Point(s), while others filter the
packets as a first step and only collect information on packets that
match the filter criteria, and thereby narrow the stream of interest.

It is conmon that Passive Methods are conducted at one or nore
Cbservation Points. Passive Methods to assess Performance Metrics
often require nultiple Qbservation Points, e.g., to assess the

| at ency of packet transfer across a network path between two
bservation Points. |In this case, the observed packets nust include
enough information to determ ne the correspondi ng packets at

di fferent Qbservation Points.

Commruni cati on of the observations (in sone fornm to a collector is an
essential aspect of Passive Methods. In sone configurations, the
traffic | oad generated when conmuni cating (or exporting) the Passive
Met hod results to a collector may itself influence the neasured
network’'s performance. However, the collection of results is not

uni que to Passive Methods, and the |oad from managenent and
operations of neasurenent systens nust al ways be considered for
potential effects on the neasured val ues.
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3.7. Passive Metric

Passive Metrics apply to observations of packet traffic (traffic
flows in [RFC7011]).

Passi ve perfornmance netrics are assessed i ndependently of the packets
or traffic flows, and solely through observation. Sone refer to such
assessnents as "out of band"

One exanpl e of Passive Performance Metrics for | P packet transfer can
be found in ITU T Recormendati on Y. 1540 [Y.1540], where the netrics
are defined on the basis of reference events generated as packets
pass reference points. The netrics are agnostic to the distinction
bet ween Active and Passive when the necessary packet correspondence
can be derived fromthe observed stream of interest as required.

3.8. Hybrid Methods and Metrics

Hybrid Methods are Met hods of Measurenent that use a conbination of
Active Methods and Passive Methods, to assess Active Metrics, Passive
Metrics, or new netrics derived fromthe a priori know edge and
observations of the streamof interest. |TU T Recommendation Y. 1540
[Y.1540] defines nmetrics that are also applicable to the hybrid
categories, since packet correspondence at different observation/
reference points could be derived from®"fields or field values which
are dedicated to neasurenent”, but otherw se the nmethods are Passive.

There are several types of Hybrid Methods, as categorized bel ow.

Wth respect to a *single* streamof interest, Hybrid Type | nethods
fit in the continuumas follows, in terns of what happens at the
Source (or Observation Point nearby):

0 Generation of the streamof interest => Active

0 Augnentation or nodification of the streamof interest, or
enpl oynent of nethods that nodify the treatnent of the stream =>
Hybrid Type

0o bservation of a stream of interest => Passive

As an exanpl e, consider the case where the nethod generates traffic

| oad strean(s), and observes an existing streamof interest according
to the criteria for Passive Methods. Since |oading streans are an
aspect of Active Methods, the streamof interest is not "solely
observed", and the neasurenents involve a single stream of interest
whose treatnment has been nodified by the presence of the |oad.
Therefore, this is a Hybrid Type | nethod.
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We define Hybrid Type Il as follows: Methods that enploy two or nore
different streans of interest with some degree of nmutual coordination
(e.g., one or nore Active streans and one or nore undi sturbed and
unnodi fi ed packet streans) to collect both Active and Passive Metrics
and enabl e enhanced characterization fromadditional joint analysis.
[HYBRI D] presents a problem statenent for Hybrid Type Il Methods and
Metrics. Note that one or nore Hybrid Type | streans could be
substituted for the Active streanms or undisturbed streans in the
mutual ly coordinated set. It is the Type Il Methods where uni que
Hybrid Metrics are anticipated to emerge.

Met hods based on a conbination of a single (generated) Active stream
and Passive observations applied to the streamof interest at

i nternmedi ate Observation Points are also Hybrid Methods. However,

[ RFC5644] already defines these as Spatial Metrics and Methods. It
is possible to replace the Active stream of [RFC5644] with a Hybrid
Type | stream and neasure Spatial Metrics (but this was unanti ci pated
when [ RFC5644] was devel oped).

The table below illustrates the categorization of nethods (where
"Synthesis" refers to a conbination of Active and Passive Method
attributes).

| Single Stream | Multiple Simultaneous
| of Interest | Streams of Interest
| | fromDifferent Methods

Si ngl e Fundanental | Active or Passive |

Met hod | |

Synt hesi s of | Hybrid Type | |

Fundanent al Met hods | |

Mul tipl e Met hods | Spatial Metrics | Hybrid Type 11
| [ RFC5644] |

There nay be circunstances where results neasured with Hybrid Methods
can be considered equivalent to those neasured with Passive Methods.
This notion references the possibility of a "class C' where packets
of different Type-P are treated equally in network inplenentation, as
described in Section 13 of [RFC2330] and using the termn nol ogy for
pat hs from Section 5 of [RFC2330]:

Hybrid Methods of neasurenent that augnent or nodi fy packets of a
"class C' in a host should produce results equival ent to Passive
Met hods of Measurenent when hosts accessing and |inks transporting
t hese packets along the path (other than those perfornng

augnent ation/ nodi fi cation) treat packets from both categories of
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4.

4.

met hods (with and wi thout the augnentation/nodification) as the
sane "class C'. The Passive Methods of Measurenent represent the
Ground Truth when conparing results between Passive and Hybrid
Met hods, and this conparison should be conducted to confirmthe
"class C' treatnment.

Di scussi on
This section illustrates the definitions and presents sone exanpl es.
1. G aphical Representation

If we conpare the Active and Passive Methods, there are at |east two
di mensi ons on whi ch nethods can be evaluated. This evaluation space
may be useful when a nmethod is a conbination of the two alternative
met hods.

The two dinensions (initially chosen) are:

Y-Axis: "Effect of the measured streamon network conditions". The
degree to which the stream of interest biases overall network
conditions experienced by that streamand other streams. This is
a key dinension for Active neasurenent error analysis. (Conment:
There is also the notion of tinme averages -- a neasurenent stream
may have significant effect while it is present, but the streamis
only generated 0.1% of the time. On the other hand, observations
al one have no effect on network perfornance. To keep these
di mensi ons sinple, we consider the streameffect only when it is
present, but note that reactive networks defined in [ RFC7312] may
exhibit bias for sone tinme beyond the life of a stream)

X-Axis: "a priori Stream Know edge". The degree to which stream
characteristics are known a priori. There are methodol ogi ca
advant ages of knowi ng the source stream characteristics, and
havi ng conplete control of the stream characteristics. For
exanpl e, knowi ng the nunber of packets in a stream all ows nore-
efficient operation of the neasurenent receiver, and so is an
asset for Active Methods of Measurenment. Passive Methods (with no
sample filter) have few clues available to anticipate what
protocol the first packet observed will use or how many packets
will conprise the flow, once the standard protocol of a flowis
known, the possibilities narrow (for some conpliant flows).
Therefore, this is a key dinension for Passive nmeasurenment error
anal ysi s.

There are a few exanples we can plot on a two-di nensional space. W
can anchor the dinensions with reference point descriptions.
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Y- Axi s: Ef fect of the neasured stream on network conditions
N Max
| * Active using nmax capacity stream

* Active using streamw th | oad of typical user

* Active using extrenely sparse, randoni zed stream

* PDM Passi ve

M n *

R e |

| |

Stream X-Axis: a priori Stream Know edge No Stream

Characteristics Characteristics

Compl etely Known
Known

(I'n the graph above, "PDM refers to [ PDMOPTION], an | Pv6 Option
Header for Performance and Di agnostic Measurements, described in
Section 4.2.)

We recogni ze that nmethod categorization could be based on additiona
di nensions, but this would require a different graphical approach

For exanple, "effect of stream of interest on network conditions”
could easily be further qualified into:

1. effect on the performance of the streamof interest itself: for
exanpl e, choosing a packet marking or Differentiated Services
Code Point (DSCP) resulting in domain treatnent as a real-tinme
stream (as opposed to default/best-effort marking).

2. effect on unnmeasured streans that share the path and/or
bottl enecks: for exanple, an extrenely sparse neasured stream of
m ni mal size packets typically has little effect on other flows
(and itself), while a stream designed to characterize path
capacity may affect all other flows passing through the capacity
bottl eneck (including itself).

3. effect on network conditions resulting in network adaptation: for
exanpl e, a network nonitoring | oad and congestion conditions
m ght change routing, placing sonme flows on alternate paths to
mtigate the congestion.
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We have conbined 1 and 2 on the Y-axis, as exam nation of exanples
i ndicates strong correlation of the effects in this pair, and network
adaptation is not addressed.

It is apparent that different nmethods of IP network neasurenent can
produce different results, even when neasuring the same path at the
same tinme. The two dinensions of the graph help us to understand how
the results might change with the nethod chosen. For exanple, an
Active Method to assess throughput adds sonme amount of traffic to the
networ k, which mght result in [ower throughput for all streans.
However, a Passive Method to assess throughput can also err on the

| ow side due to unknown limtations of the hosts providing traffic,
conpetition for host resources, linmtations of the network interface,
or private sub-networks that are not an intentional part of the path,
etc. Hybrid Methods could easily suffer fromboth fornms of error
Anot her exanple of potential errors stems fromthe pitfalls of using
an Active streamw th known a bias, such as a periodic stream defined
in [RFC3432]. The strength of nodeling periodic streans (like Voice
over I|P (VolP)) is a potential weakness when extendi ng the neasured
results to other application whose streans are non-periodic. The
solutions are to nodel the application streans nore exactly with an
Active Method or to accept the risks and potential errors with the
Passi ve Met hod di scussed above.

4.2. Discussion of PDM

In [ PDMOPTI ON], an | Pv6 Option Header for Performance and Diagnostic
Measurements (PDM) is described which, when added to the stream of
interest at strategic interfaces, supports perfornance nmeasurenents.
This method processes a user traffic streamand adds "fields which
are dedicated to neasurenment” (the neasurenent intent is made clear
inthe title of this option). Thus:

o The nethod intends to have a mnor effect on the neasured stream
and other streans in the network. There are conditions where this
intent may not be realized.

0 The neasured stream has unknown characteristics until it is
processed to add the PDM Option header. Note that if the packet
MIU i s exceeded after adding the header, the intent to have a
m nor effect will not be realized

We conclude that this is a Hybrid Type | nethod, having at |east one

characteristic of both Active and Passive Methods for a single stream
of interest.
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4.3. Discussion of "Coloring" Mthod

[ OPSAWG , proposed to col or packets by re-witing a field of the
stream at strategic interfaces to support perfornmance nmeasurenents
(noting that this is a difficult operation at an internediate point
on an encrypted Virtual Private Network). This nethod processes a
user traffic streamand inserts "fields or values which are dedicated
to measurenent". Thus:

o The nmethod intends to have a minor effect on the nmeasured stream
and other streams in the network (less than PDM above). There are
conditions where this intent may not be realized.

0 The neasured stream has unknown characteristics until it is
processed to add the coloring in the header, and the stream could
be measured and ti ne-stanped during that process.

We note that [ COLORING proposes a nethod sinmlar to [ OPSAWS, as
di scussion on the IPPMnailing |ist reveal ed.

We conclude that this is a Hybrid Type | nethod, having at |east one
characteristic of both Active and Passive Methods for a single stream
of interest.

4.4, Brief Discussion of OQAM Met hods

Many Operations, Administration, and Managenent (QAM nmethods exi st
beyond the I P layer. For exanmple, [Y.1731] defines several different
measur enent net hods that we would classify as foll ows:

0 Loss Measurenment (LM occasionally injects frames with a count of
previous frames since the |last LM message. W conclude LMis
Hybrid Type |, because this method processes a user traffic stream
and augnents the streamof interest with frames having "fields
whi ch are dedicated to nmeasurement”.

0 Synthetic Loss Measurenent (SLM and Del ay Measurenent (DM
met hods bot h inject dedicated neasurenent franes, so the "stream
of interest is generated as the basis of neasurenent". W
concl ude that SLM and DM net hods are Active Met hods.

We al so recogni ze the existence of alternate term nology used in QAM

at layers other than IP. Readers are encouraged to consult [RFC6374]
for MPLS Loss and Del ay neasurenent term nol ogy, for exanple.
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5.

6.

6.

Security Considerations

When considering the security and privacy of those involved in

nmeasur enent or those whose traffic is measured, there is sensitive

i nformati on comuni cated and observed at observation and neasurenent
poi nts descri bed above, and protocol issues to consider. W refer
the reader to the security and privacy considerations described in

t he Large-Scal e Measurenment of Broadband Performance (LMAP) Framework
[ RFC7594], which covers Active and Passive neasurenent techni ques and
supporting material on measurenent context.
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