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1. Scope

The Russi an Federal standard [ GOST3412-2015] specifies basic bl ock
ci phers used as cryptographic techniques for information processing
and information protection including the provision of
confidentiality, authenticity, and integrity of information during
i nformati on transm ssion, processing, and storage in conputer-aided
systens.

The cryptographic algorithnms specified in this standard are desi gned
both for hardware and software inplenmentation. They conply with
nmoder n crypt ographic requirenents and put no restrictions on the
confidentiality level of the protected information

The standard applies to devel opnent, operation, and nodernization of
the informati on systens of various purposes.
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2. General Information

The bl ock ci pher "Kuznyechi k" [G0ST3412-2015] was devel oped by the
Center for Information Protection and Speci al Conmuni cations of the
Federal Security Service of the Russian Federation with participation
of the Open Joint-Stock conpany "Information Technol ogi es and

Communi cati on Systens" (InfoTeCS JSC). GOST R 34.12-2015 was
approved and introduced by Decree #749 of the Federal Agency on
Techni cal Regul ating and Metrol ogy on June 19, 2015.

Terns and concepts in the standard conply with the foll ow ng
i nternational standards:

o 1SQIEC 10116 [ISO | EC10116] and

o series of standards |1SQO | EC 18033 [I SO | EC18033- 1]
[1SO I EC18033- 3]

3. Definitions and Notations

The following terns and their corresponding definitions are used in
t he standard.

3.1. Definitions
Definitions

encryption algorithm process that transforns plaintext into
ci phertext (Section 2.19 of [ISO |EC18033-1])

decryption algorithm process that transforns ci phertext into
pl ai ntext (Section 2.14 of [ISO | EC18033-1])

basi ¢ bl ock ci pher: bl ock cipher that for a given key provides a
single invertible mapping of the set of fixed-Iength plaintext
bl ocks into ciphertext blocks of the sane | ength,

bl ock: string of bits of a defined length (Section 2.6 of
[1SO 1 EC18033-1])

bl ock ci pher: symetric enci phernment systemw th the property that
the encryption algorithmoperates on a block of plaintext, i.e., a
string of bits of a defined length, to yield a block of ciphertext
(Section 2.7 of [ISO|EC18033-1])

Note: In GOST R 34.12-2015, it is established that the terns
"bl ock cipher"” and "block encryption algorithnt are synonyns.
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encryption: reversible transformati on of data by a cryptographic
algorithmto produce ciphertext, i.e., to hide the information
content of the data (Section 2.18 of [ISO | EC18033-1]),

round key: sequence of synbols that is calculated fromthe key and
controls a transformation for one round of a block cipher,

key: sequence of synbols that controls the operation of a
cryptographic transformation (e.g., enciphernment and deci phernent)
(Section 2.21 of [I1SOIEC18033-1]),

Note: In GOST R 34.12-2015, the key nust be a binary sequence.

pl ai ntext: unencrypted information (Section 3.11 of
[1SO 1 ECL0116]),

key schedul e: cal cul ation of round keys fromthe key,

decryption: reversal of a correspondi ng enci phernent (Section 2.13
of [ISO | EC18033-1]),

symretric cryptographic techni que: cryptographic technique that
uses the sanme secret key for both the originator’s and the
recipient’s transformation (Section 2.32 of [ISO | EC18033-1]),

cipher: alternative termfor encipherment system (Section 2.20 of
[1SO | EC18033-1]), and

ci phertext: data that has been transformed to hide its information
content (Section 3.3 of [ISOIECL0116]).

Not at i ons

The followi ng notations are used in the standard:

V*

U *

| Al

the set of all binary vector strings of a finite length
(hereinafter referred to as the strings) including the enpty
string,

the set of all binary strings of length s, where s is a non-
negative integer; substrings and string conponents are
enunerated fromright to left starting from zero,

]W direct (Cartesian) product of two sets, Uand W

t he nunber of conponents (the Iength) of a string A bel ongi ng
to V¥ (if Ais an enpty string, then |[Al = 0),
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A|B concatenati on of strings A and B both belonging to V*, i.e.,
a string fromV_(|A +|B|), where the left substring from
V_|Al is equal to A and the right substring fromV_|B| is
equal to B,

Z (2"n) ring of residues nodul o 2”n,

Q finite field GF(2)[x]/p(x), where p(x)=x"8+x"7+x"6+x+1
belongs to G-(2)[x]; elenments of field Q are represented by
integers in such way that el enment
z_0+z_1*theta+...+z_7*theta”7 belonging to Q corresponds to
integer z_0+2*z 1+...+42"7*z 7, where z_i=0 or z_i=1
i=0,1,...,7 and theta denotes a residue class nodul o p(x)
cont ai ni ng Xx,

(xor) excl usive-or of the two binary strings of the sane | ength,

Vec_s: Z (2"s) -> V_s bijective mapping that maps an el enent from

ring Z (2”"s) into its binary representation, i.e., for an
element z of the ring Z (2”s), represented by the residue z 0
+ (2*z_1) + ... + (2"(s-1)*z_(s-1)), where z_i in {0, 1}, i =
O, ..., n-1, the equality Vec_s(z) =z (s-1)]|]|...1]z_1]|z_0
hol ds,

Int_ s: V.s ->Z (2"s) the mapping inverse to the mapping Vec_s,
i.e., Int_s = Vec_s™(-1),

delta: V.8 -> Q bijective mapping that nmaps a binary string fromV_8
into an elenment fromfield Q as follows: string
z_7|...11z_1]z_0, where z_i in {0, 1}, i =0, ..., 7
corresponds to the elenent z 0+(z_1*theta)+...+(z_7*theta”7)
bel onging to Z,

nabla: Q-> V8 the mapping inverse to the mapping delta, i.e., delta
= nabl a®(-1),

PS conposi tion of mappings, where the mapping S applies first,
and

Prs conposi tion of mappings P*(s-1) and P, where P"1=P.
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4, Paraneter Val ues
4.1. Nonlinear Bijection

The bijective nonlinear mapping is a substitution: Pi =
(Vec_8)Pi'(INnt_8): V.8 -> V. 8, where Pi': Z_(27"8) -> Z (278). The
val ues of the substitution Pi’' are specified below as an array Pi' =
(Pi’(0), Pi"(1), ... , Pi'(255)):

Pi' =

( 252, 238, 221, 17, 207, 110, 49, 22, 251, 196, 250,
218, 35, 197, 4, 77, 233, 119, 240, 219, 147, 46,
153, 186, 23, 54, 241, 187, 20, 205, 95, 193, 249,
24, 101, 90, 226, 92, 239, 33, 129, 28, 60, 66,
139, 1, 142, 79, 5, 132, 2, 174, 227, 106, 143,
160, 6, 11, 237, 152, 127, 212, 211, 31, 235, 52,
44, 81, 234, 200, 72, 171, 242, 42, 104, 162, 253,
58, 206, 204, 181, 112, 14, 86, 8, 12, 118, 18,
191, 114, 19, 71, 156, 183, 93, 135, 21, 161, 150,
41, 16, 123, 154, 199, 243, 145, 120, 111, 157, 158,
178, 177, 50, 117, 25, 61, 255, 53, 138, 126, 109,
84, 198, 128, 195, 189, 13, 87, 223, 245, 36, 169,
62, 168, 67, 201, 215, 121, 214, 246, 124, 34, 185,
3, 224, 15, 236, 222, 122, 148, 176, 188, 220, 232,
40, 80, 78, 51, 10, 74, 167, 151, 96, 115, 30,
0, 98, 68, 26, 184, 56, 130, 100, 159, 38, 65,
173, 69, 70, 146, 39, 94, 85, 47, 140, 163, 165,
125, 105, 213, 149, 59, 7, 88, 179, 64, 134, 172,
29, 247, 48, 55, 107, 228, 136, 217, 231, 137, 225,
27, 131, 73, 76, 63, 248, 254, 141, 83, 170, 144,
202, 216, 133, 97, 32, 113, 103, 164, 45, 43, 9,
91, 203, 155, 37, 208, 190, 229, 108, 82, 89, 166,
116, 210, 230, 244, 180, 192, 209, 102, 175, 194, 57,

75, 99, 182).
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Pi A(-1)

are specified below as an array Pi"(-1)’

GOST R 34.12-2015

is the inverse of Pi;

, Pin(-1)'(255)):

Pin(-1)" =
( 165, 45,
57, 85,

7

) 241

39, 141,
66, 228,
201, 170
43, 134,
15, 156,
193, 240,
254, 172,

5

107,

137, 148,
49, 222,
54, 219,

102, 233,

186, 241,

150, 111,
27, 151,

122, 103,

248, 243,

152, 2,

206, 153,
72, 104,
76, 215,

4.2. Linear

The linear transformation is denoted by |

defined as:

I (a_15,...,a_0)
133*del ta(a_13)
192*del ta(a_10)

for all

Dol mat ov

50, 143, 14,
126, 82, 145,
33, 114, 168,
12, 130, 234,
21, 183, 200,
252, 77, 191,
167, 177, 178,

47, 155, 67,
35, 231, 37,
34, 249, 226,
81, 225, 89,

101, 140, 187,
196, 95, 204,
105, 179, 20,
92, 108, 109,
160, 133, 131,
110, 194, 246,
125, 236, 88,
69, 135, 220,
62, 61, 189,
147, 128, 144,
16, 68, 64,
245, 129, 139,
116 ).

+ + 1

Transfornmati on

March 2016

the val ues of the substitution Pi~(-1)’

48,
100,
209,
174,

6,

42,

91,
239,

94,

74,
163,
119,
207,
149,
173,
218,

80,
247,
232,
138,
208,
146,
199,

56,

41,
180,
112,
115,

70,
217,
181,
188,
242,

60,
118,
190,

55,

255,
31,
79,

136,
36,
58,

214,

= (Pin(-1)(0),

192,
87,
198,
154,
157,
132,
211,
121,
30,
53,
113,
123,
44,
98,
97,
197,
93,
251,
29,
221,
52,

32,

84,
90,
164,
99,
65,
213,
159,
182,
162,
202,
86,
40,
184,
161,
75,
176,
169,
124,
78,
205,
203,
38,
10,

230,
28,
63,
73,

117,

195,

253,

238,

158,
96,
224,
229,
25,
175,
212,
127,
166,
120,
106,
210,
46,
22,
227,
250,
23,
13,
235,
19,
244,
26,
0,

(V._8)"16 -> V_8,

nabl a(148*delta(a_15) + 32*delta(a_15) +
16*delta(a_12) + 194*delta(a_11) +
1*delta(a_9) + 251*delta(a_8) + 1*delta(a_7) +

192*delta(a_6) + 194*delta(a_5) + 1l6*delta(a_4) + 133*delta(a_3) +
32*delta(a_2) + 148*delta(a_1l) +1*delta(a_0)),

a_i belonging to V_8,

I nf or mat i ona

i =0, 1,

Pin(-1)" (1),

and

15, where the addition
and nultiplication operations are in the field Q and constants are
el ements of the field as defined above.
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4.3. Transformations

The following transformati ons are applicable for encryption and
decryption al gorithns:

X[ x]:V_128->V 128 X[ k](a)=k(xor)a, where k, a belong to V_128,

S:V_128-> V_128 S(a)=(a_15|]|...||a_0)=pi(a_15)]|]|...]||pi(a_0), where
a_15||...|]a_0 belongs to V_128, a_i belongs to V.8, i=0,1,...,15,

SM(-1):V_128-> V_128 the inverse transformation of S, which may be
cal cul ated, for exanple, as follows:

SM(-1)(a_15||...]1a_0)=pi*(-1) (a_15)||...||pi~(-1)(a_0), where

a 15||...|]a_0 belongs to V_128, a i belongs to V.8, i=0,1,...,15,
R V_128-> V_128 R(a_15||...|]a_0)=l(a_15,...,a_0)||a_15||...]]a_1,

where a_15||...||a_0 belongs to V_128, a_i belongs to V_8,

i=0,1,...,15,

L:V_128-> V_128 L(a)=R*(16)(a), where a belongs to V_128,

RM(-1):V_128-> V_128 the inverse transformati on of R which may be

cal cul ated, for exanple, as follows: R'(-1)(a_15|]|...||a_0)=a_14|
a_13||...|la_0]|l(a_14,a_13,...,a_0,a_15), where a_15||...|]a_0
belongs to V_128, a i belongs to V.8, i=0,1,...,15,

LM(-1):V_128-> V_128 LAM(-1D(a)=(R*(-1))(16)(a), where a belongs to
V_128, and

F[k]:V 128[*]V_128 -> V_128[*]V 128

F[k](a_1,a 0)=(LSX[k](a_1)(xor)a_0,a 1), where k, a 0, a_1 belong
to V_128.
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4.4, Key Schedul e

Key schedul e uses round constants C.i belonging to V_128, i=1, 2,
., 32, defined as
C.i=L(Vec_128(i)), i=1,2,...,32.
Round keys K i, i=1, 2, ..., 10 are derived from key
K=k_255||...]|k_O belonging to V_256, k_i belongs to V_1, i=0, 1,
., 255, as follows:
_1=k_255||...|| k_128;
_2=k_127||...|| k_O;
(K (2i+1),K (2|+2)):F[C (8(i-1)+8)]...
FIC (8(i-1)+1)](K (2i-1),K (2i)), i=1,2,3,4.

4.5. Basic Encryption Al gorithm

4.5.1. Encryption

Dependi ng on the values of round keys K 1,...,K 10, the encryption
algorithmis a substitution E (K 1,...,K 10) defined as foll ows:
E (K1,...,K10)(a)=X[K_10] LSX[K_9]...LSX[K 2] LSX[K_ 1] (a),

where a belongs to V_128.

4.5.2. Decryption

Dependi ng on the val ues of round keys K 1,...,K 10, the decryption
algorithmis a substitution D (K 1,...,K 10) defined as foll ows:
D(K1,...,K10)(a)=X[K 1]LM-1)S (-1 X K 2]..

LA(-1) SM(-1) X[ K 9] LA(-1) SM(-1) X[ K _10] (a),

where a belongs to V_128.
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5. Exanmples (Informative)

This section is for information only and is not a nornative part of
t he standard.

5.1. Transformation S

S(ffeeddcchbaa99881122334455667700) =
b66cd8887d38e8d77765aeealc9a7ef c,
S(b66cd8887d38e8d77765aeealc9a7efc) =
559d8dd7bd06¢hbf e7e7b262523280d39,
S(559d8dd7bd06cbf e7e7b262523280d39) =
0c3322f ed531e4630d80ef 5¢5a81c50b
S(0c3322f ed531e4630d80ef 5¢5a81c50b) =
23ae65633f 842d29c5df 529¢13f 5acda.

5.2. Transformation R

R(00000000000000000000000000000100) =
94000000000000000000000000000001
R(94000000000000000000000000000001) =
a5940000000000000000000000000000,
R(a5940000000000000000000000000000) =
64a59400000000000000000000000000,
R(64a59400000000000000000000000000) =
0d64a594000000000000000000000000.

5.3. Transformation L

L(64a59400000000000000000000000000) =
d456584dd0e3e84cc3166e4b7f a2890d,
L(d456584dd0e3e84cc3166e4b7f a2890d) =
79d26221b87b584cd42f bc4f f eabde9a,
L(79d26221b87b584cd42f bc4af f eabde9a) =
0e93691a0cf c60408b7b68f 66b513¢c13,
L(0e93691a0cf c60408b7b68f 66b513c13) =
€6a8094f ee0aa204f d97bcb0b44b8580.
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5.4. Key Schedul e
In this test exanple, the key is equal to:

K = 8899aabbccddeef f0011223344556677f edcbha9876543210012345678

9abcdef .
K 1 = 8899aabbccddeef f 0011223344556677,
K 2 = fedcha98765432100123456789abcdef .
C 1 = 6ea276726c487ab85d27bd10dd849401

X[C_ 1] (K 1) = e63bdcc9a09594475d369f 2399d1f 276,
SX[C 1] (K_1) = 0998ca37a7947aabb78f 4a5ae81b748a,
LSX[C 1] (K_1) = 3d0940999db75d6a9257071d5e6144a6,
FIC 1] (K_ 1, K 2) = = (c3d5fa0lebe36f7a9374427ad7ca8949,
8899aabbccddeef f 0011223344556677) .

C 2 = dc87ece4dB890f 4b3bad4eh92079cbeb02,
FI[CZ2]F[CI1](K 1, K?2) = (37777748e56453377d5e262d90903f 87,
c3d5f a0lebe36f 7a9374427ad7ca8949) .

C 3 = b2259a96b4d88e0be7690430a44f 7f 03,

F[C3]...F[C 1] (K 1, K 2) = (f9eae5f29b2815e31f 11ac5d9c29f b01
37777748e56453377d5e262d90903f 87) .

C 4 = 7bcd1bOb73e32ba5b79cb140f 2551504,

F[C 4]...F[C 1](K 1, K 2) = (e980089683d00d4be37dd3434699h98f
f 9eae5f 29b2815e31f 11ac5d9c29f b01).

C 5 = 156f 6d791f ab511deabb0c502f d18105,
FIC5]...F[C 1] (K 1, K 2) = (b7bd70acead460714f 4ebel3835cf 004,
£980089683d00d4be37dd3434699b98f ) .

. 6 = a74af 7ef ab73df 160dd208608b9ef 06,
F[C6]...FIC 1] (K 1, K 2) = (lad6ealcf6ccd236467287df 93f df 974,
b7bd70acead460714f 4ebel13835cf 004) .

c9e8819dc73ba5ae50f 5b570561a6a07,
]...F[C1](K 1, K 2) = (3d4553d8e9cfec6815ebadc40a9f f do4,
la46ealcf 6ccd236467287df 93f df 974) .

iy
o~
~

C 8 = f6593616e6055689adf bal8027aa2a08,

(K3, K4 =F[CS8]...F[C1](K1 KZ2) =
(db31485315694343228d6aef 8cc78c44,
3d4553d8e9cf ec6815ebadc40a9f f d04) .
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The round keys Ki, i =1, 2, ..., 10, take the foll owi ng val ues:

8899aabbccddeef f 0011223344556677,
f edcba98765432100123456789abcdef
db31485315694343228d6aef 8cc78c44,
3d4553d8e9cf ec6815ebadc40a9f f dO4,
57646468c44a5e28d3e59246f 429f 1lac,
bd079435165c6432b532e82834da581b
51e640757e8745de705727265a0098b1
5a7925017b9f dd3ed72a91a22286f 984,
bb44e25378c73123a5f 32f 73cdb6e517,
0 = 72e9dd7416bcf 45b755dbaa88e4a4043.

lexlxlxlxlxlxlxlxlx
POO~NOUOITAWNE
L L I T I T I T 1|

5.5. Test Encryption

In this test exanple, encryption is perfornmed on the round keys
specified in Section 5.4. Let the plaintext be

a = 1122334455667700f f eeddccbbaa9988,
t hen

X[K 1] (a) = 99bb99ff99bbooffffffffffffffffff,

SX[K_ 1] (a) = e87de8h6e87de8h6h6b6b6H6HE6HEHENG,

LSX[K_ 1] (a) = e297b686e355b0alcf4a2f9249140830,

LSX[ K 2] LSX[ K_1] (a) 285e497a0862d596h36f 4258a1¢c69072,
LSX[K 3] ...LSX K_ 1](a) 0187a3a429b567841ad50d29207cc34e,
LSX[K_4]...LSX[K_1](a) ec9bdba057d4f 4d77¢5d70619dcad206,
LSX[K 5]...LSX[K_1](a) 1357f d11de9257290c2al1473eb6bcdel
LSX[K_6]...LSX[K_1](a) 28ae31e7d4c2354261027ef 0b32897df,
LSX[K_7]...LSX[K_1](a) 07e223d56002c013d3f 5e6f 714b86d2d,
LSX[K 8]...LSX[K_1] (&) cd8ef 6cd97e0e092a8e4ccab1b38bf 65,
LSX[K 9]...LSX[K_ 1] (a) 0d8e40e4a800d06b2f 1bh37ea379ead8e.

Then the ciphertext is

= X[K_10] LSX[K_ 9]...LSX[K 1] (a) = 7f679d90bebc24305a468d42b9d4edcd.
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In this test exanple, decryption is perfornmed on the round keys

specified in Section 5.4. Let the ciphertext be

b = 7f679d90bebc24305a468d42b9d4edcd,

t hen

X[ K_10] (b) = 0d8e40e4a800d06b2f 1b37ea379ead8e,
LA(-1) X[ K_10] (b) = 8a6b930a52211b45c5baa43f f 8091319,
SM(-1)LA(-1) X[ K_10] (b) = 76cald9eef 27d1b10d17e3d5d68e5a72,

SMN-DWM(-D)XK9ISMN-D LM (-1 XK 10](b) =
5d9b06d41b9d1d2d04df 7755363e94a9,

SM-D LA XK 8]...SMN(-1) LM (-1) X[ K 10] (b)
79487192aa45709¢115559d6e9280f 6e,

SM-D)LAM(-D) XK 7] SMN(-1) LM (-1) XK 10] (b)
ae506924c8ce331bb918f c5bdf b195f a,

SMN-DWAM(-D) XK 6B]...SMN(-1D) LM (-1) XK 10] (b)
bbf f bf c8939eaaf f af b8e22769e323aa,

SM-1D)LAM(-L) XK B]...SMN(-1) LM (-1) X[ K 10] (b)
3cc2f 07cc07a8becOf 3ealed2ae33e4a,

SM-D LMD X K 4] SMN(-1) LM (-1) X[ K 10] (b)
f 36f 01291d0b96d591e228b72d011c 36,

SMN-DWAM(-D) XK 3] SMN(-D) LM (-1) XK 10] (b)
1c4b0c1e950182blceb696af 5¢c0bf c5df,

SM-DLA(-D) XK 2]...SMN(-1) LM (-1) X[ K 10] (b)
99bb99f f 99bboof fffffffffffffffff.

Then the plaintext is

a = X[K 1] SM(-1)LA(-1) X[ K 2] ... SM(-1) LA(- 1) X[ K_10] (b)

1122334455667700f f eeddccbbaa9988.

Security Considerations

This entire docunent is about security considerations.
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