I nt ernet Engi neering Task Force (I ETF) A. Mel ni kov
Request for Comments: 7804 | sode Ltd
Cat egory: Experi nental March 2016
| SSN: 2070-1721

Sal ted Chal l enge Response HTTP Aut hentication Mechani sm
Abstract

This specification describes a fanmly of HTTP aut hentication
mechani sms cal l ed the Salted Chall enge Response Aut henti cation
Mechani sm (SCRAM), whi ch provides a nore robust authentication
mechani smthan a pl ai ntext password protected by Transport Layer
Security (TLS) and avoi ds the depl oyment obstacles presented by
earlier TLS-protected challenge response authentication nechani sns.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmmunity. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering G oup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7804.
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1. Introduction

The aut henticati on nechani sm nost wi dely depl oyed and used by
Internet application protocols is the transm ssion of clear-text
passwords over a channel protected by Transport Layer Security (TLS)
There are sone significant security concerns with that nechani sm

whi ch coul d be addressed by the use of a challenge response

aut henti cati on mechani smprotected by TLS. Unfortunately, the HTTP
Di gest chal | enge response nmechani sm presently on the Standards Track
fail ed wi despread depl oynent and has had only limted success.
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This specification describes a fam |y of authentication nechani sns
called the Salted Chall enge Response Aut hentication Mechani sm
(SCRAM, which addresses the requirenents necessary to deploy a
chal | enge response nechani sm nore widely than past attenpts (see

[ RFC5802]). In particular, it addresses sone of the issues
identified with HTTP Digest, as described in [ RFC6331], such as the
compl exity of inplenentation and protection of the whole

aut henti cati on exchange in order to protect against certain man-in-
t he-mi ddl e attacks.

HTTP SCRAM i s an adaptation of [RFC5802] for use in HITP. The SCRAM
data exchanged is identical to what is defined in [ RFC5802]. This
docunent also adds a 1 round-trip reauthentication node.

HTTP SCRAM provi des the foll owi ng protocol features:

o The authentication information stored in the authentication
dat abase is not sufficient by itself (without a dictionary attack)
to inmpersonate the client. The information is salted to nmake it
harder to do a pre-stored dictionary attack if the database is
stol en.

0 The server does not gain the ability to inpersonate the client to
other servers (with an exception for server-authorized proxies),
unless it perfornms a dictionary attack

0 The nmechanismpernits the use of a server-authorized proxy w thout
requiring that proxy to have super-user rights with the back-end
server.

0 Mitual authentication is supported, but only the client is naned
(i.e., the server has no nane).

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Formal syntax is defined by [ RFC5234] including the core rules
defined in Appendix B of [RFC5234].

Exanpl e lines prefaced by "C." are sent by the client and ones
prefaced by "S:" by the server. |If asingle "C" or "S:" |abe
applies to multiple Iines, then the Iine breaks between those |lines
are for editorial clarity only and are not part of the actua

pr ot ocol exchange
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2. 1.

2. 2.

Mel

Ter m nol ogy

Thi s docunent uses several terns defined in the "Internet Security
A ossary" [RFC4949], including the follow ng: authentication

aut henti cati on exchange, authentication information, brute force,
chal | enge-response, cryptographic hash function, dictionary attack
eavesdroppi ng, hash result, keyed hash, nman-in-the-m ddl e, nonce,
one-way encryption function, password, replay attack, and salt.
Readers not familiar with these ternms should use that glossary as a
ref erence

Sone clarifications and additional definitions foll ow

0 Authentication information: Information used to verify an identity
clained by a SCRAM client. The authentication information for a
SCRAM i dentity consists of salt, iteration count, the StoredKey,
and the ServerKey (as defined in the algorithmoverview) for each
supported cryptographic hash function

0 Authentication database: The database used to | ook up the
aut hentication information associated with a particular identity.
For application protocols, LDAPv3 (see [ RFC4510]) is frequently
used as the authentication database. For |ower-layer protocols
such as PPP or 802.11x, the use of RADI US [ RFC2865] is nore
conmon.

0 Base64: An encodi ng nmechani sm defined in Section 4 of [RFC4648]
that converts an octet string input to a textual output string
that can be easily displayed to a human. The use of base64 in
SCRAM is restricted to the canonical formw th no whitespace.

0 OCctet: An 8-bit byte.
o0 Cctet string: A sequence of 8-bit bytes.

o0 Salt: Arandomoctet string that is conbined with a password
bef ore applying a one-way encryption function. This value is used
to protect passwords that are stored in an authentication
dat abase

Not at i on

The pseudocode description of the algorithmuses the foll ow ng
not ati on:

0 :=": The variable on the left-hand side represents the octet
string resulting fromthe expression on the right-hand side.
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o "+": Cctet string concatenation.

o "[ ]": A portion of an expression enclosed in "[" and "]" is
optional in the result under some circunstances. See the
associ ated text for a description of those circunstances.

o Nornalize(str): Apply the Preparation and Enforcenent steps
according to the OpaqueString profile (see [RFC7613]) to a UTF-8
[ RFC3629] encoded "str". The resulting string is also in UTF-8.
Note that inplenmentations MIST either inplenment OpaqueString
profile operations from][RFC7613] or disallow the use of non
US- ASCI | Uni code codepoints in "str". The latter is a particular
case of conpliance with [ RFC7613].

o HMAC(key, str): Apply the HVAC keyed hash al gorithm (defined in
[ RFC2104]) using the octet string represented by "key" as the key
and the octet string "str" as the input string. The size of the
result is the hash result size for the hash function in use. For
exanple, it is 32 octets for SHA-256 and 20 octets for SHA-1 (see
[ RFC6234]) .

0 H(str): Apply the cryptographic hash function to the octet string
"str", producing an octet string as a result. The size of the
result depends on the hash result size for the hash function in
use.

0 XOR Apply the exclusive-or operation to conbine the octet string
on the left of this operator with the octet string on the right of
this operator. The length of the output and each of the two
inputs will be the same for this use.

o Hi(str, salt, i):

Ul = HVAC(str, salt + INT(1))

u2 = HVAC(str, Ul)

U-1:= HWAC(str, Ui-2)

Ui = HVAC(str, Ui -1)

H := Ul XOR U2 XOR ... XOR Ui

where "i" is the iteration count, "+" is the string concatenation

operator, and INT(g) is a four-octet encoding of the integer g,
nmost significant octet first.

H () is, essentially, PBKDF2 [ RFC2898] with HMAC() as the

Pseudor andom Function (PRF) and wi th dkLen == output |ength of
HVAC() == output length of H().
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3.

SCRAM Al gorithm Qvervi ew

The following is a description of a full HITP SCRAM aut henti cati on
exchange. Note that this section omts sonme details, such as client
and server nonces. See Section 5 for nore details.

To begin with, the SCRAM client is in possession of a usernanme and
password, both encoded in UTF-8 [RFC3629] (or a dientKey/ ServerKey,
or SaltedPassword). It sends the usernane to the server, which
retrieves the corresponding authentication information: a salt, a
StoredKey, a ServerKey, and an iteration count ("i"). (Note that a
server inplenentation may choose to use the sane iteration count for
all accounts.) The server sends the salt and the iteration count to
the client, which then conmputes the follow ng val ues and sends a
ClientProof to the server:

Informative Note: Inplenentors are encouraged to create test cases
that use both usernanes and passwords with non-ASCI| codepoints. In
particular, it is useful to test codepoi nts whose Uni code

Nor mal i zati on Canoni cal Conposition (NFC) and Uni code Nornalization
Form Conpatibility Conposition (NFKC) are different (see

[ Uni code- UAX15]). Some exanpl es of such codepoi nts include Vul gar
Fraction One Hal f (U+00BD) and Acute Accent (U+00B4).

Sal t edPasswor d H (Normal i ze(password), salt, i)

di ent Key = HVAC(Sal t edPassword, "dient Key")

St or edKey = H(d i ent Key)

Aut hMessage = client-first-nmessage-bare + "," +
server-first-message + "," +

client-final-nessage-w thout - proof
HMAC( St or edKey, Aut hMessage)
ClientKey XOR dientSignature
HVAC( Sal t edPassword, "Server Key")
HMAC( Ser ver Key, Aut hMessage)

dientSignhature :
C i ent Proof
Server Key

Server Si ghature :

The server authenticates the client by conputing the CientSignature,
exclusive-ORing that with the CientProof to recover the dientKey,
and verifying the correctness of the CientKey by applying the hash
function and conparing the result to the StoredKey. |If the dientKey
is correct, this proves that the client has access to the user’s
password.

Simlarly, the client authenticates the server by conputing the
Server Signature and conparing it to the value sent by the server. |If
the two are equal, this proves that the server had access to the
user’s ServerKey.
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For initial authentication, the Aut hMessage is conputed by

concat enati ng decoded "data" attribute values fromthe authentication
exchange. The format of each of these 3 decoded "data" attributes is
defined in [ RFC5802].

4, SCRAM Mechani sm Nanes

A SCRAM nmechani sm name (aut hentication schene) is a string "SCRAM"
foll owed by the uppercased nane of the underlying hash function taken
fromthe I ANA "Hash Function Textual Nanes" registry (see

<ht t p: // ww. i ana. or g/ assi gnnent s/ hash- f uncti on-t ext - names>) .

For interoperability, all HITP clients and servers supporting SCRAM
MUST i npl enent t he SCRAM SHA- 256 aut henti cation nmechanism i.e., an

aut henti cati on mechanismfromthe SCRAM fanily that uses the SHA-256
hash function as defined in [ RFC7677].

5. SCRAM Aut henti cati on Exchange

HTTP SCRAM i s an HTTP Aut hentication nmechani sm whose client response
(<credential s-scranmr) and server chall enge (<challenge-scranp)
nmessages are text-based nessages containing one or nore attribute-
val ue pairs separated by commas. The nmessages and their attributes
are described bel ow and defined in Section 7.

chal | enge-scram = scram nanme [1*SP 1#aut h- par ani
; Conplies with <chall enge> ABNF from RFC 7235.
; Included in the WAV Aut henti cate header field.

credenti al s-scram = scram nanme [ 1*SP 1#aut h- par ani
; Conplies with <credential s> from RFC 7235.
; Included in the Authorization header field.

scram nane = " SCRAM SHA- 256" / " SCRAM SHA-1" / ot her-scram nanme
SCRAM SHA- 256 and SCRAM SHA-1 are registered by this RFC

; SCRAMSHA-1 is registered for database conpatibility

; With inplenentati ons of RFC 5802 (such as | MAP or Extensible
Messagi ng and Presence Protocol (XMPP)

; servers), but it is not recommended for new depl oynents.

ot her-scram name = "SCRAM " hash-nane
; hash-nane is acapltallzedformof nanes from | ANA.
; "Hash Function Textual Names" registry.
; Additional SCRAM nanes nust be registered in both
; the 1 ANA "SASL Mechani sms" registry
; and the I ANA "HTTP Aut hentication Schemes" registry.
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This is a sinple exanple of a SCRAM SHA- 256 aut henti cati on exchange
(no support for channel bindings, as this feature is not currently
supported by HTTP). Usernane 'user’ and password 'pencil’ are used.
Note that long lines are folded for readability.

GET /resource HITP/ 1.1
Host: server.exanpl e.com

[...]

HTTP/ 1.1 401 Unaut hori zed
WAV Aut henti cat e: Di gest real n="real ml@xanpl e. cont',
Di gest real m="real nR@xanpl e. cont',
Di gest real m="real nB@xanpl e. cont,
SCRAM SHA- 256 real n¥"real nB@xanpl e. cont',
SCRAM SHA- 256 real n¥"t est r eal ma@xanpl e. cont

[...]

GET /resource HITP/ 1.1

Host: server.exanpl e. com

Aut hori zati on: SCRAM SHA- 256 real n¥"t estreal m@xanpl e. cont',
dat a=bi wsbj 11c2VyLH 9ck9wck5HZndFYnvSv2di TkVr cUBK

[...]

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e:  SCRAM SHA- 256
si d=AAAABBBBCCCCDDDD,
dat a=cj 1yT3By TkdndOVi ZVIXZ2JORW x Ty Vod| | EcFdVYTJSYVRDQAZ1eEZJ
bGopaE5sRi xzPVeyM phSj BTTl k3c29Fc1VFam 2Z1E9PSxpPTQWOTYK
[...]

GET /resource HITP/ 1.1
Host: server.exanpl e.com
Aut hori zati on: SCRAM SHA- 256 si d=AAAABBBBCCCCDDDD,
dat a=Yz1li aXdzLH 9ck9wck5HZndFYnVSVv2di TkVr c U8l aHZZRHBXVWEY UnFUQ
OFMIXhGSWgKWhCbEYs c D1k SHpi WrFwWMOI r NGpVaE4r VXRI OXI OYWe5enpm
TUhnc3Ft bW 6NOFUuZFZRPQo=

0

[...]

HTTP/ 1.1 200 Ck
Aut hentication-Info: si d=AAAABBBBCCCCDDDD,
dat a=dj 02cnJpVFJICaTl zV3BSUi 93dHVWK21NaFVaVWiv ZEl 1bkxUSI JzanwsN
UcOPQo=
S: [...OQher header fields and resource body...]
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In the above exanple, the first client request contains a "data"
attribute that base64 decodes as foll ows:

n, , n=user, r =r Qpr NG wEbeRWjbNEk qO

The server then responds with a "data" attribute that base64 decodes
as follows:

r =r Opr NG wEbe RWgbNEK qO¥hv YDpWJa2RaTCAf uxFl | j ) hNI F, s=\W22ZaJOSNY7soE
sUEj b6gQ==, i =4096

The next client request contains a "data" attribute that base64
decodes as foll ows:

c=bi ws, r =r Opr NG wEbe RWgbNEKk gO¥hv YDpWJa2RaTCAf uxFl | j ) hNI F, p=dHzbZap
W k4j UhN+Ut e9yt ag9zj f MHgsqmmi z7AndVQ=

The final server response contains a "data" attribute that base64
decodes as foll ows:

v=6rri TRBi 23WRR/ wt up+nivhUZUn/ dBSNLTJRsj | 95G4=

Note that in the exanple above, the client can also initiate SCRAM
aut hentication without first being pronpted by the server.

Initial "SCRAM SHA-256" authentication starts with sending the

Aut hori zation request header field (defined by HITP/ 1.1, Part 7

[ RFC7235]) containing the "SCRAM SHA- 256" aut hentication schenme and
the following attributes:

0 A '"realnt attribute MAY be included to indicate the scope of
protection in the manner described in HTTP/ 1.1, Part 7 [RFC7235].
As specified in [ RFC7235], the "realnt attribute MJST NOT appear
nmore than once. The "realni attribute only appears in the first
SCRAM nessage to the server and in the first SCRAM response from
the server.

o The client also includes the "data" attribute that contains the
base64- encoded "client-first-message" [RFC5802] containing:

* a header consisting of a flag indicating whether channel
bi ndi ng i s supported-but-not-used, not supported, or used.
Note that this version of SCRAM doesn’'t support HTTP channel
bi ndi ngs, so this header always starts with "n"; otherwi se, the
nmessage is invalid and authenticati on MIST fail.

*  SCRAM usernane and a random uni que "nonce" attribute.
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In an HTTP response, the server sends the WMWY Aut henti cate header
field containing a unique session identifier (the "sid" attribute)
plus the "data" attribute containing the base64-encoded "server-
first-nessage" [RFC5802]. The "server-first-nessage" contains the
user’s iteration count i, the user’s salt, and the nonce with a
concatenation of the client-specified one (taken fromthe "client-
first-nessage") with a freshly generated server nonce

The client then responds with another HITP request with the

Aut hori zati on header field, which includes the "sid" attribute
received in the previous server response, together with the "data"
attribute containing base64-encoded "client-final-nessage" data. The
|atter has the sane nonce as in "server-first-nessage" and a

d i ent Proof conputed using the selected hash function (e.g., SHA-256)
as expl ained earlier.

The server verifies the nonce and the proof, and, finally, it
responds with a 200 HTTP response with the Authentication-Info header
field [ RFC7615] containing the "sid" attribute (as received fromthe
client) and the "data" attribute containing the base64-encoded
"server-final -nessage", concluding the authentication exchange.

The client then authenticates the server by conputing the

Server Signature and conparing it to the value sent by the server. |If
the two are different, the client MJUST consider the authentication
exchange to be unsuccessful, and it mght have to drop the
connecti on.

5.1. One Round-Trip Reauthentication

If the server supports SCRAM reaut hentication, the server sends in
its initial HTTP response a WWV Aut henticate header field containing
the "realnt attribute (as defined earlier), the "sr" attribute that
contains the server part of the "r" attribute (see s-nonce in

[ RFC5802]), and an optional "ttl" attribute (which contains the "sr"
value validity in seconds).

If the client has authenticated to the same real mbefore (i.e., it
remenbers "i" and "s" attributes for the user fromearlier

aut henti cati on exchanges with the server), it can respond to that
with "client-final-nmessage”. Wen constructing the "client-final-
message", the client constructs the c-nonce part of the "r" attribute
as on initial authentication and the s-nonce part as follows: s-nonce
is a concatenation of nonce-count and the "sr" attribute (in that
order). The nonce-count is a positive integer that is equal to the
user’s "i" attribute on first reauthentication and is increnented by
1 on each successful reauthentication
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The purpose of the nonce-count is to allow the server to detect

request replays by nmaintaining its own copy of this count -- if

t he sane nonce-count value is seen twice, then the request is a

repl ay.
If the server considers the s-nonce part of the "nonce" attribute
(the "r" attribute) to still be valid (i.e., the nonce-count part is
as expected (see above) and the "sr" part is still fresh), it wll

provi de access to the requested resource (assum ng the client hash
verifies correctly, of course). However, if the server considers
that the server part of the nonce is stale (for exanple, if the "sr"
value is used after the "ttl" seconds), the server returns "401
Unaut hori zed" contai ning the SCRAM nechani sm nane with the foll ow ng
attributes: a new "sr", "stale=true", and an optional "ttl". The
"stale" attribute signals to the client that there is no need to ask
the user for the password.

Formally, the "stale" attribute is defined as a flag, indicating
that the previous request fromthe client was rejected because the
nonce value was stale. |If stale is TRUE (case-insensitive), the
client may wish to sinply retry the request with a new encrypted
response without repronpting the user for a new usernane and
password. The server should only set stale to TRUE if it receives
a request for which the nonce is invalid but with a valid digest
for that nonce (indicating that the client knows the correct

user name/ password). |f stale is FALSE or anything other than
TRUE, or the stale directive is not present, the usernanme and/or
password are invalid, and new val ues nust be obt ai ned.

When constructing Aut hMessage (see Section 3) to be used for
calculating client and server proofs, "client-first-nessage-bare" and
"server-first-nessage" are reconstructed fromdata known to the
client and the server
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Reaut hentication can | ook |ike this:

C. GET /resource HITP/ 1.1
C. Host: server.exanple.com

C [...]
S: HTTP/ 1.1 401 Unaut hori zed
S: WAV Aut henti cate: Digest real m"real ni@xanpl e. cont',

Di gest real m="real nk@xanpl e. cont',

Di gest real m="real nB@xanpl e. cont,

SCRAM SHA- 256 real m="r eal nB@xanpl e. conf',

SCRAM SHA- 256 real me"t estreal ma@xanpl e. cont', sr=%vYDpWJa2RaTC
Af uxFIIj)hN F

SCRAM SHA- 256 real m="t estreal me@xanpl e. com', sr=AAABBBCCCDDD,
ttl=120

S [...]

[ The client authenticates as usual to real m"testreal ma@xanpl e. cont']

[Sone time later, client decides to reauthenticate.

It will use the cached "i" (4096) and "s" (W22ZaJOSNY7soEsUEj b6gQ==)

fromearlier exchanges. It will use the nonce-value of 4096 together
with the server advertised "sr" value as the server part of the "r".]

C. CET /resource HITP/1.1
C. Host: server.exanpl e.com
C. Authorization: SCRAM SHA-256 real m="t estreal m@xanpl e. coni,
dat a=Yz1li aXdzLH 9ck9wck5HZndFYnVSV2di TkVr c US0ONMDk 2JWh2WURW1VhM
| JhVENBZNnVARKI sai | oTnxkGLHA9ZEh6YI phcFdJaz RqVWhOK1VOZTI 5dGFnOX
pqzk1l Z3NxbWLpej dBbmRWUTOK

C [...]
S: HITP/ 1.1 200
S: Aut hentication-Info: sid=AAAABBBBCCCCDDDD,

dat a=dj 02cnJpVFJCaTl zV3BSUi 93dHVWK21NaFVaVWlvZEl 1bkxUSI JzamisN
UcOPQo=
S: [...OQher header fields and resource body...]

6. Use of the Authentication-Info Header Field with SCRAM
Wien used with SCRAM the Authentication-Info header field is all owed

in the trailer of an HTTP nessage transferred via chunked transfer-
codi ng.
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7. Formal Syntax

The foll owi ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) notation as specified in [ RFC5234].

ALPHA
DAT

<as defined in RFC 5234 Appendix B. 1>
<as defined in RFC 5234 Appendi x B. 1>

ALPHA / DIGT / "/" [ "+"

base64- char

base64- 4 = 4baseb64- char

base64- 3 = 3baseb64-char "="

base64- 2 = 2baseb64-char "=="

base64 = *baseb64-4 [base64-3 / baseb4- 2]

Sr = "sr=" s-nonce
;; s-nonce is defined in RFC 5802.

dat a = "dat a=" baseb64
;; The "data" attribute value is base64-encoded
;7 SCRAM chal | enge or response defined in
., RFC 5802.

ttl ="ttl=" 1*DIAT

;; "sr" value validity in seconds.
;> No | eading Os.

reaut h- s- nonce nonce- count s-nonce

nonce- count = posit-nunber
;; posit-nunber is defined in RFC 5802.
;7 The initial value is taken fromthe
;; attribute for the user and is increnmented
;; by 1 on each successful reauthentication

sid = "sid=" token
;; See token definition in RFC 7235.

stal e = "stale=" ( "true" / "false" )

real m = "real n¥" <as defined in RFC 7235>
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8.

Security Considerations

If the authentication exchange is performed without a strong session
encryption (such as TLS with data confidentiality), then a passive
eavesdropper can gain sufficient information to nount an offline
dictionary or brute-force attack that can be used to recover the
user’'s password. The anount of time necessary for this attack
depends on the cryptographic hash function selected, the strength of
the password, and the iteration count supplied by the server. SCRAM
all ows the server/server admnistrator to increase the iteration
count over tinme in order to slow down the above attacks. (Note that
a server that is only in possession of StoredKey and ServerKey can’'t
autonmatically increase the iteration count upon successful

aut hentication. Such an increase would require resetting the user’s
password.) An external security layer with strong encryption will
prevent these attacks.

If the authentication information is stolen fromthe authentication
dat abase, then an offline dictionary or brute-force attack can be
used to recover the user’s password. The use of salt mitigates this
attack sonewhat by requiring a separate attack on each password

Aut henti cati on mechani snms that protect against this attack are

avail able (e.g., the Encrypted Key Exchange (EKE) cl ass of

mechani sns). RFC 2945 [ RFC2945] is an exanple of such technol ogy.

If an attacker obtains the authentication information fromthe

aut hentication repository and either eavesdrops on one authentication
exchange or inpersonates a server, the attacker gains the ability to
i npersonate that user to all servers providi ng SCRAM access using the
same hash function, password, iteration count, and salt. For this
reason, it is inportant to use randonmly generated salt val ues.

SCRAM does not negoti ate which hash function to use. Hash function
negotiation is left to the HITP authenticati on nmechani sm negoti ati on
It is inmportant that clients be able to sort a locally available |ist
of mechani snms by preference so that the client nmay pick the nost
preferred of a server’'s advertised nechanismlist. This preference
order is not specified here as it is a local matter. The preference
order shoul d include objective and subjective notions of nmechani sm
cryptographic strength (e.g., SCRAM with SHA-256 shoul d be preferred
over SCRAMwith SHA-1).

Thi s docunent recomends use of SCRAM wi th SHA- 256 hash. SCRAM SHA-1
is registered for database conpatibility with inplenentations of RFC
5802 (such as | MAP or XMPP servers) that want to al so expose HITP
access to a related service, but it is not reconmended for new

depl oynent s.
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10.

A hostile server can performa conputational denial-of-service attack

on clients by sending a big iteration count value. |n order to
defend against that, a client inplenentation can pick a nmaxinmm
iteration count that it is willing to use and reject any val ues that

exceed that threshold (in such cases, the client, of course, has to
fail the authentication).

See [RFC4086] for nore information about generating randomess.
| ANA Consi derations

New nechani snms in the SCRAM fanily are registered according to the
| ANA procedure specified in [ RFC5802].

Note to future "SCRAM" nechani sm desi gners: Each new "SCRAM " HTTP
aut henti cati on nmechani sm MJUST be explicitly registered with | ANA and
MUST conply with "SCRAM " nechani sm nami ng convention defined in
Section 4 of this docunent.

| ANA has added the following entries to the "HTTP Aut hentication
Schemes" registry defined in HITP/ 1.1, Part 7 [RFC7235]:

Aut henti cati on Schene Nane: SCRAM SHA- 256
Pointer to specification text: RFC 7804
Not es (optional): (none)

Aut henti cati on Scheme Nanme: SCRAM SHA- 1
Pointer to specification text: RFC 7804
Not es (optional): (none)

Desi gn Mbotivations

The foll owi ng design goals shaped this docunent. Note that some of
t he goal s have changed since the initial draft version of the
docunent .

o The HITP authenticati on nechanism has all nodern features: support
for internationalized usernanes and passwords

0 The protocol supports nutual authentication

0 The authentication information stored in the authentication
dat abase is not sufficient by itself to inpersonate the client.

0 The server does not gain the ability to inpersonate the client to
other servers (with an exception for server-authorized proxies),
unl ess such ot her servers all ow SCRAM aut henti cati on and use the
sane salt and iteration count for the user
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0 The mechanismis extensible, but (hopefully) not over-engi neered
in this respect.

0 The nmechanismis easier to inplenent than HTTP Digest in both
clients and servers.

0 The protocol supports 1 round-trip reauthentication.
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