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Abstr act

Thi s docunent defines an update to the Cal endaring Extensions to
WebDAV (Cal DAV) cal endar access protocol (RFC 4791) to allow clients
and servers to exchange i Cal endar data w thout the need to send ful
time zone data.
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1. Introduction

The Cal DAV [ RFC4791] cal endar access protocol allows clients to
access cal endar data stored on a server in the iCal endar [ RFC5545]
data format. In iCalendar, cal endar data that uses local tine in any
of its date and/or tinme values is specified as a date-tine value in
conbination with a time zone identifier ("TZI D' property paraneter).
The time zone identifier refers to a tinme zone definition (a

"VTI MEZONE" conponent) that has all of the rules required to
determ ne local -time UTC offsets for the corresponding time zone. In
many cases, these "VTI MEZONE' conponents can be |l arger, octet-w se
than the events or tasks that nake use of them However, i Cal endar
currently requires all i Calendar objects ("VCALENDAR' conponents)
that refer to a tinme zone via its identifier to also include the
correspondi ng "VTI MEZONE" conponent. This leads to inefficiencies in
t he Cal DAV protocol because |arge amounts of "VTIMEZONE' data are
conti nuously bei ng exchanged, and for the nost part these tine zone
definitions are unchanging. This is particularly problematic for
nmobile or linmted devices, with Iinmted network bandw dth, CPU, and
energy resources.
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A set of standard time zone definitions are available at the | ANA-
hosted time zone database [ RFC6557]. That database provides the
"raw' data for time zone definitions, and those can be converted into
i Cal endar "VTI MEZONE" conponents for use in iCal endar applications,
as well as converted into other formats for use by other applications
(e.g., "zoneinfo" files often found on Uni x-based operating systens).
A new tine zone data distribution service protocol [RFC7808] is

avail abl e that allows iCal endar applications to retrieve these
standard tinme zone definitions in a tinely and accurate fashion

i nstead of relying on possibly infrequent system updates of tine zone
data that frequently result in msnmatched cal endar data and thus

m ssed neetings between cal endar users. Another benefit of the tine
zone data distribution service is that it provides a single
"reference" for standard tinme zone data that Cal DAV clients and
servers can nake use of to "agree" on standard time zone definitions,
and thus elinnate the need to exchange the data for those

This specification defines a new node of operation for Cal DAV clients
and servers that allows themto exchange i Cal endar data wi thout the
need to send "VTI MEZONE" conponents for known, standard tinme zone
definitions. This can significantly reduce the amount of data that
needs to be sent between client and server, giving rise to
performance and efficiency inprovenents for each of them

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

O her notations used in this menp are as in [ RFC4791].
3. Tinme Zones by Reference

Note that this specification only defines changes to i Cal endar data
sent or received via the Cal DAV protocol (both [RFC4791] and

[ RFC6638], and extensions). These changes do not apply to other
nmeans of exchangi ng cal endar data, such as schedul i ng mechani sims
based on the i Cal endar Transport-Independent |Interoperability
Protocol (iTlIP) [RFC5546], e.g., the iCal endar Message- Based
Interoperability Protocol (iMP) [RFC6047], or other nethods
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3.1. New Server Behavi or
3.1.1. Server Advertised Capability

A server that supports this specification MIST include "cal endar - no-
tinmezone" as a field in the DAV response header field froman

"OPTI ONS" request on a cal endar hone collection (see Section 6.2.1 of
[ RFCA791]) or cal endar collection (see Section 4.2 of [RFC4791]).
Clients MJUST check for the presence of that field in the DAV response
header field before changing their behavior as per Section 4.

3.1.2. Associated Tinme Zone Data Distribution Service

A Cal DAV server supporting this specification MJUST have one or nore
associated tinme zone distribution services [ RFC7808] that provide
data for the set of tine zones known to the server and expected to be
used by clients. A Cal DAV server advertises the set of time zone
distribution services it makes use of via a CALDAV:tinmezone-service-
set WebDAV property (see Section 5.1) defined on cal endar hone
collections. dients can use the time zone data distribution
services listed in this property to fetch current tinme zone
definitions for the tine zone identifiers in iCalendar data retrieved
fromthe server. This allows clients to keep their "built-in" tinme
zone definitions up to date. It also allows clients to use an "on-
demand" nodel for populating their local tine zone definition cache,
only fetching a tinme zone definition when it is first seen in

cal endar data, potentially allow ng for savings on storage space by
elimnating the need to store time zone data that is not currently
bei ng used.

When maki ng use of the time zone data distribution services
advertised by a Cal DAV server, clients MJST follow all the

requi renents of the time zone data distribution service protoco

[ RFC7808], taking care to refresh tine zone data in a tinmely fashion

3.1.3. Tinme Zones in Cal DAV Responses

Servers MJST support the HTTP "Cal DAV- Ti nezones" request header field
(see Section 7.1). |If the "Cal DAV-Ti nezones" request header field
has the value "T" on any HTTP request that returns i Cal endar data,
then the server MIUST include all the appropriate "VTI MEZONE"
conponents in the i Calendar data (all the ones that are referenced by
"TZI D' property paraneters). |If the "Cal DAV-Ti nezones" request
header field has the value "F' on any HTTP request that returns

i Cal endar data, then the server MJUST NOT return any "VTI MEZONE"
components if the time zone identifier matches one provided by any of
the advertised tinme zone distribution servers (see Section 3.1.2).
However, the server MJST return the appropriate "VTI MEZONE" conponent
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for each time zone with an identifier not available on the advertised
time zone distribution servers. This behavior applies to all HITP
requests on Cal DAV resources that return i Cal endar data either
directly (such as a "CET" request on a cal endar object resource), or
enbedded in a "structured" response such as a DAV: multi status
returned by a "REPORT" or "PROPFIND' request.

bservation and experinents have shown that, in the vast mgjority of
cases, Cal DAV clients have typically ignored tine zone definitions in
data received fromservers, and instead nmake use of their own "built-
in" definitions for the corresponding tinme zone identifier. This
means that it is reasonable for Cal DAV servers to unilaterally decide
not to send "VTI MEZONE" conponents for standard tinme zones that
clients are expected to have "built-in" (i.e., 1ANA tine zones).

Thus, in the absence of a "Cal DAV-Ti mezones" request header field,
servers advertising the "cal endar-no-timezone" capability MAY opt to
not send standard "VTI MEZONE' conponents. Servers that do that will
need to provide an adm nistrator configuration setting to override
the new default behavior based on client "User-Agent" request header
field values, or other suitable neans of identifying the client
software in use

3.1.4. Time Zones in Cal DAV Requests

In addition to servers not sending tine zone definitions to clients
in iCalendar data, this specification also allows clients to not
include tine zone definitions when sending i Cal endar data to the
server, as per Section 4. This behavior applies to all HITP requests
on Cal DAV resources that include iCalendar data either directly in
the request body (such as a "PUT" request on a cal endar object
resource) or enbedded in a "structured" request body such as a one
used by a "PROPPATCH' request.

Note that, as per Section 4, clients mght send tinme zone definitions
for tine zones that are not advertised by any of the tinme zone
services associated with the server. In that case, servers have
various choi ces:

1. Servers can preserve the original time zone definitions in the
i Cal endar data sent by the client, so that those can be returned
to that client or other clients who subsequently request
i Cal endar dat a.

2. Servers can refuse to accept any unknown/ nonstandard tine zones
-- in which case, they MJST reject the HTTP request containing
such data using a WebDAV precondition code of
CALDAV: val i d-ti mezone.
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3.

3.

3. Servers can, with appropriate know edge, map the unknown/
nonstandard time zone to a standard time zone definition that
accurately matches the one supplied by the client. |n doing so,
servers will need to rewite the i Cal endar data to nake use of
the new standard tine zone identifier chosen by the mapping
procedure. Any subsequent request to fetch the cal endar data
woul d see the new time zone identifier in the cal endar data.
Note there is one inportant situation where this remapping is not
appropriate: an attendee’s copy of an event. |In that case, the
original time zone definition needs to be preserved as the
organi zer’s cal endar user agent will expect to see that in any
i TIP [ RFC5546] replies sent by the attendee.

1.5. Support of Tine Zone Identifiers in WbDAV Properties

Cal DAV defines a CALDAV: cal endar-ti nezone WebDAV property that is
used by clients to set a default time zone for the server to use when
doi ng tine-based queries on cal endar data (see Section 5.3.2 of

[ RFCA791]). The content of that WDbDAV property is an i Cal endar

"VTI MEZONE" conponent. This specification defines a new

CALDAV: cal endar -ti mezone-i d WebDAV property that allows the default
time zone to be set via its tinme zone identifier, rather than
providing the full "VTI MEZONE" conponent (see Section 5.2). This
WebDAV property MJST be present on all resources that al so support

t he CALDAV: cal endar-ti nezone WebDAV property. |Its value MJST natch
the value of the "TzI D' iCal endar property in the "VTI MEZONE"
conmponent in the CALDAV: cal endar-ti nezone WebDAV property on the same
resource. The server MJIST accept clients that set either the
CALDAV: cal endar-ti mezone or the CALDAV: cal endar-tinmezone-id, and it
MUST adj ust the value of the alternate property to reflect any
changes. That is, if a client sets the CALDAV: cal endar-tinezone-id
WebDAV property value to "Anerica/ New York", then the server will
return the full "VTIMEZONE" data for that time zone in the
CALDAV: cal endar -ti mezone WebDAV property.

If aclient attenpts to update the CALDAV: cal endar-tinezone-id with a
val ue that does not correspond to a tinme zone that is known to the
server, the server MJST reject the property update using a

CALDAV: val i d-ti mezone pre-condition error. |In such cases, clients
MAY repeat the request using the CALDAV: cal endar-tinmezone instead,
and provide the full iCalendar data for the tinme zone being set.

1.6. Support of Tinme Zone ldentifiers in CALDAV: cal endar-query REPORT

Cal DAV cal endar query reports support a CALDAV:timezone XM el enent
that is used by clients to set a specific time zone for the server to
use when doing tine-based queries on cal endar data (see Sections 7.3
and 9.8 of [RFC4791]). The content of that XM. el enent is an
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i Cal endar "VTI MEZONE" conponent. This specification defines a new
CALDAV: timezone-id XM el enent that can be used as an alternative to
the CALDAV:timezone XM. elenent; it allows a specific tine zone to be
set via its tine zone identifier, rather than providing the ful

"VTI MEZONE" conponent (see Section 6.2). Servers MJST support a
client’s ability to provide a tinme zone identifier for use in a

cal endar query "REPORT" using this new el enent.

If aclient attenpts use of a CALDAV:tinezone-id XML elenment with a
val ue that does not correspond to a time zone that is known to the
server, the server MIST reject the request with a CALDAV: vali d-

ti mezone precondition error. 1In such cases, clients MAY repeat the
request using the CALDAV:tinezone XM el enent instead, and provide
the full iCalendar data for the tinme zone bei ng used.

4, New Cli ent Behavi or

When a server advertises the "cal endar-no-tinezone" field in a DAV
response header field (as per Section 3.1.1):

1. dients SHOULD i ncl ude an HTTP "Cal DAV- Ti nrezones" request header
field with a value of "F' to ensure that the Cal DAV server does
not include "VTI MEZONE' conponents in any i Cal endar data returned
in a response (see Section 3.1.3), for those tine zones whose
identifier is one provided by any of the advertised tine zone
distribution servers (see Section 3.1.2). In this case, clients
will have to retrieve the missing standard time zone definitions
either fromtheir own cache of standard time zones or fromthe
set of tine zone distribution servers advertised by the Cal DAV
server (see Section 3.1.2).

2. Cdients can include an HTTP "Cal DAV- Ti nrezones" request header
field with a value of "T" to ensure that the Cal DAV server does
i nclude all "VTI MEZONE" conponents in any i Cal endar data returned
in a response (see Section 3.1.3).

3. Cdients can expect servers not to include standard tine zone
definitions in any iCalendar data they receive fromthe server
if there is no "Cal DAV-Ti nezones" request header field in the
HTTP request. Cdients MIST retrieve standard tinme zone
definitions either fromits own cache of standard tinme zones or
fromthe set of tinme zone distribution servers advertised by the
Cal DAV server (see Section 3.1.2).
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5.

5.

1

4, dients SHOULD renove standard tinme zone definitions from

i Cal endar data they send to the server, provided the
corresponding time zone identifier is one available on any of the
server’s advertised tine zone distribution servers (see

Section 3.1.2).

5. Cdients MIST send tinme zone definitions in i Calendar data for any
time zone identifiers not available via any of the server’'s
advertised time zone distribution servers. dients MIST be
prepared for the server to reject such data or map the tine zone
to one in the set of standard tine zones provided by the server’s
associated tine zone services (as per Section 3.1.4).

6. Cdients SHOULD make use of the CALDAV: cal endar-tinezone-id WebDAV
property (see Section 3.1.5) and Cal DAV:ti mezone-id XM el enent
(see Section 3.1.6) for specifying default and specific tinme
zones to use in cal endar queries executed by the server

New WebDAV Properties
CALDAV: t i mezone-servi ce-set
Nanme: timezone-service-set
Nanmespace: urn:ietf:parans: xnl:ns:cal dav

Purpose: Specifies one or nore tine zone data distribution servers
bei ng used by the Cal DAV server to provide standard tine zone
dat a.

Conformance: This property SHOULD be defined on Cal DAV cal endar hone
collection resources. |If defined, it SHOULD NOT be returned by a
"PROPFI ND' DAV: al | prop request (as defined in Section 14.2 of
[ RFC4918]) .

Description: The CALDAV:ti nezone-service-set property lists one or
nore tine zone data distribution servers that the Cal DAV server is
using to provide its set of time zone data. See Section 3.1.2 for
nore details.

Definition:
<! ELEMENT ti nezone-service-set (DAV: href+)>

DAV: href value: URI of a tine zone data distribution service
as defined by this specification.
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Exanpl e:

<C.tinezone-service-set
xm ns: D="DAV: "
xm ns: C="urn:ietf:parans: xm : ns: cal dav">
<D: href >https://timezones. exanpl e. conk/ D; hr ef >
</ C.tinmezone-service-set>

5.2. CALDAV: cal endar-ti nezone-id

6.

6.

Nanme: cal endar-tinezone-id
Nanmespace: urn:ietf:parans: xnl:ns:cal dav
Purpose: Specifies a tine zone identifier for a calendar collection.

Conf ormance: This property SHOULD be defined on all resources where
t he CALDAV: cal endar-ti mezone property is also defined. |If
defined, it SHOULD NOT be returned by a "PROPFIND' DAV: all prop
request (as defined in Section 14.2 of [RFC4918]).

Description: The CALDAV: cal endar-timezone-id property is used as an
alternative to the CALDAV: cal endar-timezone property (see
Section 5.3.2 of [RFC4791]). It allows clients to set the default
time zone using only a tinme zone identifier. It also indicates to
the client the tine zone identifier of the current default tine
zone. See Section 3.1.5 for nore details.

Definition:

<! ELEMENT cal endar-ti nezone-id (#PCDATA) >
PCDATA value: a tine zone identifier.

Exanpl e:
<C: cal endar-tinezone-id
xm ns: C="urn:ietf:parans: xm : ns: cal dav" >US- East er n<
/ C. cal endar-ti nezone-id>
XML El enent Definitions
1. CALDAV: cal endar-query XM El enent
The CALDAV: cal endar-query XM el enent, defined in Section 9.5 of

[RFC4A791], is nodified to allow use of the CALDAV:tinezone-id XM
el ement as foll ows.
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Definition:

<! ELEMENT cal endar-query ((DAV: al |l prop
DAV: pr opnane |
DAV: prop)?, filter
(tinezone | tinmezone-id)?)>

6.2. CALDAV:tinmezone-id XM. El enent
Nane: tinezone-id
Nanmespace: urn:ietf:parans: xnl:ns:cal dav

Purpose: Specifies the tine zone identifier for a tinme zone
conmponent to use when determining the results of a report.

Description: The CALDAV:tinmezone-id XML el enent is used as an
alternative to the CALDAV:ti nezone XM. el enent (see Section 9.8 of
[ RFCA791]) in calendar query reports, to allow a client to specify
a time zone using a tine zone identifier rather than providing the

full iCalendar tine zone data. See Section 3.1.6 for nore
detail s.
Definition:

<! ELEMENT ti mezone-id (#PCDATA) >
PCDATA value: a tine zone identifier.

7. Additional Message Header Fields

7.1. Cal DAV-Ti mezones Request Header Field
The " Cal DAV- Ti nezones" request header field provides a way for a
client to indicate to the server whether it wants "VTlI VEZONE"
conmponents returned in any iCal endar data that is part of the HITP
response. The value "T" indicates that the client wants tinme zone
data returned; the value "F" indicates that it does not.
Cal DAV-Ti nezones = "T" [/ "F"
Exanpl e:

Cal DAV- Ti nezones: F
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8.

10.

10.

Security Considerations

This specifications adds time zone data distribution service

[ RFC7808] servers into the overall cal endaring and scheduling client/
server architecture, as a critical conmponent, and thus adds a new
vector of attack agai nst such systens. As such, adm nistrators of
Cal DAV servers SHOULD ensure that any advertised tine zone
distribution servers are protected by a | evel of security
conmensurate with all the other conponents in the system

Besi des the above point, this specification does not introduce any
new security concerns beyond those addressed in Cal DAV [ RFC4791],

i Cal endar [ RFC5545], and the tine zone data distribution service

[ RFC7808] .

Privacy Considerations
The privacy recomendations in Section 9 of the tine zone data
di stribution service specification [ RFC7808] SHOULD be used to ensure
that details of clients’ interactions with Cal DAV servers are not
exposed to potential network observers. Note that since events can
be delivered to a cal endar user from an outside source (e.g., using
i TIP [ RFC5546]), and an attacker could create a cal endar event wth,
e.g., atime zone identifier that is fake or rarely used and that
could be used to nonitor the calendar user’s activity and interaction
with others, this specification increases the inportance of using the
mtigations of privacy issues discussed in [ RFC7808].

| ANA Consi derations

The nmessage header field bel ow has been added to the Pernmanent
Message Header Field Registry (see [RFC3864]).

1. Cal DAV-Ti nezones

Header field name: Cal DAV-Ti mezones

Applicable protocol: http

Status: standard

Aut hor/ Change controller: |ETF

Speci fication docunent(s): this docunent (Section 7.1)

Rel ated i nformati on: none
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