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Abstract

In certain networks, it is critical to consider network perfornmance
criteria when selecting the path for an explicitly routed RSVP-TE
Label Switched Path (LSP). Such performance criteria can include
latency, jitter, and loss or other indications such as the
conformance to |ink performance objectives and non-RSVP TE traffic

|l oad. This specification describes how a path conputation function
may use network performance data, such as is advertised via the OSPF
and IS-1S TE netric extensions (defined outside the scope of this
docunent) to performsuch path sel ections

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7823
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1. Introduction

In certain networks, such as financial information networks, network
performance information is beconing as critical to data-path

sel ection as other existing nmetrics. Network performance information
can be obtained via either the TE Metric Extensions in OSPF [ RFC7471]
or I1S-1S [RFC7810] or via a nanagenent system As with other TE
information flooded via OSPF or 1S-1S, the TE netric extensions have
a flooding scope linted to the local area or level. This docunent
descri bes how a path conmputation function, whether in an ingress LSR
or a PCE [ RFC4655], can use that information for path selection for
explicitly routed LSPs. The selected path nmay be signal ed via RSVP-
TE [ RFC3209] [RFC3473] or sinply used by the ingress with segnent
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routing [ SEG ROUTE-MPLS] to properly forward the packet. Methods of
optim zing path selection for nultiple parameters are generally
conmputationally conplex. However, there are good heuristics for the
del ay- constrai ned | owest-cost (DCLC) conputation problem

[ k-Pat hs_DCLC] that can be applied to consider both path cost and a
maxi mum del ay bound. Sone of the network performance information can
al so be used to prune links froma topol ogy before conputing the
pat h.

The path sel ection nechani sns described in this document apply to
paths that are fully conputed by the head-end of the LSP and then
signaled in an Explicit Route Object (ERO where every sub-object is
strict. This allows the head-end to consider |GP-distributed
performance data without requiring the ability to signal the
performance constraints in an object of the RSVP Path nessage.

When consi dering perfornmance-based data, it is obvious that there are
additional contributors to |latency beyond just the links. dearly

end-to-end latency is a conbination of router latency (e.g., |atency
fromtraversing a router w thout queueing delay), queuing |atency,
physical link latency, and other factors. Wile traversing a router

can cause delay, that router latency can be included in the
advertised link delay. As described in [RFC7471] and [ RFC7810],
queui ng del ay nust not be included in the nmeasurenents advertised by
OSPF or 1S 1S

Queuing latency is specifically excluded to insure freedom from
oscillations and stability issues that have plagued prior attenpts to
use delay as a routing netric. |If application traffic follows a path
based upon | atency constraints, the sane traffic mght be in an
Expedi t ed Forwardi ng Per-Hop Behavior (PHB) [ RFC3246] with mininal
queui ng delay or another PHB with potentially very substantial per-
hop queuing delay. Only traffic that experiences relatively |ow
congestion, such as Expedited Forwarding traffic, will experience

del ays very close to the sumof the reported |ink del ays.

Thi s docunent does not specify how a router deternines what values to
advertise by the IGP; it does assune that the constraints specified
in [RFC7471] and [RFC7810] are followed. Additionally, the end-to-
end performance that is conputed for an LSP path should be built from
the individual link data. Any end-to-end characterization used to
deternmne an LSP' s perfornmance conpliance should be fully reflected
in the Traffic Engineering Database so that a path cal culation can

al so deterni ne whether a path under consideration would be in
conpl i ance.
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1.1

1.2.

Atl

Basi ¢ Requirenents

The following are the requirenents considered for a path conputation
function that uses network performance criteria.

1. Select a TE tunnel’s path based upon a conbi nati on of existing
constraints as well as on link-1atency, packet loss, jitter
conformance with |ink performance objectives, and bandwi dth
consunmed by non-RSVP-TE traffic.

2. Ability to define different end-to-end performance requirenents
for each TE tunnel regardl ess of common use of resources.

3. Ability to periodically verify with the TE Link State Database
(LSDB) that a TE tunnel’s current LSP conplies with its
configured end-to-end performance requirenents.

4, Ability to nove tunnels, using nake-before-break, based upon
conput ed end-to-end perfornmance conplying with constraints.

5. Ability to nove tunnels away fromany link that is violating an
underlying |ink performance objective.

6. Ability to optionally avoid setting up tunnels using any link
that is violating a |link perfornmance objective, regardl ess of
whet her end-to-end performance would still meet requirements.

7. Ability to revert back, using nmake-before-break, to the best path
after a configurable period.

Gscillation and Stability Considerations

Past attenpts to use unbounded delay or loss as a netric suffered
fromsevere oscillations. The use of performance based data nust be
such that undanped oscillations are not possible and stability cannot
be i npact ed.

The use of timers is often cited as a cure. Gscillation that is
danmped by tiners is known as "slosh". |f advertisenent timers are
very short relative to the jitter applied to RSVP-TE Constrai ned
Shortest Path First (CSPF) tinmers, then a partial oscillation occurs.
I f RSVP-TE CSPF tinmers are short relative to advertisenment tiners
full oscillation (all traffic nmoving back and forth) can occur. Even
a partial oscillation causes unnecessary reordering that is
considered at least nminimally disruptive.
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2.

2.

Delay variation or jitter is affected by even snall traffic |evels.
At even tiny traffic levels, the probability of a queue occupancy of
one can produce a neasured jitter proportional to or equal to the
packet serialization delay. Very low levels of traffic can increase
the probability of queue occupancies of two or three packets enough
to further increase the neasured jitter. Because jitter neasurenent
is extrenely sensitive to very lowtraffic levels, any use of jitter
is likely to oscillate. However, there may be uses of a jitter
nmeasurenent in path conmputation that can be considered free of
oscillation.

Del ay nmeasurenents that are not sensitive to traffic |oads nmay be
safely used in path conputation. Delay neasurenents nade at the |ink
| ayer or nmeasurenments made at a queuing priority higher than any
significant traffic (such as Differentiated Services Code Point
(DSCP) CS7 or CS6 [RFC4594], but not CS2 if traffic levels at CS3 and
hi gher or Expedited Forwardi ng and Assured Forwardi ng can affect the
measurenent). Making del ay neasurenents at the sane priority as the
traffic on affected paths is likely to cause oscillations.

Usi ng Perfornmance Data Constraints
1. End-to-End Constraints

The per-link perfornance data available in the | GP [ RFC7471]

[ RFC7810] includes: unidirectional |ink delay, unidirectional delay
variation, and link loss. Each (or all) of these paraneters can be
used to create the path-1level |ink-based paraneter.

It is possible to conpute a CSPF where the link |latency val ues are
used instead of TE netrics; this results in ignoring the TE netrics
and causing LSPs to prefer the |lowest-latency paths. In practica
scenarios, latency constraints are typically a bound constraint
rather than a mininization objective. An end-to-end |atency upper
bound nerely requires that the path conputed be no nore than that
bound and does not require that it be the mninumlatency path. The
latter is exactly the DCLC problemto which good heuristics have been
proposed in the literature (e.g., [k-Paths DCLC]).

An end-to-end bound on delay variation can be used sinmlarly as a
constraint in the path conputation on what |inks to explore where the
path’s delay variation is the sumof the used |inks' delay
variations.

For link loss, the path loss is not the sumof the used |inks

| osses. Instead, the path loss fractionis 1 - (1 - loss_L1)*

(1 - loss_L2)*...*(1 - loss_Ln), where the links along the path are
L1 to Ln with loss_Li in fractions. This conputation is discussed in
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nore detail in Sections 5.1.4 and 5.1.5 in [ RFC6049]. The end-to-end
link |1 oss bound, conputed in this fashion, can also be used as a
constraint in the path conputation.

The heuristic algorithnms for DCLC only address one constraint bound
but having a CSPF that limts the paths explored (i.e., based on hop
count) can be conbi ned [ hop-count DCLC]

2.2. Link Constraints

In addition to selecting paths that conformto a bound on performance
data, it is also useful to avoid using links that do not neet a
necessary constraint. Naturally, if such a paraneter were a known
fixed value, then resource attribute flags could be used to express
this behavior. However, when the paranmeter associated with a |ink
may vary dynamically, there is not currently a configuration-tinme
mechani smto enforce such behavior. An exanple of this is described
in Section 2.3, where links may nove in and out of confornance for
link performance objectives with regards to | atency, delay variation
and link |oss.

When doi ng path selection for TE tunnels, it has not been possible to
know how much actual bandwi dth is avail able that includes the
bandwi dt h used by non-RSVP-TE traffic. |In [RFC7471] and [ RFC7810],
the Unidirectional Available Bandwidth is advertised as is the

Resi dual Bandwi dth. When conputing the path for a TE tunnel, only
links with at least a mni rumanount of Unidirectional Avail able
Bandwi dt h m ght be permitted.

Simlarly, only links whose | oss is under a configurable val ue m ght
be acceptable. For these constraints, each |ink can be tested

agai nst the constraint and only explored in the path conputation if
the link passes. 1In essence, a link that fails the constraint test
is treated as if it contained a resource attribute in the exclude-any
filter.

2.3. Links out of Conpliance with Link Perfornance bjectives
Li nk conformance to a link performance objective can change as a
result of rerouting at lower layers. This could be due to optica
regroomng or sinmply rerouting of an FA-LSP. Wen this occurs, there
are two questions to be asked:
a. Should the Iink be trusted and used for the setup of new LSPs?

b. Should LSPs using this link automatically be noved to a secondary
pat h?
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2.3.1. Use of Anonual ous Links for New Paths

If the answer to (a) is no for link latency perfornance objectives,
then any link that has the Anomal ous bit set in the Unidirectiona

Li nk Del ay sub-TLV [ RFC7471] [RFC7810] should be renoved fromthe
topol ogy before a path calculation is used to conpute a new path. In
essence, the link should be treated exactly as if it fails the

excl ude-any resource attributes filter [RFC3209].

Simlarly, if the answer to (a) is no for link |oss perfornmance

obj ectives, then any link that has the Anomal ous bit set in the Link
Loss sub-TLV should be treated as if it fails the exclude-any
resource attributes filter

2.3.2. Links Entering the Anonal ous State

When the Anonal ous bit transitions fromclear to set, this indicates
that the associated link has entered the Anomal ous state with respect
to the associated paraneter; simlarly, a transition fromset to
clear indicates that the Anonal ous state has been exited for that
Iink and associ ated paraneter

When a link enters the Anomal ous state with respect to a paraneter,
this is an indication that LSPs using that Iink nmight also no | onger
be in compliance with their performance bounds. It can also be
considered an indication that something is changing that Iink and so
it might no longer be trustworthy to carry perfornance-critica
traffic. Naturally, which performance criteria are inportant for a
particul ar LSP is dependent upon the LSP s configuration; thus, the
conpliance of a link with respect to a particular link perfornmance
obj ective is indicated per perfornmance criterion.

At the ingress of a TE tunnel, a TE tunnel may be configured to be
sensitive to the Anomal ous state of links in reference to |atency,
del ay variation, and/or loss. Additionally, such a TE tunnel may be
configured to either verify continued conpliance, to switch

i mediately to a standby LSP, or to nove to a different path.

When a sub-TLV is received with the Anomal ous bit set when previously
it was clear, the list of interested TE tunnels nust be scanned.

Each such TE tunnel should have its continued conpliance verified, be
switched to a hot standby, or do a nake-before-break to a secondary
pat h.

It is not sufficient to just ook at the Anonal ous bit in order to

determ ne when TE tunnel s nmust have their conpliance verified. Wen
changing to set, the Anomal ous bit nerely provides a hint that
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interested TE tunnels should have their continued conpliance
verified.

2.3.3. Links Leaving the Anomal ous State

When a link | eaves the Anomal ous state with respect to a paraneter,
this can serve as an indication that those TE tunnels, whose LSPs
were changed due to adninistrative policy when the Iink entered the
Anonal ous state, may want to reoptinize to a better path. The hint
provi ded by the Anomal ous state change may help optinize when to
reconpute for a better path.

3. Security Considerations

This docunent is not currently believed to introduce new security
concerns.
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