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Abstract

DNS nessages between clients and servers may be received over either
UDP or TCP. UDP transport involves keeping | ess state on a busy
server, but can cause truncation and retries over TCP. Additionally,
UDP can be exploited for reflection attacks. Using TCP would reduce
retransmts and anplification. However, clients comonly use TCP
only for retries and servers typically use idle tinmeouts on the order
of seconds.

Thi s docunent defines an EDNSO option ("edns-tcp-keepalive") that
all ows DNS servers to signal a variable idle timeout. This
signal ling encourages the use of long-lived TCP connections by
allowing the state associated with TCP transport to be managed
effectively with nmininmal inpact on the DNS transaction tine.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://www. rfc-editor.org/info/rfc7828
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

DNS nessages between clients and servers may be received over either
UDP or TCP [RFC1035]. Historically, DNS clients used APIs that only
facilitated sending and receiving a single query over either UDP or
TCP. New APIs and depl oynent of DNSSEC validating resol vers on hosts
that in the past were using stub resolving only is increasing the DNS
client base that prefer using long-lived TCP connections. Long-Ilived
TCP connections can result in | ower request |latency than the case
where UDP transport is used and truncated responses are received.
This is because clients that retry over TCP follow ng a truncated UDP
response typically only use the TCP session for a single (request,
response) pair, continuing with UDP transport for subsequent queries.

The use of TCP transport requires state to be retained on DNS
servers. |If a server is to performadequately with a significant
query | oad received over TCP, it nust nmanage its avail abl e resources
to ensure that all established TCP sessions are well-used, and idle
connections are closed after an appropriate amount of tine.

UDP transport is stateless, and hence presents a nmuch | ower resource
burden on a busy DNS server than TCP. An exchange of DNS nessages
over UDP can al so be completed in a single round trip between
conmuni cating hosts, resulting in optinmally short transaction tines.
UDP transport is not without its risks, however.

A singl e-dat agr am exchange over UDP between two hosts can be
exploited to enable a reflection attack on a third party. Response
Rate Limiting [RRL] is designed to help mtigate such attacks agai nst
authoritative-only servers. One feature of RRL is to | et sone anobunt
of responses "slip" through the rate linmiter. These are returned
with the TC (truncation) bit set, which causes legitinate clients to
resend the sanme query using TCP transport.

[ RFC1035] specified a maxi num DNS nessage size over UDP transport of
512 bytes. Deploynent of DNSSEC [ RFC4033] and other protocols
subsequently increased the observed frequency at which responses
exceed this limt. EDNSO [ RFC6891] allows DNS nessages | arger than
512 bytes to be exchanged over UDP, with a correspondi ng increased

i nci dence of fragmentation. Fragnentation is known to be problematic
in general, and has also been inplicated in increasing the risk of
cache poi soning attacks [fragmentation-consi dered- poi sonous].

TCP transport is |l ess susceptible to the risks of fragnmentation and
reflection attacks. However, TCP transport for DNS as currently

depl oyed has expensi ve setup overhead, conmpared to using UDP (when no
retry is required).
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The overhead of the three-way TCP handshake for a single DNS
transaction is substantial, increasing the transaction tine for a
single (request, response) pair of DNS nmessages from1x RTT to 2x

RTT. There is no such overhead for a session that is already

est ablished; therefore, the overhead of the initial TCP handshake is
m ni m sed when the resulting session is used to exchange nultiple DNS
nmessage pairs over a single session. The extra RTT tine for session
setup can be represented as the equation (1 + N)/N, where N
represents the nunber of DNS nmessage pairs that utilize the session
and the result approaches unity as N increases.

Wth increased depl oynent of DNSSEC and new RR types contai ni ng
application-specific cryptographic nmaterial, there is an increase in
the preval ence of truncated responses received over UDP with retries
over TCP. The overhead for a DNS transaction over UDP truncated due
to RRL is 3x RTT higher than the overhead i nposed on the same
transaction initiated over TCP

Thi s docunent proposes a signalling nmechani sm between DNS clients and
servers that encourages the use of long-lived TCP connections by
allowing the state associated with TCP transport to be managed
effectively with nminimal inmpact on the DNS transaction tine.

This nmechanismw |l be of benefit for both stub-resol ver and

resol ver-authoritative TCP connections. |In the latter case, the
persistent nature of the TCP connection can provide inproved defence
agai nst attacks includi ng DDoS.

The reduced overhead of this extension adds up significantly when
conbi ned with other EDNSO extensions, such as [ CHAI N QUERY] and

[ DNS-over-TLS]. For exanple, the conbination of these EDNSO
extensions nmake it possible for hosts on high-Iatency nobile networks
to natively and efficiently perform DNSSEC val i dati on and encrypt
queri es.

2. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3.

3.

3.

3.

The edns-tcp-keepalive Option

Thi s docunent specifies a new EDNSO [ RFC6891] option, edns-tcp-
keepal i ve, which can be used by DNS clients and servers to signal a
wi | lingness to keep an idle TCP session open to conduct future DNS
transactions, with the idle timeout being specified by the server
Thi s specification does not distinguish between different types of
DNS client and server in the use of this option

[ RFC7766] defines an ’'idle DNS-over-TCP session’ fromboth the client
and server perspective. The idle timeout described here begi ns when
the idle condition is net per that definition and should be reset
when that condition is lifted, i.e., when a client sends a nessage or
when a server receives a nmessage on an idle connection

1. Option Fornmat

The edns-tcp-keepalive option is encoded as foll ows:

1 2 3
01234567890123456789012345678901
i i +
! OPTI ON- CODE ! OPTI ON- LENGTH !
o e e e e e e eeaaao- o e e e e e e eeaaao- +
| TI MEQUT !
ot e e e e e eeaaao- +

OPTI ON- CODE: the EDNSO option code assigned to edns-tcp-keepalive,
11

OPTI ON- LENGTH: the value 0 if the TIMEQUT is omitted, the value 2
if it is present;

TI MEQUT: an idle timeout value for the TCP connection, specified in
units of 100 mlliseconds, encoded in network byte order

2. Use by DNS Cients
2.1. Sending Queries

DNS clients MJUST NOT include the edns-tcp-keepalive option in queries
sent using UDP transport.

DNS clients MAY include the edns-tcp-keepalive option in the first
query sent to a server using TCP transport to signal their desire to
keep the connecti on open when idle.
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DNS clients MAY include the edns-tcp-keepalive option in subsequent
gueries sent to a server using TCP transport to signal their
continued desire to keep the connecti on open when idle.

Cients MIST specify an OPTI ON- LENGTH of O and omit the TIMEOUT
val ue.

3.2.2. Receiving Responses

A DNS client that receives a response using UDP transport that
i ncl udes the edns-tcp-keepalive option MIST ignore the option

A DNS client that receives a response using TCP transport that

i ncl udes the edns-tcp-keepalive option MAY keep the existing TCP
session open when it is idle. It SHOULD honour the tinmeout received
in that response (overriding any previous tinmeout) and initiate close
of the connection before the timeout expires.

A DNS client that receives a response that includes the edns-tcp-
keepalive option with a TI MEQUT val ue of 0 SHOULD send no nore
queries on that connection and initiate closing the connection as
soon as it has received all outstanding responses.

A DNS client that sent a query containing the edns-keepalive-option
but receives a response that does not contain the edns-keepalive-
option SHOULD assune the server does not support keepalive and behave
followi ng the guidance in [RFC7/766]. This holds true even if a

previ ous edns-keepal i ve-option exchange occurred on the existing TCP
connecti on.

3.3. Use by DNS Servers
3.3.1. Receiving Queries

A DNS server that receives a query using UDP transport that includes
the edns-tcp-keepalive option MIST ignore the option

A DNS server that receives a query using TCP transport that includes
the edns-tcp-keepalive option MAY nodify the local idle timeout
associated with that TCP session if resources pernit.

3.3.2. Sending Responses

A DNS server that receives a query sent using TCP transport that

i ncludes an OPT RR (with or without the edns-tcp-keepalive option)
MAY i ncl ude the edns-tcp-keepalive option in the response to signa
the expected idle timeout on a connection. Servers MJST specify the
TI MEQUT value that is currently associated with the TCP session. It
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is reasonable for this value to change according to |ocal resource
constraints. The DNS server SHOULD send an edns-tcp-keepalive option
with a timeout of O if it deens its |ocal resources are too lowto
service nore TCP keepalive sessions or if it wants clients to close
currently open connecti ons.

3.4. TCP Sessi on Managenent

Both DNS clients and servers are subject to resource constraints that
will limt the extent to which TCP sessions can persist. Effective
limts for the nunber of active sessions that can be maintained on

i ndividual clients and servers should be established, either as
configuration options or by interrogation of process limts inposed
by the operating system Servers that inplenent edns-tcp-keepalive
shoul d al so engage in TCP connecti on managenent by recycling existing
connecti ons when appropriate, closing connections gracefully, and
managi ng request queues to enable fair use.

In the event that there is greater denmand for TCP sessions than can
be accommodat ed, servers may reduce the TIMEQUT value signalled in
successive DNS nessages to nininise idle time on existing sessions.
This also allows, for exanple, clients with other candi date servers
to query to establish new TCP sessions with different servers in
expectation that an existing sessionis likely to be closed or to
fall back to UDP

Based on TCP session resources, servers nay signal a TIMEQUT val ue of
0 to request clients to close connections as soon as possible. This
i s useful when server resources becone very |low or a denial -of -
service attack is detected and further nmaxi m ses the shifting of
TIME WAIT state to wel |l -behaved clients.

However, it should be noted that RFC 6891 states:

Lack of presence of an OPT record in a request MJST be taken as an
i ndi cation that the requestor does not inplenent any part of this
specification and that the responder MJST NOT include an OPT
record in its response.

Since servers nust be faithful to this specification even on a

persi stent TCP connection, it nmeans that (following the initia
exchange of tineouts) a server may not be presented with the
opportunity to signal a change in the idle tineout associated with a
connection if the client does not send any further requests

contai ning EDNSO OPT RRs. This linmitation nmakes persistent
connection handling via an initial idle tinmout signal nore
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attractive than a nechani smthat establishes default persistence and
then uses a connection close signal (in a sinmlar manner to HTTP 1.1
[ RFC7230]).

If a client includes the edns-tcp-keepalive option in the first
query, it SHOULD include an EDNSO OPT RR periodically in any further
messages it sends during the TCP session. This will increase the
chance of the client being notified should the server nodify the

ti meout associated with a session. The algorithmfor choosing when
to do this is out of scope of this docunment and is left up to the

i npl enment or and/ or operator.

DNS clients and servers MAY close a TCP session at any tine in order
to manage | ocal resource constraints. The algorithmby which clients
and servers rank active TCP sessions in order to determ ne which to
close is not specified in this docunent.

3.5. Non-cl ean Paths

Many paths between DNS clients and servers suffer from poor hygiene,
limting the free flow of DNS nessages that include particul ar EDNSO
options or nmessages that exceed a particular size. A fallback
strategy simlar to that described in [ RFC6891], Section 6.2.2 SHOULD
be enpl oyed to avoid persistent interference due to non-clean paths.

3.6. Anycast Considerations

DNS servers of various types are commonly depl oyed usi ng anycast
[ RFCA786] .

Changes in network topol ogy between clients and anycast servers nay
cause disruption to TCP sessions maki ng use of edns-tcp-keepalive
nore often than with TCP sessions that onit it, since the TCP
sessions are expected to be longer lived. It night be possible for
anycast servers to avoid disruption due to topol ogy changes by maki ng
use of TCP nultipath [RFC6824] to anchor the server side of the TCP
connection to an unanbi guously uni cast address.

4. Internmedi ary Considerations

It is RECOWENDED that DNS intermediaries that term nate TCP
connections inplenent edns-tcp-keepalive. An internediary that does
not inplenment edns-tcp-keepalive but sits between a client and server
that both support edns-tcp-keepalive mght close idle connections
unnecessarily.
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5. Security Considerations

The edns-tcp-keepalive option can potentially be abused to request

| arge numbers of long-lived sessions in a quick burst. Wen a DNS
server detects abusive behaviour, it SHOULD i medi ately cl ose the TCP
connection and free the resources used.

Servers could choose to nmonitor client behaviour with respect to the
edns-tcp-keepalive option to build up profiles of clients that do not
honour the specified tineout.

Readers are advised to faniliarise thenselves with the security
considerations outlined in [ RFC7766]

6. | ANA Consi derations

| ANA has assigned an EDNSO option code for the edns-tcp-keepalive
option fromthe "DNS EDNSO Option Codes (OPT)" registry as follows:

Fomm e e e e ek [ T R +
| Value | Name | Status | Reference
[ S, B [ TS TS +
| 11 | edns-tcp-keepalive | Standard | RFC 7828
[ SR e [ R [ S +
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