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Abst ract

Thi s docunment describes the use of the Security Assertion Markup
Language (SAML) with RADIUS in the context of the Application
Bridging for Federated Access Beyond web (ABFAB) architecture. It
defines two RADIUS attri butes, a SAML binding, a SAML nane identifier
format, two SAM. profiles, and two SAM. confirmati on nethods. The
RADI US attributes pernit encapsul ati on of SAM. Assertions and

prot ocol messages within RADIUS, allowi ng SAML entities to

communi cate using the binding. The two profiles describe the
application of this binding for ABFAB authentication and assertion
Query/ Request, enabling a Relying Party to request authentication of,
or assertions for, users or machines (clients). These clients may be
naned using a Network Access ldentifier (NAI) nanme identifier format.
Finally, the subject confirmation nethods allow requests and queries
to be issued for a previously authenticated user or nachi ne wthout
needing to explicitly identify themas the subject. The use of the
artifacts defined in this docunent is not exclusive to ABFAB. They
can be applied in any Authentication, Authorization, and Accounting
(AAA) scenario, such as network access control

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. It has
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I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7833
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I ntroduction

Wthin the ABFAB (Application Bridging for Federated Access Beyond
web) architecture [ RFC7831], it is often desirable to convey Security
Assertion Markup Language (SAM.) Assertions and protocol nessages.

SAM. typically only considers the use of HITP-based transports, known
as bindi ngs [QASI S. sanl - bi ndi ngs-2.0-0s], which are prinmarily

i ntended for use with the SAML V2.0 web browser single sign-on
profile [QASIS. sam -profiles-2.0-0s]. However, the goal of ABFAB is
to extend the applicability of federated identity beyond the web to
ot her applications by building on the Authentication, Authorization
and Accounting (AAA) framework. Consequently, there exists a
requirenent for SAML to integrate with the AAA framework and with
protocol s such as RADI US [ RFC2865] and Di ameter [RFC6733], in
addition to HITP.
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In summary, this docunent specifies

0 Two RADIUS attributes to encapsul ate SAM. Assertions and protoco
nmessages, respectively.

0 A SAML RADI US bi nding that defines how SAML Assertions and
protocol nmessages can be transported by RADIUS within a SAML
exchange.

o A SAM. nane identifier format in the formof a Network Access
Identifier.

o A profile of the SAML Authenticati on Request Protocol that uses
the SAML RADI US binding to effect SAM.-based authentication and
aut hori zati on.

o A profile of the SAML Assertion Query and Request Protocol that
uses the SAML RADIUS binding to effect the query and request of
SAML Assertions.

0 Two SAML subject confirmation methods for indicating that a user
or machine client is the subject of an assertion

Thi s docunent adheres to the guidelines stipulated by

[ QASI S. saml - bi ndi ngs-2. 0-0s] and [ OASI S. sam - profil es-2.0-0s] for
defini ng new SAML bi ndi ngs and profiles, respectively, and other
conventions applied formally or otherwise within SAML. In
particul ar, this docunment provides a "Required Information" section
for the binding (Section 4.1) and profiles (Sections 7.1 and 8.1)

t hat enunerate:

o A URl that uniquely identifies the protocol binding or profile.
o Postal or electronic contact information for the author.

o0 A reference to previously defined bindings or profiles that the
new bi ndi ng updates or obsol et es.

0 In the case of a profile, any SAM. confirmation nethod identifiers
defined and/or utilized by the profile.
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1.1. Termnol ogy

Thi s docunent uses terninology froma nunber of related standards
that tend to adopt different terns for similar or identical concepts.
In general, this docunent uses, when possible, the ABFAB termfor the
entity, as described in [RFC7831]. For reference, we include the
followi ng table, which maps the different terns into a single view
(I'n this document, "NAS' refers to a network access server, and "AS'
refers to an authentication server.)

Fom e e - S Fom e e e e e o o e - +
| Protocol | Cient | Relying Party | ldentity Provider

N . e e +
| ABFAB | dient | Relying Party | ldentity Provider

| | | | |
| SAML | Subj ect | Service Provider | Identity Provider

| | Principal | Requester | Responder |
| | | Consumer | Issuer |
| | | | |
| RADIUS | User | NAS | AS |
| | | RADIUS client | RADIUS server
S S e o m e e e e e e me o oo +

Tabl e 1: Term nol ogy
2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. RAD US SAML Attributes

The SAML RADI US bi ndi ng defined in Section 4 of this docunment uses
two attributes to convey SAML Assertions and protocol nessages

[OASI S. sam -core-2.0-0s]. Owing to the typical size of these
structures, these attributes use the "Long Extended Type" fornat

[ RFC6929] to encapsulate their data. RAD US entities MJST NOT

i nclude both attributes in the sane RADI US nessage, as they represent
exclusive alternatives to convey SAM. i nfornmation
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This attribute is used to encode a SAM. Assertion
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01234567890123456789012345678901
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| Type | Lengt h
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|
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Val ue. .

Ext ended- Type | M

Reserved
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Figure 1: SAM.- Assertion For nat

Type
245

Length
>= 5

Ext ended- Type
1

M ( More)

As described in [ RFC6929].

Reser ved

As described in [ RFC6929].

Val ue

One or nore octets encoding a SAM. Assertion
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3.2. SAM.-Protocol Attribute

This attribute is used to encode a SAM. protocol nessage. Figure 2
represents the format of this attribute.

1 2 3
01234567890123456789012345678901
B i T e S i i i i T S S e e S i o i I T N S
Type | Length | Extended-Type |M Reserved

+-
|
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Val ue. ..
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Fi gure 2: SAM.- Protocol Format
Type
245
Length
>= 5
Ext ended- Type
2
M ( More)
As described in [ RFC6929].
Reserved
As described in [ RFC6929].

Val ue

One or nore octets encoding a SAML protocol nessage.
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4. SAM. RADI US Bi ndi ng

The SAML RADI US bi ndi ng defines how RADI US [ RFC2865] can be used to
enable a RADIUS client and server to exchange SAM. Assertions and
prot ocol messages.

4.1. Required Information
Identification: urn:ietf:parans: abfab: bi ndi ngs: radi us
Contact information: iesg@etf.org
Updat es: None.

4.2. Operation

In this specification, the Relying Party (RP) MJST trust any
statenent in the SAML nessages fromthe Identity Provider (1dP) in
the sane way that it trusts information contained in RAD US
attributes. These entities MJST trust the RADI US infrastructure to
provide integrity of the SAM. nessages.

Hence, it is REQU RED that the RADI US exchange be protected using
Transport Layer Security (TLS) encryption for RADI US [ RFC6614] to
provide confidentiality and integrity protection, unless alternative
met hods to ensure them are used, such as | Psec tunnels or a
sufficiently secure internal network

I mpl enentations of this profile can take advantage of nmechanisns to
pernmt the transport of |onger SAM. nessages over RADIUS transports,
such as the support of fragnentation of RADI US packets [RFC7499] or
| arger packets for RADI US over TCP [ RADI US- Lar ge- Pkt s].

There are two system nodels for the use of SAML over RADI US. The
first is a request-response nodel, using the RAD US SAM.- Protoco
attribute defined in Section 3 to encapsul ate the SAM. protocol
nessages.

1. The RADIUS client, acting as an RP, transmits a SAM. request
el ement within a RADI US Access- Request message. This nessage
MUST include a single instance of the RADIUS User-Nane attribute
whose val ue MUST conformto the Network Access ldentifier
[ RFC7542] scherme. The RP MJST NOT include nore than one SAML
request el enent.
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2. The RADIUS server, acting as an IdP, returns a SAM. protoco
message within a RADIUS Access- Accept or Access-Reject nessage.
These nessages necessarily conclude a RADI US exchange, and
therefore this is the only opportunity for the IdP to send a
response in the context of this exchange. The IdP MJST NOT
i nclude nore than one SAML response. An IdP that refuses to
performa nessage exchange with the RP can silently discard the
SAM. request (this could subsequently be foll owed by a RADI US
Access-Reject, as the sane conditions that cause the 1dP to
di scard the SAM.L request nmay al so cause the RADI US server to fai
to authenticate).

The second system nodel pernits a RADIUS server acting as an IdP to
use the RADIUS SAM.- Assertion attribute defined in Section 3 to
encapsul ate an unsolicited SAML Assertion. This attribute MJUST be
i ncluded in a RADIUS Access- Accept message. Wen included, the
attribute MJST contain a single SAML Assertion.

RADI US servers MJST NOT include both the SAM.-Protocol and the
SAML- Assertion attribute in the sane RADI US nessage. If an IdP is
produci ng a response to a SAML request, then the first system node
is used. An IdP MAY ignore a SAML request and send an unsolicited
assertion using the second system nodel (that is, using the RAD US
SAML- Assertion attribute).

In either system nodel, IdPs SHOULD return a RADIUS State attribute
as part of the Access-Accept nessage so that future SAML queries or
requests can be run against the sanme context of an authentication
exchange.

This binding is intended to be conposed with other uses of RADI US
such as network access. Therefore, other arbitrary RADIUS attributes
MAY be used in either the request or response.

In the case of a SAML processing error, the RADIUS server MAY include
a SAM. response nmessage with an appropriate value for the
<sam p: Status> el enent within the Access-Accept or Access-Reject
packet to notify the client. Alternatively, the RAD US server can
respond wi thout a SAM.-Protocol attribute.

4.3. Processing of Nanes

SAML entities using profiles making use of this binding will
typically possess both the SAML and AAA nanes of their

correspondents. Frequently, these entities will need to apply
policies using these nanes -- for exanple, when deciding to rel ease
attributes. Oten, these policies will be security-sensitive, and so
it is inportant that policy is applied on these nanes consistently.
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4.3.1. AAA Nanes

These rules relate to the processing of AAA names by SAM. entities
using profiles nmaking use of this binding.

0 |dPs SHOULD apply policy based on the RPs identity associ ated
with the RADI US Access- Request.

0 RPs SHOULD apply policy based on the NAl real massociated with the
RADI US Access- Accept.

4.3.2. SAML Nanes

These rules relate to the processing of SAM. nanes by SAM. entities
using profiles naking use of this binding.

| dPs MAY apply policy based on the RPs SAM.L entitylD. In such
cases, at least one of the following nethods is required in order to
establish a relationship between the SAML nanme and the AAA nane of
the RP:

0 RADIUS client identity in trusted SAM. netadata (as described in
Section 4.3.3).

o0 RADIUS client identity in trusted digitally signed SAM. request.

A digitally signed SAML request without the RADIUS client identity is
not sufficient, since a malicious RADIUS entity can observe a SAM
message and include it in a different RADIUS nessage w t hout the
consent of the issuer of that SAM. nessage. |If an IdP were to
process the SAML nessage without confirnming that it applied to the
RADI US nmessage, inappropriate policy would be used.

RPs MAY apply policy based on the SAM. issuer’s entitylD. In such
cases, at least one of the following nethods is required in order to
establish a rel ationship between the SAML nane and the AAA nane of
the 1dP:

0 RADIUS realmin trusted SAML netadata (as described in
Section 4.3.3).

0 RADIUS realmin trusted digitally signed SAM. response or
assertion.

A digitally signed SAML response alone is not sufficient, for the
same reasons as those descri bed above for SAML requests.
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4.3.3. Mapping of AAA Nanmes in SAM. Met adata

This section defines extensions to the SAM. netadata schena
[ OASI S. saml - net adat a- 2. 0-o0s] that are required in order to represent
AAA nanes associated with a particular <EntityDescriptor> el enent.

In SAML netadata, a single entity nay act in nmany different roles in
the support of multiple profiles. This docunment defines two new
roles: RADIUS | dP and RADIUS RP, requiring the declaration of two new
subt ypes of Rol eDescri pt or Type: RADI USI DPDescri pt or Type and

RADI USRPDescri pt or Type. These subtypes contain the additional

el ements required to represent AAA nanes for IdP and RP entities,
respectively.

4.3.3.1. RADI USI DPDescri pt or Type

The RADI US| DPDescri pt or Type conpl ex type extends Rol eDescri ptor Type
with el enents common to IdPs that support RADIUS. |t contains the
foll owi ng additional el enents:

<RADI US| DPServi ce> [Zero or More] Zero or nore elenents of type
Endpoi nt Type that descri be RAD US endpoints that are associ ated
with the entity.

<RADI USReal n» [ Zero or More] Zero or nore el enents of type string
that represent the acceptable values of the RADIUS real m
associated with the entity, obtained fromthe realmpart of the
RADI US User-Name attri bute.
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The followi ng schema fragnent defines the RADI USI DPDescri pt or Type
conpl ex type

<conpl exType name="RADI USI DPDescri pt or Type" >
<conpl exCont ent >
<ext ensi on base="nd: Rol eDescri pt or Type" >
<sequence>
<el ement ref="abfab: RADI USI DPSer vi ce"
nm nCccur s="0" maxQccur s="unbounded"/ >
<el enent ref ="abf ab: RADI USReal ni
m nOccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent nanme="RADI US| DPSer vi ce" type="nd: Endpoi nt Type"/>
<el enent nanme="RADI USReal ni' type="string"/>

Fi gure 3: RADI USI DPDescri pt or Type Schena
4.3.3.2. RADI USRPDescri pt or Type

The RADI USRPDescri pt or Type conpl ex type extends Rol eDescri ptor Type
with el enents common to RPs that support RADIUS. It contains the
followi ng additional el enents:

<RADI USRPServi ce> [Zero or More] Zero or nore el enments of type
Endpoi nt Type that descri be RAD US endpoints that are associ ated
with the entity.

<RADI USNas| pAddress> [Zero or More] Zero or nore el enents of type
string that represent the acceptable val ues of the RADI US
NAS- | P- Address or NAS-| Pv6- Address attributes associated with the
entity.

<RADI USNasl dentifier> [Zero or More] Zero or nore el enents of type
string that represent the acceptable values of the RADI US
NAS- I dentifier attribute associated with the entity.

<RADI USGssEapName> [ Zero or More] Zero or nore el enents of type
string that represent the acceptable values of the GSS-API
Mechani sm for the Extensible Authentication Protocol (GSS-EAP)
acceptor nane associated with the entity. The format for this
name is described in Section 3.1 of [RFC7055], while Section 3.4
of [ RFC7055] describes how that nane is deconposed and transported
using RADIUS attributes.
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The followi ng schema fragnent defines the RADI USRPDescri ptor Type
conpl ex type

<conpl exType nane="RADI USRPDescr i pt or Type" >
<conpl exCont ent >
<ext ensi on base="nd: Rol eDescri pt or Type" >
<sequence>
<el ement ref="nd: RADI USRPSer vi ce"
nm nCccur s="0" maxQccur s="unbounded"/ >
<el enent ref="nd: RADI USNas| pAddr ess"
m nOccur s="0" maxQccur s="unbounded"/ >
<el ement ref="nd: RADI USNasl dentifier"
nm nCccur s="0" maxQccur s="unbounded"/ >
<el enent ref="nd: RADI USGssEapNane"
nm nCccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name=" RADI USRPSer vi ce" type="nd: Endpoi nt Type"/ >
<el ement name="RADI USNas| pAddr ess" type="string"/>
<el enent name="RADI USNasl dentifier" type="string"/>
<el enent nanme="RADI USGssEapNane" type="string"/>
Fi gure 4: RADI USRPDescri ptor Type Schena

4.3.4. Exanple of SAM. Metadata That |ncludes AAA Nanes

Figures 5 and 6 illustrate exanples of netadata that includes AAA

nanes for an IdP and an RP, respectively. The IdP s SAML nane is
"https://IdentityProvider.com", whereas its RADIUS realmis
"idp.conf. The RP"s SAML nanme is "https://RelyingParty.com SAM."
being its GSS-EAP acceptor name "nfs/fileserver.rp.com@rP. COM'.

<EntityDescriptor
xm ns="urn: oasi s: nanmes: tc: SAM.: 2. 0: net adat a"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: abfab="urn:ietf:paranms: xnl : ns: abf ab"
entitylD="https://ldentityProvider.com SAM." >
<Rol eDescri ptor
xsi :type="abf ab: RADI USI DPDescr i pt or Type"

pr ot ocol Support Enuner ati on="ur n: oasi s: nanes: tc: SAM.: 2. 0: prot ocol ">

<RADI USReal nei dp. conx/ RADI USReal n»
</ Rol eDescri pt or >
</ EntityDescriptor>

Figure 5: Metadata for the I1dP

How ett, et al. St andards Track [ Page
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<EntityDescriptor
xm ns="urn: oasi s: names: tc: SAM.: 2. 0: et adat a"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xm ns: abfab="urn:ietf:parans: xn : ns: abf ab"
entityl D="https://RelyingParty. conif SAML" >
<Rol eDescri ptor
xsi : type="abf ab: RADI USRPDescr i pt or Type"
pr ot ocol Support Enuner ati on="urn: oasi s: nanes: tc: SAM.: 2. 0: prot ocol ">

<RADI USGssEapNanme>nf s/ fil eserver.rp. com@P. COk/ RADI USGssEapName>
</ Rol eDescri pt or >

</ EntityDescriptor>

Figure 6: Metadata for the RP

4.4. Use of XM Signatures

This binding calls for the use of SAML el enents that support XM
signatures. To pronote interoperability, inplenentations of this
bi ndi ng MJUST support a default configuration that does not require
the use of XM signatures. |nplenentations MAY choose to use XM
si gnat ures

4.5, Met adat a Consi der ati ons

This binding, and the profiles, are nostly intended to be used

wi thout netadata. In this usage, RADIUS infrastructure is used to
provide integrity and nanming of the SAML nessages and assertions.
RADI US configuration is used to provide policy, including which

attributes are accepted froman RP and which attributes are sent by
an | dP.

Nevertheless, if netadata is used, the roles described in
Section 4.3.3 MJST be present.

5. Network Access ldentifier Name Identifier Format
URI: urn:ietf:parans: abfab: nanei d-format: na

I ndicates that the content of the elenent is in the formof a Network
Access ldentifier (NAI') using the syntax described by [ RFC7542].
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6.

7.

RADI US State Confirmati on Method Identifiers

URI: wurn:ietf:parans: abfab: cm user

URI: urn:ietf:parans: abfab: cm machi ne
I ndicates that the subject is the systementity (either the user or
machi ne) authenticated by a previously transnitted RADI US
Access- Accept nessage, as identified by the value of that RADI US
message’s State attribute

ABFAB Aut hentication Profile

In the scenario supported by the ABFAB Authentication Profile, a
client controlling a User Agent requests access to an RP. The RP

uses RADIUS to authenticate the client. |In particular, the RP,
acting as a RADIUS client, attenpts to validate the client’s
credential s against a RADI US server acting as the client’s IdP. If

the 1dP successfully authenticates the client, it produces an

aut hentication assertion that is consuned by the RP. This assertion
MAY i nclude a nane identifier that can be used between the RP and the
IdP to refer to the client.

1. Required Infornation

Identification: urn:ietf:parans: abfab: profil es:authentication
Contact information: iesg@etf.org

SAML confirmation nmethod identifiers: The SAML V2.0 "RAD US State"
confirmation nethod identifiers -- either
urn:ietf:parans: abfab: cmuser or urn:ietf:parans: abfab: cm machi ne --

are used by this profile.

Updat es: None.
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7.2. Profile Overview

To inmplenent this scenario, this profile of the SAML Aut hentication
Request Protocol MJST be used in conjunction with the SAML RADI US
bi ndi ng defined in Section 4.

This profile is based on the SAML V2.0 web browser single sign-on
profile [OASIS. sam -profiles-2.0-0s]. There are sone inportant
di fferences; specifically:

Aut hentication: This profile does not require the use of any
particul ar authentication nethod. The ABFAB architecture does
require the use of the Extensible Authentication Protocol (EAP)

[ RFC3579], but this specification may be used in other non- ABFAB
scenari 0s.

Bi ndings: This profile does not use HITP-based bi ndings. |nstead,
all SAM. protocol nessages are transported using the SAML RADI US
bi nding defined in Section 4. This is intended to reduce the
nunber of bindings that inplenmentations nust support to be
i nt eroper abl e.

Requests: The profile does not permt the RP to nane the
<saml : Subj ect > of the <sanl p: AuthnRequest>. This is intended to
simplify inplenentation and interoperability.

Responses: The profile only permts the IdP to return a single SAML
message or assertion that MJST contain exactly one authentication
statement. O her statements nmay be included within this assertion
at the discretion of the IdP. This is intended to sinplify
i mpl enentation and interoperability.
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Figure 7 belowillustrates the flow of nessages within this profile.

Cient Rel ying Party I dentity Provider
| |
| (1) | |
| - - - - - - - - - > |
| | |
| | (2) |
| | - - - - - - - - - - >
| | |
| (3) | |
| <- - - - - - - - - |-=-=-----------53|
| | |
| | (4) |
| | <- - - - - - - - - - - -/
| | |
| (5) | |
| <- - - --=--- -/ |
| | |
V V V

Figure 7: Flow of Messages

The following steps are described by the profile. Wthin an
i ndi vidual step, there nay be one or nore actual nessage exchanges.

1. dient request to RP (Section 7.3.1): In step 1, the client, via
a User Agent, nakes a request for a secured resource at the RP.
The RP determ nes that no security context for the client exists
and initiates the authentication process.

2. RP issues <sanl p: Aut hnRequest> to IdP (Section 7.3.2). In step
2, the RP may optionally issue a <sam p: Aut hnRequest > nessage to
be delivered to the IdP using the SAM.-Protocol RADI US attri bute.

3. IdP identifies client (Section 7.3.3). 1In step 3, the client is
aut henticated and identified by the 1dP, while honoring any
requi renents inmposed by the RP in the <samnl p: Aut hnRequest >
nessage if provided.

4. 1dP issues <saml p: Response> to RP (Section 7.3.4). 1In step 4,
the 1dP i ssues a <sanl p: Response> nessage to the RP using the
SAML RADI US bi nding. The response either indicates an error or
i ncludes a SAML aut hentication statenent in exactly one SAML
Assertion. If the RP did not send a <sanl p: Aut hnRequest >, the
| dP issues an unsolicited <sanl p: Assertion>, as described in
Section 7.4.4.
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5. RP grants or denies access to client (Section 7.3.5). 1In step 5,
havi ng received the response fromthe IdP, the RP can respond to
the client with its own error, or can establish its own security
context for the client and return the requested resource.

7.3. Profile Description

The ABFAB Aut hentication Profile is a profile of the SAML V2.0

Aut henti cati on Request Protocol [QASIS. saml -core-2.0-0s]. Were both
specifications conflict, the ABFAB Authentication Profile takes

pr ecedence.

7.3.1. dient Request to Relying Party

The profile is initiated by an arbitrary client request to the RP
There are no restrictions on the formof the request. The RP is free
to use any neans it w shes to associate the subsequent interactions
with the original request. The RP, acting as a RADI US client,
attenpts to authenticate the client.

7.3.2. Relying Party |ssues <samnl p: Aut hnRequest> to Identity Provider

The RP uses RADIUS to conmunicate with the client’s IdP. The RP MAY
i nclude a <sanl p: Aut hnRequest> within this RADI US Access- Request
message using the SAM.-Protocol RADIUS attribute. The "next hop"
destination MAY be the IdP or, alternatively, an internedi ate RAD US
pr oxy.

Profile-specific rules for the contents of the <sam p: Aut hnRequest >
el ement are given in Section 7.4.1.

7.3.3. ldentity Provider Identifies dient

The 1dP MIUST establish the identity of the client using a RAD US

aut hentication nmethod, or else it will return an error. |If the
ForceAuthn attribute in the <sanl p: Aut hnRequest> elenent (if sent by
the RP) is present and true, the IdP MUST freshly establish this
identity rather than relying on any existing session state it may
have with the client (for exanple, TLS state that may be used for
session resunption). Oherwise, and in all other respects, the IdP
may use any nethod to authenticate the client, subject to the
constraints called out in the <sanl p: Aut hnRequest > nessage.
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7.3.4. ldentity Provider |ssues <sanl p: Response> to Relying Party

The 1dP MUST conclude the authentication in a manner consistent wth
the RADI US authentication result. The IdP MAY issue a
<saml p: Response> nessage to the RP that is consistent with the

aut hentication result, as described in [QASIS. sanl -core-2. 0-0s].
This SAML response is delivered to the RP using the SAM. RADI US

bi ndi ng described in Section 4.

Profile-specific rules regarding the contents of the <sam p: Response>
el ement are given in Section 7.4.2.

7.3.5. Relying Party Grants or Denies Access to Cient

If a <sanl p: Response> nessage is issued by the IdP, the RP MJST
process that nmessage and any encl osed assertion el enents as descri bed
in [QASI S sanl -core-2.0-0s]. Any subsequent use of the assertion
elements is at the discretion of the RP, subject to any restrictions
contai ned within the assertions thenselves or fromany previously

est abl i shed out-of -band policy that governs the interaction between
the 1dP and the RP.

7.4. Use of Authentication Request Protoco

This profile is based on the Authentication Request Protocol defined
in [OASI S.sam -core-2.0-0s8]. |In the nonenclature of actors
enunerated in Section 3.4 of that docunent, the RP is the requester
the User Agent is the attesting entity, and the client is the

subj ect .

7.4.1. <sam p: Aut hnRequest > Usage

The RP MJST NOT include a <sanl:Subject> elenment in the request. The
aut henticated RADIUS identity identifies the client to the IdP

An RP MAY include any nessage content described in Section 3.4.1 of
[ OASI S. sam -core-2.0-0s]. Al processing rules are as defined in
[ OASI S. samnl - core- 2. 0- 0s]

If the RP wishes to permt the IdP to establish a newidentifier for
the client if none exists, it MJST include a <sanl: Nanel DPol i cy>
element with the AllowCreate attribute set to "true". O herw se
only a client for whomthe | dP has previously established an
identifier usable by the RP can be authenticated successfully.

The <sam p: Aut hnRequest > nmessage MAY be signed. Authentication and
integrity are also provided by the SAML RADI US bi ndi ng.
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7.4.2. <san p: Response> Message Usage

7.

4.

If the IdP cannot or will not satisfy the request, it MJST respond
wi th a <sanl p: Response> nessage contai ning an appropriate error
status code or codes and/or respond with a RADI US Access- Rej ect
nessage.

If the IdP wishes to return an error, it MJST NOT include any
assertions in the <samnl p: Response> nessage. Oherwise, if the
request is successful (or if the response is not associated with a
request), the <sanl p: Response> elenment is subject to the foll ow ng
constraints:

o It MAY be signed.

o It MIST contain exactly one assertion. The <saml : Subject> el ement
of this assertion MJST refer to the authenticated RADI US user

0 The assertion MJUST contain a <sanl:AuthnStatement>. Al so, the
assertion MJST contain a <sam : Subject> elenent with at | east one
<sanl : Subj ect Confirmati on> el enent containing a

<saml : Confirmati onMet hod> el ement of urn:ietf:paranms: abfab: cm user

or urn:ietf:parans: abfab: cm machi ne that reflects the
aut hentication of the client to the IdP. Since the

<sam p: Response> nessage is in response to a <sanl p: Aut hnRequest >,
t he I nResponseTo attribute (in both the
<saml : Subj ect Confi rmati onDat a> and <sanl : Response> el enents) MJST
match the request’s ID. The <saml : Subject> el ement MAY use the
NAI name identifier format described in Section 5 to establish an
identifier between the RP and the |dP

0 Oher conditions MAY be included as requested by the RP or at the
di scretion of the IdP. The IdP is NOT obligated to honor the
requested set of conditions in the <sam p: Aut hnRequest>, if any.

3. <sanl p: Response> Message Processing Rul es
The RP MJUST do the follow ng:

0 Assune that the client’s identifier inplied by a SAML <Subj ect >
element, if present, takes precedence over an identifier inplied
by the RADI US User-Name attribute.

o Verify that the InResponseTo attribute in the "RADIUS State"
<saml : Subj ect Confi rmati onDat a> equals the ID of its origina
<saml p: Aut hnRequest > nessage, unl ess the response is unsolicited,
in which case the attribute MJUST NOT be present.
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o |If a <sam:AuthnStatenment> used to establish a security context
for the client contains a SessionNotOnOrAfter attribute, the
security context SHOULD be discarded once this tinme is reached,
unl ess the RP reestablishes the client’s identity by repeating the
use of this profile.

o Verify that any assertions relied upon are valid according to
processing rules specified in [OASI S. sanl -core-2. 0-0s].

0 Any assertion that is not valid or whose subject confirmation
requi renents cannot be net MJST be di scarded and MJUST NOT be used
to establish a security context for the client.

7.4.4. Unsolicited Responses

An IdP MAY initiate this profile by delivering an unsolicited
assertion to an RP. This MJST NOT contain any

<saml : Subj ect Confi rmati onDat a> el enents contai ning an | nResponseTo
attribute.

7.4.5. Use of the SAML RADI US Bi ndi ng

It is RECOWENDED that the RADI US exchange be protected using TLS
encryption for RADI US [ RFC6614] to provide confidentiality and
integrity protection.

7.4.6. Use of XM Signatures

This profile calls for the use of SAML el enents that support XM
signatures. To pronote interoperability, inplenentations of this
profile MJUST NOT require the use of XM signatures. |nplenentations
MAY choose to use XM signatures.

7.4.7. Met adat a Consi der ati ons

There are no netadata considerations particular to this profile,
aside fromthose applying to the use of the RADH US bi ndi ng.

8. ABFAB Assertion Query/ Request Profile

This profile builds on the SAML V2.0 Assertion Query/Request Profile
defined by [OASIS.sanl -profiles-2.0-o0s]. That profile describes the
use of the Assertion Query and Request Protocol defined by

Section 3.3 of [QASIS. sam -core-2.0-0s] with synchronous bindi ngs,
such as the SOAP binding defined in [QOASIS. sanl - bi ndi ngs- 2. 0- 0s] .
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Al t hough the SAML V2.0 Assertion Query/Request Profile is independent
of the underlying binding, it is nonetheless useful to describe the
use of the SAML RADI US bi nding defined in Section 4 of this docunent,
in the interest of pronoting interoperable inplenmentations,
particularly as the SAML V2.0 Assertion Query/Request Profile is nost
frequently discussed and i nplenented in the context of the SOAP

bi ndi ng.

8.1. Required Information
Identification: urn:ietf:parans:abfab: profiles: query
Contact information: iesg@etf.org
Description: G ven bel ow
Updat es: None.

8.2. Profile Overview
As with the SAML V2.0 Assertion Query/ Request Profile defined by
[ CASI S. sam -profil es-2.0-0s], the nmessage exchange and basic
processing rules that govern this profile are |argely defined by
Section 3.3 of [QASIS. sanm -core-2.0-0s], which defines the nessages
to be exchanged, in conbination with the binding used to exchange the
messages. The SAML RADI US bi ndi ng described in this docunent defines

the binding of the nessage exchange to RADIUS. Unless specifically
noted here, all requirenents defined in those specifications apply.

Figure 8 below illustrates the basic tenplate for the Query/ Request
Profile.
Relying Party I dentity Provider
(SAML requester) (SAML responder)

| |

| (1) |

| |

| (2) |

| |

Y Y

Figure 8: Basic Tenplate for Query/ Request Profile
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8.

The followi ng steps are described by the profile:

1

3.

8. 3.

8.

How ett, et al.

1

Query/ Request issued by RP: In step 1, an RP initiates the
profile by sending an <Assertionl DRequest >, <SubjectQuery>,

<Aut hnQuery>, <AttributeQuery>, or <AuthzDecisionQuery> nessage
to a SAML authority.

<Response> issued by SAML authority: In step 2, the responding
SAML aut hority (after processing the query or request) issues a
<Response> nessage to the RP.

Profile Description

Differences fromthe SAML V2.0 Assertion Query/Request Profile

This profile is identical to the SAML V2.0 Assertion Query/ Request
Profile, with the follow ng exceptions:

(o]

3.

2.

When processing the SAML request, the I dP MJUST give precedence to
the client’s identifier inplied by the RADIUS State attribute, if
present, over the identifier inplied by the SAML request’s
<Subject>, if any.

In respect to Sections 6.3.1 and 6.5 of

[OASI S. sam -profiles-2.0-0s], this profile does not consider the
use of netadata (as in [QASIS. sanl - et adata-2.0-0s]). See
Section 8. 3.4.

In respect to Sections 6.3.2, 6.4.1, and 6.4.2 of

[OASI S. sam -profiles-2.0-0s], this profile additionally stipul ates
that inplenentations of this profile MJUST NOT require the use of
XML signatures. See Section 8.3.3.

Use of the SAML RADI US Bi ndi ng

The RADI US Access- Request sent by the RP

(o]

MUST i nclude an instance of the RADI US Service-Type attribute,
havi ng a val ue of Authorize-Only.

SHOULD include the RADIUS State attribute, where this
Query/ Request pertains to a previously authenticated client.

When processing the SAML request, the IdP MJUST give precedence to the
client’s identifier inplied by the RADIUS State attribute over the
identifier inplied by the SAML request’s <Subject>, if any.

St andards Track [ Page 23]



RFC 7833 SAML RADI US May 2016

It is RECOWENDED that the RADI US exchange be protected using TLS
encryption for RADIUS [ RFC6614] to provide confidentiality and
integrity protection.

8.3.3. Use of XM Signatures

This profile calls for the use of SAML el enents that support XM
signatures. To pronote interoperability, inplenmentations of this
profile MJUST NOT require the use of XML signatures. |nplenmentations
MAY choose to use XM signatures.

8.3.4. Metadata Considerations

There are no netadata considerations particular to this profile,
aside fromthose applying to the use of the RAD US bi ndi ng.

9. Privacy Considerations

The profiles defined in this docunent allow an RP to request specific
i nformati on about the client and allow an 1dP to disclose information
about that client. 1In this sense, IdPs MJST apply policy to decide
what information is released to a particular RP. Mreover, the
identity of the client is typically hidden fromthe RP unless
provided by the 1dP. Conversely, the RP does typically know the
realmof the IdP, as it is required to route the RADI US packets to
the right destination

The kind of information that is released by the IdP can include
generic attributes such as affiliation shared by many clients. But
even these generic attributes can help to identify a specific client.
O her kinds of attributes nmay also provide an RP with the ability to
link the sanme client between different sessions. Finally, other
kinds of attributes m ght provide a group of RPs with the ability to
link the client between themor with personally identifiable

i nformati on about the client.

These profiles do not directly provide a client with a nechanismto
express preferences about what information is released. That

i nformati on can be expressed out of band, for exanple, as part of the
enrol | ment process.

The RP nmay discl ose privacy-sensitive information about itself as

part of the request, although this is unlikely in typica
depl oynent s.
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10.

11.

11.

If RADIUS proxies are used and encryption is not used, the attributes
di scl osed by the IdP are visible to the proxies. This is a
significant privacy exposure in sone deploynents. Ongoing work is
expl oring mechani sms for creating TLS connections directly between
the RADIUS client and the RADIUS server to reduce this exposure. |If
proxi es are used, the inpact of exposing SAM. Assertions to the
proxi es needs to be carefully consi dered.

The use of TLS to provide confidentiality for the RADI US exchange is
strongly encouraged. Wthout this, passive eavesdroppers can observe
t he assertions.

Security Considerations

In this specification, the RP MUST trust any statement in the SAM
messages fromthe 1dP in the sane way that it trusts information
contained in RADIUS attributes. These entities MJST trust the RADIUS
infrastructure to provide integrity of the SAML nessages.

Furthernmore, the RP MJUST apply policy and filter the information
based on what information the IdP is pernmitted to assert and on what
trust is reasonable to place in proxies between them

XM. signatures and encryption are provided as an OPTI ONAL nechani sm
for end-to-end security. These nechani sns can protect SAM. nessages
frombeing nodified by proxies in the RADIUS infrastructure. These
mechani snms are not mandatory to inplement. It is believed that
ongoi ng work to provide direct TLS connections between a RADI US
client and RADIUS server will provide simlar assurances but better
depl oyability. XM security is appropriate for deploynents where
end-to-end security is required but proxies cannot be renoved or
where SAML nessages need to be verified at a later tine or by parties
not involved in the authentication exchange.

| ANA Consi derations
1. RADIUS Attributes

The Attribute Types and Attribute Values defined in this docunent
have been registered by the Internet Assigned Nunbers Authority

(' ANA) fromthe RADI US nanespaces as described in the "I ANA

Consi derati ons" section of [RFC3575], in accordance with BCP 26

[ RFC5226]. For RADI US packets, attributes, and registries created by
this docunent, | ANA has pl aced them at

<http://ww. i ana. or g/ assi gnnent s/ radi us-types>

How ett, et al. St andards Track [ Page 25]



RFC 7833 SAML RADI US May 2016

11.

In particular, this docunent defines two new RADI US attributes
entitled "SAM.-Assertion" and "SAM.-Protocol" (see Section 3), with
assigned val ues of 245.1 and 245.2 fromthe | ong extended space

[ RFC6929] :

Type Ext. Type Nane Length Meani ng
245 1 SAML- Assertion >=5 Encodes a SAML Assertion
245 2 SAM_- Pr ot ocol >=5 Encodes a SAML protoco

nmessage
2. ABFAB Paraneters

A new top-level registry has been created, entitled "Application
Bridging for Federated Access Beyond Web ( ABFAB) Paraneters"

In this top-level registry, a sub-registry entitled "ABFAB URN
Par anet ers" has been created. Registration in this registry is via
| ETF Review or Expert Revi ew procedures [RFC5226].

Thi s paragraph gives guidance to designated experts. Registrations
inthis registry are generally only expected as part of protocols
published as RFCs on the | ETF stream other URIs are expected to be
better choices for non-1ETF work. Expert reviewis pernmitted nainly
to allow early registration related to specifications under

devel opnent when the community believes they have reached sufficient
maturity. The expert SHOULD evaluate the maturity and stability of
such an | ETF-stream specification. Experts SHOULD revi ew anyt hi ng
not fromthe I ETF stream for consistency and consensus with current
practice. Today, such requests would not typically be approved.

If a paranmeter nanmed "paramane” is registered in this registry, then
its URN will be "urn:ietf:parans: abfab: parammane”. The initi al
registrations are as follows:

o e e e e e e e e oo S +
| Paraneter | Reference
o e e e e e aa oo R +
| bindings:radius | Section 4
| narnei d-format: nai | Section 5
| profiles:authentication | Section 7
| profiles:query | Section 8
| cmuser | Section 6
| cm machi ne | Section 6
o R +

ABFAB Par aneters
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11.

12.

12.

3. Registration of the ABFAB URN Nanespace

| ANA has registered the "abfab" URN sub-nanmespace in the | ETF URN
sub- nanespace for protocol parameters defined in [ RFC3553].

Regi stry Nanme: abfab
Speci fication: RFC 7833 (this docunent)
Repository: ABFAB URN Paraneters (Section 11.2)

I ndex Val ue: Sub-paraneters MJST be specified in UTF-8, using
standard URI encodi ng where necessary.
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Appendi x A, XM. Schenma

The followi ng schema formally defines the
"urn:ietf:parans: xm : ns: abf ab" nanespace used in this docunent, in
conformance with [ WBC. REC xml schema-1]. Although XM. validation is
optional, the schema that follows is the normative definition of the
constructs it defines. Wiere the schena differs fromany prose in
this specification, the schema takes precedence.

<schema
t ar get Nanespace="urn:ietf: parans: xn : ns: abf ab"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: md="ur n: oasi s: names: t c: SAM_: 2. 0: met adat a"
xm ns: abfab="urn:ietf:paranms: xnl : ns: abf ab"
el emrent For mDef aul t =" unqual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed"
bl ockDef aul t =" substitution”
version="1.0">

<i nport nanespace="urn:oasis: names:tc: SAM.: 2. 0: met adat a"/ >

<conpl exType name="RADI USI DPDescri pt or Type" >
<conpl exCont ent >
<ext ensi on base="nd: Rol eDescri pt or Type" >
<sequence>
<el ement ref="abfab: RADI USI DPSer vi ce"
nm nCccur s="0" maxQccur s="unbounded"/ >
<el enent ref ="abf ab: RADI USReal ni
m nOccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent nanme="RADI US| DPSer vi ce" type="nd: Endpoi nt Type"/>
<el enent nanme="RADI USReal ni' type="string"/>
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<conpl exType nanme="RADI USRPDescr i pt or Type" >
<conpl exCont ent >
<ext ensi on base="nd: Rol eDescri pt or Type" >
<sequence>
<el enent ref="nd: RADI USRPSer vi ce"
m nCccur s="0" maxQccur s="unbounded"/ >
<el enent ref="nd: RADI USNas| pAddr ess"
m nQccur s="0" maxCccur s="unbounded"/ >
<el enent ref="nd: RADI USNasl dentifier"
m nCccur s="0" maxQccur s="unbounded"/ >
<el enent ref ="nd: RADI USGssEapNane"
m nCccur s="0" maxQccur s="unbounded"/ >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent name=" RADI USRPSer vi ce" type="nd: Endpoi nt Type"/ >
<el enent nane="RADI USNasl| pAddr ess" type="string"/>
<el enent nane="RADI USNasl dentifier" type="string"/>
<el ement nane="RADI USGssEapNanme" type="string"/>
</ schema>
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