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Port Control Protocol (PCP) Third-Party ID Option

Abst ract

Thi s docunment describes a new Port Control Protocol (PCP) option
called the THHRD PARTY_ ID option. It is designed to be used together
with the THI RD _PARTY option specified in RFC 6887.

The THI RD_PARTY_I D option serves to identify a third party in
situations where a third party’s I P address contained in the

THI RD_PARTY option does not provide sufficient information to create
requested nappings in a PCP-controll ed device.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7843
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1

I ntroduction

The | ETF has specified the Port Control Protocol (PCP) [RFC6887] to
control how packets are translated and/or forwarded by a PCP-
control |l ed device such as a Network Address Translator (NAT) or a
firewall.

Thi s docunent focuses on scenarios where the PCP client sends
requests that concern internal addresses other than the address of
the PCP client itself.

There is already an option defined for this purpose in [ RFC6887]
called the THI RD_PARTY option. The THI RD PARTY option carries the IP
address of a host for which a PCP client requests an action at the
PCP server. For exanple, the TH RD _PARTY option can be used if port
mappi ng requests for a Carrier-Gade NAT (CGN) are not sent from PCP
clients at subscriber termnals but instead froma PCP I nterworKking
Function (IWF), which requests port nappi ngs.

In sone cases, the TH RD PARTY option alone is not sufficient and
further neans are needed for identifying the third party. Such cases
are addressed by the THI RD PARTY_ID option, which is specified in
this docunent.

The prinmary i ssue addressed by the TH RD PARTY ID option is that
there are CGN deploynments that do not distinguish internal hosts by
their I P address alone, but use further identifiers (IDs) for unique
subscriber identification. For exanple, this is the case if a CGN\
supports overlapping private or shared | P address spaces [ RFC1918]

[ RFC6598] for internal hosts of different subscribers. |In such
cases, different internal hosts are identified and napped at the CGN
by their I P address and/or another ID, for exanple, the ID of a
tunnel between the CGN and the subscriber. In these scenarios (and
simlar ones), the internal |IP address contained in the TH RD_PARTY
option is not sufficient to denultiplex connections frominterna
hosts. An additional identifier needs to be present in the PCP
message in order to uniquely identify an internal host. The

THI RD_PARTY_I D option is used to carry this |ID

This applies to sonme of the PCP depl oynent scenarios that are listed
in Section 2.1 of [RFC6887], in particular to a L2-aware NAT, which
is described in nore detail in Section 3, as well as in other
scenari os where overl appi ng address spaces occur like in [RFC6674] or
[ RFC6619] .

The THI RD PARTY_ ID option is defined for the PCP opcodes MAP and PEER
to be used together with the TH RD PARTY option, which is specified
in [ RFC6887] .
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2.

Ter m nol ogy

The termi nol ogy defined in the specification of PCP [ RFC6887]
appl i es.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

Target Scenari os

This section describes two scenarios that illustrate the use of the
THI RD_PARTY_I D opti on:

1. A UPnP I GD PCP | W (Universal Plug and Play |Internet Gateway
Device - Port Control Protocol Interworking Function [RFC6970]).

2. A carrier web portal for port mapping.

These are just two exanples that illustrate the use and applicability
of the THIRD PARTY ID option. Wile these are just two exanpl es,
there might be other conceivable use cases. However, the use of the
THI RD_PARTY_I D option as specified in this docunent is restricted to
scenari os where the option is needed for the purpose of uniquely
identifying an internal host in addition to the information found in
the THI RD_PARTY opti on.

Both scenarios elaborated in this docunent are refinenents of the
sanme basic scenario shown in Figure 1 that is considered as a PCP
depl oynent scenario enploying L2-aware NATs as listed in Section 2.1
of [RFC6887]. It has a carrier operating a CGN and a Port Contro
Protocol | nterworking Function (PCP | W) [RFC6970] for subscribers to
request port mappings at the CGN. The PCP | W conmuni cates with the
CGN using PCP. For this purpose, the PCP | W contains a PCP client
serving nmultiple subscribers and the CG\ is co-located with a PCP
server. The way subscribers interact with the PCP I W for requesting
port mappings for their internal hosts is not specified in this basic
scenario, but it is elaborated on nore in the specific scenarios in
Sections 3.1 and 3. 2.

The CGN operates as a L2-aware NAT. Unlike a standard NAT, it
i ncl udes a subscriber identifier in addition to the source |P address
in entries of the NAT mappi ng table.
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Figure 1: Carrier Hosted PCP IW for Port Mapping Requests

Internal hosts in the subscriber’s network use private | P addresses

[ RFC1918]. There is no NAT between the internal host and the CGN
and there is an overlap of addresses used by internal hosts of

di fferent subscribers. That is why the CGN needs nore than just the
internal host’s I P address to distinguish internal hosts of different
subscri bers. A commonly depl oyed nethod for solving this issue is
using an additional identifier for this purpose. A natural candi date
for this additional identifier at the CGNis the ID of the tunne

that connects the CGN to the subscriber’s network. The subscriber’s
Customer Prenises Equi pment (CPE) operates as a Layer 2 bridge

Requests for port mappings fromthe PCP IW to the CGN need to
uniquely identify the internal host for which a port mapping is to be
established or nodified. Already existing for this purpose is the
THI RD_PARTY option that can be used to specify the internal host’s IP
address. The THI RD _PARTY_ID option is introduced for carrying the
additional third-party information needed to identify the interna
host in this scenario.

The additional identifier for internal hosts needs to be included in
MAP requests fromthe PCP IW in order to uniquely identify the

i nternal host that should have its address mapped. This is the

pur pose that the new THI RD PARTY ID option serves in this scenario.
It carries the additional identifier, that is the tunnel ID, that
serves for identifying an internal host in conbination with the
internal host’'s (private) |IP address. The |IP address of the interna
host is included in the PCP I W' s mappi ng requests by using the

THI RD_PARTY opti on.
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The information carried by the THHRD PARTY_ID option is not just
needed to identify an internal host in a PCP request. The CGN needs
this information in its internal nmapping tables for translating
packet addresses and for forwardi ng packets to subscriber-specific
tunnel s.

How the carrier PCP | WF i s managi ng port mappi ngs, such as, for
exanpl e, automatically extending the lifetine of a napping, is beyond
the scope of this docunent.

3.1. Carrier-Hosted UPnP | GO PCP | WF

This scenario further el aborates the basic one above by choosing
UPnP-1 GD as the conmmuni cation protocol between the subscriber and the
carrier’s PCP IW. Then obviously, the PCP IW is realized as a UPnP
| GD-PCP | W as specified in [ RFC6970] .

As shown in Figure 2, it is assuned here that the UPnP IGD-PCP IWF is
not enbedded in the subscriber premi ses router, but offered as a
service to the subscriber. Further, it is assuned that the UPnP | GO
PCP IWF is not providing NAT functionality.

This requires that the subscriber can connect to the UPnP | GD- PCP | WF
to request port mappings at the CGN using UPnP-1GD as specified in

[ RFC6970]. In this scenario, the connection is provided via (one of
the) tunnel (s) connecting the subscriber’s network to the Broadband
Renmot e Access Server (BRAS) and an extension of this tunnel fromthe
BRAS to the UPnP I GD-PCP I W. Note that there are other alternatives
that can be used for providing the connection to the UPnP | GD- PCP
IWF. The tunnel extension used in this scenario can, for exanple, be
realized by a forwarding function for UPnP nessages at the BRAS that
forwards such nessages through per-subscriber tunnels to the UPnP

| G- PCP | WF. Depending on an actual inplenentation, the UPnP | GD- PCP
IWF can then either use the ID of the tunnel in which the UPnP
message arrived directly as the THI RD PARTY_ID option for PCP
requests to the CG\, or it uses the ID of the tunnel to retrieve the
THI RD_PARTY_I D option fromthe Authentication, Authorization, and
Accounti ng (AAA) server

To support the latter option, the BRAS needs to register the
subscriber’s tunnel IDs at the AAA server at the tine it contacts the
AAA server for authentication and/or authorization of the subscriber
The tunnel IDs to be registered per subscriber at the AAA server nay
i nclude the tunnel between CPE and BRAS, between BRAS and UPnP | GO
PCP | WF, and between BRAS and CGN. The UPnP | GD-PCP | WF queries the
AAA server for the I D of the tunnel between BRAS and CG\, because
this is the identifier to be used as the THI RD PARTY_ID option in the
subsequent port nmappi ng request.
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==== L2 tunnel borders between subscriber, BRAS, |IW, and CG\
.... UPnP conmuni cation
#### PCP communi cati on

Figure 2: UPnP | GD- PCP | WF

A potential extension to [RFC6970] regarding an additional state
variable for the TH RD_PARTY_I D option and regardi ng an additiona
error code for a mismatched TH RD PARTY_ ID option and its processing
m ght be a | ogical next step. However, this is not in the scope of
thi s docunent.

3.2. Carrier Wb Porta

This scenario shown in Figure 3 is different fromthe previous one
concerni ng the protocol used between the subscriber and the |W-.
Here, HITP(S) is the protocol that the subscriber uses for port
mappi ng requests. The subscriber nmay nmake requests nanual ly using a
web browser or automatically -- as in the previous scenario -- with
applications in the subscriber’s network issuing port nmapping
requests on demand. The web portal queries the AAA server for the
subscriber’s I D of the tunnel (BRAS to CGN) that was reported by the
BRAS. The returned ID of the tunnel (BRAS to CGA\) is used as the
THI RD_PARTY_I D option in the subsequent port nappi ng request.
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The PCP IWF is realized as a conbi nati on of a web server and a PCP

client.

Ri pke, et al

St andards Track

[ Page 8]



RFC 7843 Third-Party ID May 2016

4.

For mat

The THI RD_PARTY_I D option as shown in Figure 4 uses the format of PCP
options as specified in [ RFC6887]:

0 1 2 3
01234567890123456789012345678901

B Lt r s i i i o o T s ks S R S
| Option Code=13 | Reserved | Option Length

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| |
| THI RD_PARTY_I D

| |
| |
R R R R e e s o S e R S S S S S S e e e e e
Opti on Nane: THI RD_PARTY_I D

Opti on Code: 13

Pur pose: Together with the THI RD_PARTY option, the

THI RD_PARTY_ID option identifies a third party
for which a request for an external |P address
and port is nade.

Valid for Opcodes: MAP, PEER

Lengt h: Vari abl e; maxi nrum 1016 octets.

May appear in: Request. May appear in response only if it
appeared in the associated request.

Maxi mum occurrences: 1

Figure 4: THI RD_PARTY_I D Option

The "Reserved" field and the "Option length" field are to be set as
specified in Section 7.3 of [RFC6887].

The "TH RD_PARTY_I D' field contains a deploynent-specific identifier
that identifies a realmof a NAT map entry. Together with a

THI RD_PARTY option it can be used to identify a subscriber’s session
on a PCP-controlled device. |t has no other senmantics.

The "THI RD_PARTY_I D' is not bound to any specific identifier. |1t can
contai n any depl oynment -specific value that the PCP client and the PCP
server agree on. How this agreenent is reached if both PCP server
and client are not administered by the sanme entity is beyond the
scope of this docunent. Also, the client does not need to have an
under standi ng of how the IDis being used at the PCP server

If an identifier is used that is based on an existing standard, then
the encoding rules of that standard nust be followed. As an exanple,
in case a session ID of the Layer 2 Tunneling Protocol version 3
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(L2TPv3) [RFC3931] is being used, then that identifier has to be
encoded the sane way it would be encoded in the L2TPv3 session
header. This allows for a sinple octet-by-octet conparison at the
PCP-control | ed device

[ RFC6887] expects option data to always conme in multiples of an
octet. An ID, however, might not fulfill this criterion. As an
exanple, an MPLS label is 20 bits wide. |In these cases, padding is
done by appending O bits until the byte boundary is reached. After
that, the padding rules of [RFC6887] apply.

The option nunber is in the nandatory-to-process range (0-127),
meani ng that a request with a TH RD PARTY_ID option is processed by
the PCP server if and only if the THI RD PARTY_ID option is supported
by the PCP server. Therefore, it should not be included unless the
PCP client is certain that a mapping w thout the THIRD PARTY_ ID is

i mpossi bl e.

4.1. Result Codes
The following PCP Result Codes are new

24: THI RD_PARTY_I D UNKNOWN: The provided identifier in a
THI RD_PARTY_I D option is unknown/unavail able to the PCP server
This is along lifetine error.

25: THI RD_PARTY_M SSI NG_OPTI ON: This error occurs if both
THI RD_PARTY and THI RD_PARTY_I D options are expected in a request
but one option is mssing. Thisis along lifetine error

26: UNSUPP_THI RD PARTY | D LENGTH: The received option length is not
supported. This is a long lifetime error.

5. Behavi or

The follow ng sections describe the operations of a PCP client and a
PCP server when generating the request and processing the request and
response.

5.1. Cenerating a Request

In addition to generating a PCP request that is described in

[ RFC6887], the following has to be applied. The TH RD PARTY ID
option MAY be included either in a PCP MAP or PEER opcode. |t MJST
be used in conbination with the THI RD_PARTY option, which provides an
| P address. The THI RD _PARTY_ID option holds an identifier to allow
the PCP-controlled device to uniquely identify the internal host
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(specified in the TH RD_PARTY option) for which the port napping is
to be established or nodified. The padding rules described in
Section 4 apply.

5.2. Processing a Request

The THI RD PARTY ID option is in the nmandatory-to-process range; if
the PCP server does not support this option, it MJST return an
UNSUPP_OPTI ON response. |f the provided identifier in a

THI RD_PARTY_I D option is unknown/unavail able, the PCP server MJST
return a TH RD_PARTY_I D UNKNOMN response. |f the PCP server receives
a request with an unsupported THI RD PARTY ID option length, it MJST
return an UNSUPP_THI RD PARTY_ | D LENGTH response. |f the PCP server
receives a TH RD_PARTY_I D option without a TH RD_PARTY option, it
MUST return a THI RD_PARTY_M SSI NG_OPTI ON r esponse.

Upon receiving a valid request with a legal TH RD_PARTY_I D option
identifier, the nmessage is processed as specified in [ RFC6887],

except that the identifier contained in the THHRD PARTY IDis used in
addi ti on when accessing a nmapping table. |Instead of just using the
val ue contained in the TH RD_PARTY option when accessing the interna
Internet address of a mapping table, now the conbination of the two
val ues contained in the TH RD_PARTY option and in the THH RD PARTY_ID
option is used to access the conbination of the internal Internet
address and the internal realmof a NAT map entry.

If two or nore different tunnel technol ogies are being used,
precautions need to be taken to handl e potential overlap of the ID
spaces of these technol ogies. For exanple, different PCP client/PCP
server pairs can be used per tunnel technol ogy.

5.3. Processing a Response
In addition to the response processing described in [ RFC6887], if the
PCP client receives a TH RD PARTY_ I D UNKNOMNN or a
UNSUPP_THI RD_PARTY_|I D_LENGTH or a TH RD_PARTY_M SSI NG_OPTI ON r esponse
back for its previous request, it SHOULD report an error. \Were to
report an error is based on policy.

6. | ANA Considerations

The following PCP Option Code has been allocated in the mandatory-to-
process range:

o 13: TH RD_PARTY_ID
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The following PCP Result Codes have been all ocated:
0 24: TH RD_PARTY_| D_UNKNOWN
o0 25: TH RD_PARTY_M SSI NG_OPTI ON
0 26: UNSUPP_THI RD_PARTY_| D_LENGTH
7. Security Considerations

This option is to be used in conbination with the TH RD_PARTY option
Consequently, all corresponding security considerations in

Section 18.1.1 of [RFC6887] apply. |In particular, the network on

whi ch the PCP nessages are sent nust be sufficiently protected.
Further, it is RECOMVENDED to use PCP authentication [RFC7652] unless
the network already has appropriate authentication nmeans in place.

The THI RD PARTY I D option carries a context identifier whose type and
I ength is deploynment and inpl enmentati on dependent. This identifier
m ght carry privacy sensitive information. It is therefore
RECOMVENDED to utilize identifiers that do not have such privacy
concerns. Means to protect unauthorized access to this information
MUST be put in place. |In the scenarios described in this docunent,
for exanple, access to the web portal or UPnP | GD-PCP | WF MUST be
aut henticated. GCenerally speaking, the identifier itself MJST only
be accessible by the network operator and MJST only be handl ed on
operator equi pnent. For exanple, creation of a PCP nessage on the
web portal or the UPnP IGD PCP IW is triggered by the subscriber,
but the actual option filling is done by an operator-controlled
entity.
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