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Abstract

Some DHCP options carry unique identifiers. These identifiers can
enabl e device tracking even if the device adm nistrator takes care of
randoni zi ng other potential identifications |ike |link-layer addresses
or | Pv6 addresses. The anonymity profiles are designed for clients
that wish to remain anonynous to the visited network. The profiles
provi de guidelines on the conposition of DHCP or DHCPv6 nessages,
designed to nminimze disclosure of identifying information
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1. Introduction

There have been reports of systenms that would nonitor the wirel ess
connections of passengers at Canadian airports [CNBC]. W can assune
that these are either fragnents or trial runs of a wi der systemthat
woul d attenpt to nonitor Internet users as they roamthrough wreless
access points and other tenporary network attachnents. W can al so
assune that privacy-conscious users will attenpt to evade this
monitoring -- for exanple, by ensuring that lowlevel identifiers
such as link-1layer addresses are "randomni zed", so that the devices

do not broadcast the same unique identifier in every location that
they visit.

O course, link-layer MAC (Media Access Control) addresses are not
the only way to identify a device. As soon as it connects to a
renote network, the device may use DHCP and DHCPv6 to obtain network
paraneters. The anal ysis of DHCP and DHCPv6 options shows that
paraneters of these protocols can reveal identifiers of the device
negating the benefits of |ink-layer address randonization. This is
docunmented in detail in [RFC7819] and [ RFC7824]. The natura
reaction is to restrict the number and values of such paraneters in
order to mnimze disclosure

In the absence of a commobn standard, different system devel opers are
likely to inplenent this mnimzation of disclosure in different

ways. Monitoring entities could then use the differences to identify
the software version running on the device. The proposed anonynity
profiles provide a common standard that mninizes information

di scl osure, including the disclosure of inplenentation identifiers.

1.1. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Application Donain

Mobi | e nodes can be tracked using nultiple identifiers, the nost

prom nent being |ink-I1ayer addresses, a.k.a. MAC addresses. For
exanpl e, when devices use W-Fi connectivity, they place the MAC
address in the header of all the packets that they transnit.

Standard i npl enentations of W-Fi use unique 48-bit |ink-Iayer
addresses, assigned to the devices according to procedures defined by
| EEE 802. Even when the W-Fi packets are encrypted, the portion of
t he header containing the addresses will be sent in cleartext.
Tracki ng devices can "listen to the airwaves" to find out what
devices are transmtting near them
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We can easily inmagine that the MAC addresses can be correlated with
other data, e.g., cleartext nanes and cookies, to build a registry

i nking MAC addresses to the identity of devices’ owners. Once that
correlation is done, tracking the MAC address is sufficient to track
i ndi vi dual people, even when all application data sent fromthe
devices is encrypted. Link-layer addresses can also be correl ated
with | P addresses of devices, negating the potential privacy benefits
of I Pv6 "privacy" addresses. Privacy advocates have reasons to be
concer ned.

The obvious solution is to "random ze" the MAC address. Before
connecting to a particular network, the device replaces the MAC
address with a randomy drawn 48-bit value. Link-layer address
randomi zati on was successfully tried at the I ETF nmeeting in Honolulu
i n Novenber 2014 [|ETFMACRandon] and in subsequent neetings

[ ETFTri al sAndMbre]; it is studied in the | EEE 802 EC Privacy
Recommendati on Study G oup [| EEEBO2PRSE . However, we have to

consi der the linkage between |ink-1layer addresses, DHCP identifiers,
and | P addresses.

2.1. MAC Address Random zation Hypot heses

There is not yet an established standard for random zing |ink-Iayer
addresses. Various prototypes have tried different strategies,
such as:

Per connection: Configure a randomlink-Ilayer address at the tine of
connecting to a network, e.g., to a specific W-Fi SSID (Service
Set Identifier), and keep it for the duration of the connection

Per network: Sane as "per connection", but always use the same
link-1ayer address for the same network -- different, of course,
fromthe addresses used in other networks.

Time interval: Change the |ink-layer address at regular time
intervals.

In practice, there are many reasons to keep the link-Iayer address
constant for the duration of a |link-layer connection, as in the
"per connection" or "per network" variants. In W-Fi networks,
changi ng the link-1ayer address requires dropping the existing W-Fi
connection and then re-establishing it, which inplies repeating the
connection process and associ ated procedures. The |IP addresses will
change, which neans that all required TCP connections will have to be
re-established. |If the network access is provided through a NAT
changi ng | P addresses al so neans that the NAT traversal procedures
will have to be restarted. This nmeans a |lot of disruption. At the
sanme tinme, an observer on the network will easily notice that a
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station left, another cane in just after that, and the new one
appears to be comunicating with the same set of |IP addresses as the
old one. This provides for easy correlation

The anonynmity profiles pretty much assunme that the |ink-Iayer address
randoni zation follows the "per connection” or "per network"
strategies, or a variant of the "tine interval" strategy in which the
i nterval has about the sane duration as the average connection

2. 2. MAC Addr ess Randoni zati on and DHCP

Froma privacy point of view, it is clear that the link-1layer
address, | P address, and DHCP identifier shall evolve in synchrony.
For exanple, if the link-layer address changes and the DHCP
identifier stays constant, then it is really easy to correlate old
and new |link-1ayer addresses, either by listening to DHCP traffic or
by observing that the I P address remains constant, since it is tied
to the DHCP identifier. Conversely, if the DHCP identifier changes
but the Iink-layer address remains constant, the old and new
identifiers and addresses can be correlated by listening to L2
traffic. The procedures docunented in the follow ng sections
construct DHCP identifiers fromthe current |ink-Iayer address,
automatically providing for this synchronization.

The proposed anonymity profiles solve this synchroni zation issue by
deriving nost identifiers fromthe |ink-layer address and by
general ly maki ng sure that DHCP paraneter values do not renmain
constant after an address change.

2.3. Radio Fingerprinting

MAC address randoni zati on solves the trivial nmonitoring problemin
whi ch soneone just uses a W-Fi scanner and records the MAC addresses
seen on the air. DHCP anonynity solves the nore el aborate scenario

i n which someone nonitors |ink-layer addresses and identities used in
DHCP at the access point or DHCP server. But these are not the only
ways to track a nobil e device

Radi o fingerprinting is a process that identifies a radio transmitter
by the unique "fingerprint" of its signal transmission, i.e., the
tiny differences caused by minute inperfections of the radio

transm ssion hardware. This can be applied to diverse types of

radi os, including W-Fi as described, for exanple, in

[ WFi Radi oFi ngerprinting]. No anpbunt of |ink-layer address

randoni zation will protect agai nst such techniques. Protections may
exi st, but they are outside the scope of the present docunent.
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On the other hand, we shoul d not renounce randoni zation just because
radio fingerprinting exists. The radio fingerprinting techniques are
harder to deploy than just recording |link-layer addresses with a
scanner. Such techniques can only track devices for which the
fingerprints are known and thus have a narrower scope of application
than mass nonitoring of addresses and DHCP paraneters.

2.4. (Qperating System Fingerprinting

When a standard |like DHCP allows for nultiple options, different

i npl ementers will make different choices for the options that they
support or the values they choose for the options. Conversely,

nmoni toring the options and val ues present in DHCP nessages reveal s
these differences and allows for "operating systemfingerprinting"
i.e., finding the type and version of software that a particular
device is running. Finding these versions provides sonme information
about the device's identity and thus goes agai nst the goal of
anonynmity.

The design of the anonynmity profiles attenpts to nmininize the nunber
of options and the choice of values, in order to reduce the
possibilities of operating system fingerprinting.

2.5. No Anonynmity Profile Identification

Revi ewers of the anonymity profiles have sonetinmes suggested addi ng
an option to explicitly identify the profiles as "using the anonynity
option". One suggestion is that the client tell the server about its
desire to remai n anonynous, so that a willing server could cooperate
and protect the client’s privacy. Another possibility would be to
use a specific privacy-oriented construct, such as, for exanple, a
new type of DHCP Unique ldentifier (DUD) for a tenporary DU D that
woul d be changi ng over tine.

This is not workable in a |arge nunber of cases, as it is possible
that the network operator (or other entities that have access to the
operator’s network) night be actively participating in surveillance
and anti-privacy, willingly or not. Declaring a preference for
anonymity is a bit Iike walking around with a Guy Fawkes mask. (See
[ GuyFawkesMask] for an explanation of this usage.) Wen anonynmty is
required, it is generally not a good idea to stick out of the crowd.
Sinmply revealing the desire for privacy could cause the attacker to
react by triggering additional surveillance or nonitoring nechani sns.
Therefore, we feel that it is preferable to not disclose one’s desire
for privacy.
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This preference |l eads to sone inportant inplications. In particular
we nake an effort to nake the mitigation techniques difficult to
di stinguish fromregular client behaviors, if at all possible.

2.6. Using the Anonynmity Profiles

There are downsi des to randoni zing |ink-layer addresses and DHCP
identifiers. By definition, random zation will break managenent
procedures that rely on tracking link-layer addresses. Even if this
is not too much of a concern, we have to be worried about the
frequency of |ink-layer address random zation. Suppose, for exanple,
that many devi ces woul d get new random | i nk-1ayer addresses at short
intervals, nmaybe every few minutes. This would generate new DHCP
requests in rapid succession, with a high risk of exhausting DHCPv4

address pools. Even with IPv6, there would still be a risk of
i ncreased nei ghbor discovery traffic and bl oating of various address
tables. Inplenmenters will have to be cautious when progranm ng

devices to use randoni zed MAC addresses. They will have to carefully
choose the frequency with which such addresses will be renewed.

Thi s docunent only provides guidelines for using DHCP when clients
care about privacy. W assune that the request for anonymity is
materi ali zed by the assignment of a randomi zed |ink-Ilayer address to
the network interface. Once that decision is nade, the foll ow ng
guidelines will avoid | eakage of identity in DHCP paraneters or in
assi gned addresses.

There nmay be rare situations where the clients want to remnain
anonynmous to attackers but not to the DHCP server. These clients
shoul d still use |link-layer address random zation to hide from
observers, as well as sonme form of encrypted comunication to the
DHCP server. This scenario is out of scope for this docunent.

To preserve anonynmity, the clients need to not use stable val ues for
the client identifiers. This is clearly a trade-off, because a
stable client identifier guarantees that the client will receive
consi stent parameters over time. An exanple is given in [RFC7618],
where the client identifier is used to guarantee that the sane client
will always get the same conbination of |IP address and port range.
Static clients benefit nmost from stable parameters and often can

al ready be identified by physical-connection-|ayer paraneters. These
static clients will normally not use the anonynity profiles. Mbile
clients, in contrast, have the option of using the anonymty profiles
in conjunction with [RFC7618] if they are nore concerned with privacy
protection than with stabl e paraneters.
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2.7. \What about privacy for DHCP servers?

Thi s docunent only provides recomendati ons for DHCP clients. The
main targets are DHCP clients used in nobile devices. Such devices
are tenpting targets for various nonitoring systenms, so there is an
urgent need to provide themw th a sinple anonymty solution. W can
argue that sone nobil e devices enbed DHCP servers and that providing
solutions for such devices is also quite inportant. Two plausible
exanpl es woul d be a DHCP server for a car network and a DHCP server
for a nobile hot spot. However, nobile servers get a lot of privacy
protection through the use of access control and |ink-Iayer
encryption. Servers nmay disclose information to clients through
DHCP, but they nornmally only do that to clients that have passed the
link-1ayer access control and have been authorized to use the network
services. This arguably nakes solving the server problemless urgent
than solving the client problem

Server privacy issues are presented in [RFC7819] and [ RFC7824].
Mtigation of these issues is left for further study.

3. Anonynity Profile for DHCPv4

Cients using the DHCPv4 anonymty profile limt the disclosure of

i nformati on by controlling the header paraneters and by linmting the
nunber and val ues of options. The nunber of options depends on the
speci fi ¢ DHCP nessage:

DHCPDI SCOVER:  The anonyni zed DHCPDI SCOVER nessages MUST contain the
Message Type option, MAY contain the Client Identifier option, and
MAY contain the Paranmeter Request List option. It SHOULD NOT
contai n any other option.

DHCPREQUEST: The anonym zed DHCPREQUEST nessages MJST contain the
Message Type option, MAY contain the Client Identifier option, and

MAY contain the Paraneter Request List option. |f the nessage is
in response to a DHCPOFFER, it MJST contain the correspondi ng
Server ldentifier option and the Requested | P address option. |f
the nmessage is not in response to a DHCPOFFER, it MAY contain a
Requested | P address option as explained in Section 3.3. It

SHOULD NOT contain any ot her option

DHCPDECLI NE: The anonymi zed DHCPDECLI NE nessages MJST contain the
Message Type option, the Server ldentifier option, and the
Requested | P address option; and MAY contain the Cient ldentifier
option.
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DHCPRELEASE: The anonymi zed DHCPRELEASE nessages MJST contain the
Message Type option and the Server ldentifier option, and MAY
contain the Client ldentifier option

DHCPI NFORM  The anonymni zed DHCPI NFORM nessages MJST contain the
Message Type option, MAY contain the Client Identifier option, and
MAY contain the Parameter Request List option. It SHOULD NOT
contai n any other option.

Header fields and option values SHOULD be set in accordance with the
DHCP specification, but sone header fields and option val ues SHOULD
be constructed per the follow ng guidelines.

The inclusion of the Host Name and Fully Qualified Domain Name (FQDN)
options in DHCPDI SCOVER, DHCPREQUEST, or DHCPI NFORM nessages i s
di scussed in Sections 3.7 and 3. 8.

3.1. Avoiding Fingerprinting

There are many choices for inplenenting DHCPv4 nessages. Clients can
choose to transnit a specific set of options, pick a particular
encodi ng for these options, and transmit options in different orders.
These choi ces can be used to fingerprint the client.

The follow ng sections provide gui dance on the encodi ng of options
and fields within the packets. However, this guidance al one nay not
be sufficient to prevent fingerprinting fromrevealing the device
type, the vendor nane, or the OS type and specific version

Fi ngerprinting may al so reveal whether the client is using the
anonynmty profile.

The client intending to protect its privacy SHOULD linmt the subset
of options sent in nessages to the subset listed in the remaining
subsecti ons.

The client intending to protect its privacy SHOULD randoni ze the
ordering of options before sending any DHCPv4 nessage. |If this

random orderi ng cannot be inplenented, the client MAY order the

options by option code nunber (lowest to highest).

3.2. dient IP Address Field

Four octets in the header of the DHCP nessages carry the "Client IP
address" (ciaddr) as defined in [RFC2131]. |In DHCP, this field is
used by the clients to indicate the address that they used
previously, so that as nuch as possible the server can allocate the
same address to them
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There are very few privacy inplications related to sending this
address in the DHCP nessages, except in the case of connecting to a
different network than the | ast network connected to previously. |If
the DHCP client sonmehow repeated the address used in a previous
network attachnment, nonitoring services mght use the information to
tie the two network | ocations. DHCP clients SHOULD ensure that the
field is cleared when they know that the network attachnent has
changed, particularly if the link-layer address is reset by a
device’'s adninistrator.

The clients using the anonynmity profile MJUST NOT include in the
message a Client | P address that has been obtained with a different
Iink-1ayer address.

3.3. Requested | P Address Option
The Requested I P address option is defined in [RFC2132] with code 50.

It allows the client to request that a particular |IP address be
assigned. This option is nmandatory in sonme protocol nessages per

[ RFC2131] -- for exanple, when a client selects an address offered by
a server. However, this option is not mandatory in the DHCPDI SCOVER
message. It is sinply a convenience -- an attenpt to regain the sane

| P address that was used in a previous connection. Doing so entails
the risk of disclosing an | P address used by the client at a previous
location or with a different link-layer address. This risk exists
for all forns of |IP addresses, public or private, as sone private
addresses may be used in a wi de scope, e.g., when an Internet Service
Provi der is using NAT.

When using the anonynity profile, clients SHOULD NOT use the
Requested | P address option in DHCPDI SCOVER nessages. They MJST use
t he opti on when nandated by DHCP -- for exanple, in DHCPREQUEST
nessages.

There are scenarios in which a client connecting to a network
renenbers a previously allocated address, i.e., when it is in the

I NI T-REBOOT state. |In that state, any client that is concerned with
privacy SHOULD perform a conpl ete four-way handshake, starting with a
DHCPDI SCOVER, to obtain a new address lease. |If the client can
ascertain that this is exactly the same network to which it was
previously connected, and if the |link-layer address did not change,
the client MAY i ssue a DHCPREQUEST to try to reclaimthe current

addr ess.
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3.4, dient Hardware Address Field

Si xteen octets in the header of the DHCP nessages carry the "dient
har dwar e address" (chaddr) as defined in [ RFC2131]. The presence of
this address is necessary for the proper operation of the DHCP

servi ce.

Har dwar e addresses, called "link-layer addresses” in nmany RFCs, can
be used to uniquely identify a device, especially if they follow the
| EEE 802 reconmendations. |f the hardware address is reset to a new

random zed val ue, the DHCP client SHOULD use the new randon zed val ue
in the DHCP nessages.

3.5. dient ldentifier Option

The Cient Identifier option is defined in [RFC2132] with

option code 61. It is discussed in detail in [RFC4361]. The purpose
of the Client Identifier optionis to identify the client in a nmanner
i ndependent of the link-layer address. This is particularly usefu

if the DHCP server is expected to assign the sanme address to the
client after a network attachment is swapped and the |ink-Iayer
address changes. It is also useful when the sanme node issues
requests through several interfaces and expects the DHCP server to
provi de consi stent configuration data over nmultiple interfaces.

The considerations for hardware i ndependence and strong client
identity have an adverse effect on the privacy of nobile clients,
because the hardware-i ndependent uni que identifier obviously enables
very efficient tracking of the clients’ novenents. One option would
be to not transnit this option at all, but this may affect
interoperability and will definitely mark the client as requesting
anonymity, exposing it to the risks nmentioned in Section 2.5.

The recomendations in [ RFC4361] are very strong, stating, for
exanpl e, that "DHCPv4 clients MJUST NOT use client identifiers based
solely on layer two addresses that are hard-wired to the | ayer two
device (e.g., the Ethernet MAC address)." These strong
reconmendations are in fact a trade-off between ease of managenent
and privacy, and the trade-off should depend on the circunstances.

In contradiction to [ RFC4361], when using the anonynity profile, DHCP
clients MJUST use client identifiers based solely on the |ink-Iayer
address that will be used in the underlying connection. This wll
ensure that the DHCP client identifier does not |eak any information
that is not already available to entities nonitoring the network

connection. It will also ensure that a strategy of random zing the
link-layer address will not be nullified by the Cient ldentifier
option.
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There are usages of DHCP where the underlying connection is a
point-to-point link, in which case there is no link-Iayer address
avail able to construct a non-revealing identifier. |If anonymity is
desired in such networks, the client SHOULD pick a randomidentifier
that is highly likely to be unique to the current |ink, using, for
exanpl e, a conbination of a |ocal secret and an identifier of the
connection. The algorithmfor conbining secrets and identifiers, as
described in Section 5 of [RFC7217], solves a similar problem The
criteria for the generation of random nunbers are stated

in [ RFC4086] .

3.6. Paraneter Request List Option

The Paraneter Request List (PRL) option is defined in [RFC2132] with
option code 55. It lists the paraneters requested fromthe server by
the client. Different inplenmentations request different paraneters.

[ RFC2132] specifies that "the client MAY list the options in order of

preference." |In practice, this neans that different client
i mpl enentations will request different paranmeters, in different
orders.

The choi ce of option nunbers and the specific ordering of option
nunbers in the PRL can be used to fingerprint the client. This may
not reveal the identity of a client but nmay provide additiona

i nformati on such as the device type, the vendor nane, or the OS type
and specific version.

The client intending to protect its privacy SHOULD only request a

m ni mal nunber of options in the PRL and SHOULD al so random y shuffle
the ordering of option codes in the PRL. If this random ordering
cannot be inplenented, the client MAY order the option codes in the
PRL by option code nunber (lowest to highest).

3.7. Host Nanme Option

The Host Nane option is defined in [ RFC2132] with option code 12.
Dependi ng on i npl enentations, the option value can carry either an
FQDN such as "nodel984. exanpl e. com' or a sinple host nane such as
"nodel984". The host name is comonly used by the DHCP server to
identify the host and also to automatically update the address of the
host in | ocal name services.

FQDNs are obviously unique identifiers, but even sinple host nanes
can provide a significant anmount of information on the identity of
the device. They are typically chosen to be unique in the context
where the device is nost often used. |In a context that contains a
substantial nunber of devices, e.g., in a large conpany or a big
university, the host nane will be a pretty good identifier of the
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device, due to the specificity required to ensure uni queness.

Moni toring services could use that information in conjunction with
traffic analysis and quickly derive the identity of the device's
owner .

When using the anonynity profile, DHCP clients SHOULD NOT send the
Host Name option. |If they choose to send the option, DHCP clients
MUST al ways send a non-qualified host name instead of an FQDN and

MUST obfuscate the host nane val ue.

There are many ways to obfuscate a host nane. The construction rules
SHOULD guarantee that a different host nanme is generated each tine
the Iink-layer address changes and that the obfuscated host nane will
not reveal the underlying link-layer address. The construction
SHOULD generate nanmes that are uni que enough to mninize collisions
inthe local Iink. dients MAY use the follow ng algorithm conpute
a secure hash of a local secret and of the |ink-layer address that
will be used in the underlying connection, and then use the
hexadeci mal representation of the first 6 octets of the hash as the
obf uscat ed host nane.

The al gorithm described in the previous paragraph generates an easily
recogni zabl e pattern. There is a potential downside to having such a
specific nanme pattern for hosts that require anonymity (the "sticking
out of the crowd" principle), as explained in Section 2.5. For this
reason, the above algorithmis just a suggestion.

3.8. dient FQDN Option

The Client FQDN option is defined in [ RFC4702] with option code 81
This option allows the DHCP clients to advertise to the DHCP server
their FQDN, such as "nobil e.exanple.cont. This would allow the DHCP
server to update in the DNS the PTR record for the | P address

all ocated to the client. Depending on circunstances, either the DHCP
client or the DHCP server could update in the DNS the A record for
the FQDN of the client.

Qobviously, this option uniquely identifies the client, exposing it to
the DHCP server or to anyone listening to DHCP traffic. In fact, if
the DNS record is updated, the location of the client becones visible
to anyone with DNS | ookup capabilities.

When using the anonynity profile, DHCP clients SHOULD NOT include the
Client FQDN option in their DHCP requests. Alternatively, they MAY

i ncl ude a speci al - purpose FQDN using the same host nane as in the
Host Name option, with a suffix matching the connection-specific DNS
suffix being advertised by that DHCP server. Having a name in the
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DNS al | ows working with | egacy systens that require one to be there,
e.g., by verifying that a forward and reverse | ookup succeeds with
the same result.

3.9. UU D QU D Based dient Machine Identifier Option

The UUI Y GUI D- based (where "UU D' neans "Universally Uni que
Identifier" and "GUI D' neans "Ad obally Unique lIdentifier")

Cient Machine Identifier option is defined in [RFC4578] with

option code 97. This option is part of a set of options for the
Intel Preboot eXecution Environnent (PXE). The purpose of the PXE
systemis to perform nmanagenent functions on a device before its nmain
CS is operational. The Cient Machine ldentifier carries a 16-octet
GUI D that uniquely identifies the device.

The PXE systemis clearly designed for devices operating in a
controlled environment. The main usage of the PXE systemis to
install a new version of the operating systemthrough a hi gh-speed
Et hernet connection. The process is typically controlled fromthe
user interface during the boot process. Combn sense seens to
dictate that getting a new operating systemfrom an unaut henti cat ed
server at an untrusted location is a really bad idea and that even if
the option was avail abl e users would not activate it. In any case,
the option is only used in the "pre-boot" environment, and there is
no reason to use it once the systemis up and running. Nodes
visiting untrusted networks MJST NOT send or use the PXE options.

3.10. User and Vendor C ass DHCP Options

Vendor-identifying options are defined in [ RFC2132] and [ RFC3925].
When using the anonynity profile, DHCPv4 clients SHOULD NOT use the
Vendor - Specific Information option (code 43), the Vendor d ass
Identifier option (code 60), the V-1 Vendor C ass option (code 124),
or the V-1 Vendor-Specific Information option (code 125), as these
options potentially reveal identifying information

4. Anonynmity Profile for DHCPv6
DHCPv6 is typically used by clients in one of two scenarios: statefu
or stateless configuration. |In the stateful scenario, clients use a

conmbi nation of Solicit, Request, Confirm Renew, Rebind, Release, and
Decl i ne nessages to obtain addresses and nanage these addresses.
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In the statel ess scenario, clients configure addresses using a
conbi nation of client-nmanaged identifiers and router-advertised
prefixes, wthout involving the DHCPv6 services. Different ways of
constructing these prefixes have different inplications on privacy,
whi ch are discussed in [ DEFAULT-11Ds] and [RFC7721]. In the

statel ess scenario, clients use DHCPv6 to obtain network
configuration paraneters, through the Infornmation-request nessage.

The choi ce between the stateful and statel ess scenarios depends on
flag and prefix options published by the Router Advertisenent
messages of local routers, as specified in [ RFC4861]. Wen these
options enabl e statel ess address configuration, hosts using the
anonynmity profile SHOULD use statel ess address configuration instead
of stateful address configuration, because stateless configuration
requi res fewer information disclosures than stateful configuration

When using the anonymty profile, DHCPv6 clients carefully select
DHCPv6 options used in the various nessages that they send. The |ist
of options that are nandatory or optional for each nessage is
specified in [RFC3315]. Sone of these options have specific

i mplications on anonynity. The follow ng sections provide gui dance
on the choice of option values when using the anonynmity profile.

4.1. Avoiding Fingerprinting

There are many choices for inplenenting DHCPv6 nessages. As
explained in Section 3.1, these choices can be used to fingerprint
the client.

The followi ng sections provide gui dance on the encodi ng of options.
However, this guidance al one nay not be sufficient to prevent
fingerprinting fromrevealing the device type, the vendor nane, or
the OS type and specific version. Fingerprinting may also revea
whet her the client is using the anonymty profile.

The client intending to protect its privacy SHOULD Iimt the subset
of options sent in nessages to the subset listed in the follow ng
secti ons.

The client intending to protect its privacy SHOULD randomni ze the
ordering of options before sending any DHCPv6 nessage. |If this

random or deri ng cannot be inplenented, the client MAY order the

options by option code nunber (lowest to highest).
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4.2. Do not send Confirm nmessages, unless really sure about
the | ocation

[ RFC3315] requires clients to send a Confirm nessage when they attach
to anewlink to verify whether the addressing and configuration

i nformati on they previously received is still valid. This

requi renent was relaxed in [ DHCPv6bis]. Wen these clients send
Confirm nessages, they include any Identity Associations (IAs)
assigned to the interface that may have noved to a new link, along
with the addresses associated with those | As. By exam ning the
addresses in the Confirm nessage, an attacker can trivially identify
the previous point(s) of attachnent.

Clients interested in protecting their privacy SHOULD NOT send
Confirm nmessages and instead SHOULD directly try to acquire addresses
on the new link. However, not sending Confirm nmessages can result in
connectivity hiatus in sone scenarios, e.g., roam ng between two
access points in the sanme wireless network. DHCPv6 clients that can
verify that the previous link and the current link are part of the
sane network MAY send Confirm nessages while still protecting their
privacy. Such link identification should happen before DHCPv6 is
used, and thus it cannot depend on the DHCPv6 information used in

[ RFC6059]. In practice, the nost reliable detection of network
attachnent is through link-layer security, e.g., [|EEE8021X]

4.3. Cdient Identifier DHCPv6 Option

The DHCPv6 Client ldentifier option is defined in [ RFC3315] with
option code 1. The purpose of the Cient lIdentifier optionis to
identify the client to the server. The content of the option is a
DHCP Uni que ldentifier (DUID). One of the primary privacy concerns
is that a client is disclosing a stable identifier (the DU D) that
can be used for tracking and profiling. Three DU D formats are
specified in [RFC3315]: link-layer address plus time (DU D-LLT),
Vendor - assi gned uni que | D based on Enterprise Nunber, and |ink-Iayer
address. A fourth type, DUD UUD, is defined in [ RFC6355].

When using the anonymity profile in conjunction with random zed

I ink-1ayer addresses, DHCPv6 clients MJST use DU D format nunber 3 --
Iink-layer address. The value of the link-layer address should be
the value currently assigned to the interface.

When using the anonynity profile wthout the benefit of randonized
Iink-layer addresses, clients that want to protect their privacy
SHOULD generate a new randomi zed DUl D-LLT every time they attach to a
new | ink or detect a possible link change event. Syntactically, this
identifier will conformto [RFC3315], but its content is neaningless.
The exact details are left up to inplenenters, but there are severa
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factors that should be taken into consideration. The DU D type
SHOULD be set to 1 (DUIDLLT). Hardware type SHOULD be set
appropriately to the hardware type in question. The link address
enbedded in the LLT SHOULD be set to a random zed value. Tinme SHOULD
be set to a randomtimestanp fromthe previous year. Tinme MAY be set
to current tine, but this will reveal the fact that the DUDis newy
generated and thus could provide information for device
fingerprinting. The criteria for generating highly uni qgue random
nunbers are listed in [ RFC4086] .

4.3.1. Anonynous | nformation-request

According to [ RFC3315], a DHCPv6 client includes its client
identifier in nost of the nmessages it sends. There is one exception
however: the client is allowed to onit its client identifier when
sendi ng I nformation-request nessages.

When using statel ess DHCPv6, clients wanting to protect their privacy
SHOULD NOT include client identifiers in their Information-request
nmessages. This will prevent the server fromspecifying client-
specific options if it is configured to do so, but the need for
anonymty precludes such options anyway.

4.4, Server ldentifier Option

Wien using the anonynmity profile, DHCPv6 clients SHOULD use the
Server ldentifier option (code 2) as specified in [RFC3315]. dients
MUST only include server identifier values that were received with
the current link-layer address, because the reuse of old val ues

di scl oses information that can be used to identify the client.

4.5, Address Assignnment Options

When using the anonynmity profile, DHCPv6 clients might have to use
Solicit or Request nessages to obtain |IPv6 addresses through the
DHCPv6 server. In DHCPv6, the collection of addresses assigned to a
client is identified by an A dients interested in privacy SHOULD
request addresses using the I A for the Non-tenporary Addresses option
(I'A_NA, code 3) [RFC3315].

The 1A NA option includes an | AID paraneter that identifies a unique
IA for the interface for which the address is requested. Cients
interested in protecting their privacy MIST ensure that the | Al D does
not enable client identification. They also need to conformto the
requi renent of [RFC3315] that the IAID for that | A MIST be consi stent
across restarts of the DHCPv6 client. W interpret that as requiring
that the I AID MUST be constant for the association, as |long as the
link-1ayer address remains constant.
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Cients MAY neet the privacy, uniqueness, and stability requirenents
of the IAID by constructing it as the conbination of 1 octet encoding
the interface nunber in the system and the first 3 octets of the
link-1ayer address.

The clients MAY use the | A Address option (code 5) [RFC3315] but need
to bal ance the potential advantage of "address continuity" versus the
potential risk of "previous address disclosure". A potentia

solution is to renpve all stored addresses when a link-1layer address
changes and to only use the I A Address option with addresses that
have been explicitly assigned through the current |ink-Iayer address.

4.5.1. Obtain Tenporary Addresses

[ RFC3315] defines a special container (1A TA code 4) for requesting
tenporary addresses. This is a good nechanismin principle, but
there are a nunber of issues associated with it. First, this is not
a wdely used feature, so clients depending solely on tenporary
addresses may | ock thensel ves out of service. Secondly, [RFC3315]
does not specify any lifetime or |ease length for tenporary
addresses. Therefore, support for renew ng tenporary addresses nay
vary between client inplenmentations, including no support at all
Finally, by requesting tenporary addresses, a client reveals its
desire for privacy and potentially risks counterneasures as descri bed
in Section 2.5.

Because of these issues, clients interested in their privacy
SHOULD NOT use | A TA

The addresses obtained according to Section 4.5 are neant to be
non-tenporary, but the anonymity profile uses themas tenporary, and
they will be discarded when the |ink-layer address is changed. They
thus nmeet nost of the use cases of the tenporary addresses defined in
[ RFC4941]. dients interested in their privacy should not publish
their 1 Pv6 addresses in the DNS or otherw se associate themw th name
services, and thus do not normally need two cl asses of addresses --
one public, one tenporary.

The use of nechanisns to allocate several |Pv6 addresses to a client
whil e preserving privacy is left for further study.
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4.5.2. Prefix Delegation

The use of DHCPv6 address assignnent option for Prefix Del egation
(PD) is defined in [RFC3633]. Because current host OS

i npl ement ations do not typically request prefixes, clients that w sh
to use DHCPv6 PD -- just like clients that wish to use any DHCP or
DHCPv6 option that is not currently widely used -- should recognize
that doing so will serve as a formof fingerprinting, unless or unti
the use of DHCPv6 PD by clients becones nore w despread.

The anonymity properties of DHCPv6 PD, which uses A PD IAs, are
simlar to those of DHCPv6 address assignnent using |A NA|lAs. The
| AID could potentially be used to identify the client, and a prefix
hint sent in the |A PD Prefix option could be used to track the
client’s previous location. dients that desire anonynity and never
request nore than one prefix SHOULD set the IAID value to zero, as
aut horized in Section 6 of [RFC3633], and SHOULD NOT document any
previously assigned prefix in the A PD Prefix option.

4.6. Option Request Option

The Option Request Option (ORO) is defined in [RFC3315] with

option code 6. It specifies the options that the client is
requesting fromthe server. The choice of requested options and the
order of encoding of these options in the ORO can be used to
fingerprint the client.

The client intending to protect its privacy SHOULD only request a

m ni mal subset of options and SHOULD random y shuffle the ordering of
option codes in the ORO If this random ordering cannot be

i mpl enented, the client MAY order the option codes in the ORO by
option code nunber (lowest to highest).

4.6.1. Previous Option Val ues

According to [ RFC3315], the client that includes an OROin a Solicit
or Request nessage MAY additionally include instances of those
options that are identified in the ORO, with data values as hints to
the server about paraneter values the client would Iike to have

r et ur ned.

When using the anonynity profile, clients SHOULD NOT i nclude such
i nstances of options, because old values night be used to identify
the client.
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4.7. Authentication Option

The purpose of the Authentication option (code 11) [RFC3315] is to
authenticate the identity of clients and servers and the contents of
DHCPv6 nmessages. As such, the option can be used to identify the
client, so it is inconpatible with the stated goal of "client
anonynmity". DHCPv6 clients that use the anonynity profile SHOULD NOT
use the Authentication option. They MAY use it if they recognize
that they are operating in a trusted environment, e.g., in a

wor kpl ace net wor k.

4.8. User and Vendor Cl ass DHCPv6 Options

Wien using the anonynmity profile, DHCPv6 clients SHOULD NOT use the
User Class option (code 15) or the Vendor C ass option (code 16)

[ RFC3315], as these options potentially reveal identifying

i nformation.

4.9. dient FQDN DHCPv6 Option

The DHCPv6 Client FQDN option is defined in [RFC4704] with

option code 39. This option allows the DHCPv6 clients to advertise
to the DHCPv6 server their FQDN, such as "nobil e.exanple.conf. Wen
using the anonymty profile, DHCPv6 clients SHOULD NOT i nclude the
Cient FQDN option in their DHCPv6 nessages, because it identifies
the client. As explained in Section 3.8, they MAY use a local-only
FQN by conbi ning a host name derived fromthe |ink-layer address and
a suffix advertised by the | ocal DHCPv6 server.

5. Operational Considerations

The anonynity profiles have the effect of hiding the client identity
fromthe DHCP server. This is not always desirable. Some DHCP
servers provide facilities |like publishing nanes and addresses in the
DNS, or ensuring that returning clients get reassigned the same

addr ess.

Clients using an anonynity profile may be consuning nore resources.
For exanple, when a client changes its |ink-layer address and
requests a new | P address, the old IP address is still marked as

| eased by the server.

Some DHCP servers will only give addresses to pre-regi stered MAC
addresses, forcing clients to choose between remai ni ng anonynous and
obt ai ni ng connectivity.

| mpl enenters SHOULD provide a way for clients to control when the
anonynmity profiles are used and when standard behavior is preferred.
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| mpl enenters MAY inplenent this control by tying the use of the
anonynmity profiles to that of |ink-layer address randonization.

6. Security Considerations

The use of the anonynity profil es does not change the security
consi derati ons of the DHCPv4 or DHCPv6 protocols [RFC2131] [ RFC3315].
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