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Abst ract

Thi s docunent defines a neans of advertising one or nore Seanl ess
Bi di rectional Forwarding Detection (S-BFD) Discrimnators using the
| S-1S Router CAPABILITY TLV.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7883.
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Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.
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1. Introduction

[ RFC7880] defines a sinplified nechanismfor using Bidirectional
Forwar di ng Detection (BFD) [RFC5880]. This nechani sm depends on
net wor k nodes knowi ng the BFD Di scrimnators that each node in the
network has reserved for this purpose. The use of the Internediate
Systemto Internediate System (1S-1S) [IS-IS] protocol is one

possi bl e means of advertising these discrimnnators.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.  Encodi ng For nmat
The 1S-1S Router CAPABILITY TLV as defined in [ RFC4971] will be used
to advertise Seanml ess BFD (S-BFD) Discrimnators. A new sub-TLV is
defined as described below S-BFD Discrimnators sub-TLVs are
formatted as specified in [ RFC5305].

No. of octets

o m e e e e e e e e e e e mea - +

| Type (20) | 1

o e e e e e e e e e e e e +

| Length (nultiple of 4) | 1

o m e e e e e e aaa - +

| Discrimnator Value(s) | 4/ Di scri m nat or
o e e e e e e e e e e - +

The inclusion of an S-BFD Discrimnators sub-TLV in a Router

CAPABI LI TY TLV is optional. Miltiple S-BFD D scriminators sub-TLVs
MAY be advertised by an I'S. How a given discrininator is mapped to a
specific use case when nmultiple S-BFD Discrimnators are adverti sed
is out of scope for this document.

S-BFD Di scrinminator advertisenments MAY be fl ooded within an area or
t hr oughout the donmain, using the procedures specified in [ RFC4971].
The appropriate fl oodi ng scope depends on the intended use of S BFD.
If S-BFD usage will be exclusively within a Level -1 area, then area
scope is appropriate. |If S-BFD usage will span different Level-1
areas, then domain scope is appropriate.
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3.

| ANA Consi der ati ons

| ANA has added a new sub-TLV in the "Sub-TLVs for TLV 242" registry.
The registration is as foll ows:

20 S-BFD Di scrininators
Security Considerations

Security concerns for IS 1S are addressed in [IS-1S], [RFC5304], and
[ RFC5310]. The new S-BFD Discrimnators sub-TLV does not introduce
any new security risks for 1S1S

Advertising the S-BFD Discrimnators nakes it possible for attackers
toinitiate S-BFD sessions using the advertised information. The
vulnerabilities this poses and howto nmitigate themare discussed in
[ RFC7880] .
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