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Abst r act

The BGP-based control procedures for Milticast Virtual Private

Net wor ks (MVPNs) mneke use of a BGP attribute known as the

"P-Mul ticast Service Interface (PVSl) Tunnel™ attribute. The
attribute contains a one-octet "Flags" field. The purpose of this
docunent is to establish an IANA registry for the assignnent of the
bits inthis field. Since the "Flags" field contains only eight
bits, this docunent al so defines a new BGP Extended Conmmunity,
"Additional PMSI Tunnel Attribute Flags", that can be used to carry
additional flags for the "P-Multicast Service Interface (PMSI)
Tunnel " attribute. This docunent updates RFC 6514.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7902
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This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

I ntroduction e e e s
Extendi ng the "PMSI Tunnel" Attribute "Flags" Field

| ANA Consi derations . e e e
Security Considerations

. Normative References

Acknowl edgnents .

Aut hors’ Addresses

Grwnpe
N~NOOOOITWN

1. Introduction

A BGP attribute, "P-Miulticast Service Interface (PMSlI) Tunnel"
attribute is defined in [RFC6514]. This attribute, referred to as
the "PMSI Tunnel" attribute in this docunment, contains a one-octet
"Flags" field. Only one flag is defined in that RFC, but there is
now a need to define additional flags. However, that RFC did not
create an | ANA registry for the assignnent of bits in the "Flags"
field. This document creates a registry for that purpose. In
addition, there may be a need to define nore than eight flags.
Therefore this docunent defines a new BGP Ext ended Community,
"Additional PMSI Tunnel Attribute Flags", that can be used to carry
additional flags for the "PMSI Tunnel" attribute. A registry is also
created for this Extended Community, allowing | ANA to assign flag
bits fromthe Extended Comunity’s six-octet value field.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Rosen & Morin St andards Track [ Page 2]



RFC 7902 PMSI Tunnel Attribute Fl ags June 2016

2. Extending the "PMSI Tunnel" Attribute "Flags" Field

In [ RFC6514], only a single octet in the "PMSI Tunnel" attribute is
defined to carry bit flags. This allows eight flags, which is
unlikely to be sufficient for all future applications.

Thi s docunent defines a new Transitive Opaque Extended Comunity

([ RFC4360] [RFC7153]), "Additional PMSI Tunnel Attribute Flags". It
al so defines a new bit flag in the "PMSI Tunnel" attribute "Fl ags"
field, called the "Extension" flag.

The "Additional PMSI Tunnel Attribute Flags" Extended Conmunity MJST
NOT be carried by a given BGP UPDATE nessage unless the follow ng
condi tions both hold:

o the given BGP UPDATE nessage is also carrying a "PMSI Tunnel"
attribute, and

o the "Extension" flag of that "PMSI Tunnel" attribute' s "Flags"
field is set.

The six-octet value field of the "Additional PMSI Tunnel Attribute
Fl ags" Extended Community is considered to be a string of 48 one-bit
flags. As shown in Figure 1, the leftnost bit (the nost significant
bit of the nost significant octet) is bit 0, and the rightnost bit
(the least significant bit of the |east significant octet) is bit 47.

0 1 2 3
01234567890123456789012345678901
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T I T S S T it S S S S S S S T e

3 4
23456789012345¢617
e S e S S et sl it N S

e T

Figure 1: Value Field of the "Additional PNSI
Tunnel Attribute Flags" Extended Community

A BGP speaker MJST NOT attach nore than one "Additional PNMSI Tunnel
Attribute Flags" Extended Community to a given BGP UPDATE. |If a
gi ven BGP UPDATE al ready contains an "Additional PMSI Tunnel
Attribute Flags" Extended Community, a BGP speaker MJST NOT attach
any additional such Extended Comunities.
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If a BGP speaker receives a BGP UPDATE with nore than one "Additiona
PMSI Tunnel Attribute Flags" Extended Communities attached, only the
flag settings in first occurrence of the Extended Community are
significant. Flag settings in subsequent occurrences of the Extended
Community MJST be ignored. Wen propagating the UPDATE, al

i nstances of the Extended Community other than the first SHOULD be
removed

Suppose a BGP speaker receives an UPDATE nessage that contains a
"PMBI Tunnel " attribute, but does not contain an "Additional PMS
Tunnel Attribute Flags" Extended Conmunity. |[If the "Extension" flag
of the "PMBI Tunnel" attribute is set, the UPDATE is considered to be
mal fornmed, and the "treat-as-w thdraw' procedure of [RFC7606] MJST be
appl i ed.

If a BGP speaker receives an UPDATE nessage that contains one or nore
"Additional PMSI Tunnel Attribute Flags" Extended Communities, but
either (a) that UPDATE nessage does not contain a "PMSI Tunnel"
attribute, or (b) the "Extension" flag of the "PMSI Tunnel" attribute
is not set, then the Extended Comunity(ies) SHOULD be renoved and
SHOULD NOT be redistributed. The BGP UPDATE nmessage MJUST be
processed (and if necessary, redistributed) as if the Extended
Communi ty(i es) had not been present.

A BGP speaker that supports the current docunent, but does not
recogni ze a particular flag (either in the" PMSI Tunnel" attribute
"Flags" field or in the "Additional PMSI Tunnel Attribute Flags"

Ext ended Conmunity) MJIST sinply ignore that flag. |f the BGP speaker
propagates either the "PMSI Tunnel™ attribute, the "Additional PM
Tunnel Attribute Flags" Extended Conmunity, or both along with the
UPDATE nessage, it SHOULD | eave the setting of the flag unchanged.

It is possible that a particular application will require all nenbers
of a particular set of BGP speakers to support a particular flag.

How it is determ ned whether all such BGP speakers support that flag
is outside the scope of this docunent.

In sone situations, a BGP speaker nay need to nodify or replace the
"PMSI Tunnel" attribute before propagating an UPDATE. |f the
"Extension" flag of the "PMSI Tunnel" attribute was set before the
attribute is nodified or replaced, but that flag is no | onger set
after the attribute is nodified or replaced, any "Additional PMS
Tunnel Attribute Flags" Extended Conmunities MJUST be renoved before
the UPDATE is propagated. |If the "PMSI Tunnel" attribute is renoved
entirely before an UPDATE is propagated, the "Additional PMSI Tunne
Attribute Flags" Extended Communities (if any) MJST al so be renpved.
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3.

| ANA Consi der ati ons

| ANA has created a new registry called "P-Milticast Service Interface
(PVBI) Tunnel Attribute Flags" in the "Border Gateway Protocol (BGP)
Par aneters” registry

Per Section 5 of [RFC6514], a "PMSI Tunnel" attribute contains a
"Fl ags" octet. The "Flags" field is a single octet, with bits
nunbered, left-to-right, fromO to 7. |1ANA has initialized the
registry as foll ows:

Bit Position Descri ption Ref er ence
(left to right)

unassi gned

Ext ensi on Thi s docunent
unassi gned

unassi gned

unassi gned

unassi gned

unassi gned

Leaf Information Required (L) RFC 6514

~NOoO U WNPEO

"PMSI Tunnel" Attribute Flags

The registration procedure for this registry is Standards Action
| ANA has al so assigned the codepoint 0x07 fromthe "First Cone, First
Served" range of the "Transitive Opaque Extended Conmunity Sub- Types"
registry for "Additional PMSI Tunnel Attribute Fl ags”
| ANA has established a registry for the bit flags carried in the
"Additional PMSI Tunnel Attribute Flags" Extended Community. The
bits are nunbered 0-47, with 0 being the nost significant bit and 47
being the least significant bit. The registration policy for this
registry is "Standards Action".
The initial registry should be as foll ows:

Bit Flag Nane Ref erence

0- 47 Unassi gned

Addi tional "PMSI Tunnel" Attribute Flags
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4.

Security Considerations

Thi s docunent establishes an | ANA regi stry, and defines a new
Transitive Opaque Extended Community ([ RFC4360], [RFC7153]).

Establ i shnent of an | ANA regi stry does not raise any security
consi derati ons.

Whil e this docunent defines a new Extended Conmunity for carrying bit
flags, it does not define any of the bit flags in that Extended
Community. Therefore, no security considerations are raised.

Thi s docunent defines a new flag, the "Extension" flag, in the "PMSI
Tunnel " attribute. |f a particular UPDATE contains a "PMSI Tunnel"
attribute with this flag set, but the UPDATE does not contain an
"Additional PMSI Tunnel Attribute Flags" Extended Community, then the
UPDATE is considered to be malfornmed, and the "treat-as-wthdraw'
procedure of [RFC7606] is invoked. Thus, one can cause an UPDATE to
be treated as a withdrawal by incorrectly setting this bit.
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