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Transport Layer Security (TLS) False Start
Abstr act

Thi s docunent specifies an optional behavior of Transport Layer
Security (TLS) client inplenentations, dubbed "False Start". It
affects only protocol timng, not on-the-wire protocol data, and can
be inplemented unilaterally. A TLS False Start reduces handshake

| atency to one round trip.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet
Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7918

Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

A full handshake in TLS protocol versions up to TLS 1.2 [ RFC5246]
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requires two full protocol rounds (four flights) before the handshake

is conplete and the protocol parties nmay begin to send application
data. Thus, using TLS can add a latency penalty of two network

round-trip times for application protocols in which the client sends
data first, such as HITP [ RFC7230]. Figure 1 (copied from [ RFC5246])

shows the nmessage flow for a full handshake.
Cient Server

dientHello  —eo-oo--- >
ServerHell o
Certificate*
Ser ver KeyExchange*
Certificat eRequest*

R Server Hel | oDone
Certificate*
d i ent KeyExchange
CertificateVerify*
[ ChangeGi pher Spec]
Finished -------- >

[ ChangeGi pher Spec]

<e-m----- Fi ni shed

Application Data <------- > Application Data

Figure 1: Message Flow for a Full Handshake
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Thi s docunent describes a technique that alleviates the | atency
burden i nposed by TLS: the client-side TLS False Start. |If certain
conditions are nmet, the client can start to send application data
when the full handshake is only partially conplete, nanmely, when the
client has sent its own ChangeC pher Spec and Fi ni shed nessages (thus
havi ng updated its TLS Record Protocol wite state as negotiated in
t he handshake) but has yet to receive the server’s ChangeC pher Spec
and Fi ni shed nmessages. (Per Section 7.4.9 of [RFC5246], after a ful
handshake, the client would have to del ay sending application data
until it has received and validated the server’s Finished nessage.)
Accordingly, the latency penalty for using TLS with HTTP can be kept
at one round-trip tine.

Note that in practice, the TCP three-way handshake [ RFC0793]
typically adds one round-trip tine before the client can even send
the CientHello. See [RFC7413] for a |l atency inprovenent at that

| evel

Wien an earlier TLS session is resuned, TLS uses an abbrevi ated
handshake with only three protocol flights. For application
protocols in which the client sends data first, this abbreviated
handshake adds just one round-trip tinme to begin with, so there is no
need for a client-side False Start. However, if the server sends
application data first, the abbrevi ated handshake adds two round-trip
tinmes, and this could be reduced to just one added round-trip tinme by
doing a server-side False Start. There is little need for this in
practice, so this document does not consider server-side False Starts
further.

Note al so that TLS versions 1.3 [TLS13] and beyond are out of scope
for this docunent. False Start will not be needed with these newer
versi ons since protocol flows ninimzing the number of round trips

have beconme a first-order design goal

In a False Start, when the client sends application data before it
has received and verified the server’s Finished nessage, there are
two possi bl e outcones:

o The handshake conpl etes successfully: The handshake is
retroactively validated when both Finished nmessages have been
received and verified. This retroactively validates the
handshake. In this case, the transcript of protocol data carried
over the transport underlying TLS will | ook as usual, apart from
the different tinming
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0 The handshake fails: If a party does not receive the other side’s
Fi ni shed nmessage or if the Finished nessage’s contents are not
correct, the handshake never gets validated. This neans that an
attacker nmay have renoved, changed, or injected handshake
messages. In this case, data has been sent over the underlying
transport that would not have been sent without the False Start.

The latter scenario nakes it necessary to restrict when a Fal se Start
is allowed, as described in this docunment. Section 3 considers basic
requirenents for using False Start. Section 4 specifies the behavior
for clients, referring to inportant security considerations in
Section 5.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", " RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. False Start Conpatibility

TLS False Start as described in detail in the subsequent sections, if
i npl emented, is an optional feature.

A TLS server inplenentation is defined to be "False Start conpati bl e"
if it tolerates receiving TLS records on the transport connection
early, before the protocol has reached the state to process them

For successful use of client-side False Start in a TLS connection
the server has to be False Start conpatible. Qut-of-band know edge
that the server is False Start conpatible may be available, e.g., if
this is mandated by specific application profile standards. As

di scussed in Appendix A the requirement for False Start
conmpatibility generally does not pose a hindrance in practice.

4. dient-Side False Start

This section specifies a change to the behavior of TLS client
i mpl ementations in full TLS handshakes.

When the client has sent its ChangeCi pher Spec and Fi ni shed nessages,
its default behavior per [RFC5246] is to not send application data
until it has received the server’s ChangeC pher Spec and Fi ni shed
messages, which conpl etes the handshake. Wth the False Start
protocol nodification, the client MAY send application data earlier
(under the new Ci pher Spec) if each of the follow ng conditions is
satisfied:

o The application |layer has requested the TLS False Start option
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o0 The symretric cipher defined by the cipher suite negotiated in
thi s handshake has been whitelisted for use with False Start
according to the Security Considerations in Section 5. 1.

o The protocol version chosen by ServerHello.server_version has been
whitelisted for use with False Start according to the Security
Consi derations in Section 5. 2.

o The key exchange nethod defined by the cipher suite negotiated in
this handshake and, if applicable, its paraneters have been
whitelisted for use with False Start according to the Security
Consi derations in Section 5. 3.

o In the case of a handshake with client authentication, the client
certificate type has been whitelisted for use with False Start
according to the Security Considerations in Section 5. 3.

The rules for receiving data fromthe server remai n unchanged.

Note that the TLS client cannot infer the presence of an

aut henticated server until all handshake nessages have been received.
Wth False Start, unlike with the default handshake behavi or,
applications are able to send data before this point has been
reached: froman application point of view, being able to send data
does not inply that an authenticated peer is present. Accordingly,
it is recoomended that TLS inplenentations allow the application

| ayer to query whether the handshake has conpl et ed.

5. Security Considerations

In a TLS handshake, the Fini shed nessages serve to validate the
entire handshake. These nessages are based on a hash of the
handshake so far processed by a Pseudorandom Function (PRF) keyed
with the new naster secret (serving as a Message Authentication Code
(MAC)) and are al so sent under the new Cipher Spec with its keyed
MAC, where the MAC key again is derived fromthe naster secret. The
protocol design relies on the assunption that any server and/or
client authentication done during the handshake carries over to this.
Whil e an attacker could, for exanple, have changed the cipher suite
list sent by the client to the server and thus influenced cipher
suite selection (presumably towards a | ess secure choice) or could
have nade other nodifications to handshake nessages in transm ssion
the attacker would not be able to round off the nodified handshake
with a valid Finished nessage: every TLS cipher suite is presuned to
key the PRF appropriately to ensure unforgeability. Verifying the
Fi ni shed nmessages val i dates the handshake and confirns that the
handshake has not been tanpered with; thus, secure encryption is
boot st rapped from secure aut hentication
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Using False Start interferes with this approach of bootstrapping
secure encryption fromsecure authentication, as application data may
have al ready been sent before Finished validation confirns that the

handshake has not been tanpered with -- so there is generally no way
to be sure that comunication with the expected peer is indeed taking
pl ace during the False Start. Instead, the security goal is to

ensure that if anyone at all can decrypt the application data sent in
a False Start, it nust be the legitimate peer. Wiile an attacker
coul d be influencing the handshake (restricting cipher suite

sel ection, nodifying key exchange nessages, etc.), the attacker
shoul d not be able to benefit fromthis. The TLS protocol already
relies on such a security property for authentication; with Fal se
Start, the sane is needed for encryption. This notivates the rules
put forth in the follow ng subsections.

It is prudent for applications to be even nore restrictive. |If
heuristically a small list of cipher suites and a single protoco
version is found to be sufficient for the magjority of TLS handshakes
in practice, it could make sense to forego False Start for any
handshake t hat does not match this expected pattern, even if there is
no concrete reason to assune a cryptographi c weakness. Sinmilarly, if
handshakes al nost al ways use epheneral Elliptic Curve Diffie-Hellmn
(ECDH) over one of a few nanmed curves, it could make sense to

di sall ow Fal se Start with any other supported curve.

5.1. Symmetric C pher

Cients MIUST NOT use the Fal se Start protocol nodification in a
handshake unl ess the ci pher suite uses a symetric cipher that is
consi dered cryptographically strong.

| mpl enent ati ons nay have their own classification of ciphers (and nay
additionally allow the application |ayer to provide a
classification), but generally only symmetric ciphers with an
effective key length of 128 bits or nore can be considered strong.

Al so, various ciphers specified for use with TLS are known to have
crypt ographi c weaknesses regardl ess of key length (none of the

ci phers specified in [ RFC4492] and [ RFC5246] can be recomrended for
use with False Start). The AES_128_GCM SHA256 or AES 256_GCM SHA384
ci phers specified in [RFC5288] and [ RFC5289] can be consi dered
sufficiently strong for nost uses. |Inplenentations that support

addi tional cipher suites have to be careful to whitelist only
suitable symetric ciphers; if in doubt, False Start should not be
used with a given synmetric cipher.
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Whi |l e an attacker can change handshake nmessages to force a downgrade
to a l ess secure synmetric cipher than ot herwi se woul d have been
chosen, this rule ensures that in such a downgrade attack, no
application data will be sent under an insecure symetric cipher.

5.2. Protocol Version

Cients MUST NOT use the Fal se Start protocol nodification in a
handshake unl ess the protocol version chosen by
ServerHel | 0. server_version has been whitelisted for this use.

Cenerally, to avoid potential protocol downgrade attacks,

i mpl enentations should whitelist only their |atest (highest-val ued)
supported TLS protocol version (and, if applicable, any earlier
protocol versions that they would use in fallback retries without
TLS_FALLBACK SCSV [ RFC7507]).

The details of nomnally identical cipher suites can differ between
protocol versions, so this reinforces Section 5.1.

5.3. Key Exchange and Client Certificate Type

Cients MIUST NOT use the Fal se Start protocol nodification in a
handshake unl ess the cipher suite uses a key exchange nethod that has
been whitelisted for this use. Also, clients MIJST NOT use the Fal se
Start protocol nodification unless any paraneters to the key exchange
nmet hods (such as Server DHPar ans or Server ECDHPar ans) have been
whitelisted for this use. Furthernore, when using client

aut hentication, clients MIST NOT use the Fal se Start protocol

nodi fication unless the client certificate type has been whitelisted
for this use.

| mpl ement ati ons nay have their own whitelists of key exchange
nmet hods, paraneters, and client certificate types (and may
additionally allow the application |ayer to specify whitelists).
CGenerally, out of the options from[RFC5246] and [ RFC4492], the
followi ng whitelists are recomended

0 Key exchange net hods: DHE_RSA, ECDHE_RSA, DHE DSS, ECDHE_ECDSA

o Paranmeters: well-known DH groups (at |east 3,072 bits), naned
curves (at |east 256 bits)

o Cient certificate types: none
However, if an inplenmentation that supports only key exchange net hods

from[RFC5246] and [ RFC4492] does not support any of the above key
exchange nethods, all of its supported key exchange net hods can be
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6.

6.

whitelisted for False Start use. Care is required with any
addi ti onal key exchange nethods, as these nmay not have sinilar
properties.

The reconmmended whitelists are such that if cryptographic algorithns
suitable for forward secrecy woul d possi bly be negotiated, no Fal se
Start will take place if the current handshake fails to provide
forward secrecy. (Forward secrecy can be achi eved using epheneral
Diffie-Hellman or epheneral Elliptic Curve Diffie-Hellman; there is
no forward secrecy when using a key exchange nmet hod of RSA, RSA PSK
DH DSS, DH RSA, ECDH ECDSA, or ECDH RSA, or a client certificate type
of rsa fixed dh, dss fixed dh, rsa fixed_ecdh, or ecdsa fixed_ecdh.)
As usual, the benefits of forward secrecy may need to be bal anced
agai nst efficiency, and accordingly, even inplenentations that
support the above key exchange met hods might whitelist further key
exchange nethods and client certificate types.

Cient certificate types rsa_sign, dss_sign, and ecdsa_sign do allow
forward security, but using False Start with any of these neans
sending application data tied to the client’s signature before the
server’s authenticity (and thus the CertificateRequest nmessage) has
been conpletely verified, so these too are not generally suitable for
the client certificate type whitelist.
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Appendi x A. I nplenentation Notes

TLS False Start is a nodification to the TLS protocol, and sone

i npl enment ations that conformto [ RFC5246] may have probl ens
interacting with inplenentations that use the False Start

nodi fication. |If the peer uses a False Start, application data
records may be received directly followi ng the peer’s Finished
nmessage, before the TLS inplenmentation has sent its own Finished
message. False Start conpatibility as defined in Section 3 ensures
that these records with application data will sinply remain buffered
for | ater processing.

A False Start conpatible TLS i npl enentati on does not have to be aware
of the False Start concept and is certainly not expected to detect
whet her a Fal se Start handshake is currently taking place: thanks to
transport layer buffering, typical inplenmentations will be Fal se
Start conpatible wi thout having been designed for it.
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