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Abstract

When maki ng routing and resource allocation decisions, D aneter nodes
currently have no generic nechanismto determne the relative
priority of Dianeter messages. This docunment addresses this by
defining a mechanismto allow D aneter endpoints to indicate the
relative priority of Dianmeter transactions. Wth this information

D aneter nodes can factor that priority into routing, resource

al l ocation, and overl oad abatenent deci sions.
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1. Introduction

The Di anmeter Overload Indication Conveyance (DA C) sol ution [ RFC7683]
for Dianmeter overload control introduces scenarios where Di aneter
routi ng deci sions nade by Di aneter nodes can be influenced by the
overl oad state of other D ameter nodes. This includes the scenarios
where Di aneter endpoints and Di aneter Agents can throttle requests as
a result of the target for the request being overl oaded.

Wth currently avail abl e mechani snms, these Di aneter nodes do not have
a mechanismto differentiate request nessage priorities when naking
these throttling decisions. As such, all requests are treated the
same, neaning that all requests have the sane probability of being
throttl ed.
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There are scenarios where treating all requests the sane can cause

i ssues. For instance, it mght be considered inportant to reduce the
probability of transactions involving first responders being
throttled during overload scenarios caused, for exanple, by a period
of heavy signaling resulting froma natural disaster

Thi s docunent defines a mechanismthat allows Dianeter nodes to
indicate the relative priority of Diameter transactions. Wth this

i nformati on, other Diameter nodes can factor the relative priority of
requests into routing and throttling decisions.

1.1. Applicability

There are two prinmary considerations that nust be addressed for the
nmechani sm described in this docunent to work effectively. The first
takes into consideration the fact that the D aneter base protoco
defined in [RFC6733] is designed to transport multiple D aneter
applications and that D aneter nodes can be inplenented that support
multiple applications. |n order for the D aneter Routing Message
Priority (DRWMP) nechanismto work, the priorities defined for al
nmessages across all applications used in a Dianeter adm nistrative
domai n nmust be defined in a consistent and coordinated fashion
taking the default priority into account. See Section 10 for a

di scussion of sonme of the considerations that need to be factored
into the setting of DRVMPs used by Dianeter applications.

Note that this consideration does not apply to D aneter networks
where all Di aneter nodes only support a single application

Wthout this cross application priority design taken into
consideration, it is possible for nessages for one application to
gain unwarranted preferential treatment over nessages for other
applications.

Thi s mechani sm al so depends on all of the nessages that carry the
DRVP Attribute Value Pair (AVP) that are inserted into D aneter
messages by trusted nodes within the Dianeter administrative donain.
As discussed in Section 12, nisbehaving nodes have the ability to use
the DRWP nechanismto gain unwarranted preferential treatnent.

When nessages cross Dianeter administrative boundaries, care should
be taken to either strip or nodify the DRVP val ues in these nessages.
If the priority definitions vary between the two Di aneter

admini strative domains, then it is possible for messages froma
foreign domain to gain unwarranted preferential treatnent.
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2. Term nol ogy and Abbreviations

Di versi on
As defined in [RFC7/683]. An overl oad abatenent treatnent where
the reacting node selects alternate destinations or paths for
requests.

DA C
D aneter Overload Indication Conveyance.

DRWP
Di ameter Routing Message Priority.

Over | oad Abat enent
As defined in [RFC7683]. Reaction to receipt of an overload
report resulting in a reduction in traffic sent to the reporting
node. Abatenment actions include diversion and throttling.

Priority

The relative inportance of a Dianeter nmessage. A lower-priority
value inplies a higher relative inportance of the nessage.

Throttling

As defined in [RFC7683]. An abatenent treatnent that limts the
nunber of requests sent by the DO C reacting node. Throttling can
include a Dianmeter Oient choosing to not send requests or a

D aneter Agent or Server rejecting requests with appropriate error
responses. In both cases, the result of the throttling is a

per manent rejection of the transaction.

3. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The interpretation fromRFC 2119 does not apply for the above listed
words when they are not used in all caps.
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4. Problem Statenent

Wth the introduction of overload control nechani sns, D aneter nodes

will be required to make deci sions regardi ng which Di ameter request
messages should be throttled as a result of overl oaded D aneter
nodes.

There is currently no generic nechanismto indicate which request
nmessages shoul d be given preferential treatment when these throttling
deci si ons are nmade.

As a result, all nmessages are treated equally and, as such, have an
equal probability of being throttled.

There are a nunber of scenarios where it is appropriate for an
application to mark a request as being of a higher priority than
other application requests. These are discussed in the next section

Thi s docunent defines a nechanismfor applications to indicate
priority for individual transactions, reducing the probability of
those transactions being throttled if there are other lower-priority
transactions that are eligible for throttling treatnent.

While the primary usage of DRMP-defined priorities is for input to
throttling decisions related to D aneter overload control, it is also
expected that the priority information could also be used for other
routing-related functionality. This night include giving higher-
priority transactions preferential treatnment when selecting routes.

It is also envisioned that DRVP informati on could be used by D aneter
endpoints to nake resource allocation decisions. For instance, a

D aneter Server night choose to use the priority information to treat
hi gher-priority requests ahead of lower-priority requests. It mght

al so use the priority information as a reason to fail a request as a
result of insufficient resources.

Note: There are a number of application-specific definitions

i ndi cating various views of application-level priority for
different requests. Using these application-specific priority
AVPs as input to throttling and other Dianeter routing decisions
woul d require Dianeter Agents to understand all applications and
do application-specific parsing of all nessages in order to
deternmine the priority of individual nessages. This is considered
an unacceptable level of conplexity to put on el enents whose
primary responsibility is to route D anmeter messages.
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5.

5.

5.

1

2.

Use Cases

This section discusses various scenari os where Di aneter transactions
can benefit fromthe use of priority information

It is inmportant to note that for priority information to be reliably
usabl e, the Di aneter nodes sendi ng and consuni ng DRVMP AVPs nust have
pre-established trust relationships of the sort described in

Section 12.

Fi rst - Responder - Rel ated Signaling

Natural disasters can result in a considerable increase in usage of
network resources. This can be nade worse if the disaster results in
a loss of network capacity.

The conbi nati on of added | oad and reduced capacity can lead to

D anet er nodes becom ng overl oaded and, as a result, the use of DAOC
mechani sms to request a reduction in traffic. |In turn, this results
in requests being throttled in an attenpt to control the overl oad
scenario and prevent the overl oaded node from failing.

There is the need for first responders and other individuals
responsi ble for handling the after effects of the disaster to be
assured that they can gain access to the network resources in order
to comuni cate both between thensel ves and with ot her network
resour ces

Signaling associated with first responders needs to be given a higher
priority to help ensure they can nost effectively do their jobs.

The United States Wreless Priority Services (WS) and Gover nnent
Emer gency Tel econmuni cati ons Service (CGETS) are exanples of systens
designed to address the command and control aspects of these first
responder needs.

Energency-Cal | - Rel ated Si gnaling

Similar to the first responder scenario, there is also signaling
associated with energency calls. Gven the critical nature of these
energency calls, this signaling should al so be given preferentia
treat ment when possi bl e.
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5.3. Differentiated Services

Operators may desire to differentiate network-based services by
providing a service | evel agreenent (SLA) that includes preferenti al
D aneter routing behavior. This mght, for exanple, be nodel ed as
Platinum Gold, and Silver |evels of service.

In this scenario, an operator might offer a Platinum SLA that

i ncludes ensuring that all signaling for a customer who purchases the
Pl ati num service is being nmarked as having a higher priority than
signaling associated with Gold and Silver custoners.

5.4. Application-Specific Priorities

There are scenarios within Dianmeter applications where it mght be
appropriate to give a subset of the transactions for the application
a higher priority than other transactions for that application.

For instance, when there is a series of transactions required for a
user to gain access to network services, it might be appropriate to
mark transactions that occur later in the series at a higher priority
than those that occur early in the series. This would recognize that
there was potentially significant work done by the network already
that would be lost if those later transactions were throttl ed.

There are al so scenari os where an agent cannot easily differentiate a
request that starts a session fromrequests that update or end
sessions. |In these scenarios, it mght be appropriate to mark the
requests that establish new sessions with a lower priority than
updat es and session ending requests. This also recognizes that nore
work has already taken place for established sessions, and as a
result, it mght be nmore harnful froma signaling point of viewif

t he session update and session ending requests were to be throttl ed.

There are al so scenarios where the priority of requests for

i ndi vi dual conmmand codes within an application depends on the context
that exists when the request is sent. There isn't always infornation
in the nessage fromwhich this context can be determ ned by D aneter
nodes other than the node that originates the request.

This is simlar to the scenario where a series of requests are needed
to access a network service. It is different in that the series of
requests involves different application command codes. |In this
scenario, requests with the sane comand code have different inplied
priorities.
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6.

One exanple of this is in the 3GPP application [S6a] where an
Update Location Request (ULR) resulting froma Mbility Managenent
Entity (MVE) restoration procedure might be given a higher
priority than a ULR resulting froman initial attach

Theory of Qperation

This section outlines the envisioned usage of DRWP

The expected behavi or depends on the role (request sender, agent, or
request handl er) of the Dianmeter node handling the request.

The follow ng behavior is expected during the flow of a D aneter
transacti on.

1

Request sender -- The sender of a request, be it a D aneter
Client or a Dianmeter Server, determnes the relative priority of
the request and includes that priority information in the
request. The nmethod for determining the relative priority is
application specific and is outside the scope of this
specification. The request sender also saves the priority
information with the transaction state. This will be used when
handl i ng the answer nessages.

Agents handling the request -- Agents use the priority

i nformati on when maki ng routing decisions. This can include
determ ni ng which requests to route first, which requests to
throttle, and where the request is routed. For instance,
requests with higher priority mght have a | ower probability of
being throttled. The nmechanismfor how the agent determn nes

whi ch requests are candidates to be throttled is inplenentation
dependent and is outside the scope of this docunent. Before
forwardi ng request nessages, agents generally do not nodify the
priority information present in the received request nessage nor
include the priority informati on when absent in the received
request nmessage. However, in sone scenarios, agents can nodify
the priority information, for exanple, edge agents nodifying the
priority values set by an adjacent operator. There night be

ot her scenarios where a Di aneter endpoint does not support the
DRVMP nechani sm and agents insert the priority information in the
request messages for that non-supporting endpoint. Wen
forwardi ng the request nessages, the agent al so saves the
transaction priority in the transaction state either as locally
managed state or using the Proxy-Info mechanismdefined in
[RFC6733]. This will be used when handling the associ ated answer
message for the transaction
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3. Request handler -- The handler of the request, be it a D aneter
Server or a Dianmeter Cient, can use the priority information to
determi ne how to handl e the request. This could include
determ ning the order in which requests are handl ed and resources
that are applied to the handling of the request.

4. Answer sender -- The handl er of the request is also the sender of
the answer. The answer sender uses the priority information
received in the request nessage when sending the answer. This
inplies that answers for higher-priority transactions are given
preferential treatment over lower-priority transactions. The
answer sender al so has the option of including priority
information in the answer nessage. This is done when the answer
nmessage needs to have a different priority than the priority
carried in the request nmessage. The priority included by the
answer sender is application specific.

5. Agent handling the answer -- By default, agents handling answer
nmessages use the priority infornation stored with the transaction
state to deternmine the priority of relaying the answer nessage.
However, priority information included in the answer nessage,
when present, is used in place of the stored priority
information. The use of priority information inplies that
answers for higher-priority transactions are given preferential
treatment over lower-priority transactions. Wen forwarding the
answer nessages, agents generally do not nodify the priority
information present in the received answer nessages nor include
the priority informati on when absent in the received answer
messages. However, in sone scenarios, agents can nodify the
priority information, for exanple, edge agents nodifying the
priority values set by an adjacent operator. There night be
ot her scenarios where a Di aneter endpoint does not support the
DRVP nechani sm and agents insert the priority information for
t hat non-supporting endpoint.

6. Answer handler -- The answer handl er uses the same nethod as the
agent to determine the priority of the answer nessage. By
default, the handl er of the answer nessage uses the priority
saved in the transaction’s state. Priority information in the
answer nessage i s used when present. The priority is used when
al | ocating resources for processing that occurs after the receipt
of the answer nessage.
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7.

Extensibility

Thi s docunent does not define extensibility mechani snms that are
specific to the DRVMP nmechanism As a result, any extension that
requires new AVPs will be required to use existing Dianeter
extensibility nechanisns defined in [ RFC6733].

Nor mat i ve Behavi or
Thi s section contains the normative behavi or associ ated with DRWP

When routing priority infornmation is available, D ameter nodes SHOULD
i nclude Dianeter routing nessage priority in the DRVP AVP in al
Di anet er request nessages.

Note: The nethod of determining the priority value included in the
request is application specific and is not in the scope of this
speci fication.

The priority marking schene does not require the Dianmeter Agents to
under stand application-specific AVPs.

When avail abl e, Di aneter nodes SHOULD use routing priority
i nformation included in the DRMP AVP when neki ng Di aneter overl oad
throttling decisions.

Di ameter Agents MAY use routing priority information included in the
DRVMP AVP when rel ayi ng request and answer nessages. This includes
the selection of routes and the ordering of nessages rel ayed.

Note: The priority information included in the DRMP AVP in request
messages applies to both the request nessage and, by default, the
answer nessage associated with the transaction.

Wil e done only in exceptional circunstances, D aneter Agents NAY
nodi fy priority informati on when rel ayi ng request and answer
nessages.

Not e: There might be scenarios where a Dianeter Agent does nodify
priority information. For instance, an edge agent m ght need to
nmodi fy the priority values set by an adjacent operator

Whi |l e done only in exceptional circunstances, Dianmeter Agents MAY add
priority information when relaying request and answer nessages.

Not e: There mi ght be scenari os where a D aneter endpoint does not
support the DRMP nechani sm and agents insert priority information
for that non-supporting endpoint.
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D anet er endpoi nts MAY use routing priority information included in
t he DRWP AVP when making resource allocation decisions for the
transacti on associated with the request nessage that contains the
DRVP i nf or mati on.

D anet er endpoi nts MAY use routing priority information included in
the DRVP AVP when maki ng resource allocation decisions for the
transacti on associated with the answer nessages using the DRW

i nformation associated with the transaction

D aneter endpoi nts MAY include the DRWP AVP in answer nessages. This
is done when the priority for the answer nessage needs to have a
different priority than the priority carried in the request nessage.

When deternmining the priority to apply to answer nessages, D aneter
nodes SHOULD use the priority indicated in the DRVWP AVP carried in
the answer nessage, if it exists. |If there is not DRVP AVP in the
answer nessage, then the Di anmeter node SHOULD use the priority
indicated in the DRMP AVP of the associated request nessage.

Note: One nethod to deternmine what priority to apply to an answer
when there is no DRV AVP in the answer message is to save the
priority included in the request nessage in the state associ ated
with the Dianeter transaction. Another is to use the Proxy-Info
mechani sm defined in [ RFC6733].

D aneter nodes MJUST have a default priority to apply to transactions
that do not have an explicit priority set in the DRWP AVP.

In order to guarantee consistent handling of nessages from non-
upgraded Di aneter Clients, D aneter nodes SHOULD use the PRIORITY_10
priority as this default priority val ue.

PRIORITY_10 is a midrange priority that corresponds to "normal"
traffic and thus would be a suitable default for nost depl oynents,
while still allowing different D aneter applications to designate
other priorities for lower- and higher-priority traffic.

Note: This does not inply that a DRMP AVP is added to the nessage.
Rat her, the nessage is treated the sanme as a nmessage that has a
DRVP AVP with a priority value of PRIORI TY_10.

D anet er nodes MJST support the ability for the default priority to
be nodified through Iocal configuration interfaces.

Note: There are scenari os where operators night want to specify a

different default value for transactions that do not have an
explicit priority. 1In this case, the operator-defined | oca
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policy would override the use of PRIORITY_ 10 as the default
priority.

When using DRWP i nformation, Di aneter nodes MJST use the default
priority for transactions that do not have priority specified in a
DRWVP AVP.

Not e: This guidance on the handling of nessages without a priority
does not result in a Dianmeter Agent inserting a DRVWP AVP into the
message. Rather, it gives guidance on how that specific
transacti on should be treated when its priority is conpared with
other requests. Wen a Dianeter Agent relays the request, it wll
not insert a DRWP AVP with a priority value of 10.

When setting and using priorities, for all integers x,y in [0, 15],
treat PRIORITY <x> as lower priority than PRIORI TY_<y> when y<x.

Note: As a result, PRIORITY 0 is the highest priority.
9. Attribute Value Pairs

This section describes the encoding and senantics of the Di aneter
Routing Message Priority AVP defined in this docunent.

9.1. DRWP AVP
The DRWP (AVP code 301) is of type Enunerated. The value of the AVP
i ndi cates the routing message priority for the transaction. The
foll owi ng val ues are defi ned:

PRIORITY 15 15 PRIORITY_ 15 is the lowest priority.

PRICRITY_14 14 PRICRITY_14 is a higher priority than PRIORITY_15 and
a lower priority than PRIORI TY_13.

PRIORITY 13 13 PRIORITY 13 is a higher priority than PRIORI TY_14 and
a lower priority than PRIORI TY_12.

PRICRITY_12 12 PRICRITY_12 is a higher priority than PRIORITY_13 and
a lower priority than PRIORI TY_11.

PRIORITY 11 11 PRIORITY_ 11 is a higher priority than PRIORITY_12 and
a lower priority than PRIORI TY_10.

PRICRITY_10 10 PRICRITY_10 is a higher priority than PRRORITY_11 and
a lower priority than PRIORI TY_9.
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PRRORITY 9 9 PRIORITY 9 is a higher priority than PRIORITY_10 and a

lower priority than PRI ORI TY_8.

PRIORITY 8 8 PRIORITY 8 is hi gher priority than PRRORITY_9 and a
lower priority than PRRORITY_7

PRRORITY 7 7 PRIORITY 7 is hi gher priority than PRIORITY 8 and a
lower priority than PRIORITY_

PRRORITY 6 6 PRIORITY 6 is hi gher priority than PRIORITY_7 and a
lower priority than PRRORITY_5

PRRORITY 55 PRIORITY 5 is hi gher priority than PRIORITY 6 and a
lower priority than PRIORITY_4

PRRORITY 4 4 PRIORITY 4 is hi gher priority than PRIORITY_5 and a
lower priority than PRRORITY_3

PRRORITY 3 3 PRIORITY 3 is hi gher priority than PRIORITY 4 and a
lower priority than PRIORITY_2

PRIORITY_ 2 2 PRIORITY_2 is a h
lower priority than PRIORITY

i gher priority than PRRORITY_3 and a
1
PRRORITY 1 1 PRIORITY 1 is a higher priority than PRICRITY 2 and a
lower priority than PRI ORI TY_O.
PRIORITY 0 O Priority O is the highest priority.

9.2. Attribute Value Pair Flag Rul es

[ TS +
| AVP Fl ag |
| Rul es |
o m oo -+

AVP  Section | | MUST]|
Attribute Name Code Defined Value Type | MJST| NOT|

o m e e e e e e e e e e e e e e e e e e e e e ee e eaa Fom e - - -+

| DRVP 301 9.1 Enurmerated | | V |

o m e m e e e e e e e e e e e e e e e e e e e e e e m o Fomm - -+
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10. Considerations Wen Defining Application Priorities

As discussed in Section 1.1, it is inportant that the definition of
priority values used by all applications within a single D aneter
adm ni strative domain be done in a consistent and coordi nated manner

The following are sone things to be considered when defining the
DRVMPs to be used in Dianeter networks that support D anmeter nodes
handling multiple applications.

1. As with any prioritization schenme, it is possible for higher-
priority messages to block lower-priority nessages from ever
being handled. In a Dianeter network, this will often result in
those Dianeter transactions being retried. This can result in
nmore traffic than the network woul d have handl ed wi t hout use of
the DRVP nmechani sm

One potential guideline to prevent unwanted starving of |ower-
priority nmessages is to have higher-priority nessages represent a
relatively small portion of messages handl ed by the D aneter
networ k under normal scenari os.

Note that there are scenarios, such as first responder
messages, where the bl ocking of lower-priority nmessages is a
requirenent.

2. \Wen setting priorities for any of the use cases outlined in
Section 5, it is inmportant to use the same priority val ues across
applications. For instance, when defining priority for the first
responder use case discussed in Section 5.1 and the energency
call use case discussed in Section 5.2, one high-priority val ue
nm ght be used for all first responder nmessages, say PRIORITY_2,
and a slightly lower-priority value, say PRIORITY_3, might be
used for energency-call-related nessages. These val ues shoul d be
specified for these use cases across all applications used within
the Di aneter admi nistrative domain.

Note that the values nentioned here are strictly for
illustrative purposes. The actual values used for these use
cases are likely to be different.

3. Messages without the DRMP AVP will be given default priority
value treatnent. This will include nmessages from D aneter
Cients that have not been updated to support the DRMP nmechani sm
It might also include nmessages fromforeign adnministrative
domains if the DRWVP AVPs are stripped from nessages crossing the
D aneter admi nistrative domains.
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11.

11.

12.

12.

4. The process used to introduce the DRVP nechanisminto a Di aneter
networ k shoul d al so be taken into consideration. Messages of the
sanme type within the same application night get different
treat ment dependi ng on whet her those nessages are sent from nodes
that are upgraded to support the DRVMP mechani sm versus nodes t hat
have not yet been upgraded to support the DRWVP nechani sm

| ANA Consi der ati ons
1. AVP Codes

The new AVP defined by this specification is listed in Section 9
Al'l AVP codes are allocated fromthe "AVP Codes" subregistry of the
"Aut hentication, Authorization, and Accounting (AAA) Paraneters"
registry

Security Considerations

DRVP gi ves Dianeter nodes the ability to influence which requests are
throttled during overload scenarios. |In addition, DRWP can be used
in determning the routing decisions for request nessages. | nproper
use of the DRWMP mechanismcould result in the nalicious D aneter node
gaining preferential treatnment, by reducing the probability of its
requests being throttled, over other Dianeter nodes. This would be
achi eved by the malicious node inserting priority values that are
artificially high

D aneter does not include features to provide end-to-end

aut hentication, integrity protection, or confidentiality. This opens
the possibility that malicious or conpronised agents in the path of a
request could nodify the DRMP AVP to reflect a priority different
than that asserted by the sender of the request.

1. Potenti al Threat Modes

The Dianeter protocol involves transactions in the formof requests
and answers exchanged between clients and servers. These clients and
servers nmay be peers; that is, they may share a direct transport
(e.g., the Transnission Control Protocol (TCP) or Stream Contro
Transm ssion Protocol (SCTP)) connection, or the nessages may
traverse one or nore internediaries, known as Dianeter Agents.

D aneter nodes use Transport Layer Security (TLS), Datagram Transport
Layer Security (DTLS), or IPsec to authenticate peers and to provide
confidentiality and integrity protection of traffic between peers.
Nodes can nake aut horization deci sions based on the peer identities
aut henticated at the transport |ayer.
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12.

12

When agents are involved, this presents an effectively transitive
trust nodel. That is, a Diameter Client or Server can authorize an
agent for certain actions, but it nust trust that agent to make
appropriate authorization decisions about its peers, and so on
Since confidentiality and integrity protection occurs at the
transport |ayer, agents can read, and perhaps nodify, any part of a
D aneter nessage, including the DRVP AVP

There are several ways an attacker might attenpt to exploit the DRW
mechanism A malicious or conprom sed Di anmeter node m ght insert
invalid priority values resulting in either preferential treatnent,
resulting from hi gher values, or degraded treatment resulting from

| ower values, for that node.

A simlar attack involves a malicious or conpromi sed D aneter Agent
changing the priority value resulting in the sending D aneter node
getting either preferential or degraded service.

The DRVP mechani sm can be used to aid in overload throttling
decisions. Wuen this is the case, then the above attacks are limted
in scope to when one or nore Di aneter nodes are in an overl oaded
state.

The DRWP nechani sm can al so be used to influence the order in which
D aneter nessages are handl ed by Di aneter nodes. The above attacks
have a potentially greater inpact in this scenario as the priority

i ndi cation inpacts the handling of all requests at all tines,

i ndependent of the overload status of Di aneter nodes in the D aneter
net wor k.

2. Denial-of-Service Attacks

The DRWVP nmechani sm does not open direct denial-of-service attack
vectors. Rather, it introduces a nechani smwhere a node can gain
unwarranted preferential treatment. It also introduces a nmechani sm
where a node can get degraded service in the scenario where a rogue
agent changes the priority value included in nessages.

.3. End-to-End Security |ssues

The | ack of end-to-end integrity features in D aneter [RFC6733] makes
it difficult to establish trust in DRMP AVPs received from non-

adj acent nodes. Any agents in the nessage path nmay insert or nodify
DRMP AVPs. Nodes nust trust that their adjacent peers perform proper
checks on overload reports fromtheir peers, and so on, creating a
transitive-trust requirenent extending for potentially |ong chains of
nodes. Network operators must deternmine if this transitive trust
requirenent is acceptable for their deploynents. Nodes supporting
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13.

13.

DRVMP MUST give operators the ability to select which peers are
trusted to deliver DRWMP AVPs, and whether they are trusted to forward
the DRWP AVPs from non-adjacent nodes. Dianeter nodes MJST strip
DRVMP AVPs from nmessages received frompeers that are not trusted for
DRMP pur poses.

It is expected that work on end-to-end D aneter security m ght nake
it easier to establish trust in non-adjacent nodes for DRMP purposes.
Readers shoul d be reni nded, however, that the DRWMP nechani sm all ows
D aneter Agents to nodify AVPs in existing nessages that are
originated by other nodes. |If end-to-end security is enabled, there
is arisk that such nodification could violate integrity protection.
The details of using any future Di aneter end-to-end security
mechanismwith DRMP will require careful consideration and are beyond
the scope of this docunent.
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