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Abstract

This docunent outlines a specification for nultilatera

i nterconnections at Internet Exchange Points (I XPs). Miltilatera

i nterconnection is a nmethod of exchanging routing informati on anong
three or nore External BGP (EBGP) speakers using a single

i nternmedi ate broker system referred to as a route server. Route
servers are typically used on shared access nmedi a networks, such as
I XPs, to facilitate sinplified interconnection anong nultiple
Internet routers.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/infol/rfc7947
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Introduction to Multilateral |nterconnection

I nt ernet Exchange Points (I XPs) provide |IP data interconnection
facilities for their participants, typically using shared Layer 2
net wor ki ng nmedi a such as Ethernet. The Border Gateway Protocol (BGP)
[ RFC4271], an inter-Autononous System (inter-AS) routing protocol, is
commonly used to facilitate exchange of network reachability

i nformation over such nedi a.

Wil e bilateral EBGP sessions between exchange participants were
previously the nost comon nmeans of exchanging reachability

i nformation, the overhead associated with dense interconnection can
cause substantial operational scaling problens for participants of

| arger | XPs.

Multilateral interconnection is a nethod of interconnecting BGP
speaking routers using a third-party brokering system comonly
referred to as a route server and typically nanaged by the I XP
operator. Each multilateral interconnection participant (usually
referred to as a "route server client") announces network
reachability information to the route server using EBGP. The route
server, in turn, forwards this information to each route server
client connected to it, according to its configuration. Although a
route server uses BGP to exchange reachability information with each
of its clients, it does not forward traffic itself and is therefore
not a router.

A route server can be viewed as simlar in function to a route
reflector [ RFC4456], except that it operates using EBGP instead of
Internal BGP (IBGP). Certain adaptions to [RFC4271] are required to
enabl e an EBGP router to operate as a route server; these are
outlined in Section 2 of this docunment. Route server functionality
is not mandatory in BGP inpl enmentations.

The term"route server"” is often used in a different context to
descri be a BGP node whose purpose is to accept BGP feeds from
multiple clients for the purpose of operational analysis and

troubl eshooting. A systemof this formmay alternatively be known as
a "route collector” or a "route-views server". This docunment uses
the term"route server" exclusively to describe nultilateral peering
br oker age systens.

1. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .
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2. Technical Considerations for Route Server |nplenentations

A route server uses BGP [ RFC4271] to broker network reachability

i nformati on anongst its clients. There are sone differences between
t he behavior of a BGP route server and a BGP inplenentation that is
strictly conpliant with [RFC4271]. These differences are descri bed
as foll ows.

2.1. dient UPDATE Messages

A route server MJIST accept all UPDATE messages received from each of
its clients for inclusioninits Adj-RIB-In. These UPDATE nessages
MAY be onmitted fromthe route server’s Loc-RIB or Loc-RIBs, due to
filters configured for the purpose of inplenenting routing policy.
The route server SHOULD perform one or nore BGP Decision Processes to
sel ect routes for subsequent advertisenent to its clients, taking

i nto account possible configuration to provide nmultiple Network Layer
Reachability Information (NLRI) paths to a particular client as
described in Section 2.3.2.2 or multiple Loc-RIBs as described in
Section 2.3.2.1. The route server SHOULD forward UPDATE nessages
fromits Loc-RIB or Loc-RIBs to its clients as determined by |oca
policy.

2.2. Attribute Transparency

As a route server primarily perforns a brokering service,

nodi fication of attributes could cause route server clients to alter
their BGP Decision Process for received prefix reachability

i nformation, thereby changing the intended routing policies of
exchange participants. Therefore, contrary to what is specified in
Section 5 of [RFC4271], route servers SHOULD NOT by default (unless
explicitly configured) update well-known BGP attributes received from
route server clients before redistributing themto their other route
server clients. Optional recognized and unrecogni zed BGP attri butes,
whet her transitive or non-transitive, SHOULD NOT be updated by the
route server (unless enforced by |ocal |XP operator configuration)
and SHOULD be passed on to other route server clients.

2.2.1. NEXT_HOP Attribute

The NEXT_HOP is a well-known mandatory BGP attribute that defines the
| P address of the router used as the next hop to the destinations
listed in the NLRI field of the UPDATE nessage. As the route server
does not participate in the actual routing of traffic, the NEXT_HOP
attribute MJST be passed unnodified to the route server clients,
simlar to the "third-party" next-hop feature described in

Section 5.1.3. of [RFC4271].
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2.2.2. AS PATH Attribute

AS PATH is a well-known mandatory attribute that identifies the ASes
t hrough which routing information carried in the UPDATE nessage has
passed.

2.2.2.1. Route Server AS _PATH Managenent

As a route server does not participate in the process of forwarding
data between client routers, and because nodification of the AS PATH
attribute could affect the route server client BGP Decision Process,
the route server SHOULD NOT prepend its own AS nunber to the AS PATH
segrment nor nodify the AS PATH segnent in any other way. This
differs fromthe behavior specified in Section 5.1.2 of [RFC4271],
whi ch requires that the BGP speaker prepends its own AS nunber as the
| ast el ement of the AS PATH segnent. This is a recommendation rather
than a requirenent solely to provide backwards conpatibility with

| egacy route server client inplenentations that do not yet support
the requirenents specified in Section 2.2.2.2.

2.2.2.2. Route Server client AS PATH Managenent

In contrast to what is recommended in Section 6.3 of [RFC4271], route
server clients need to be able to accept UPDATE nessages where the
leftnost AS in the AS PATH attribute is not equal to the AS nunber of
the route server that sent the UPDATE nessage. |If the route server
client BGP system has inplenented a check for this, the BGP

i mpl ementati on MUST allow this check to be disabled and SHOULD al | ow
the check to be disabled on a per-peer basis.

2.2.3. MILTI_EXIT_DISC Attribute

MJULTI _EXIT_DISC is an optional non-transitive attribute intended to
be used on external (inter-AS) links to discrimnate anong nultiple
exit or entry points to the sane neighboring AS. Contrary to
Section 5.1.4 of [RFC4271], if applied to an NLRI UPDATE sent to a
route server, this attribute SHOULD be propagated to other route
server clients, and the route server SHOULD NOT nodify its val ue.

2.2.4. Communities Attributes

The BGP Communi ties [RFCL997] and Extended Conmunities [ RFC4360]
attributes are intended for labeling information carried in BGP
UPDATE nmessages. Transitive as well as non-transitive Conmunities
attributes applied to an NLRI UPDATE sent to a route server SHOULD
NOT be nodi fied, processed, or renoved, except as defined by |oca
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policy. |If a Communities attribute is intended for processing by the
route server itself, as determ ned by local policy, it MAY be
nodi fied or renoved.

2.3. Per-Cient Policy Control in Miultilateral Interconnection

While | XP participants often use route servers with the intention of
i nterconnecting with as many other route server participants as
possi bl e, there are circunstances where control of path distribution
on a per-client basis is inmportant to ensure that desired

i nterconnection policies are net.

The control of path distribution on a per-client basis can lead to a
pat h being hidden fromthe route server client. W refer to this as
"pat h hiding".

Nei t her Section 2.3 nor its subsections formpart of the normative
specification of this docunent; they are included for infornation
pur poses only.

2.3.1. Path Hiding on a Route Server

/ \ / \
] AS1 |..] AS2 |..
/ / :

— \___
\ /

|
v
| XP \
AN
I\
I S U
/T 1T
] AS3 |..| A4 |..
\_ \_

Figure 1: Per-Client Policy Controlled Interconnection at an | XP

Using the exanple in Figure 1, AS1l does not directly exchange prefix
information with either AS2 or AS3 at the | XP but only interconnects
with AS4. The lines between AS1, AS2, AS3, and AS4 represent

i nterconnection rel ati onships, whether via bilateral or nmultilatera
connecti ons.

In the traditional bilateral interconnection nodel, per-client policy
control to a third-party exchange participant is acconplished either
by not engaging in a bilateral interconnection with that partici pant
or by inplenmenting outbound filtering on the BGP session towards that
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participant. However, in a nultilateral interconnection environnent,
only the route server can performoutbound filtering in the direction
of the route server client; route server clients depend on the route
server to performtheir outbound filtering for them

Assum ng the BGP Decision Process [ RFC4271] is used, when the sanme
prefix is advertised to a route server fromnultiple route server
clients, the route server will select a single path for propagation
to all connected clients. |f, however, the route server has been
configured to filter the cal cul ated best path fromreaching a
particul ar route server client, then that client will not receive a
path for that prefix, although alternate paths received by the route
server night have been policy conpliant for that client. This
phenomenon is referred to as "path hiding"

For exanple, in Figure 1, if the same prefix were sent to the route
server via AS2 and AS4, and the route via AS2 was preferred according
to the BGP Decision Process on the route server, but AS2's policy
prevented the route server fromsending the path to ASl1, then AS1
woul d never receive a path to this prefix, even though the route
server had previously received a valid alternative path via A$4.

Thi s happens because the BGP Decision Process is performed only once
on the route server for all clients.

Path hiding will only occur on route servers that enploy per-client
policy control; if an | XP operator deploys a route server w thout

i npl enenting a per-client routing policy control system then path
hi di ng does not occur, as all paths are considered equally valid from
the point of view of the route server

2.3.2. Mtigation of Path Hiding

There are several approaches that can be taken to nitigate against
pat h hi di ng.

2.3.2.1. Miltiple Route Server RIBs

The nost portable nmethod to allow for per-client policy contro

wi t hout the occurrence of path hiding is to use a route server BGP

i npl enmentation that perfornms the per-client best path cal cul ation for
each set of paths to a prefix, which results after the route server’s
client policies have been taken into consideration. This can be

i mpl emented by using per-client Loc-RIBs, with path filtering

i mpl enent ed between the Adj-RIB-1n and the per-client Loc-R B

| mpl enent ati ons can optinize this by maintaining paths not subject to
filtering policies in a global Loc-RIB, with per-client Loc-RIBs
stored as deltas.
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This inplenentation is highly portable, as it makes no assunptions
about the feature capabilities of the route server clients.

2.3.2.2. Advertising Multiple Paths

The path distribution nodel described above assunes standard BGP
session encodi ng where the route server sends a single path to its
client for any given prefix. This path is selected using the BG?
path sel ection Decision Process described in [RFC4271]. |f, however,
it were possible for the route server to send nore than a single path
to a route server client, then route server clients would no | onger
depend on receiving a single path to a particular prefix;
consequently, the path-hiding problemdescribed in Section 2.3.1
woul d di sappear.

We present two net hods that describe how such increased path
diversity could be inpl enmented.

2.3.2.2.1. Diverse BGP Path Approach

The di verse BGP path proposal as defined in [RFC6774] is a sinple way
to distribute nultiple prefix paths froma route server to a route
server client by using a separate BGP session fromthe route server
to a client for each different path.

The nunber of paths that may be distributed to a client is
constrai ned by the nunber of BGP sessions that the server and the
client are willing to establish with each other. The distributed
pat hs may be established fromthe gl obal BGP Loc-RIB on the route
server in addition to any per-client Loc-RIB. As there may be nore
potential paths to a given prefix than configured BGP sessions, this
nmet hod is not guaranteed to elimnate the path-hiding problemin al
situations. Furthernore, this method nmay significantly increase the
nunber of BGP sessions handl ed by the route server, which may
negatively inpact its perfornance.

2.3.2.2.2. BGP ADD PATH Approach

[ RFC7911] proposes a different approach to multiple path propagation
by allowi ng a BGP speaker to forward multiple paths for the sane
prefix on a single BGP session. As [RFC4271] specifies that a BGP
listener nmust inplenent an inplicit withdraw when it receives an
UPDATE nessage for a prefix that already exists in its Adj-RI B-1n,
this approach requires explicit support for the feature both on the
route server and on its clients.
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If the ADD- PATH capability is negotiated bidirectionally between the
route server and a route server client, and the route server client
propagates multiple paths for the sane prefix to the route server
then this could potentially cause the propagati on of inactive,
invalid, or suboptinmal paths to the route server, thereby causing

| oss of reachability to other route server clients. For this reason
ADD- PATH i npl enent ati ons on a route server should enforce a send-only
node with the route server clients, which would result in negotiating
a receive-only node fromthe client to the route server.

2.3.3. Inplenmentation Suggestions

Aut hors of route server inplenentations nay wi sh to consider one of
the met hods described in Section 2.3.2 to allow per-client route
server policy control without path hiding.

Recommendati ons for route server operations are described separately
in [ RFC7948] .

3. Security Considerations

The pat h-hiding problemoutlined in Section 2.3.1 can be used in
certain circunstances to proactively block third-party path
announcenments fromother route server clients. Route server
operators should be aware that security issues nmay arise unless steps
are taken to nmitigate against path hiding.

The AS_PATH check described in Section 2.2.2 is normally enabled in
order to check for malforned AS paths. [If this check is disabled
the route server client loses the ability to check incom ng UPDATE
messages for certain categories of problens. This could potentially
cause corrupted BGP UPDATE nessages to be propagated where they night
not be propagated if the check were enabled. Regardless of any
problens relating to mal formed UPDATE nmessages, this check is also
used to detect BGP | oops; renoving the check could potentially cause
routing | oops to be forned. Consequently, this check SHOULD NOT be
di sabl ed by | XP participants unless it is needed to establish BGP
sessions with a route server and, if possible, should only be

di sabl ed for peers that are route servers.

Rout e server operators should carefully consider the security
practices discussed in "BG Operations and Security" [RFC7454].
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