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Abst ract

Thi s docunent describes an end-to-end session identifier for use in
| P-based mul ti medi a communi cati on systens that enabl es endpoints,

i nternmedi ary devi ces, and nmanagenent systens to identify a session
end-to-end, associate nultiple endpoints with a given nultipoint
conference, track conmuni cation sessions when they are redirected,
and associate one or nore nedia flows with a given comuni cation
session. Wiile the identifier is intended to work across multiple
protocol s, this docunent describes its usage in the Session
Initiation Protocol (SIP)

Thi s docunent al so describes a backwards-conpatibility nechanismfor
an existing session identifier inplenmentation (RFC 7329) that is
sufficiently different fromthe procedures defined in this docunent.

Thi s docunent obsol etes RFC 7329.

Status of This Menp
This is an Internet Standards Track docunent.
This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.
I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7989
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1

I ntroduction

| P-based mul ti medi a communi cati on systens, such as Session Initiation
Protocol (SIP) [RFC3261] and [H. 323], have the concept of a "cal
identifier" that is globally unique. The identifier is intended to
represent an end-to-end conmuni cati on session fromthe originating
device to the ternmi nating device. Such an identifier is useful for
troubl eshooti ng, session tracking, and so forth.

For several reasons, however, the current call identifiers defined in
SIP and H. 323 are not suitable for end-to-end session identification
A fundanental issue in protocol interworking is the fact that the
syntax for the call identifier in SIP and H 323 is different. Thus,

if both protocols are used in a call, it is inpossible to exchange
the call identifier end-to-end.
Anot her reason why the current call identifiers are not suitable to

identify a session end-to-end is that, in real-world depl oynents,

devi ces such as session border controllers [ RFC7092] often change the
session signaling, including the value of the call identifier, as it
passes through the device. Wile this is deliberate and useful, it
makes it very difficult to track a session end-to-end.

Thi s docunent defines a newidentifier, referred to as the "session
identifier", that is intended to overcone the issues that exist with
the currently defined call identifiers used in SIP and other |P-based
communi cati on systens. The identifier defined here has been adopted
by the I'TU ([H 460.27]) for use in H 323-based systens, allow ng for
the ability to trace a session end-to-end for sessions traversing
both SIP and H. 323-based systens. This docunent defines its use in
Sl P.

The procedures specified in this docunent attenpt to conply with the
requirenents specified in [ RFC7206]. The procedures al so specify
capabilities not nentioned in [ RFC7206], shown in the call flows in
Section 10. Additionally, this specification attenpts to account for
a previous, pre-standard version of a SIP session identifier header

[ RFC7329], specifying a backwards-conpatibility approach in

Section 11.
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2.

4.

4.

Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when they
appear in ALL CAPS. These words nmay al so appear in this docunent in
| ower case, absent their nornative neani ngs.

The term"session identifier" refers to the value of the identifier
whereas "Session-1D' refers to the header field used to convey the
identifier. The session identifier is a set of two Universally

Uni que ldentifiers (UU Ds) and each elenent of that set is sinply
referred to herein as a "UUI D'

Thr oughout this docunment, the term"endpoint" refers to a SIP User
Agent (UA) that either initiates or termnates a SIP session, such as
a user’s nobile phone or a conference server, but excludes entities
such as Back-to-Back User Agents (B2BUAs) that are generally |ocated
along the call-signaling path between endpoints. The term
"internediary" refers to any entity along the call-signaling path
bet ween t he af orementi oned endpoi nts, including B2BUAs and SI P
proxies. In certain scenarios, internediaries are allowed to
originate and ternminate SIP nmessages wi thout an endpoi nt being part
of the session or transaction. An internediary may be performng

i nterworki ng between different protocols (e.g., SIP and H 323) that
support the session identifier defined in this docunent.

Session ldentifier Definitions, Requirenents, and Use Cases

Requirements and use cases for the end-to-end session identifier
along with the definition of "session identifier", "conmunication
session", and "end-to-end" can be found in [RFC7206]. Throughout
this docunent, the term"session" refers to a "comunication session"
as defined in [ RFC7206] .

As nentioned in Section 6.1 of [RFC7206], the I TU- T undertook a
parallel effort to define conpatible procedures for an H 323 session
identifier. They are docunmented in [H 460.27].

Constructing and Conveying the Session ldentifier

1. Constructing the Session ldentifier

The session identifier conprises two UU Ds [ RFC4122], with each UU D
representing one of the endpoints participating in the session
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The version nunber in the UU D indicates the manner in which the UU D
i s generated, such as using random val ues or using the Media Access
Control (MAC) address of the endpoint. To satisfy the requirenent
that no user or device information be conveyed, endpoints MJST
generate version 4 (randon) or version 5 (SHA-1) UUIDs to address
privacy concerns related to the use of MAC addresses in UU Ds.

Wien generating a version 5 UU D, endpoints or intermediaries MJST
utilize the procedures defined in Section 4.3 of [RFC4122] and enpl oy
the foll owi ng "nanmespace | D'

uui d_t NanmeSpace_SessionlD = {
/* ab8587da-c93d-11e2-ae90-f4ea67801e29 */

Oxab58587da,

0xc93d,

Ox1le2,

Oxae, 0x90, Oxf4, Oxea, 0x67, 0x80, Oxle, 0x29

i

Further, the "nane" to utilize for version 5 UUIDs is the
concatenation of the Call-ID header-value and the "tag" paraneter
that appears on the "Fronl or "To" |line associated with the device

for which the UUID is created. Once an endpoint generates a UU D for
a session, the UUI D never changes, even if values originally used as
input into its construction change over tine.

Statel ess internmediaries that insert a Session-1D header field into a
SI P nessage on behal f of an endpoint MJST utilize version 5 UUIDs to
ensure that UUI Ds for the conmunicati on session are consistently
generated. |If a stateless internediary does not know the tag val ue
for the endpoint (e.g., a new INVITE request without a To: tag val ue
or an older SIP inplenentation [ RFC2543] that did not include a "tag"
paraneter), the intermediary MJST NOT attenpt to generate a UUID for
that endpoint. Note that, if an intermediary is stateless and the
endpoi nt on one end of the call is replaced with another endpoint due
to sone service interaction, the values used to create the UUI D
shoul d change and, if so, the internediary will conpute a different
Uul D.

4.2. Conveying the Session ldentifier

The SIP User Agent (UA) initiating a new session by transnitting a
SIP request ("Alice"), i.e., a User Agent dient (UAC), MIST create a
new, previously unused UU D and transnmt that to the ultimte
destination UA ("Bob"). Likew se, the destination UA ("Bob"), i.e.

a User Agent Server (UAS), MIST create a new, previously unused UU D
and transmt that to the first UA ("Alice"). These two distinct

UU Ds formwhat is referred to as the "session identifier" and is
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represented in this docunent in set notation of the form{A B}, where
"A" is UUID value created by UA "Alice" and "B" is the UU D val ue
created by UA "Bob". The session identifier {A B} is equal to the
session identifier {B,A}. Section 6 describes how the UU Ds sel ected
by the source and destination UAs persist for the duration of the
sessi on.

In the case where only one UUID is known, such as when a UA first
initiates a potentially dialog-initiating SIP request, the session
identifier would be {A N}, where "A" represents the UU D val ue
transmitted by the UA "Alice", and "N' is what is referred to as the
"nil UU D' [ RFC4122] (see Section 5 of this docunent).

Since SIP sessions are subject to any nunber of service interactions,
SIP I NVI TE requests night be forked as sessions are established, and
since conferences mght be established or expanded with endpoints
calling in or the conference focus calling out, the construction of
the session identifier as a set of UUDs is inportant.

To understand this better, consider that an endpoint participating in
a conmuni cation session mght be replaced with another, such as the
case where two "legs" of a call are joined together by a Private
Branch Exchange (PBX). Suppose "Alice" and "Bob" both call UA "C
("Carol"). There would be two distinctly identifiable session
identifiers, nanely {A, C and {B,C. Then, suppose that "Carol" uses
a local PBX function to join the call between herself and "Alice"
with the call between herself and "Bob", resulting in a single

remai ning call between "Alice" and "Bob". This nmerged call can be
identified using two UUI D val ues assigned by each entity in the
communi cati on session, nanely {A B} in this exanple.

In the case of forking, "Alice" mght send an | NVITE request that
gets forked to several different endpoints. A nmeans of identifying
each of these separate conmunication sessions i s needed; since each
of the destination UAs will create its own UU D, each conmunication
session would be uniquely identified by the values {A Bl}, {A B2},
{A, B3}, and so on, where each of the Bn values refers to the UUID
created by the different UAs to which the SIP session is forked.

For conferencing scenarios, it is also useful to have a two-part
session identifier where the conference focus specifies the sanme UUI D
for each conference participant. This allows for correl ation anong
the participants in a single conference. For exanple, in a
conference with three participants, the session identifiers nmight be
{AM, {BM, and {C M, where "M is assigned by the conference
focus. Only a conference focus will purposely utilize the same UUI D
for nmore than one SIP session and, even then, such reuse MJIST be
restricted to the participants in the sanme conference.
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How a device acting on session identifiers processes or utilizes the
session identifier is outside the scope of this docunent. However,
devices storing a session identifier in alog file SHOULD foll ow the
security considerations outlined in [RFC6872]. Note that the primary
intent of a session identifier is for troubleshooting; therefore, it
should be included in logs at rest that will be used for

t roubl eshooti ng purposes.

5. The Session-|ID Header Field

Thi s docunment replaces the definition of the "Session-1D"' token that
was added to the definition of the el ement "nessage-header” in the
SI P nessage grammar by [RFC7329]. The Session-1D header is a single-
i nstance header.

Each endpoint participating in a communicati on session has a
distinct, preferably locally generated UUI D associated with it. The
endpoi nt’s UUl D val ue remai ns unchanged t hroughout the duration of
the conmuni cation session. Miltipoint conferences can bridge
sessions fromnultiple endpoints and i npose uni que requirenents
defined in Section 9. An internmediary MAY generate a UU D on behal f
of an endpoint that did not include a UU D of its own.

The UUI D val ues for each endpoint are inserted into the Session-1D
header field of all transmtted SIP nessages. The Session-ID header
field has the foll owi ng ABNF [ RFC5234] synt ax:

session-id = "Session-1D" HCOLON session-id-val ue
sessi on-i d-val ue = local -uuid *(SEM sess-id-param
| ocal -uuid = sess-uuid / ni
renot e- uui d = sess-uuid / ni
sess-uui d = 32(DIA T/ %61-66) ;32 chars of [0-9a-f]
sess-id-param = renote-param/ generic-param
r enot e- par am = "renote" EQUAL renote-uuid
ni | = 32("0")
The productions "SEM", "EQUAL", and "generic-parant are defined in

[ RFC3261]. The production DIGT is defined in [ RFC5234].
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The Session-1D header field MUST NOT have nore than one "renote"
paraneter. In the case where an entity conpliant with this
specification is interworking with an entity that inplenented a
session identifier as defined in [RFC7/329], the "renote" paraneter
may be absent; otherw se, the "renote" paraneter MJST be present.
The details under which those conditions apply are described in
Section 11. Except for backwards conpatibility with [ RFC7329], the
"renote" paraneter MJST be present.

A special nil UU D val ue conposed of 32 zeros is required in certain
situations. A nil UUDIis expected as the "renote-uuid' of every
initial standard SIP request since the initiating endpoint would not
initially know the UU D val ue of the renote endpoint. This nil value
will get replaced by the ultinmate destination UAS when that UAS
generates a response nessage. One caveat is explained in Section 11
for a possible backwards-conpatibility case. A nil UUDvalue is

al so returned by sone internediary devices that send provisional or
ot her responses as the "l ocal -uui d' conponent of the Session-ID
header field value, as described in Section 7.

The "local -uuid" in the Session-ID header field represents the UU D
val ue of the endpoint transnmitting a nessage and the "rempte-uuid" in
the Session-1D header field represents the UUI D of the endpoint’s
peer. For exanple, a Session-ID header field m ght appear like this:

Session-1 D ab30317f 1a784dc48ff824d0d3715d86;
r enot e=47755a9de7794ba387653f 2099600ef 2

VWhile this is the general formof the Session-1D header field,
exceptions to syntax and procedures are detailed in subsequent
secti ons.

The UUI D val ues are presented as strings of |owercase hexadeci ma
characters, with the nost significant octet of the UU D appearing
first.

6. Endpoi nt Behavi or

To conply with this specification, endpoints (non-internediaries)
MUST i nclude a Session-I1D header field value in all SIP nessages
transmtted as a part of a conmunication session. The locally
generated UUID of the transnmitter of the nmessage MJST appear in the
"l ocal -uuid" portion of the Session-1D header field value. The UU D
of the peer device, if known, MJIST appear as the "renote" paraneter
following the transnmitter’s UUD. The nil UU D value MJST be used if
the peer device’'s UU D is not known.
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Once an endpoint allocates a UU D value for a conmuni cati on session,
t he endpoint originating the request MJUST NOT change that UU D val ue
for the duration of the session, including when

0 comunication attenpts are retried due to receipt of 4xx nessages
or request tineouts;

0 the session is redirected in response to a 3xx nessage;
0 a session is transferred via a REFER nessage [ RFC3515]; or

0 a SIP dialog is replaced via an INVITE request with Repl aces
[ RFC3891] .

An endpoint that receives a Session-ID header field MJST take note of
any non-nil "local-uuid" value that it receives and assune that is
the UUI D of the peer endpoint within that comuni cati on session
Endpoi nts MJUST include this received UUI D val ue as the "renote"
paraneter when transmtting subsequent nessages, naking sure not to
change this UUID value in the process of noving the value internally
fromthe "local-uuid" field to the "renote-uuid" field.

I f an endpoint receives a 3xx nessage, a REFER that directs the
endpoint to a different peer, or an INVITE request with Replaces that
al so potentially results in conmunicating with a new peer, the
endpoi nt MUST conpl ete any nessage exchanges with its current peer
using the existing session identifier, but it MJST NOT use the
current peer’s UUI D val ue when sending the first nmessage to what it
bel i eves may be a new peer endpoint (even if the exchange results in
communi cating with the sane physical or logical entity). The
endpoi nt MUST retain its own UU D val ue, however, as described above.

It should be noted that nessages received by an endpoint night
contain a "local -uuid' value that does not match what the endpoint
expected its peer’s UUIDto be. It is also possible for an endpoi nt
to receive a "renote-uuid' value that does not match its generated
UUID for the session. Either might happen as a result of service
interactions by intermediaries and MJST NOT affect how the endpoint
processes the session; however, the endpoint may log this event for
t roubl eshooti ng purposes.

An endpoi nt MJST assune that the UUI D val ue of the peer endpoint nay
change at any time due to service interactions. Section 8 discusses
how endpoi nts nmust handle renmote UUI D changes.

It is also inportant to note that if an internmediary in the network

forks a session, the endpoint initiating a session may receive
nmul ti pl e responses back fromdifferent endpoints, each of which
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contains a different UU D ("local-uuid") value. Endpoints MJST
ensure that the correct UUID value is returned in the "renote"
paraneter when interacting with each endpoint. The one exception is
when the endpoint sends a CANCEL request, in which case the Session-
I D header field value MJIST be identical to the Session-ID header
field value sent in the original request.

I f an endpoint receives a nessage that does not contain a Session-1D
header field, that nmessage nmust have no effect on what the endpoint
believes is the UUI D value of the renpte endpoint. That is, the
endpoi nt MUST NOT change the internally maintained "renote-uuid"

val ue for the peer.

I f an endpoint receives a SIP response with a non-nil "l ocal -uuid"

that is not 32 octets long, this response cones from a m sbehavi ng

i npl ementation, and its Session-1D header field MJST be discarded.

That said, the response might still be valid according to the rules
within SIP [ RFC3261], and it SHOULD be checked further.

A Miltipoint Control Unit (MCU) is a special type of conferencing
endpoint and is discussed in Section 9.

7. Processing by Internediaries
The following applies only to an intermediary that wi shes to conply

with this specification and does not inpose a conformance requirenent
on internedi aries that elect not to provide any special treatnment for

the Session-1D header field. Internediaries that do not conply wth
this specification m ght pass the header unchanged or drop it
entirely.

The Call-1D often reveal s personal, device, domain, or other

sensitive informati on associated with a user, which is one reason why
i nternmedi ari es, such as session border controllers, sonetinmes alter
the Call-1D. 1In order to ensure the integrity of the end-to-end
session identifier, it is constructed in a way that does not revea
such information, renoving the need for internediaries to alter it.

When an internediary receives nmessages fromone endpoint in a
comruni cati on session that causes the transni ssion of one or nore
messages toward the second endpoint in a conmuni cation session, the
i ntermedi ary MJST include the Session-ID header field in the
transmitted nmessages with the sane UUI D val ues found in the received
nmessage, except as outlined in this section and in Section 8.

If the intermedi ary aggregates several responses fromdifferent

endpoi nts, as described in Section 16.7 of [RFC3261], the
i ntermedi ary MJUST set the local-uuid field to the nil UU D val ue when
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forwardi ng the aggregated response to the endpoint since the true
UUI D val ue of the peer is undeternined at that point. Note that an

i nternmedi ary that does not inplenment this specification mght forward
a non-nil value, resulting in the originating endpoint receiving
different UUID values in the responses. It is possible for this to
result in the endpoint tenporarily using the wong renote UUI D
Subsequent nessages in the dialog should resolve the tenporary

m smat ch as long as the endpoint follows the rules outlined in
Section 8 dealing with the handling of renote UU D changes.

Internediary devices that transfer a call, such as by joining
together two different "call |egs", MJST properly construct a
Session-1D header field that contains the UU D val ues associated with
t he endpoints involved in the joined session and correct placenent of
those values. As described in Section 6, the endpoint receiving a
message transnmitted by the intermediary will assune that the first
UUI D val ue belongs to its peer endpoint.

If an internediary receives a SIP nessage w thout a Session-ID header
field or valid header field value froman endpoint for which the
intermediary is not storing a "renote-uuid" value, the intermediary
MAY assign a "local -uui d* value to represent that endpoint and,
havi ng done so, MJST insert that assigned value into all signaling
messages on behal f of the endpoint for that dialog. |In effect, the

i nternedi ary becones dial og-stateful, and it MJST foll ow t he endpoint
procedures in Section 6 with respect to Session-ID header field val ue
treatment with itself acting as the endpoint (for the purposes of the
Session-1D header field) for which it inserted a conponent into the
Session-1D header field value. |If the internmediary is aware of the
UUI D val ue that identifies the endpoint to which a nessage is
directed, it MJUST insert that UU D value into the Session-1D header
field value as the "renote-uuid" value. |If the internediary is
unawar e of the UU D value that identifies the receiving endpoint, it
MUST use the nil UU D val ue as the "renote-uuid" val ue.

If an internediary receives a SIP nessage w thout a Session-ID header
field or a valid Session-1D header field value froman endpoint for
which the intermediary has previously received a Session-ID and is
storing a "renote-uuid" value for that endpoint, the lack of a
Session-1D nmust have no effect on what the internediary believes is
the UUI D value of the endpoint. That is, the internmediary MJST NOT
change the internally maintained "renote-uuid" value for the peer

When an internediary originates a response, such as a provisiona
response or a response to a CANCEL request, the "renote-uuid" field
will contain the UU D val ue of the receiving endpoint. Wen the UU D
of the peer endpoint is known, the internediary MJST insert the UU D
of the peer endpoint in the "local-uuid" field of the header val ue.

Jones, et al. St andards Track [ Page 12]



RFC 7989 End- To- End Session | D Cct ober 2016

O herwi se, the internediary MAY set the "local -uuid" field of the
header value to the "nil" UU D val ue.

When an internmediary originates a request nessage w thout first
havi ng received a SI P nmessage that triggered the transm ssion of the
nmessage (e.g., sending a BYE nessage to terminate a call for policy
reasons), the internediary MJST, if it has know edge of the UUI D

val ues for the two comruni cati ng endpoints, insert a Session-1D
header field with the "renote-uuid" field of the header value set to
the UUI D val ue of the receiving endpoint and the "local -uuid" field
of the header value set to the UUI D val ue of the other endpoint.
When the internediary does not have know edge of the UU D val ue of an
endpoi nt in the conmunication session, the internediary SHOULD set

t he unknown UUI D value(s) to the "nil" UUID value. (If both are
unknown, the Session-|D header value SHOULD NOT be included at all
since it would have no practical value.)

Wth respect to the previous two paragraphs, note that if an
internmediary transnmts a "nil" UU D val ue, the receiving endpoint

m ght use that value in subsequent nessages it sends. This
effectively violates the requirement of maintaining an end-to-end
session identifier value for the conmmrunication session if a UUD for
t he peer endpoint had been previously conveyed. Therefore, an
internmediary MJUST only send the "nil" UU D when the internediary has
not comunicated with the peer endpoint to learn its UUD. This
neans that internediaries SHOULD maintain state related to the UU D
val ues for both ends of a communication session if it intends to
ori gi nate messages (versus nerely conveyi ng nmessages). An
internmediary that does not nmaintain this state and that originates a
message as described in the previous two paragraphs MUST NOT insert a
Session-1D header field in order to avoid unintended, incorrect
reassi gnment of a UUI D val ue.

The Session-1D header field value included in a CANCEL request MJIST
be identical to the Session-ID header field value included in the
correspondi ng request being cancell ed.

If a SIPintermediary initiates a dialog between two endpoints in a
third-party call control (3PCC [RFC3725]) scenario, the initial

I NVI TE request will have a non-nil, locally fabricated "I ocal -uuid"
value; call this tenporary UU D "X'. The request will still have a
nil "renote-uuid" value; call this value "N'. The SIP server MJST be

transaction-stateful. The UUID pair in the INVITE request will be
{X;N}. A 1xx or 2xx response will have a UUID pair {A X}. This
transaction-stateful, dialog-initiating SIP server MJST replace its
own UUID, i.e.,"X", with anil VWD (i.e., {AAN) inthe INVITE
request sent towards the other UAS as expected (see Section 10.7 for
an exanpl e).
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I nternediari es that mani pul ate nessages containing a Session-1D
header field SHOULD be aware of what UUI D values it |ast sent towards
an endpoint and, follow ng any kind of service interaction initiated
or affected by the internmediary, what UU D val ues the receiving
endpoi nt shoul d have know edge of to ensure that both endpoints in

t he session have the correct and sanme UUI D values. [f an

i nternmedi ary can determine that an endpoint night not have received a
current, correct Session-1D field, the internmediary SHOULD attenpt to
provide the correct Session-1D header field to the endpoint such as
by sending a re-1NVITE request. Failure to take such neasures may
make troubl eshooting nore difficult because of the m smatched
identifiers; therefore, it is strongly advised that internediaries
attenpt to provide the correct session identifier if able to do so.

If an intermediary receives a SIP response with a non-nil "l ocal -
uuid" that is not 32 octets long, this response conmes froma

m sbehavi ng i npl enentation, and its Session-1D header field MJIST be
di scarded. That said, the response nmight still be valid according to
the rules within SIP [ RFC3261], and it SHOULD be checked further

An internediary MIST assune that the UU D val ue of session peers may
change at any tinme due to service interactions and MAY itself change
UUI D val ues for sessions under its control to ensure that end-to-end
session identifiers are consistent for all participants in a session
Section 8 discusses how internedi ari es nust handle renote UU D
changes if they maintain state of the session identifier

An internediary may perform protocol interworking between different

| P-based conmuni cati ons systens, e.g., interworking between H 323 and
SIP. If the internmediary supports the session identifier for both
protocols for which it is interworking, it SHOULD pass the identifier
between the two call legs to nmaintain an end-to-end identifier

regardl ess of protocol

8. Handling of Renote UUI D Changes

It is desirable to have all endpoints and internediaries involved in
a session agree upon the current session identifier when these
changes occur. Due to race conditions or certain interworking
scenarios, it is not always possible to guarantee session identifier
consi stency; however, in an attenpt to ensure the highest |ikelihood
of consistency, all endpoints and internediaries involved in a
session MJUST accept a peer’s new UUI D under the follow ng conditions:
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Jones,

When an endpoint or internediary receives a md-dialog request
containing a new UUID froma peer, all responses to that request
MUST contain the new UUI D val ue as the "renote" paraneter unless a
subsequent successful transaction (for exanple, an UPDATE)
contains a different UU D, in which case, the newest UU D MIST be
used.

If an endpoint or intermediary sends a successful (2xx) or
redirection (3xx) response to the request containing the new UU D
val ue, the endpoint or intermnmediary MJST accept the peer’s UU D
and include this new UU D as the "renote" paraneter for any
subsequent nessages unless the UUID from a subsequent transaction
has al ready been accepted. The one exception is a CANCEL request,
as outlined bel ow

If the endpoint or internmediary sends a failure (4xx, 5xx, or 6xx)
response, it MJST NOT accept the new UU D val ue and any subsequent
messages MJST contain the previously stored UUID value in the
"renote" paraneter for any subsequent nessage. Note that the
failure response itself will contain the new UUI D value fromthe
request in the "renote" paraneter

When an endpoint or intermediary receives an ACK for a successfu
(2xx) or redirection (3xx) response with a new UUI D value, it MJST
accept the peer’s new UU D val ue and include this new UUID as the
"renote" paraneter for any subsequent nessages. |If the ACKis for
a failure (4xx, 5xx, or 6xx) response, the new value MJST NOT be
used.

As stated in Sections 6 and 7, the Session-1D header field val ue

i ncluded in a CANCEL request MJST be identical to the Session-1D
header field value included in the correspondi ng | NVI TE request.
Upon receiving a CANCEL request, an endpoint or intermediary woul d
normal |y send a 487 Request Terni nated response (see

Section 15.1.2 of [RFC3261]) which, by the rules outlined above,
would result in the endpoint or internediary not storing any UUI D
val ue contained in the CANCEL request. Section 3.8 of [RFC6141]
specifies conditions where a CANCEL request can result in a 2xx
response. Because a CANCEL request is not passed end-to-end and
will always contain the UUID fromthe original INVITE request,
retaining a new UUI D val ue received in a CANCEL request may result
in inconsistency with the Session-1D value stored on the endpoints
and intermediaries involved in the session. To avoid this
situation, an endpoint or intermediary MJST NOT accept the new
UUI D val ue received in a CANCEL request and any subsequent
messages MJST contain the previously stored UUID value in the
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"renote" paraneter”. Note that the response to the CANCEL request
will contain the UUI D value fromthe CANCEL request in the
"renote" paraneter.

o \When an endpoint or intermediary receives a response containing a
new UUI D froma peer, the endpoint or internmediary MJST accept the
new UUI D as the peer’s UUID and include this new UU D as the
"renote" paraneter for any subsequent nessages.

When an internediary accepts a new UUID froma peer, the internediary
SHOULD attenpt to provide the correct Session-1D header field to
other endpoints involved in the session, for exanple, by sending a
re-1NVITE request. |If an internediary receives a nessage with a
"renote" paranmeter in the session identifier that does not match the
updated UUI D, the internediary MJST update the "renote" paraneter
with the latest stored UU D

If an internmediary is performng interworking between two different
protocol s that both support the session identifier defined in this
docunent (e.g., SIP to H 323), UU D changes SHOULD be communi cated
bet ween protocols to maintain the end-to-end session identifier

9. Associating Endpoints in a Miltipoint Conference

Mul tipoint Control Units (MCUs) group two or nore sessions into a
single nmultipoint conference and have a conference focus responsible
for maintaining the dialogs connected to it [RFC4353]. MCUs,

i ncludi ng cascaded MCUs, MJST utilize the sane UU D val ue ("Iocal-
uui d" portion of the Session-1D header field value) with al
participants in the conference. In so doing, each individual session
in the conference will have a unique session identifier (since each
endpoint will create a unique UUI D of its own), but will also have
one UUIDin comon with all other participants in the conference.

When creating a cascaded conference, an MCU MJUST convey the UU D
value to be utilized for a conference via the "local -uuid" portion of
the Session-1D header field value in an I NVITE request to a second
MCU when using SIP to establish the cascaded conference. A
conference bridge, or MCU, needs a way to identify itself when
contacting another MCU. [RFC4579] defines the "isfocus" Contact
header field value paraneter just for this purpose. The initial MU
MUST include the UU D of that particular conference in the "local-
uuid" of an INVITE request to the other MCU(s) participating in that
conference. Also included in this INVITE request is an "isfocus"
Cont act header field value paraneter identifying that this I NVITE
request is comng froman MCU, and that this UUDis to be given out
in all responses fromendpoints into those MCUs participating in this
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same conference. This ensures that a single UU D is combn across
all participating MCUs of the same conference, but that it is unique
between different conferences.

In the case where two existing conferences are joined, there should
be a session between the two MCUs where the session identifier is
conprised of the UUI D val ues of the two conferences. This session
identifier can be used to correlate the sessions between participants
in the joined conference. This specification does not inpose any
addi ti onal requirements when two exi sting conferences are joined.

I nternediary devices or network-di agnostic equi pment ni ght assune
that when they see two or nore sessions with different session
identifiers but with one UUD in comobn, the sessions are part of the
sane conference. However, the assunption that two sessions having
one comon UUI D being part of the same conference is not always
correct. In a SlIP-forking scenario, for example, there m ght al so
exi st what appears to be nultiple sessions with a shared UUI D val ue;
this is intended. The desire is to allow for the association of

rel ated sessions, regardless of whether a session is forked or part
of a conference.

10. Examples of Various Call Flow Operations

Seei ng sonething frequently makes understanding easier. Wth that in
m nd, this section includes several call flow exanples with the
initial UUD and the conplete session identifier indicated per
message, as well as exanpl es of when the session identifier changes
according to the rules within this document during certain
operations/functions.

This section is for illustrative purposes only and i s non-nornative.
In the following flows, "RTP" refers to the Real-tine Transport
Prot ocol [RFC3550].

In the exanples in this section, "N' represents a nil UU D and ot her

letters represent the unique UUI D val ues correspondi ng to endpoints
or MCUs.
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10.1. Basic Call with Two UU Ds
Session-1D
--- Alice B2BUA Bob Car o
{A N [---INVITE F1--->| |
{A N} | |---1NVITE F2--->
{B, A | | <---200 K F3---
{B, A} | <---200 OK F4---| |
{A B} [----- ACK F5---->] |
{A B} | [----- ACK F6---->
| < RTP >|

Figure 1: Session-ID Creation Wien Alice Calls Bob

General operation of this exanple:

(0]

Jones,

UA- Al i ce popul ates the "l ocal -uuid" portion of the Session-1D
header field val ue.

UA-Alice sends its UUIDin the SIP INVITE request and popul at es
the "renote" paraneter with a nil value (32 zeros).

The B2BUA receives an INVITE request with both a "l ocal -uui d"
portion of the Session-1D header field value from UA-Alice as well
as the nil "renote-uuid" value and transnmits the |INVITE request
towards UA-Bob with an unchanged Session-1D header field val ue.

UA- Bob receives the Session-ID and generates its "l ocal -uuid"
portion of the Session-ID header field value UUID to construct the
whol e/ conpl ete Session-1D header field value, at the sane tine
transferring UA-Alice’s UU D unchanged to the "renote-uuid"
portion of the Session-ID header field value in the 200 OK SI P
response.

The B2BUA receives the 200 OK response with a conplete Session-I1D
header field value from UA-Bob and transnmits the 200 OK response
towards UA-Alice with an unchanged Session-1D header field val ue.

UA- Ali ce, upon reception of the 200 OK fromthe B2BUA, transnits
the ACK towards the B2BUA. The construction of the Session-ID
header field in this ACKis that of UA-Alice’s UUDis the "local -
uuid", and UA-Bob’s UU D popul ates the "renote-uuid" portion of

t he header - val ue.

The B2BUA receives the ACK with a conpl ete Session-1D header field

fromUA-Alice and transnmits the ACK towards UA-Bob with an
unchanged Session-1D header field val ue.
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Below is a SIP nessage exchange illustrating proper use of the
Session-1D header field. For the sake of brevity, non-essential
headers and nessage bodies are omitted.

F1 INVITE Alice -> B2BUA

I NVI TE si p: bob@i | oxi . exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com
; branch=z9h&4bK776asdhds
Max- Forwar ds: 70
To: Bob <sip: bob@i | oxi . exanpl e. conr
From Alice <sip:alice@tlanta. exanple.conp;tag=1928301774
Call-1D: aB4b4c76e66710@c33. at | ant a. exanpl e. com
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86
; renrot e=00000000000000000000000000000000
CSeq: 314159 INVITE
Contact: <sip:alice@c33.atl anta. exanpl e. conp
Cont ent - Type: application/sdp
Cont ent - Lengt h: 142

(Al'ice’s SDP not shown)
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F2 1 NVI TE B2BUA -> Bob

I NVI TE si p: bob@92. 168. 10.20 SIP/2.0
Via: SIP/2.0/UDP server10. bil oxi.exanpl e. com

; branch=z9h4bK4b43c2ff8. 1
Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com

; branch=z9h&4bK776asdhds; r ecei ved=10. 1. 3. 33

Max- Forwar ds: 69
To: Bob <si p: bob@i | oxi . exanpl e. con>

From Alice <sip:alice@tl anta. exanpl e. conp; tag=1928301774
Call -1 D: aB4b4c76e66710@c33. at | ant a. exanpl e. com
Session-1D: ab30317f 1a784dc48f f 824d0d3715d86

; renot e=00000000000000000000000000000000
CSeq: 314159 INVITE

Contact: <sip:alice@c33.atl anta. exanpl e. conp
Recor d- Rout e: <si p: server10. bi |l oxi . exanpl e.com | r>
Cont ent - Type: application/sdp

Content-Length: 142

(Alice’s SDP not shown)

F3 200 CK Bob -> B2BUA

SIP/2.0 200 &K
Via: SIP/2.0/UDP server10. bil oxi.exanpl e. com

; branch=z9hG4bK4b43c2f f 8. 1; r ecei ved=192. 168. 10. 1
Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com

; branch=z9h&4bK776asdhds; r ecei ved=10. 1. 3. 33
To: Bob <sip: bob@i | oxi . exanpl e. conP; t ag=a6c85cf
From Alice <sip:alice@tlanta.exanple.conp;tag=1928301774
Call -1 D: aB4b4c76e66710@c33. at | ant a. exanpl e. com
Session-1D: 47755a9de7794ba387653f 2099600ef 2

; renot e=ab30317f 1a784dc48f f 824d0d3715d86
CSeq: 314159 INVITE
Cont act: <sip: bob@92.168. 10. 20>

Recor d- Rout e: <si p: server10. bi | oxi . exanpl e.com | r >
Cont ent - Type: application/sdp
Cont ent - Lengt h: 131

(Bob’ s SDP not shown)
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F4 200 OK B2BUA -> Alice

SIP/2.0 200 &K
Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com

; branch=z9hG4bK776asdhds; r ecei ved=10. 1. 3. 33
To: Bob <sip: bob@i | oxi . exanpl e. conr; t ag=a6c85cf
From Alice <sip:alice@tlanta. exanpl e.conp; tag=1928301774
Call-1D: aB4b4c76e66710@c33. at | ant a. exanpl e. com
Session-1D: 47755a9de7794ba387653f 2099600ef 2

; renot e=ab30317f 1a784dc48f f 824d0d3715d86
CSeq: 314159 INVITE
Cont act: <sip: bob@92.168. 10. 20>

Recor d- Rout e: <si p: server10. bi | oxi . exanpl e.com | r >
Cont ent - Type: application/sdp
Cont ent - Lengt h: 131

(Bob’ s SDP not shown)

F5 ACK Alice -> B2BUA

ACK si p: bob@92. 168. 10.20 SIP/ 2.0
Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com
; branch=z9h&X4bKnashds8
Rout e: <si p: server10. bi | oxi . exanpl e.com|r>
Max- Forwards: 70
To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=a6c85cf
From Alice <sip:alice@tl anta. exanpl e. conp; tag=1928301774
Call -1 D: aB4b4c76e66710@c33. at | ant a. exanpl e. com
Session-1 D ab30317f 1a784dc48f f 824d0d3715d86
; renot e=47755a9de7794ba387653f 2099600ef 2
CSeq: 314159 ACK
Content-Length: O
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F6 ACK B2BUA -> Bob

ACK si p: bob@92. 168. 10. 20 SIP/ 2.0
Via: SIP/2.0/UDP server10. bil oxi.exanpl e. com
; branch=z9hG4bK4b43c2ff 8. 2
Via: SIP/2.0/UDP pc33. atl ant a. exanpl e. com
; branch=z9h&4bKnashds8; r ecei ved=10. 1. 3. 33
Max- Forwards: 70
To: Bob <sip: bob@i | oxi . exanpl e. conp; t ag=a6c85cf
From Alice <sip:alice@tl anta. exanpl e. conp; tag=1928301774
Call -1 D: aB4b4c76e66710@c33. at | ant a. exanpl e. com
Session-1 D ab30317f 1a784dc48f f 824d0d3715d86
; renot e=47755a9de7794ba387653f 2099600ef 2
CSeq: 314159 ACK
Content-Length: O

The renaining exanples in this section do not display the conplete

SI P nessage exchange. Instead, they sinply use the set notation
described in Section 4.2 to show the session identifier exchange
t hroughout the particular call flow being illustrated.

10.2. Basic Call Transfer Using REFER
Fromthe exanple built within Section 10.1, we proceed to this ’'Basic

Call Transfer using REFER exanple. Note that this is a mid-dialog
REFER in contrast with the out-of-dialog REFER in Section 10.9.
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Ceneral operation of this exanple:

Starting fromthe existing Alice/Bob call described in Figure 1 of
this docunent, which established an existing Session-ID header field
val ue:

o UA-Bob requests Alice to call Carol, using a REFER transaction, as
described in [RFC3515]. UA-Alice is initially put on hold, then
told in the REFER who to contact with a new INVITE, in this case
UA-Carol. This Alice-to-Carol dialog will have a new Call-ID;
therefore, it requires a new Session-ID header field value. The
winkle here is we can, and will, use Alice’s UUI D from her
existing dialog with Bob in the new | NVI TE request to Carol.

0 UA-Alice retains her UWUI D fromthe Alice-to-Bob call {A} when

requesting a call with UA-Carol. This is placed in the "local-
uui d" portion of the Session-1D header field value, at the sane
tinme inserting a nil "renote-uuid' value (because Carol’s UA has

not yet received the UU D value). This same UU D traverses the
B2BUA unchanged.

0 UA-Carol receives the INVITE request with a session identifier
UUD{A N, replaces the "A" UUI D value into the "renote-uuid"
portion of the Session-ID header field value and creates its own
UUID {C, and places this value in the "local -uuid" portion of the
Session-1D header field value, thereby renoving the "N' (nil)
val ue altogether. This conbination forns a full session
identifier {C A inthe 200 OKto the INVITE. This Session-1D
header field traverses the B2BUA unchanged towards UA-Alice.

0o UA-Alice receives the 200 K with the session identifier {C A} and
responds to UA-Carol with an ACK (just as in Figure 1, this
switches the places of the two UUID fields), and generates a
NOTI FY request to Bob with a session identifier {A B} indicating
that the call transfer was successful.

o It does not matter which UA term nates the Al ice-to-Bob call;
Figure 2 shows UA-Bob ternminating the call.

10.3. Basic Call Transfer Using Re-1NVITE

Fromthe exanple built within Section 10.1, we proceed to this 'Basic
Call Transfer using re-1NVITE exanple.

Alice is talking to Bob. Bob pushes a button on his phone to
transfer Alice to Carol via the B2BUA (using re-1NVITE).
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Alice B2BUA Bob Car ol
I I I I
| < RTP > I
I I I
| | <--- (non-standard signaling) |
{A B} | [---re-1NVITE- - - > |
{B A} | | <-----200 OK----| |
{A B} I I ----- ACK- - ----- >| I
{A N | [----- INVI TE--------mmmmmm e o - >|
{C A} | [ <----200 OK---------mmmmmmm oo |
{AC | [EEEEES ACK- - == -nmmmmmnnnnnnnnnns >|
I I I I
| < RTP: >|
I I I I
{A B} I |------ BYE- - ---- > I
{B, A} | | <----200 OK----- | |
I I I I
{C A} [ <--re-INVITE----| | |
{AC |----200 OK----- > I I
{CA | <o ACK-----oo] | |
| (Suppose Alice nodifies the session) |
{A C | ---re-INVITE--->| | |
{A C | [---re-INVITE------------------- >|
{C A} | [ <---200 OK----------mmmmmm o - |
{C A} [ <---200 OK------ | | |
{AC |------ ACK- - - - -- > I I
{ACG | [------ ACK----mmmmmmmmmm e o >|
I I I I
Figure 3: Call Transfer Using Re-1NVITE

Ceneral operation of this exanple:

o0 W assune the call between Alice and Bob from Section 10.1 is
operational with session identifier {A B}.

0 Bob uses non-standard signaling to the B2BUA to initiate a call
transfer fromAlice to Carol. This could also be initiated via a
REFER message from Bob, but the signaling that follows mght still
be simlar to the above flow. In either case, Alice is conpletely
unaware of the call transfer until a future point in time when
Alice receives a nessage from Carol .

0 The B2BUA sends a re-INVITE request with the session identifier
{"local -uuid" = "A", "renote-uuid" = "B"} to renegotiate the
session with Bob.
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10.

0 The B2BUA sends a new I NVITE request with Alice’s UU D {"l ocal -
uuid" = "A"} to Carol.

0 Carol receives the INVITE request and accepts the request and adds
her UUD {C to the session identifier for this session {"local -
uuid" ="C', "renote-uuid" = "A"}.

0 The B2BUA then terminates the call to Bob with a BYE using the
session identifier {"local-uuid" = "A", "remote-uuid" = "B"}.

0 The B2BUA sends a re-INVITE request to Alice to update Alice's
view of the session identifier.

0 Wien Alice later attenpts to nodify the session with a re-INvITE,
Alice will send "renote-uuid" = "C' toward Carol because it had
previously received the updated UU D in the re-1NVITE request from
the B2BUA. The B2BUA maintains the session identifier {"local -
uuid" = "A", "renpte-uuid" = "C'}. Carol replies with the "local -
uuid" ="C', "renpte-uuid® = "A" to reflect what was received in
the I NVI TE request (which Carol already knew from previous
exchanges with the B2BUA). Alice then includes "renote-uuid" =
"C' in the subsequent ACK nessage.

4. Single Focus Conferencing

Multiple users call into a conference server (for exanmple, an MCU) to
attend one of nmany conferences hosted on or managed by that server.
Each user has to identify which conference they want to join, but
this information is not necessarily in the SIP nmessaging. It mght
be done by having a dedicated address for the conference or via an
Interactive Voi ce Response (IVR), as assuned in this exanple and
depicted with the use of ML, M2, and M3. Each user in this exanple
goes through a two-step process of signhaling to gain entry onto their
conference call, which the conference focus identifies as "M.
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--- Alice Focus Bob Car ol
| | | |
| | | |

{A N |----INVITE----- >| | |

{N[I'!A} |<_"2000< ------ | | |

{A ML} |----- ACK- - - - - - - >| | |
| < RTP >| | |

{M, A | <---re-1NVI TE- - - | | |

{AM}  ]----- 200 OK---->| | |

{M, A} | <----- ACK- - - - - -- | |
| | | |
| | | |

{B, N} | | <----INVITE----- | |

{Mm, B} I | ----- 200 OK---->| |

{B, M2} | | <----- ACK- - - - - - - | |
| | < RTP > |

{M, B} | | ---re-1NVI TE-- - > |

{B,M} | | <----200 OK----- | |

{M, B} | |------ ACK------ > |
| | | |
| | | |

{C N | | < I NVI TE- - - - - |

{M8, G | R TR 200 K- --->|

{C M8} | | <ommmmm e ACK- - - - - - - |
I | < RTP >|

{M, G | R re-1 NVl TE- - - >|

{CM} | | <ommmmm e 200 OK----- |

{M, G | I LR ACK- - - - - - >|

Fi gure 4: Single Focus Conference Bridge
General operation of this exanple:

Alice calls into a conference server to attend a certain conference

This is a two-step operation since Alice cannot

i ncl ude the

conference ID at this tinme and/or any passcode in the |INVITE request.

The first step is Aice’

s UA calling another UA to part

icipate in a
owin Figure 1
he second

session. This will appear to be sinmlar as the call f
(in Section 10.1). What is unique about this call is t
step: the conference server sends a re-1NVITE request with its second

UUI D, but maintaining the UU D Alice sent
subsequent UUI D fromthe conference server wll

in the first
be the

INVITE. This
sane for each

UA that calls into this conference server participating in this same

conference bridge/call

which is generated once Alice t

ypical l'y

aut henticates and identifies which bridge she wants to participate

on.
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o0 Alice sends an I NVITE request to the conference server with her
UU D {A} and a "renote-uuid" = "N'

o The conference server responds with a 200 OK response, which
replaces the "N' UUDwth a tenporary UU D ("ML") as the "l ocal -
uuid" and a "renote-uuid" = "A"

NOTE: this '"tenporary’ UUDis areal UUD, it is only tenporary to
the conference server because it knows that it is going to generate
another UU D to replace the one just sent in the 200 OK response.

0 Once Alice, the user, gains access to the IVR for this conference
server, she enters a specific conference ID and what ever passcode
(if needed) to enter a specific conference call.

0 Once the conference server is satisfied Alice has identified which
conference she wants to attend (including any passcode
verification), the conference server re-INVITEs Alice to the
specific conference and includes the Session-ID header field val ue
component "local -uuid" ="M" (and "renote-uuid" = "A") for that
conference. Al valid participants in the same conference wl|l
receive this sane UUID for identification purposes and to better
enabl e nonitoring and tracking functions.

0 Bob goes through this two-step process of an INVITE transaction
followed by a re-INVITE transaction to get this sane UUID ("M")
for the conference.

o In this exanple, Carol (and each additional user) goes through the
sanme procedures as Alice and Bob to get on this same conference.

10.5. Single Focus Conferencing Using a Wb-Based Conference Service
Alice, Bob, and Carol call into the sane web-based conference. Note
that this is one of many ways of inplementing this functionality, and

it should not be construed as the preferred way of establishing a
web- based conf erence
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|
|
|
|
|
|

Transacti on

-------------------- INVITE----->
Semmmmmmmee- 200 OK------ |
--------------------- ACK------->
< RTP: >

Figure 5: Single Focus Wb-Based Conference

Al'i ce communi cates with the web server that she wants to join a
certain nmeeting by using a neeting nunmber and including UA-Alice’'s

cont act

i nformati on (phone nunber,
for each device she wants for this conference call

URI,

and/ or

| P addr ess,

etc.)
For exanpl e,

the audi o and video (A/V) play-out devices could be separate

units.

The Conference Focus server sends the |INVITE request (Session-1D
header field value components "local -uuid" =

of "N',

"M

and a renote UU D

where "M equals the "local -uuid" for each participant on

this conference bridge) to UA-Alice to start a session with that
server for this AV conference call.
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10.

10.

o Upon receiving the INVITE request fromthe conference focus
server, Alice responds with a 200 OK.  Her UA noves the "l ocal -
uui d* unchanged into the "renote-uuid" field, generates her own
UUI D, and places that into the "local-uuid" field to conplete the
Sessi on-1D construction.

0 Bob and Carol perform sane function to join this same AV
conference call as Alice

6. Cascadi ng Conference Bridges

6.1. Establishing a Cascaded Conference

Expandi ng conferencing capabilities requires cascadi ng conference
bridges. A conference bridge, or MCU, needs a way to identify itself

when contacting another MCU. [RFC4579] defines the "isfocus" Contact
header field value paraneter just for this purpose.

Session-1D

MCU- 1 MCU- 2 MCU- 3 MCU- 4
{M, N} |----INVI TE--- - - >| | |
{J,M} | <---200 OK------ | | |
{M!‘]} | """ ACK ------ >| | |

Fi gure 6: MCUs Conmuni cating Session ldentifier UU D for Bridge

Regardl ess of which MCU (1 or 2) a UA contacts for this conference
once the above exchange has been recei ved and acknow edged, the UA
will get the sane {M,N} UUID pair fromthe MCU for the conplete
session identifier.

A nore conplex formwould be a series of MCUs all being inforned of
the sane UUID to use for a specific conference. This series of MCUs
can be infornmed in one of two ways:

o Al by one MCU (that initially generates the UU D for the
conference).

o The MCU that generates the UU D infornms one or several MCUs of
this common UUID, and then they informdownstream MCUs of this
common UUID that each will be using for this one conference.
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Session-1D

--- MCU- 1 MCU- 2 MCU- 3 MCU- 4
| | |

{(M,N [----INVITE----->] | |
{J M} |<--200 OK------ | | |
(M, 3} I ----- ACK- -~ - - - - >I I I
(M, N} [ oo mmm e I NVI TE- - - - - >| |
{K M} | <memm e 200 OK------ | |
[M K [ ACK- - - - - - > |
| |

{M, N [--mmmm I NVI TE- - - - - >|
{L,M} [ <emmmmm o 200 OK------ |
{M, L} | e ACK- - - -~ - - >|

Fi gure 7: MCU Conmuni cati ng
Session ldentifier UUD to More Than One MCU

Ceneral operation of this exanple:

0 The MCU generating the session identifier UU D comunicates this
in a separate | NVITE, having a Contact header with the "isfocus"
Cont act header field value parameter. This will identify the MCU
as what [RFC4579] calls a "conference-aware" SIP entity.

0 An MCU that receives this {M,N} UUDpair in an inter-MU
transacti on can conmunicate the M UUID in a nanner in which it
was received to construct a hierarchical cascade (though this tinme
this second MCU woul d be the UAC MCU).

0 Once the conference is ternm nated, the cascaded MCUs will receive
a BYE nessage to terninate the cascade.

10.6.2. Calling Into Cascaded Conference Bridges
Here is an exanple of how a UA, Robert for exanple, calls into a
cascaded conference focus. Because MCU-1 has already contacted MCU 3

(the MCU where Robert is going to join the conference), MCU 3 al ready
has the Session-1D (M) for this particular conference call.
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Session-1D

--- MCU- 1 MCU- 2 MCU- 3 Rober t
| |
{(M,N [----INVITE----->] | |
{J M} |<--200 OK------ | | |
(M, 3} I ----- ACK- -~ - - - - >I I I
(M, N} [ oo mmm e I NVI TE- - - - - >| |
{K M} | <memm e 200 OK------ | |
{M KE fmmmm e ACK- - - - - - - >) |
| | | |
{R N} | | | <---1INVITE----- |
(M, R | | | ----200 OK---->]
{RM} | | | <o oo ACK------- |

Figure 8 A UA Calling Into a Cascaded MCU UUI D
Ceneral operation of this exanple:

0 The UA, Robert in this case, INVITEs the MCU to join a particular
conference call. Robert’s UA does not know anythi ng about whet her
this is the main MCU of the conference call or a cascaded MCU.
Robert likely does not know MCUs can be cascaded, he just wants to
join a particular call. As is the case with any standard
i mpl enentation, he includes a nil "renote-uuid".

0 The cascaded MCU, upon receiving this INVITE request from Robert,
replaces the nil UUDwth the UU D val ue conmuni cated from MCU- 1
for this conference call as the "local-uuid" in the SIP response,
thus nmoving Robert’s UUD "R' to the "renote-uuid" val ue.

0 The ACK has the Session-ID {R M}, conpleting the three-way
handshake for this call establishnent. Robert has now joined the
conference call originated from MCU 1.

0 Once the conference is ternm nated, the cascaded MCUs will receive
a BYE nessage to terninate the cascade.
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10. 7.

Basi ¢ 3PCC for Two UAs

An external entity sets up calls to both Alice and Bob for themto
talk to each other.

Session-1D

--- Alice B2BUA Bob Car ol

| | |

{X, N} | <----INVITE----- |

{A X} [ ----- 200 OK---->|

{A N} | [----1NVITE----- >|

{B, A} | | <---200 OK------ |

{B, A} | <----- ACK------- | I

{A B} | |------ ACK- - - - - - >|
| < RTP >

Figure 9: 3PCC-Initiated Call between Alice and Bob

Ceneral operation of this exanple:

(o]

(o]

10. 8.

Sone out - of - band procedure directs a B2BUA (or other SIP server)
to have Alice and Bob talk to each other. 1In this case, the SIP
server has to be transaction stateful, if not dial og stateful

The SIP server INVITEs Alice to a session and uses a tenporary
UU D {X} and a nil UU D pairing.

Alice receives and accepts this call setup and repl aces the ni
UUDwth her WD {A} in the session identifier, now {A X}

The transaction-stateful SIP server receives Alice’s UUD {A} in
the local UU D portion and keeps it there; and it discards its own
UUD {X}, replacing this with a nil UUD value in the INVITE
request to Bob as if this cane fromAlice originally.

Bob receives and accepts this | NVITE request and adds his own UU D
{B} to the session identifier, now {B, A}, for the response.

The session is established.

Handling in 100 Trying SIP Response and CANCEL Request

The followi ng two subsections show exanpl es of the session identifier
for a 100 Trying response and a CANCEL request in a single call flow

Jones,
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10.8.1. Handling in a 100 Trying SIP Response

The following 100 Trying response is taken from [ RFC5359],
Section 2.9 ("Call Forwarding - No Answer").

Session-ID Alice SI P Server Bob- 1 Bob- 2
| |
{A N |----1NVI TE----- >| |
{A N | [ ---1NVITE---->]
{N, A} | <--100 Trying---| |
{B1, A} | | <-180 Ri ngi ng- |
{B1, A} <--180 Ri ngi ng- |

-

| _ |

*Request Ti meout *

| |
{A N |
{B1, A}
{B1, A}
{A, B1}

| <--200 OK----- |
| <---487------- |
[---- ACK ---->|

{N, A}

|
|
|
|
|
|
|
|
|
|
|
{A N |
{B2, A} | ESEEEEEE P 180 Ri ngi ng- - -

|

|

|

|

|

|

|

|

|

|

|

|

|

o
3

I
I
I
I
I
I
I
|
- - - CANCEL- - - - > |
I
I
I
I
I
I
I
I
I

{B2, A}
{B2, A}
{B2, A}
{A B2}
{A B2}

{A B2}
{A B2}
{B2, A}
{B2, A}

Figure 10: Session ldentifier in the 100 Tryi ng and CANCEL Messagi ng
Bel ow i s the explanatory text from RFC 5359, Section 2.9, detailing
what the desired behavior is in the above call flow (i.e., what the
call flowis attenpting to achieve).

Bob wants calls to Bl forwarded to B2 if Bl is not answered

(information is known to the SIP server). Alice calls Bl, and no
one answers. The SIP server then places the call to B2.
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Ceneral operation of this exanple:

(o]

Al'ice generates an | NVITE request because she wants to invite Bob
to join her session. She creates a UU D as described in

Section 10.1, and she places that value in the "local -uuid" field
of the Session-1D header field value. Alice also generates a
"renmote-uui d* of nil and sends this along with the "l ocal -uui d".

The SIP server (imagine this is a B2BUA), upon receiving Alice's
I NVI TE request, generates the optional provisional response 100
Trying. Since the SIP server has no knowl edge of Bob’s UUID for
his part of the session identifier value, it cannot include his

"l ocal -uuid". Rather, any 100 Trying response includes Alice’s
UU D in the "renote-uuid" portion of the Session-ID header-val ue
with a nil "local-uuid" value in the response. This is consistent

with what Alice’s UA expects to receive in any SIP response
containing this UU D

10.8.2. Handling a CANCEL SIP Request

In

the same call flow exanple as the 100 Trying response is a CANCEL

request. Please refer to Figure 10 for the CANCEL request exanple.

Ceneral operation of this exanple:

(o]

Jones,

In Figure 10 above, Alice generates an I NVITE request with her
UUI D val ue in the Session-ID header field.

Bob-1 responds to this INVITE request with a 180 Ringing. In that
response, he includes his UU D in the Session-ID header field
value (i.e., {B1,A}); thus conpleting the Session-1D header field
for this session, even though no final response has been generated
by any of Bob’s UAs.

VWhile this neans that if the SIP server were to generate a SIP
request within this session it could include the conplete
Sessionl D, the server sends a CANCEL request and a CANCEL request
al ways uses the sane Session-|ID header field as the origina

I NVI TE request. Thus, the CANCEL request woul d have a session
identifier with the "local-uuid* = "A", and the "renote-uuid" =
"N,

As it happens with this CANCEL, the SIP server intends to invite
anot her UA of Bob’s (i.e., B2) for Alice to conmunicate with.

In this exanple call flow, taken from RFC 5359, Section 2.9, a 181
Call is Being Forwarded response is sent to Alice. Since the SIP
server generated this SIP request, and has no know edge of Bob-2's
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Thus, and

reasons the 100 Trying including the session
ue, only Alice’s UUD is included in the renote-uuid

REFER Tr ansacti on

wth anil UUD

flow was extracted from Section 6.1 of [RFC5589]

sfer"), with the only changes being the nanes of the
UAs to maintain consistency within this docunent.

e transferee

Bob is the transferer

and Carol is the transfer-target

Session-1D Bob Alice Car ol
| | |
{AN | <----- INVI TE-------- | |
{B, A} [ ------ 200 OK------- >| |
{A B} [ <------ ACK-----omm-- | |
| | |
{B, A | --1NVITE {hol d}---->| |
{A B} | <- 200 OK ------------ | |
{B, A} I--- --------- >I I
{B, A} |--REFER------------ >| (Ref er-To: Carol)
{A B} | <-202 Accepted------ |
I I I
{A B} | <NOTI FY {100 Tryi ng}| |
{B A [-200 OK------------ > |
I I I
{AN | | <= INVITE- = e oo - >|
{C A} | | <-200 OK------------- |
{A G I I CKe wmmmemeee o >I
{A B} | <--NOTI FY {200 OK}--| |
{B, A | - ©2200 OKennmmnmeme- >| |
I I I
{BiA} |"BYE ---------- >| |
{A B} | <-200 OK----=-------- | |
{C A | | <--eceseceea-BYE----- |
{AG I EECECEREEE 200 OK->|
Figure 11: Qut-O-Dialog Call Transfer
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Ceneral operation of this exanple:

o Just as in Section 10.2, Figure 2, Alice invites Bob to a session
and Bob eventually transfers Alice to conmmunicate with Carol

0 Wiat is different about the call flowin Figure 11 is that Bob's
REFER is not in-dialog. Even so, this is treated as part of the
same conmuni cati on session and, thus, the session identifier in
t hose messages is {A B}.

0o Alice will use her existing UU D and the nil UUD ({AN) in the
I NVI TE request towards Carol (who generates UUD "C' for this
session), thus maintaining the common UUID within the session
identifier for this new Alice-to-Carol session

11. Conpatibility with a Previous |nplenentation

There is a nuch earlier docunent that specifies the use of a Session-
I D header field (namely, [RFC7329]) that we will herewith attenpt to
achi eve backwards conpatibility. Neither Session-ID header field has
any versioning information, so nerely adding that this docunent
describes "version 2" is insufficient. This section contains the set
of rules for conmpatibility between the two specifications. Although
the previous version was never standardi zed, it has been heavily

i mpl enent ed and adopted by other standards devel opnent organi zati ons.
For the purposes of this discussion, we will label the pre-standard
specification of the Session-1D as the "ol d" version and this
specification as the "new' version of the Session-ID

The previous (i.e., "old") version only has a single UU D val ue as a
Session-1D header field value, but has a generic-paraneter val ue that
can be of use.

In order to have an "ol d" version talk to an "ol d" version
i npl enent ati on, not hing needs to be done as far as the IETF is
concer ned.

In order to have a "new' version talk to a "new' version

i mpl enmentation, both inplenentations need to follow this document (to
the letter) and everything should be just fine.
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For this "new' inplenmentation to work with the "ol d" inplenentation
and an "ol d" inplenentation to work with "new' inplenmentations, there
needs to be a set of rules that all "new' inplenentations MIST foll ow
if the "new' inplenmentation will be communicating with devices that
have i npl enented the "ol d" inplenentation

0 Since no option tags or feature tags are to be used for
di stingui shing versions, the presence and order of any "renote-
uui d* value within the Session-ID header field value is to be used
to distinguish inplenmentation versions.

o If a SIP request has a "renote-uuid" value, this cones froma
standard i npl enentation, and not a pre-standard one.

o If a SIP request has no "renote-uuid" value, this comes froma
pre-standard i npl enentation, and not a standard one. In this
case, one WID is used to identify this dialog, even if the
responder is a standard inplementor of this specification

o If a SIP response has a non-nil "local-uuid" that is 32 octets
long and differs fromthe endpoint’s own UUI D val ue, this response
comes froma standard inpl enentation

o If a SIP response arrives that has the sane value of Session-1D
UUIDs in the sane order as was sent, this cones froma pre-
standard i npl enentati on and MUST NOT be di scarded even though the
"renote-uuid" may be nil. In this case, any new transaction
within this dialog MIST preserve the order of the two UU Ds within
all Session-1D header fields, including the ACK, until this dialog
is termnated

o If a SIP response only contains the "local -uuid" that was sent
originally, this comes froma pre-standard inplenmentation and MJST
NOT be discarded for renmoving the nil "renote-uuid". |In this
case, all future transactions within this dialog MIST contain only
the UUID received in the first SIP response. Any new transaction
starting a new dialog fromthe standard Session-ID inplenentation
MJUST include a "local -uuid" and a nil "renote-uuid", even if that
new di al og i s between the sane two UAs.

0o Standard i npl enentations shoul d not expect pre-standard
i npl enentations to be consistent in their inplenmentation, even
within the sane dialog. For exanple, perhaps the first, third,
and tenth responses contain a "renote-uuid", but all the others do
not. This behavior MIST be allowed by inplenentations of this
speci fication.
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12.

o The foregoing does not apply to other, presently unknown
paraneters that night be defined in the future. They are ignored
for the purposes of interoperability with previous
i mpl enent ati ons.

Security and Privacy Considerations

The session identifier MJST be constructed in such a way that does
not convey any user or device information as outlined in Section 4.1.
This ensures that the data contained in the session identifier itself
does not convey user or device information; however, the session
identifier may reveal relationships between endpoints that m ght not
be reveal ed by nessages w thout a session identifier

Section 4.2 requires that a UA always generate a new, previously
unused UUI D when transmitting a request to initiate a new session
This ensures that two unrelated sessions originating fromthe same UA
wi |l never have the sane UUI D val ue, thereby renoving the ability for
an attacker to use the session identifier to identify the tw

unrel ated sessions as being associated with the sanme user

Because of the inherent property that session identifiers are
conveyed end-to-end and renai n unchanged by a UA for the duration of
a session, the session identifier could be msused to discover

rel ati onshi ps between two or nore parties when nultiple parties are
i nvol ved in the same session such as the case of a redirect,
transfer, or conference. For exanple, suppose that Alice calls Bob
and Bob, via his PBX (acting as a B2BUA), forwards or transfers the
call to Carol. Wthout use of the session identifier, an

unaut hori zed third party that is observing the conmuni cations between
Al'ice and Bob night not know that Alice is actually communicating
with Carol. |If Alice, Bob, and Carol include the session identifier
as a part of the signaling nessages, it is possible for the third
party to observe that the UA associated with Bob changed to sone

other UA. If the third party also has access to signaling nessages
bet ween Bob and Carol, the third party can then discover that Alice
is conmunicating with Carol. This would be true even if all other

information relating to the session is changed by the PBX, including
both signaling informati on and nedi a address information. That said,
the session identifier would not reveal the identity of Alice, Bob
or Carol. It would only reveal the fact that those endpoints were
associ ated with the sane session.

This docunent allows for additional paraneters (generic-param) to be
included in the Session-1D header. This is done to allow for future
ext ensi ons whil e preserving backward conpatibility with this
docunent. To protect privacy, the data for any generic-param

i ncluded in the Session-ID header val ue MJST NOT i nclude any user or
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device information. Additionally, any infornmation conveyed through
an additional paranmeter MJST NOT persist beyond the current session
and therefore MJUST NOT be reused between unrel ated sessions.

Addi tional paraneters MAY be used by future extensions of this
docunent to correlate related communi cati on sessions that cannot

al ready be correlated by the procedures described in this docunent as
Il ong as the requirenents regarding privacy and persistence defined
above are foll owed.

An internediary inplenenting a privacy service that provides user
privacy as per Section 5.3 of [RFC3323] MAY choose to consider the
Session-1 D header as being a nonessential informational header with
t he understanding that doing so will inpair the ability to use the
session identifier for troubl eshooting purposes.

13. | ANA Consi derations

13.1. Registration of the "Session-1D" Header Field

The following is the registration for the Session-1D header field to
the "Header Nane" registry at

<htt p: //ww\. i ana. or g/ assi gnnent s/ si p- par anet er s>
RFC nunber: RFC 7989

Header nanme: ' Session-I|D

Compact form none

Not e: This docunent replaces the Session-I1D header originally
regi stered via [ RFC7329].

13.2. Registration of the "renote" Paraneter
The followi ng paraneter has been added to the "Header Field

Par anet ers and Paraneter Val ues" section of the "Session Initiation
Protocol (SIP) Paraneters" registry

S [ TS B TS +
| Header Field | Paraneter Nane | Predefined Values | Reference
[ S o [ S +
| Session-1D | renote | No | [ RFC7989]
dmmmmmm e aaa - - e +
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