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1. I nt roducti on

The NFSv4 protocols NFSv4. 0 [ RFC7530], NFSv4.1 [ RFC5661], and NFSv4. 2
[ RFC7862] introduce the concept of an NFS Domain. An NFSv4 Domain is
defined as a set of users and groups using the NFSv4 nane@lomai n user
and group identification syntax with the sane specified @onain.

Previ ous versions of the NFS protocol, such as NFSv3 [ RFC1813], use
the UNI X-centric user identification nechanismof numeric user and
group ID for the uid3 and gid3 [RFC1813] file attributes and for
identity in the authsys_parnms AUTH SYS credential defined in the Open
Net wor k Conputing (ONC) Renote Procedure Call (RPC) protoco

[ RFC5531]. Section 6.1 of [RFC2624] notes that the use of UN X-
centric nuneric IDs Iimts the scale of NFS to large |ocal work
groups. UNI X-centric nurmeric |IDs are not unique across NFSv3

depl oynents and so are not designed for Internet scaling achi eved by
taking into account multiple naning domai ns and nul ti pl e nani ng
mechani sms (see Section 6.2). The NFSv4 Domain’s use of the
nane@omai n syntax provides this Internet scaling by allow ng servers
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and clients to translate between the external nane@onmain string
representation to a local or internal nuneric (or other identifier)
representation, which matches internal inplenentation needs.

Mul ti-domai n depl oyments require support for unique identities across
t he depl oynent’s nane services and security services, as well as the
use of nulti-domain file systens capable of the on-disk
representation of identities belonging to multiple NFSv4 Donains.

The nane@onai n syntax can provide unique identities and thus enabl es
the NFSv4 nmulti-domain fil e nanmespace.

Unl i ke previous versions of NFS, the NFSv4 protocols define a
referral mechanism (Section 8.4.3 of [RFC7530]) that allows a single
server or a set of servers to present a multi-server nanespace that
enconpasses file systens located on nmultiple servers. This enables
the establishment of site-w de, organization-w de, or even a truly
gl obal file nanespace

The NFSv4 protocol s’ nane@lonai n syntax and referral nechani sm al ong
with the use of RPCSEC GSS security mechani sms enabl es the
construction of an NFSv4 multi-donmain file nanespace.

Thi s docunent presents requirenments on the depl oynent of the NFSv4
protocols for the construction of an NFSv4 file nanespace in
environnents with nultiple NFSv4 Donains. To participate in an NFSv4
mul ti-domain file nanespace, the server nust offer a multi-domain-
capable file system and support RPCSEC GSS [ RFC2203] for user

aut hentication. In nost instances, the server nust al so support

i dentity-mappi ng services.

1.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
2. Term nol ogy
NFSv4 Donmain: A set of users and groups using the NFSv4 nanme@longi n
user and group identification syntax with the same specified

@lomai n.

St and- al one NFSv4 Donain: A depl oynent of the NFSv4 protocols and
NFSv4 file namespace in an environment with a single NFSv4 Domai n.
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Local representation of identity: A representation of a user or a
group of users capable of being stored persistently within a file
system Typically, such representations are identical to the form
in which users and groups are represented within internal server
APl's. Exanples are nuneric |IDs such as a ui dNunber (U D),
gi dNunber (A D) [RFC2307], or a Wndows Security ldentifier (SID)
[CIFS]. |In sonme cases, the identifier space for user and groups
overlap, requiring anyone using such an ID to know a priori
whet her the identifier is for a user or a group

Uni que identity: An on-the-wire formof identity that is unique
across an NFSv4 multi-domai n nanespace that can be napped to a
| ocal representation. For exanple, the NFSv4 nanme@lonai n or the
Ker beros princi pal [ RFC4120].

Multi-domain: In this document, the term"multi-domain" always
refers to nultiple NFSv4 Domai ns.

Mul ti-donai n-capable file system A local file systemthat uses a
local IDformthat can represent NFSv4 identities fromnultiple
donai ns.

Principal: An RPCSEC GSS [ RFC2203] authentication identity. It is
usual Iy, but not always, a user; rarely, if ever, a group; and
sonetines a host or server.

Aut hori zation Context: A collection of information about a principa
such as user nanme, userlD, group nenbership, etc., used in
aut hori zati on deci si ons.

Stringified UD or D NFSv4 owner and group strings that consist
of decimal nuneric values with no | eading zeros and that do not
contain an '@ sign. See Section 5.9 of [RFC5661].

Name Service: Facilities that provide the mappi ng between {NFSv4
Domai n, group, or user nane} and the appropriate |oca
representation of identity. Al so includes facilities providing
mappi ng between a security principal and | ocal representation of
identity. Can be applied to unique identities or principals from
within local and renmpte domains. Often provided by a Directory
Service such as the Lightweight Directory Access Protocol (LDAP)

[ RFC4511] .

Name Service Switch (nsswitch): A facility that provides a variety

of sources for conmon configuration databases and name resol ution
nmechani sms.
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FedFS: The Federated File System (FedFS) [ RFC5716] descri bes the
requi renents and adnministrative tools to construct a uniform NFSv4
file-server-based nanmespace that is capabl e of spanning a whol e
enterprise and that is easy to manage.

Domain: This termis used in nultiple contexts where it has
di fferent meanings. "NFSv4 Donmain" and "nulti-donain" are defined
above.

DNS domain: A set of conputers, services, or any Internet
resource identified by a DNS domai n name [ RFC1034].

Security real mor donmain: A set of configured security providers,
users, groups, security roles, and security policies running a
single security protocol and adnministered by a single entity,
for exanple, a Kerberos realm

FedFS donmain: A file nanmespace that can cross nultiple shares on
multiple file servers using file-access protocols such as
NFSv4. A FedFS donmain is typically a single adninistrative
entity and has a nanme that is simlar to a DNS donai n nane.

Al so known as a "Federation".

Admi ni strative domain: A set of users, groups, conputers, and
services adm nistered by a single entity. Can include multiple
DNS domai ns, NFSv4 Donai ns, security donmains, and FedFS
domai ns.

3. Federated File System

The FedFS is the standardi zed nmet hod of constructing and

adm nistrating an enterprise-wide NFSv4 file systemand is thus
referenced in this docunent. The requirenments for nulti-donmain
depl oynents described in this docunent apply to all NFSv4 multi -
domai n depl oynents, whether or not they are run as a FedFS.

St and- al one NFSv4 Donai n depl oynments can be run in nmany ways. Wile
a FedFS can be run within all stand-al one NFSv4 Donai n
configurations, sonme of these configurations (Section 5) are not
conmpatible with joining a multi-domai n FedFS nanespace.
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4. ldentity Mapping
4.1. NFSv4 Server ldentity Mapping

NFSv4 servers deal with two kinds of identities: authentication
identities (referred to here as "principals") and authorization
identities ("users" and "groups" of users). NFSv4 supports nultiple
aut henti cati on nmet hods, each authenticating an "initiator principal"”
(typically representing a user) to an "acceptor principal" (always
corresponding to the NFSv4 server). NFSv4 does not prescribe howto
represent authorization identities on file systens. Al file access
deci sions constitute "authorization" and are nade by NFSv4 servers
usi ng authorization context information and file netadata related to
aut hori zation, such as a file's access control list (ACL).

NFSv4 servers may be required to performtwo kinds of mappings
dependi ng upon what authentication and authorization information is
sent on the wire and what is stored in the exported file system For
exanple, if an authentication identity such as a Kerberos principa

is sent with authorization information such as a "privilege attribute
certificate" (PAC) [PAC], then mapping is not required (see

Section 8).

1. Auth-to-authz: A mapping between the authentication identity and
the aut horization context information.

2. Wre-to-disk: A mapping between the on-the-wire authorization
identity representation and the on-di sk authorization identity
representation.

A name service such as LDAP often provi des these nmappi ngs

Many aspects of these mappings are entirely inplenmentation specific,
but sone require nulti-domai n-capabl e name resol uti on and security
services in order to interoperate in a nmulti-donmain environnent.

NFSv4 servers use these nmappings for

1. File access: Both the auth-to-authz and the wire-to-di sk mappings
may be required for file access decisions.

2. Metadata setting and listing: The auth-to-authz mapping is
usually required to service file netadata setting or listing
requests such as ACL or UN X pernission setting or listing. This
mappi ng i s needed because NFSv4 nessages use identity
representations of the form name@onai n, which normally differs
fromthe server’s local representation of identity.
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4.2. NFSv4 dient ldentity Mapping

A client setting the owner or group attribute will often need access
to identity-mapping services. This is because APIs within the client
will specify the identity in a local form(e.g., UNNX using a U D

G D) so that when stringified id s cannot be used, the |ID nust be
converted to a unique identity form

A client obtaining values for the owner or group attributes will
simlarly need access to identity-mapping services. This is because
the client APl will need these attributes in a local form as above.
As a result, nane services need to be available to convert the unique
identity to a local form

Note that each of these situations arises because client-side APls
require a particular local identity representation. The need for
mappi ng services would not arise if the clients could use the unique
representation of identity directly.

5. Stand- Al one NFSv4 Dormai n Depl oynent Exanpl es

The purpose of this section is to list some typical stand-al one

depl oynent exanples to highlight the need for the required restraints
to the NFSv4 protocol, nane service configuration, and security
service choices in an NFSv4 multi-domain environment described in
Section 6.

Section 7 notes how t hese stand-al one depl oynent exanpl es woul d need
to change to participate in an NFSv4 nulti-domain depl oynent.

In order to service as nmany environnents as possible, the NFSv4
protocol is designed to allow adnministrators freedomto configure
their NFSv4 Donains as they please. Stand-al one NFSv4 Donei ns can be
run in many ways.

These exanples are for an NFSv4 server exporting a POSI X U DA D
based file system a typical deploynment. These exanples are listed
in the order of increasing NFSv4 adm nistrative conplexity.

5.1. AUTH SYS with Stringified UD GD

This exanple is the closest NFSv4 gets to being run as NFSv3 as there
is no need for a nane service for file netadata listing.

File access: The AUTH_SYS RPC credential [RFC5531] provides a U D as
the authentication identity, and a list of G Ds as authorization
context information. File access decisions require no name service
interaction as the on-the-wire and on-disk representation are the
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sane and the auth-to-authz U D and G D aut hori zati on cont ext
information is provided in the RPC credenti al

Met adata setting and listing: Wien the NFSv4 clients and servers

i npl ement a stringified UD @D schene, where a stringified UD or

G Dis used for the NFSv4 nanme@onain on-the-wire identity, then a
nane service is not required for file netadata listing as the U D, or
G D can be constructed fromthe stringified formon the fly by the
server.

5.2. AUTH SYS with Nane@lomai n

Anot her possibility is to express identity using the form
"nane@omain’, rather than using a stringified U D @D schene for
file metadata setting and listing.

File access: This is the sane as in Section 5. 1.

Met adata setting and |isting: The NFSv4 server will need to use a
nane service for the wire-to-di sk mappi ngs to map between the on-t he-
Wi re name@onai n syntax and the on-disk U D G D representation.
Oten, the NFSv4 server will use the nsswitch interface for these
mappi ngs. A typical use of the nsswitch name service interface uses
no donmai n conponent, just the U D attribute [ RFC2307] (or |ogin nane)
as the nane conponent. This is not an issue in a stand-al one NFSv4
Domai n depl oynent as the NFSv4 Donain is known to the NFSv4 server
and can be conbined with the login name to formthe nane@onain
syntax after the return of the nanme service call

5.3. RPCSEC GSS with Nane@lonai n

RPCSEC_GSS uses Ceneric Security Service Application Program
Interface (GSS-APlI) [RFC2743] security mechanisms to securely

aut henticate users to servers. The npbst conmon nechani smis Kerberos
[ RFC4121] .

This final exanple adds the use of RPCSEC GSS with the Kerberos 5 GSS
security nechani sm

File Access: The forms of GSS principal nanes are nechani sm specific.
For Kerberos, these are of the form princi pal GREALM  Soneti nes

aut hori zation context information is delivered with authentication,
but this cannot be counted on. Authorization context information not
delivered with authentication has tinmely update considerations (i.e.
generally it’'s not possible to get a tinmely update). File access
decisions therefore require a wire-to-di sk mappi ng of the GSS
principal to a UD and an auth-to-authz mapping to obtain the |ist of
G Ds as the authorization context.
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Met adata setting and listing: This is the sane as in Section 5. 2.
6. Milti-Domain Constraints to the NFSv4 Protoco

Joi ni ng NFSv4 Donmmi ns under a single file nanmespace inposes slightly
on the NFSv4 adnministrative freedom In this section, we describe
the required constraints.

6.1. Nane@omai n Constraints

NFSv4 uses a syntax of the form "name@lomai n” (see Section 5.9 of

[ RFC7530]) as the on-the-wire representation of the "who" field of an
NFSv4 access control entry (ACE) for users and groups. This design
provides a level of indirection that allows NFSv4 clients and servers
with different internal representations of authorization identity to
i nteroperate even when referring to authorization identities from

di fferent NFSv4 Donai ns.

Mul ti-donai n-capabl e sites need to neet the follow ng requirenments in
order to ensure that NFSv4 clients and servers can nmap between
name@onmai n and internal representations reliably. Wile some of
these constraints are basic assunptions in NFSv4.0 [ RFC7530] and
NFSv4. 1 [ RFC5661], they need to be clearly stated for the multi-
domai n case

0 The NFSv4 Domain portion of name@onmain MUST be unique within the
mul ti -domai n nanespace. See [RFC5661], Section 5.9 ("Interpreting
owner and owner _group") for a discussion on NFSv4 Domai n
configuration.

0 The nane portion of nane@onai n MIST be uni que within the
speci fi ed NFSv4 Donmi n.

Due to U Dand ADcollisions, stringified UD ADs MIST NOT be used
in a multi-domain deploynent. This neans that mnulti-domai n-capabl e
servers MJST reject requests that use stringified U D Q@ Ds.

6.1.1. NFSv4 Donai n and DNS Services

Here we address the relationship between NFSv4 Domai n nanme and DNS
domain nane in a nulti-domain depl oyment.

The definition of an NFSv4 Donai n nane, the @onain portion of the
nane@onmai n syntax, needs clarification to work in a nulti-donain
file system nanespace. [RFC5661], Section 5.9 |oosely defines the
NFSv4 Donmai n name as a DNS domain name. This |oose definition for
the NFSv4 Domain nane is a good one, as DNS domai n nanes are globally
unique. As noted in Section 6.1, any choice of NFSv4 Domai n nane can
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6. 1.

work within a stand-al one NFSv4 Donmai n depl oynent whereas the NFSv4
Domain nanme is required to be unique across a multi-domain
depl oynent .

A typical configuration is that there is a single NFSv4 Donai n that
is served by a single DNS domain. |In this case, the NFSv4 Donai n
name can be the same as the DNS domai n nane.

An NFSv4 Domain can span nultiple DNS domains. In this case, one of
the DNS domai n nanes can be chosen as the NFSv4 Donai n nane.

Mul ti pl e NFSv4 Donmi ns can al so share a DNS domain. 1In this case,
only one of the NFSv4 Domai ns can use the DNS donai n nane, the other
NFSv4 Donai ns nmust choose anot her uni que NFSv4 Donai n nane.

2. NFSv4 Domai n and Nane Services

As noted in Section 6.1, each nane@onain is unique across the nulti-
domai n nanespace and maps, on each NFSv4 server, to the |oca
representation of identity used by that server. Typically, this
representation consists of an indication of the particular domain
conbined with the U D AD corresponding to the name conponent. To
support such an arrangenment, each NFSv4 Domai n needs to have a single
nane resol ution service capabl e of converting the nanes defined
within the domain to the corresponding | ocal representation.

RPC Security Constraints
As described in [ RFC5661], Section 2.2.1.1 ("RPC Security Flavors"):

NFSv4. 1 clients and servers MJST inplenent RPCSEC GSS. (This

requirenent to inplenent is not a requirenent to use.) Oher

flavors, such as AUTH NONE and AUTH_SYS, MAY be inpl enented as
wel |

The underlyi ng RPCSEC GSS GSS- APl [ RFC2203] security nechani sm used
in a nulti-domain nanespace is REQU RED to enploy a nethod of cross
NFSv4 Donain trust so that a principal froma security service in one
NFSv4 Donmain can be authenticated in another NFSv4 Domain that uses a
security service with the same security mechanism Kerberos is an
exanpl e of such a security service

The AUTH NONE [ RFC5531] security flavor can be useful in a nmulti-
domai n depl oynent to grant universal read-only access to public data
wi t hout any credentials.
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The AUTH SYS security flavor [ RFC5531] uses a host-based

aut henti cation nodel where the weakly authenticated host (the NFSv4
client) asserts the user’s authorization identities using smal

i ntegers, uidNunber, and gi dNunber [RFC2307] as user and group
identity representati ons. Because this authorization ID
representati on has no donmi n conponent, AUTH SYS can only be used in
a nanespace where all NFSv4 clients and servers share a nanme service
as described in [RFC2307]. A shared nane service is required because
ui dNunbers and gi dNunbers are passed in the RPC credential; there is
no negoti ation of nanespace in AUTH SYS. Collisions can occur if
mul ti pl e name services are used, so AUTH SYS MUST NOT be used in a
multi-domain file system depl oynent.

6.2.1. NFSv4 Dormain and Security Services

As noted in Section 6.2 regarding AUTH NONE, nultiple NFSv4 Domai n
security services are RPCSEC GSS based with the Kerberos 5 security
mechani sm bei ng the nost commonly (and as of this witing, the only)
depl oyed service

A single Kerberos 5 security service per NFSv4 Donmain with the upper
case NFSv4 Donmain nane as the Kerberos 5 REALM nane is a common
depl oynent .

Multiple security services per NFSv4 Donain is allowed and brings the
need of mapping nultiple Kerberos 5 principal GREALMs to the sane
local ID. Methods of achieving this are beyond the scope of this
docunent .

7. Stand- Al one Exanples in an NFSv4 Milti-Domai n Depl oynent

In this section, we revisit the stand-al one NFSv4 Donai n depl oynent
exanples in Section 5 and note what is prohibiting themfrom
participating in an NFSv4 nul ti-domain depl oynment.

Not e that because all on-disk identities participating in a stand-

al one NFSv4 Donmain belong to the sane NFSv4 Donmin, stand-al one NFSv4
Domai n depl oynents have no requirenent for exporting multi-domain-
capable file systens. To participate in an NFSv4 multi-domain

depl oynent, all three exanples in Section 5 would need to export

mul ti - domai n-capabl e file systens.

Due to the use of AUTH SYS and stringified UDdDs, the first stand-

al one depl oyment exanple (described in Section 5.1) is not suitable
for participation in an NFSv4 nulti-domain depl oynent.
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The second exanpl e (described in Section 5.2) does use the
nane@onmai n syntax, but the use of AUTH SYS prohibits its
participation in an NFSv4 mul ti-donai n depl oynent.

The third exanple (described in Section 5.3) can participate in a
mul ti -domai n nanespace depl oynent if:

0 The NFSv4 Dommin nane is unique across the nanespace.
0 Al exported file systens are nulti-domain capable.

0 A secure nethod is used to resolve the renote NFSv4 Donmi n
principal’s authorization infornmation froman authoritative
sour ce.

8. Resolving Miulti-Domain Authorization Infornmation

When an RPCSEC GSS principal is seeking access to files on an NFSv4
server, after authenticating the principal, the server SHOULD obtain
in a secure manner the principal’s authorization context information
froman authoritative source such as the name service in the
principal’s NFSv4 Donai n.

In the stand-al one NFSv4 Donmi n case where the principal is seeking
access to files on an NFSv4 server in the principal’s hone NFSv4
Domai n, the server adm nistrator has know edge of the local policies
and nethods for obtaining the principal’s authorization infornmation
and the mappings to local representation of identity froman

aut horitative source. For exanple, the adm nistrator can configure
secure access to the |ocal NFSv4 Domai n nane service.

In the multi-domain case where a principal is seeking access to files
on an NFSv4 server not in the principal’s home NFSv4 Donmain, the
NFSv4 server nmay be required to contact the renote name service in
the principal’s NFSv4 Domain. |In this case, there is no assunption
of :

0 Renote name service configuration know edge.

0 The syntax of the renmpte authorization context information
presented to the NFSv4 server by the renote nane service for
mapping to a | ocal representation.

There are several nethods the NFSv4 server can use to obtain the
NFSv4 Dommi n aut horitative authorization information for a renote
principal froman authoritative source. Wile detailing these

met hods i s beyond the scope of this docunent, sonme general nethods
are listed here.
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9.

A nmechani smspeci fic GSS- APl aut hori zation payl oad contai ni ng
credential authorization data such as a "privilege attribute
certificate" (PAC) [PAC] or a "principal authorization data"
(PAD) [GEN-PAC]. This is the preferred method as the payload is
delivered as part of GSS-API authentication, avoids requiring any
know edge of the renpote authoritative service configuration, and
has a wel | -known synt ax.

When there is a security agreenent between the local and renote
NFSv4 Domai n name services plus regul ar update data feeds, the
NFSv4 server | ocal NFSv4 Domain nane service can be authoritative

for principals in the renote NFSv4 Domain. |In this case, the
NFSv4 server nakes a query to its |ocal NFSv4 Donmain nane service
just as it does when servicing a |local domain principal. Wile

this requires detailed knowl edge of the renote NFSv4 Domai n nane
service for the update data feeds, the authorization context

i nformati on presented to the NFSv4 server is in the sane form as
a query for a local principal

An aut henticated direct query fromthe NFSv4 server to the
principal’s NFSv4 Domai n authoritative nanme service. This
requires the NFSv4 server to have detail ed know edge of the
renote NFSv4 Domain’s authoritative nane service and detailed
know edge of the syntax of the resultant authorization context
i nformation.

Security Considerations

This RFC di scusses security throughout. Al the security

consi derations of the relevant protocols, such as NFSv4.0 [ RFC7530],

NFSv4. 1 [ RFC5661], RPCSEC GSS [ RFC2203], GSS-API [ RFC4121], LDAP

[ RFCA511], Requirenents for Federated FS [ RFC5716], FedFS Nanespace

Dat abase Protocol [RFC7532], FedFS Adninistration Protocol [RFC7533],
and FedFS Security Addendum [ SEC- ADD] apply.

Aut henti cation and authorization across adninistrative donains
present security considerations, nost of which are treated el sewhere
but we repeat sone of them here:

(0]

(0]

(o]

(0]

| atency in propagation of revocation of authentication credentials
| atency in propagation of revocation of authorizations
| atency in propagation of granting of authorizations

conplications in establishing a conplete authorization context for
users of a foreign domain (only parts may be available to servers)
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0 privacy considerations in a federated environnent

Most of these are security considerations of the nechanisns used to
aut henticate users to servers and servers to users and of the
mechani sns used to evaluate a user’s authorization context.

| mpl enentors nay be tenpted to assune that "realnt (or "issuer") and
"NFSv4 Domai n" are roughly the same thing, but they are not.
Configuration and/or |ookup protocols (such as LDAP) and associ at ed
schenas are generally required in order to evaluate a user
principal’s authorization context (see Section 8). In the sinplest
schene, a server has access to a database mapping all known principa
names to user nanes whose authorization context can be eval uated

usi ng operating systeminterfaces that deal in user nanes rather than
princi pal nanes.

Note that clients may al so need to evaluate a server’s authorization
context when using |abeled security [ RFC7862] (e.g., is the server
aut horized to handl e content at a given security level for the given
client process subject |abel).

When the server accepts user credentials fromnore than one realm it
is inportant to renmenber that the server nust verify that the client
it is talking to has a credential for the nane the client has
presented the server and that the credential’s issuer (i.e., its
realn is allowed to issue it. Usually, the service principal realm
aut hori zation function is inplenmented by the security nmechani sm but
the i npl ement or shoul d check this.
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