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Abstract

Thi s docunent defines an RTP Control Protocol (RTCP) Extended Report
(XR) block that allows the reporting of burst/gap discard netrics

i ndependently of the burst/gap loss netrics for use in a range of RTP
applications.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc8015.
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1. Introduction
1.1. Independent Burst/Gap Discard Metrics Bl ock

Thi s docunment defines a new bl ock type that extends the netrics
defined in [ RFC7003]. The new bl ock type reports the proportion of
packets discarded in a burst by the de-jitter buffer at the receiver
The nunber of packets discarded depends on the de-jitter buffer

al gorithminpl enented by the endpoint.

The new report block defined in this docunent is different fromthe
one defined in [RFC7003]. The netrics in [RFC7003] depend on the
metrics in the burst/gap loss nmetric defined in [ RFC6958].
Consequent |y, an endpoint that sends a Burst/Gap Discard Metrics

Bl ock [ RFC7003] al so needs to send a Burst/Gap Loss Metrics Bl ock

[ RFC6958]. The conbi ned usage is useful when an endpoi nt observes
correl ated packet |osses and discard. However, when the burst of
packet | osses and di scards do not occur sinultaneously, the
application could prefer to send a concise report block that just
reports the burst/gap of discarded packets. The report block in this
docunent provides the conplete informati on and does not require
additional report blocks. That is, this block reports the tota
nunber of packets discarded, the total burst duration, and the tota
nunber of bursts. Al of these netrics are mssing in [ RFC7003].

This bl ock provides information on transient network issues. Burst/
gap netrics are typically used in cumulative reports; however, they
can also be used in interval reports (see the Interval Metric flag in
Section 3.2). The variation in the nunber of packet discards in a
burst affects the user experience. Based on the netrics reported in
the bl ock, the sending endpoint can change the packeti zation
interval, vary the bitrate, etc. The report can additionally be used
for diagnostics [RFC6792]. The nmetric belongs to the class of
transport-rel ated end-systemnetrics defined in [ RFC6792].

The definitions of "burst", "gap", "loss", and "discard" are
consistent with the definitions in [ RFC3611]. To accommpdate a range
of de-jitter buffer algorithns and packet discard |logic that can be
used by inplenmenters, the nethod used to distinguish between bursts
and gaps uses an equivalent nmethod to that defined in Section 4.7.2
of [RFC3611]. Note that reporting the specific de-jitter buffer

al gorithm and/ or the packet discard logic is out of the scope of this
docunent .
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1.2. RTCP and RTCP Extended Reports

The use of RTCP for reporting is defined in [ RFC3550]. [ RFC3611]
defined an extensible structure for reporting using an RTCP Ext ended
Report (XR). This docunent defines a new Extended Report bl ock for
use wi th [ RFC3550] and [ RFC3611].

1.3. Performance Metrics Franmework

The Performance Metrics Franmework [ RFC6390] provides gui dance on the
definition and specification of performance netrics. The RTP

Moni toring Framework [ RFC6792] provides guidelines for reporting the
bl ock format using RTCP XR.  The netrics block described in this
document is in accordance with the guidelines in [ RFC6390] and

[ RFC6792] .

1.4. Applicability

These netrics are applicable to a range of RTP applications that
contain de-jitter buffers at the receiver to snooth variation in
packet-arrival tinme and don't use streamrepair neans, e.g., Forward
Error Correction (FEC) [ FLEX FEC] and/or retransm ssion [ RFC4588].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In addition, the following terns are defined:
Recei ved, Lost, and Di scarded

A packet is regarded as "lost" if it fails to arrive within an

i npl ement ati on-specific time window. A packet that arrives within
this tinme window but is too early to be played out, too late to be
pl ayed out, or thrown away before playout due to packet
duplication or redundancy is be recorded as "discarded". A packet
SHALL NOT be regarded as "discarded" if it arrives within this
time wi ndow but is dropped during decodi ng by sone higher-I|ayer
decoder, e.g., due to a decoding error. Each packet is classified
as one of "received" (or "OK"), "discarded", or "lost". The
metric "cunul ative nunber of packets lost" defined in [ RFC3550]
reports a count of packets lost fromthe nmedia stream (single
synchroni zati on source (SSRC) within a single RTP session).
Simlarly, the nmetric "nunber of packets discarded" defined in

[ RFC7002] reports a count of packets discarded fromthe nedia
stream (single SSRC within a single RTP session) arriving at the
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receiver. Another netric, defined in [ RFC5725], is available to
report on packets that are not recovered by any repair techniques
that are in use. Note that the term "discard" defined here builds
on the "discard" definition in [RFC3611] but extends the concept
to take into account packet duplication and reports different
types of discard counts [ RFC7002].

Bursts and Gaps

The ternms "burst” and "gap" are used in a manner consistent with
that of RTCP XR [ RFC3611]. RTCP XR views an RTP stream as being
divided into bursts, which are periods during which the discard
rate is high enough to cause noticeable quality degradation
(generally a discard rate over 5 percent), and gaps, which are
peri ods during which discarded packets are infrequent, and hence
quality is generally acceptable.

3. I ndependent Burst/Gap Discard Metrics Bl ock

Metrics in this block report on burst/gap discard in the stream
arriving at the RTP system Measurenents of these metrics are made
at the receiving end of the RTP stream Instances of this netrics
bl ock use the synchronization source (SSRC) to refer to the separate
auxi | iary Measurenent Information Block [ RFC6776], which describes
measur enent periods in use (see [RFC6776], Section 4.2).

This metrics block relies on the nmeasurenent period in the
Measurenment | nformation Block indicating the span of the report.
Senders MJST send this block in the sane conpound RTCP packet as the
Measurenment I nfornmation Block. Receivers MJUST verify that the
measurenent period is received in the sanme conpound RTCP packet as
this netrics block. If not, this netrics block MUST be discarded.
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3.1. Report Block Structure

The structure of the Independent Burst/Gap Discard Metrics Block is
as foll ows.

0 1 2 3
01234567890123456789012345678901
i T e e e i e e e
BT=35 [ 1] resv | Bl ock Length = 5
+- - +- +- +-
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Figure 1: Report Block Structure

3.2. Definition of Fields in the I ndependent Burst/Gap Discard Metrics
Bl ock

Bl ock Type (BT): 8 bits

An I ndependent Burst/Gap Discard Metrics Block is identified by
the constant 35.

Interval Metric flag (1): 2 bits

This field is used to indicate whether the burst/gap discard
metrics are Sanpled, Interval, or Cunulative nmetrics [RFC6792]:

| =10: Interval Duration - the reported value applies to the
nost recent neasurenent interval duration between successive
nmetrics reports.

| =11: Cunul ative Duration - the reported value applies to the
accunul ation period characteristic of cunul ative nmeasurenents.

In this docunment, burst/gap discard netrics can only be neasured
over definite intervals and cannot be sanpled. Also, the value
=00 is reserved for future use. Senders MJST NOT use the val ues
=00 or 1=01. |If a block is received with =00 or =01, the
recei ver MJST di scard the bl ock
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Reserved (resv): 6 bits

These bits are reserved. They MJST be set to zero by senders and
i gnored by receivers (see [RFC6709], Section 4.2).

Bl ock Length: 16 bits

The length of this report block in 32-bit words, minus one. For

t he I ndependent Burst/Gap Discard Metrics Block, the block I ength
is equal to 5. The block MJST be discarded if the block Iength is
set to a different val ue.

SSRC of Source: 32 bits
As defined in Section 4 of [RFC3611].

Threshold: 8 bits
The Threshold is equivalent to Grin in [ RFC3611], i.e., the nunber
of successive packets that have to be received prior to, and
foll owi ng, a discarded packet in order for that discarded packet
to be regarded as part of a gap. Note that the Threshold is set
in accordance with the Grin cal culation defined in Section 4.7.2
of [ RFC3611].

Sum of Burst Durations (ms): 24 bits

The total duration of bursts of discarded packets in the period of
the report (Interval or Cunulative).

The nmeasured value is an unsigned value. |f the neasured val ue
exceeds OxXFFFFFD, the val ue OxFFFFFE MJUST be reported to indicate
an over-range neasurenment. |f the measurenent is unavail able, the

val ue OxFFFFFF MJST be report ed.
Packets Discarded in Bursts: 24 bits

The total nunber of packets discarded during discard bursts, as
defined in Section 3.2 of [RFC7002].
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Nunmber of Bursts: 16 bits

The nunber of discard bursts in the period of the report (Interva
or Cumul ative).

The neasured value is an unsigned value. |[|f the neasured val ue
exceeds OxFFFD, the val ue OxFFFE MJST be reported to indicate an
over-range neasurenent. |f the nmeasurement is unavail able, the

val ue OxFFFF MUST be reported.

Total Packets Expected in Bursts: 24 bits

The total nunber of packets expected during the discard bursts
(that is, the sumof received packets and | ost packets). The
nmetric is defined in [ RFC7003].

D scard Count: 32 bits

3. 3.

Nunmber of packets di scarded over the period (Interval or
Cumul ative) covered by this report, as defined in Section 3.2 of
[ RFC7002] .

Derived Metrics Based on the Reported Metrics

The metrics described here are intended to be used in conjunction
with information fromthe Measurenent |nformation Bl ock [ RFC6776].

These netrics provide the following information relevant to
statistical paraneters (depending on cumnul ative of interva
nmeasures), for exanpl e:

(o]

Si ngh,

The average di scarded burst size, which can be cal cul ated by
dividing the nmetric "Packets Discarded in Bursts" by the "Nunber
of Bursts".

The average burst duration, which can be cal cul ated by dividing

the metric "Sum of Burst Durations (ns)" by the "Nunber of
Bur sts".
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4. Considerations for Voice-over-IP Applications

This metrics block is applicable to a broad range of RTP
applications. Were the netric is used with a Voice-over-I1P (VolP)
application and the streamrepair nmeans is not avail able, the

foll owi ng consi derations apply.

RTCP XR views a call as being divided into bursts, which are periods
during which the discard rate is high enough to cause noticeabl e cal
qual ity degradation (generally a discard rate over 5 percent) and
gaps, which are periods during which discarded packets are

i nfrequent, and hence call quality is generally acceptable.

If voice activity detection is used, the burst/gap duration is
determined as if silence packets had been sent, i.e., a period of
silence in excess of Grin packets will termnate a burst condition

The RECOWMMENDED val ue for the threshold Grin in [ RFC3611] results in
a burst being a period of time during which the call quality is
degraded to a simlar extent to a typical pulse code nodul ation (PCM
severely errored second.

5. SDP Signaling

[ RFC3611] defines the use of SDP (Session Description Protocol)
[ RFC4566] for signaling the use of XR blocks. XR blocks can be used
wi t hout prior signaling.

5.1. SDP rtcp-xr Attribute Extension
This section augnents the SDP [ RFC4566] attribute "rtcp-xr" defined
in [ RFC3611] by providing an additional value of "xr-format" to
signal the use of the report block defined in this docunent. The
ABNF [ RFC5234] syntax is as follows.
xr-format =/ xr-ind-bgd-bl ock
Xr-ind-bgd-bl ock = "ind-burst-gap-discard"

5.2. Ofer/Answer Usage
When SDP is used in O fer/Answer context, the SDP O f er/ Answer usage
defined in [RFC3611] for unilateral "rtcp-xr" attribute paraneters

applies. For detailed usage in Offer/Answer for unilatera
paranmeters, refer to Section 5.2 of [RFC3611].
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6. | ANA Consi derati ons

New bl ock types for RTCP XR are subject to | ANA registration. For
general guidelines on | ANA considerations for RTCP XR, refer to
[ RFC3611] .

6.1. New RTCP XR Bl ock Type Val ue

Thi s docunent assigns the block type value 35 in the | ANA "RTP
Control Protocol Extended Reports (RTCP XR) Bl ock Type Registry" to
the "I ndependent Burst/Gap Di scard Metrics Bl ock”

6. 2. New RTCP XR SDP Par anet er

Thi s docunent al so registers a new paraneter "ind-burst-gap-discard"
in the "RTP Control Protocol Extended Reports (RTCP XR) Session
Description Protocol (SDP) Paraneters Registry".

6.3. Contact Information for Registrations
The contact information for the registrations is:
ART Area Directors <art-ads@etf.org>
7. Security Considerations

Thi s bl ock does not provide per-packet statistics, so the risk to
confidentiality docunented in Section 7, paragraph 3 of [ RFC3611]
does not apply. However, the gap indicated within this block could
be used to detect the tinmng of other events on the path between the
sender and receiver. For exanple, a conpeting nultinedia stream

nm ght cause a discard burst for the duration of the stream allow ng
the receiver of this block to know when the conpeting stream was
active. This risk is not a significant threat since the only
information | eaked is the timng of the discard, not the cause.

Where this is a concern, the inplenentation SHOULD apply encryption
and authentication to this report block. For exanple, this can be
achi eved by using the Audio-Visual Profile with Feedback (AVPF)
profile together with the Secure RTP profile, as defined in

[ RFC3711]; an appropriate conbination of those two profiles ("SAVPF")
is specified in [RFC5124]. Besides this, it is believed that this
RTCP XR bl ock introduces no new security considerations beyond those
described in [ RFC3611].
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Appendi x A.  Metrics Represented Using the Tenplate from RFC 6390
a. Threshold Metric
* Defined in itema of Appendix A of [RFC7003].
b. Sum of Burst Durations (ns)

* Metric Nanme: Sum of Burst Durations with D scarded RTP
Packet s.

* Metric Description: The total duration of bursts of discarded
RTP packets in the period of the report.

*  Method of Measurenent or Cal cul ation: See Section 3.2, Sum of
Burst Durations definition.

* Units of Measurenent: See Section 3.2, Sum of Burst Durations
definition.

*  Measurenment Point(s) with Potential Measurenment Donain: See
Section 3, first paragraph.

*  Measurenent Timng: See Section 3, second paragraph for
measurenent timng and Section 3.2 for Interval Metric flag.

* Use and Applications: See Section 1.4.

* Reporting Mddel: See [ RFC3611].
c. Packets Discarded in Bursts Metric

* Defined in itemb of Appendix A of [RFC7003].
d. Nunber of Bursts

* Metric Nane: Nunmber of discard bursts in RTP.

* Metric Description: The total nunber of bursts with discarded
RTP packets in the period of the report.

*  ©Met hod of Measurenent or Cal cul ati on: See Section 3.2, Nunber
of Bursts definition.

* Units of Measurenent: See Section 3.2 for the Nunber of Bursts
definition.
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*  Measurenent Point(s) with Potential Measurenment Donai n: See
Section 3, first paragraph

* Measurenent Timng: See Section 3, second paragraph for
measurenent timng and Section 3.2 for Interval Metric flag.

* Use and Applications: See Section 1.4.
* Reporting Mdel: See [ RFC3611].
e. Total Packets Expected in Bursts Metric
* Defined in itemc of Appendix A of [RFC7003].
f. Discard Count
* Defined in Appendi x A of [RFC7002].
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