| ndependent Submi ssi on M Thomas
Request for Comments: 8023

Cat egory: | nformational A. Mankin
| SSN: 2070-1721 Sal esforce
L. Zhang

UCLA

Novenber 2016

Report fromthe Wrkshop and Prize on
Root Causes and Mtigation of Name Collisions

Abst ract

Thi s docunent provides context and a report on the workshop on "Root
Causes and Mtigation of Nane Collisions", which took place in
London, United Kingdom from March 8 to 10, 2014. The nain goal of
t he wor kshop was to foster a discussion on the causes and potenti al
mtigations of domain name collisions. This report provides a smal
anount of background and context; then, it provides a summary of the
wor kshop’ s di scussi ons.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nmakes no statenent about its value for

i npl enent ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any |l evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8023
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1. Introduction

It has been well known within the Internet research and engi neering
community that many installed systens in the Internet query the
domai n nane system (DNS) root for names under a wi de range of top-

| evel dommins (TLDs). Many of these TLDs are not del egated, which
results in a response indicating that the nane queri ed does not exist
(comonly called an NXDOMAI N response [RFC7719]). In the Internet
Corporation for Assigned Nanes and Numbers (1 CANN) community, it was
observed as early as Novenber 2010 by the Security and Stability

Advi sory Conmittee (SSAC) report [SAC045] that the addition of new
TLDs in the DNS root could result in so-called nane collisions for
nanes used in environments other than the global Internet. Sone
installed systens, follow ng established (al beit not vetted)
operational practices, generate queries to the global DNS with name
suffixes that, under seem ngly reasonable assunptions at the tinme the
systens were designed or configured, were not expected to be

del egated as TLDs. Many of these installed systens depend explicitly
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or inplicitly on the indication fromthe global DNS that the donain
nane suffix does not exist. After a new TLD is del egated, the gl oba
DNS may give a different response to the query involving the TLD t han
it did prior to the TLD s del egati on

A name col lision occurs when an attenpt to resolve a nane used in a
private nanespace results in a query to the public DNS, and the
response indicates that the name is in the global DNS [NCRI]. In
other words, the overlap of public and private namespaces may result
in potential unintended (and, therefore, potentially harnful)
resolution results. The inpact of the global change on installed
systens will be varied; risks to installed systens introduced by name
collisions may arise due to varied causes.

In a globally distributed system such as the Internet, it is
difficult, yet critical, to agree on policies for demarking
boundari es of ownership and autonony. Nane space governance is
critical to ensure predictable use of nanmes in the gl obal DNS

In order to help ensure this uniqueness and interoperability, | CANN
through its coordination of the I ANA functions, is responsible for
adm nistration of certain responsibilities associated with Internet
DNS root zone managenent, such as generic and country code Top-Leve
Domai ns (gTLDs and ccTLDs). Prior to ICANN s creation in 1998, seven
generic TLDs were defined in the early devel opnent of the |Internet

[ RFC1591]. Since the formation of | CANN, the del egati ons of generic,
i nternationalized and country code TLDs have been admi ni stered and
del egated by I CANN. During these del egations, it quickly became
apparent within the I ETF comunity that there was a need to reserve
nane spaces that can be used for creating linted sets of interna
names without fear of conflicts with current or future TLD nane
spaces in the global DNS [ RFC2606] .

Whil e the reserved TLDs [ RFC2606] ainmed to enabl e operators to use
themonly as a small set of reserved nanes internally, with limted
uses, educational awareness and operational best practices did not
achi eve the goal of reserving special-use domai n nanes [ RFC6761];

ot her suffixes, not reserved though at the tine not in conflict, were
often enpl oyed instead. Faulty assunptions, or encouragenent in some
cases by vendor docunentation, of "we only use this name internally
and there is no possibility of |eakage to the gl obal DNS' were nade
by nunerous operators or administrators. Nunerous reports and
findings have clearly disproved these faulty assunptions by show ng
substantial "DNS | eakage" into the gl obal DNS t hrough mechani snms such
as search lists.

In 2012, 1 CANN created a new gTLD programto add a potentially
unlimted nunber of new gTLDs to the root zone as a nechanismto
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enhance conpetition, innovation, and consumer choice. Wth the
potential of many new gTLDs beconi ng del egated in the gl obal DNS
operators or adnministrators who elected to use a non-del egated nane
space internally may face potential "nanme collision" problens.

This docunent is primarily a report on the March 2014 wor kshop t hat
set out to exam ne the causes and nmitigation of such nane collisions
and their associated risks. It is a conpanion to the Wrkshop and
Prize on Root Causes and Mtigation of Name Collisions proceedi ngs
[WNC], and it al so provides sone additional background and context.

2. Background and Cont ext

When t he workshop was convened, the context and status of the work
around nane collisions could be described as foll ows.

Since early 2008, there had been nunerous | engthy discussions within
the 1 CANN conmmunity about the ability of the DNS root to scale to
acconmodat e new gTLDs and the inpact of naking those changes on the
DNS ecosystem In March 2008, the Internet Architecture Board (I|AB)
observed that the introduction of suffixes in use in a nunber of
environnments could lead to instability [I AB2008]. |In Decenber 2010,
the Security and Stability Advisory Committee (SSAC) issued their
report on root scaling in which the coomittee formalized severa
recomendat i ons based on "actual neasurenent, nonitoring, and data-
sharing capabilities of root zone performance" to help determ ne the
feasibility of root scaling [ SAC046]. Separately, the Root Server
System Advi sory Committee [RSSAC] agreed in late 2010 on the need to
establish standard netrics to be collected and reported by al
operators. This effort would provide the community with a baseline
measure of the entire root server systenis perfornance. Wth such an
est abl i shed baseline, any possible negative effect from additiona
TLDs within the root could potentially be identified. |In late 2012,
the 1 CANN Board affirmed the need to work with the root server
operators via RSSAC to conpl ete the docunentation of the interactions
bet ween | CANN and the root server operators with respect to root zone
scaling [I RR012].

In March 2013, SSAC published an advisory titled "SSAC Advi sory on
Internal Name Certificates,” which identified a Certificate Authority
(CA) practice that, if widely exploited, "could pose a significant
risk to the privacy and integrity of secure Internet conmunications"
[ SACO57]. The | CANN Board acknow edged the issues identified in the
advi sory report on internal nane certificates [ SACO57] as part of a
nore general category of issues. These issues included installed
systenms utilizing a nanespace in a private network that includes a
non-del egated TLD that is later delegated into the root. |In My
2013, the I CANN Board commissioned a study on the use within private
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nane spaces of TLDs that are not currently del egated at the root

| evel of the global DNS [ISTUDY]. This study was focused on
potential name collision events between applied-for new gTLDs and
non- del egated TLDs potentially used in private nanespaces. The study
al so exam ned the potential possibility of name collisions arising
fromthe use of digital certificates referenced in the SSAC report on
internal nane certificates [ SACO57].

Bet ween the RSSAC s and SSAC s advi sory statenents ([ RSSAC] [ SAC046])
and the | CANN commi ssioning of a study in May 2013, there was
significant progress on establishing formalized, coordinated

noni toring and neasurenent of the root. RSSAC approached its
finalization of the specific netrics that each root operator wll
collect and initiated di scussions about where the operators will send
their data for analysis once collected. To properly gauge the risks
of new gTLD del egations to the root, an established baseline of

nor mal performance of the systemwould be required to start
sufficiently ahead of the new del egations. The execution of these
RSSAC and SSAC reconmendations was tined poorly with the conmm ssi oned
study, resulting in a limted pool of data repositories fromwhich
any baseline and risk neasurenments could be established.

It is conmon practice for each root operator to monitor its own root
server, and sone operators report the status and perfornmance of their
services publicly. As of |ICANN s study commi ssioned in May 2013

[1 STUDY], there was no nechanismin place to allow a detailed view of
the entire root system short of the annual "Day in the Life"
([DITL]) data repository, which contains root DNS data over a short
coordinated tine period froma varying subset of root operators and
was intended to be used for research purposes, not to provide overal
nmoni toring and an operational view of systemhealth. Due to the lack
of a nore conprehensive and desirable data repository for baseline
and collision analysis DI TL has becone the de facto referentia

dat aset for root traffic analysis.

The conmi ssi oned study, conducted by the Interisle Consulting G oup,
was published in August of 2013. Their report "Nane Collisions in
the DNS" [INTERI SLE], based on [DI TL] measurenents, addressed nane
collisions in the DNS and al so recomended options to nitigate the
various nanme collision risks. The study identified categories of
strings according to the risk they represent: low risk (80 percent of
applied-for strings), uncalculated risk (20 percent of applied-for
strings), and high risk (2 applied-for strings).

At the sanme tine as the [I NTERI SLE] study, | CANN published a
proposal, titled "New gTLD Col li si on Occurrence Managenent Pl an"

[ NGCOWP], to manage the risk of name collisions within the applied-
for gTLDs. Based on neasurenents, | CANN deened two strings, .home
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and .corp, to be high risk because of their w despread use within

i nternal networks and would indefinitely delay their del egation

[I NTERI SLE]. Those strings within the uncal cul ated-risk
classification would be delayed 2 to 3 nmonths in their application
process while | CANN conducted nore research into whether the string
is of high- or lowrisk classification. Those in the |owrisk
classification would face a delay in activating domains until 120
days after contracting with ICANN to allow for the change in
certificate authority practices recomended in the SSAC report on

i nternal name certificates [SACO57].

Wthin the | CANN proposal [NGCOW], an approach terned the
"alternative path to del egation" was outlined, in which a registry
operator could elect to proceed with del egation, provided it
initially blocked all second-level domains (SLDs) that appeared in
the certain DI TL datasets pending the conpletion of the assessment.
The majority of new gTLD applicants that were eligible elected this
alternative path once otherw se approved for del egation. The plan
al so outlined an outreach canpai gn to educate system adm ni strators,
sof tware devel opers, and other engi neers about the nanme collision

i ssue and possible nitigation nmeasures.

As a further provision, the "New gTLD Col li si on Gccurrence Managenent
Plan" called for a followup study that woul d devel op a "Nane
Col l'i sion Qccurrence Managenent Franewor k" [NCOW]. |In February
2014, the docunent, "Mtigating the R sk of DNS Namespace Colli sions:
Phase One Report," was published by the | CANN-contracted group JAS

A obal Advisors [MRDNC]. The report provides a nunmber of
recomendati ons for addressing the name collision issue focusing on a
techni que terned "controlled interruption,” in which a registry would
tenporarily resolve all SLDs (or all SLDs present in the block |ist)
to a specific IP: 127.0.53.53. The report al so nakes provisions to

i mpl ement an energency plan and strategy in case nane collisions had
a "clear danger to human life."

2.1. Brief Update

In the tinme frane after the workshop, a final version of the Phase
One Report was released in June 2014 [ MRDNC] .

In July 2014, after a community revi ew phase, a final recommendation
was i ssued by | CANN [ NCOVFI NAL]; this has been followed by the
publication of nanagenment docunents for the inplenentation of a
controlled interrupt for new gTLD del egati ons [ NOCA] [ NCSLDCl V]

[ ADDNCCA] .
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Much of the framework called for in the Nanme Col lision Cccurrence
Management Framewor k [ NCOW] was not rel eased by the tine of witing
this docunent, and the Phase One Report [MRDNC] indicated that its
publicati on was del ayed due to a security vulnerability [JASBUG
identified during the course of the work.

Broad conmunity efforts to neasure the inpact of nane collisions were
not included in the final recomendati on i ssued by | CANN [ NCOVFI NAL] .
At the time of this witing, RSSAC has just published its

speci fication of comon nmeasurenents to be collected by root
operators, meeting one part of the needs for neasurenments of the root
server system [ RSSAC002].

3. Wrkshop Structure

The Workshop and Prize on Root Causes and Mtigation of Nane

Col l'i sions [WPNC], sponsored by Verisign, took place March 8-10, 2014
in London, United Kingdom The WPNC was open to the public, and it
gat hered subject-area specialists, researchers, and practitioners to
di scuss and present their views, concerns, and ideas surrounding the
nane collision issue. Proceedings are published at the workshop’s
website [ WPNC] .

The wor kshop focused on studies of nane collision risks and
mtigations with the expectation to advance the global conmunity’s

i nsight into operational uses of nanme suffixes that can result in
nane collisions and to gain a stronger understanding of the potential
risks for the users of the installed systenms. Additional enphasis
and attention was given to discussions that m ght advance the state
of knowl edge about the architecture and i npacts of DNS nanespaces
with multiple scopes or resolution contexts and the utilization of
new net hods of nonitoring and understandi ng the needs and net hods for
mtigating energing Internet risks around nane collisions. A
techni cal program committee, whose nenbers spanned a variety of
organi zations and universities, was assenbled. The committee issued
a call for papers and evaluated all subnissions to ensure the highest
| evel of quality.

A synthesis of the accepted papers and conference proceedings is
captured in the subsections below Another informal synopsis of the
wor kshop conbi ned wi th individual statenents and observations is
avai | abl e onli ne [ COUENTARY] .
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3.1. Research Findings

Many of the research papers focused on the analysis of DITL data to
better understand various aspects of the root NXDOMAIN traffic

([ TECHNI QUES], [ RARDBI TS], [BLOCKLISTS], [MODELING, and

[ SEARCHLI STS]). Note: all workshop contributions are listed in
Appendi x B; full papers and slides are available at the website

[ WPNC] .

While the DITL data has becone the de facto referential dataset for
root traffic analysis, sone presenters echoed concerns that the

dat aset may have becone biased or polluted with "artificial" queries
after the I CANN "Reveal Day," in which the list of applied-for gTLD
strings was publicly disclosed. No conclusive or enpirical evidence
of tanpering was presented; however, concerns about the integrity and
reliability of future DI TL collections and anal ysis for purposes
related to new gTLDs were echoed by sone panelists [| ESCPANEL].
Furthernore, the statistical accuracy and conpl eteness of DI TL data
-- used to draw inferential conclusions or nore specifically create
SLD block lists -- was exanined. The efficacy of blocking donains
based on sanpled DNS data, e.g., DITL, was investigated by conparing
nmeasurenents of SLDs within DI TL and that of a nmulti-nonth root
NXDOVAI N col l ection at the A and J roots [BLOCKLI STS]. The findi ngs
provided insights into SLD-root affinities, SLD tenporal query
patterns and occurrence frequencies that denonstrated the

i neffectiveness of block listing domai ns based on sanpl ed DNS data
such as [DITL].

Measurenments of queries specifying the recursion desired (RD) bit to
the roots in DITL were quantified to identify the |evel and nature of
naive DNS clients and to determ ne and assess potential inpacts that
could arise fromthe proposed SLD bl ocki ng technique to these naive
clients [RARDBITS]. A substantial proportion of the root server
request traffic contained queries with the RD bit specified. Both in
absolute and relative ternms, requests specifying the RD bit for
applied-for gTLDs were found to be significantly | ower when conpared
to existing TLDs. The root cause determ nation of what system or
nmechani smis responsible for generating the queries was inconclusive
and only specul ative explanations of faulty inplenentations of a DNS
resol ving server were hypothesized. However, the analysis was al so
not able to identify instances of actual or potential harmresulting
fromthese naive clients, suggesting if SLD bl ocki ng techni ques were
to be utilized, it is unlikely there would be any negative inpact to
t hese naive clients.
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3.2. System Anal ysis

Compari son of elenents can often help us to understand a systemas a
whol e. A passive study of the DNS traffic in a provisioned domain
such as "corp.com may el ucidate certain nane collision parallels

[ CORPCOM . Such neasurenents were presented as a proxy for the
".corp" potential new gTLD. According to the study, significant DNS
traffic volume was directed at a variety of third-1evel donmai ns under
"corp.com'. This pronpted a series of questions surroundi ng how name
collisions can be identified, as nbst end-users won't recognize that
probl ens may be due to a nanme collision. How w |l users know that
the problemthey are experiencing is a result of a new, colliding
gTLD? WI I support groups be able to diagnose a nane collision event
fromreported synptom(s)? WII a collision-based security hole be
det ect abl e?

These questions, upon which underpinnings rely on comunication and
educati onal awareness, may find reconmendations or parallels from

ot her systemreferences during the workshop [ JASFRAMEWORK] -- such as
the postal and tel ephone system Mst tel ephone and postal systens
have evol ved over tine, requiring individuals to alter the way they
address their parcels or place their calls. Both systens inplenmented
their changes in such a way that prior to the change, educationa
material is distributed and comuni cated and for a period of tinme and
after the change, conpliance of the previous standard is tenporarily
accepted. While the tel ephone and postal systemoperate in a very
different way than the DNS, these parallels of "advanced
notification, education and commruni cation, and a grace period" were
insightful for how other similar systens transitioned.

3.3. Franeworks: Modeling, Analysis, and Mtigation

Statements from several TLD operators during the conference
reverberated a thene for the need of inproved tooling, education, and
communi cati on surroundi ng name col lisions. The del egation of new
gTLDs is an ongoing event, and there is a clear and i medi ate need
for these operators to have visibility to nonitor and neasure the
effects of these new gTLD del egations. A lack of tools, shared data,
conmuni cati on, and education surroundi ng name collisions has

handi capped operators in their ability to quantitatively neasure and
proactively provide any steps for mtigation of risks. To this end,
nunerous techni ques, franmeworks, and nodels that focused on the
concepts of analyzing, detecting, and neasuring various nhame
collision risk factors were presented and reviewed with the hope of
under st andi ng t hese underlying concerns and issues ([ TECHNI QUES]

[ MODELI NG [ SEARCHLI STS] [ DNSENDUSER] [ ENTNETWORK] ) .

Thomas, et al. I nf or mat i onal [ Page 9]



RFC 8023 Name Col | i si ons Wbr kshop Novenber 2016

Dat a-driven analysis and mitigation require operators to be versed
and skilled with data anal ysis techniques to better understand the
contextual intent and ownership of DNS queries. An overview of
various DNS anal ysis techni ques in which ways of deconposi ng nanes,
measuring tenporal distributions between queries, and detecting
organi zati onal / geographi cal affinities was presented [ TECHNI QUES]

Mor e- speci fic techni ques were al so showased, such as a systematic
way of observing and characterizing the inpact of search lists within
root DNS traffic allow ng operators to quantify the nunber of unique
entities that may be reliant on a particul ar name space

[ SEARCHLI STS]. Wil e not exhaustive, the techni ques presented have
been proven to elucidate patterns within root DNS traffic data and
could serve as the potential building blocks of a DNS anal ysi s

f ramewor k.

Most of the previously published work focused on name col lisions has
produced various quantitative anal yses based on observations of
Internet traffic and data, including DNS queries and web content, in
whi ch behavi or and associ ated risks have been inferred. An

under standi ng of the inverse of the process by starting with a
fundamental nodel of name resolution at the client was proposed as an
alternative neans to define risk [ MODELING . This node
deconstructed the process of name resolution at the resolver library
of a client systemand fornalized a nodel fromwhich derived netrics
could be used to define and quantify associated risks. Wile the
nmodel presented is only a piece of the greater nane collision puzzle,
it provides potentially new insights into what nay ot herw se be

consi dered a mi ssing piece.

Just as inportant as understanding the root causes of name
collisions, providing effective mtigation strategies is a critica

pi ece of the nane collision puzzle. Mtigation can be achieved from
both higher levels, such as ICANN, as well as the enterprise |evel
Proposed strategies for mitigating nanme collisions at both of these

| evel s were presented. Wiile the technical details for each proposed
strategy varies, underlying dependencies in both strategies require
operators to nonitor and educate/train their users.
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3.4. Conclusions and Next Steps

In their concluding statenment [ NEXTSTEPS], the workshop conmittee
st at ed:

It occurs to the programcommittee that the analysis of the

i nteractions between the different uses of domain nanes within

| ocal or global context is alnost a nonexistent topic of research
This may have to do with the |ack of accessible data, |ack of
theory of root causes, a lack of interest, or a bias in the
participation of the workshop. W think that this is evidence
that this study of the global centrally inportant technical system
needs to be ranped up

Fol | ow- on conmentary [ NEXTSTEPS] fromthe attendees reaffirned this
opinion with recurring nmessages of a need to understand the root
causes of nane collision and the need to overcone shortcom ngs within
our shared data collection, nonitoring, and analysis of the DNS

Many name col lision unknowns still exist. What are the root causes
of these queries? What is going on within a recursive nanme server?
What vul nerabilities or subtle attack vectors do these new gTLD

del egations enable? The Iimted datasets available to researchers
and operators are not sufficient to draw baseline nmeasurenents for

t hese questions, forcing the community to nake inferences and rank
guesses as to what is going on within the DNS. Using these
suboptimal data repositories to create solutions such as block lists
is only dealing with the synptons of the problem and not addressing
the root cause. To properly answer these questions, the community
needs to address the issue of a shortage of funding and data

col l ection/anal ysis. Comuni cation and educational outreach prograns
need to be inproved in order raise the awareness of inpacted parties
and broaden participation and shari ng.

4. Security Considerations

Wor kshop partici pants di scussed security aspects related to root
cause analysis and nmitigation techniques of potential nane collision
events. As noted in several papers and presentations, security
concerns may both arise and be addressed with nanme collision
mtigation techniques. Follow on neasurenent-based research is

i mportant to security considerations for name colli sions.
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