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1. Introduction

Thi s docunent describes probl ens observabl e duri ng DNSSEC ([ RFC4034]
[ RFC4035] ) depl oynent that derive fromnon-conpliant infrastructure
It poses potential detection and mitigation techniques.

1.1. Notation

In this docunent, a "Host Validator" can either be a validating stub-
resol ver, such as a library that an application has linked in, or a
val i dati ng resol ver daenon running on the same nmachine. It may or
may not be trying to use upstream caching resolvers during its own
resol ution process; both cases are covered by the tests defined in

t hi s docunent.

The sub-variant of this is a "Validating Forwardi ng Resolver", which
is aresolver that is configured to use upstream Resol vers when

possi ble. A Validating Forwardi ng Resol ver also needs to performthe
tests outlined in this docunent before using an upstreamrecursive
resol ver.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Background

Depl oynment of DNSSEC validation is hanpered by network conponents
that make it difficult or sometines inpossible for validating
resolvers to effectively obtain the DNSSEC data they need. This can
occur for many different reasons including, but not linited to, the
fol | owi ng:

0 Recursive resolvers and DNS proxi es [ RFC5625] not being fully
DNSSEC conpl i ant

0 Resolvers not bei ng DNSSEC awar e

o "M ddl eboxes" actively bl ocking, nodifying, and/or restricting
out bound traffic to the DNS port (53) either UDP and/or TCP

0 In-path network conponents not allowing UDP fragnents

This docunent tal ks about ways that a Host Validator can detect the
state of the network it is attached to, and ways to hopeful ly
circunmvent the problens associated with the network defects it
di scovers. The tests described in this docunment may be performed on
any validating resolver to detect and prevent problens. Wile these
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recomendations are nainly ained at Host Validators, it is prudent to
performthese tests fromregular validating resolvers, just to nmake
sure things work.

There are situations where a host cannot talk directly to a Resol ver
the tests bel ow cannot address how to overcone that, and inconsistent
results can be seen in such cases. This can happen, for instance,
when there are DNS proxies/forwarders between the user and the actua
resol vers

1.3. Inplenentati on Experiences

Multiple |l essons learned fromnultiple inplenentations led to the
devel opnent of this document, including (in al phabetical order)
DNSSEC- Tool s* DNSSEC- Check, DNSSEC Resol ver _Check, dnssec-trigger
and FCC G ade.

Detecting | ack of support for specified Donain Nanme System Key
(DNSKEY) al gorithns and Del egation Signer (DS) digest algorithns is
out side the scope of this docunent, but the docunent provides

i nformati on on how to do that. See the sanple test tool

<htt ps://github. coml ogud/ DNSSEC ALG Check>.

Thi s docunent does describe conpliance tests for algorithnms 5, 7, and
13 with DS digest algorithns 1 and 2.

1.3.1. Test Zone Inplenentation

In this docunent, the "test.exanple.cont domain is used to refer to
DNS records that contain test records that have known DNSSEC
properties associated with them For exanple, the "badsign-
a.test.exanple.cont donmain is used belowto refer to a DNS A record
where the signatures published for it are invalid (i.e., they are
"bad signatures" that should cause a validation failure).

At the time of this publication, the "test.dnssec-tools.org" donain
i mpl enents all of these test records. Thus, it nmay be possible to
replace "test.exanple.cont in this docunent with "test.dnssec-
tool s. org" when perforning real-world tests.

2. Goals

Thi s docunent is intended to show how a Host Validator can detect the
capabilities of a recursive resolver and work around any probl ens
that could potentially affect DNSSEC resolution. This enables the
Host Validator to nmake use of the caching functionality of the
recursive resolver, which is desirable in that it decreases network
traffic and i nproves response tines.
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A Host Validator has two choices: it can wait to deternine that it
has problenms with a recursive resolver based on the results that it
is getting fromreal-world queries issued to it or it can proactively
test for problens (Section 3) to build a workaround |ist ahead of
time (Section 5). There are pros and cons to both of these paths
that are application specific, and this docunent does not attenpt to
provi de gui dance about whet her proactive tests should or should not
be used. Either way, DNSSEC roadbl ock avoi dance techni ques ought to
be used when needed and if possible.

Not e: Besi des being useful for Host Validators, the same tests can be
used for a recursive resolver to check if its upstream connections
hi nder DNSSEC val i dati on

3. Detecting DNSSEC Non-conpl i ance

This section outlines tests that a validator should performin order
to test certain features of the surrounding network. A resolver
shoul d performthese tests when first starting but MAY al so perform
these tests when it has detected network changes (e.g., address
changes, network reattachment, or etc.).

Not e: When perform ng these tests against an address, we make the
foll owi ng assunpti on about that address: it is a unicast address or
an anycast [RFC4786] cluster where all servers have identica
configuration and connectivity.

Not e: When performing these tests, we also assune that the path is

clear of "DNS-interfering"” mddl eboxes, like firewalls, proxies, or
forwarders. The presence of such infrastructure can easily nmake a
recursive resol ver appear to be functioning inproperly. It is beyond

t he scope of the docunent as how to work around such interference,
al though the tests defined in this docunent may indicate when such
m sbehavi ng m ddl eware is causing interference.

Not e: This docunent specifies two sets of tests to perform a

conpr ehensi ve one and a fast one. The fast one will detect nost
common problens; thus, if the fast one passes, then the conprehensive
one MAY be consi dered passed as wel | .

3.1. Determ ni ng DNSSEC Support in Recursive Resolvers
Ideally, a Host Validator can nake use of the caching present in
recursive resolvers. This section discusses the tests that a

recursive resolver MJST pass in order to be fully usable as a DNS
cache.
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Unl ess stated ot herw se:

o all of the following tests SHOULD have the Recursion Desired (RD)
flag set when sending out a query and queries SHOULD be sent over
UDP.

0o the tests MJUST NOT have the DNSSEC OK (DO) bit set or utilize any
of the other DNSSEC-rel ated requirenents, |ike Extension
Mechani sns for DNS ( EDNSO) .

The tests are designed to check for support of one feature at a tine.

3.1.1. Supports UDP Answers
Purpose: This tests basic DNS-over-UDP functionality to a resol ver.

Test: A DNS request is sent to the resolver under test for an A
record for a known existing domain, such as good-a.test.exanple.com

SUCCESS: A DNS response was received that contains an A record in the
answer section. (The data itself does not need to be checked.)

Note: An inplenmentation MAY chose not to performthe rest of the
tests if this test fails, as it is highly unlikely that the resol ver
under test will pass any of the remaining tests.

3.1.2. Supports TCP Answers
Purpose: This tests basic TCP functionality to a resolver.
Test: A DNS request is sent over TCP to the resolver under test for
an A record for a known existing donain, such as good-
a.test.exanpl e. com

SUCCESS: A DNS response was received that contains an A record in the
answer section. (The data itself does not need to be checked.)

3.1.3. Supports EDNSO

Pur pose: Test whether a resolver properly supports the EDNSO
ext ensi on option.

Prerequi site: Supports UDP or TCP
Test: Send a request to the resolver under test for an A record for a

known exi sting domain, such as good-a.test.exanple.com w th an EDNSO
OPT record in the additional section
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SUCCESS: A DNS response was received that contains an EDNSO option
with version nunber O.

3.1.4. Supports the DO Bit

Pur pose: This tests whether a resolver has mninal support of the DO
bit.

Prerequi site: Supports EDNSO.

Test: Send a request to the resolver under test for an A record for a
known exi sting domain, such as good-a.test.exanple.com Set the DO
bit in the outgoing query.

SUCCESS: A DNS response was received that contains the DO bit set.

Note: This only tests that the resolver set the DO bit in the
response. Later tests will determine if the DO bit was actual ly nade
use of. Sone resolvers successfully pass this test because they
sinmply copy the unknown flags into the response. These resolvers
will fail the later tests.

3.1.5. Supports the AD Bit DNSKEY Al gorithns 5 and/or 8
Pur pose: This tests whether the resolver is a validating resolver.
Prerequi site: Supports the DO bit.
Test: Send requests to the resolver under test for an Arecord for a
known existing domain in a DNSSEC signed zone that is verifiable to a
configured trust anchor, such as good-a.test.exanple.comusing the
root’s published DNSKEY or DS record as a trust anchor. Set the DO
bit in the outgoing query. This test should be done twi ce: once for
a zone that contains algorithmb5 (RSASHAl1) and again for algorithm8
( RSASHA256) .

SUCCESS: A DNS response was received that contains the Authentic Data
(AD) bit set for algorithm5 (RSASHAL).

BONUS: The AD bit is set for a resolver that supports algorithm8
( RSASHA256) .

3.1.6. Returns RRSIG for Signed Answer

Purpose: This tests whether a resolver will properly return Resource
Record Signature (RRSIG records when the DO bit is set.

Prerequi site: Supports the DO bit.
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Test: Send a request to the resolver under test for an A record for a
known exi sting domain in a DNSSEC si gned zone, such as good-
a.test.exanple.com Set the DO bit in the outgoing query.

SUCCESS: A DNS response was received that contains at | east one RRSI G
record

3.1.7. Supports Querying for DNSKEY Records

Purpose: This tests whether a resolver can query for and receive a
DNSKEY record from a signed zone.

Prerequi site: Supports the DO bit.

Test: Send a request to the resolver under test for a DNSKEY record
that is known to exist in a signed zone, such as test.exanple.conf
DNSKEY. Set the DO bit in the outgoing query.

SUCCESS: A DNS response was received that contains a DNSKEY record in
t he answer section.

Not e: Sone DNSKEY Resource Record Sets (RRsets) are large and, if the
network path has problens with | arge answers, this query may result
in either a false positive or a false negative. In general, the
DNSKEY queried for should be snmall enough to fit into a 1220-byte
answer to avoid a false negative result when TCP is disabl ed.

However, querying many zones will result in answers greater than 1220
bytes, so DNS over TCP MJUST be avail able for DNSSEC use in general

3.1.8. Supports Querying for DS Records

Purpose: This tests whether a resolver can query for and receive a DS
record froma signed zone

Prerequisite: Supports the DO bit.
Test: Send a request to the resolver under test for a DS record that
is known to exist in a signed zone, such as test.exanple.comDS. Set
the DO bit in the outgoing query.

SUCCESS: A DNS response was received that contains a DS record in the
answer section.

3.1.9. Supports Negative Answers with NSEC Records

Purpose: This tests whether a resolver properly returns NextSECure
(NSEC) records for a nonexisting domain in a DNSSEC-signed zone.

Har daker, et al. Best Current Practice [ Page 8]



RFC 8027 DNSSEC Roadbl ock Avoi dance Novenmber 2016

Prerequi site: Supports the DO bit.

Test: Send a request to the resolver under test for an A record that
is known to not exist in an NSEC-signed zone, such as
nonexi stent.test.exanple.com Set the DO bit in the outgoing query.

SUCCESS: A DNS response was received that contains an NSEC record.
Note: The query issued in this test MIST be sent to an NSEC- si gned
zone. GCetting back appropriate NSEC3 records does not indicate a
failure, but a bad test.

3.1.10. Supports Negative Answers with NSEC3 Records

Purpose: This tests whether a resolver properly returns NSEC3 records
([ RFC5155]) for a nonexisting domain in a DNSSEC-signed zone.

Prerequi site: Supports the DO bit.

Test: Send a request to the resolver under test for an A record that
is known to be nonexistent in a zone signed using NSEC3, such as
nonexi stent. nsec3-ns.test.exanple.com Set the DO bit in the

out goi ng query.

SUCCESS: A DNS response was received that contains an NSEC3 record.

Bonus: If the AD bit is set, this validator supports algorithm?7
( RSASHA1- NSEC3- SHA1) .

Note: The query issued in this test MIST be sent to an NSEC3-si gned
zone. Getting back appropriate NSEC records does not indicate a
failure, but a bad test.

3.1.11. Supports Queries Wiere DNAME Records Lead to an Answer

Pur pose: This tests whether a resolver can query for an Arecord in a
zone with a known DNAME referral for the record s parent.

Test: Send a request to the resolver under test for an A record that
is known to exist in a signed zone within a DNAVE-referral child
zone, such as good-a. dnane- good-ns. test. exanpl e. com

SUCCESS: A DNS response was received that contains a DNAME in the

answer section. An RRSIG MJST al so be received in the answer section
that covers the DNAME record
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3.1.12. Perm ssive DNSSEC

Purpose: To see if a validating resolver is ignoring DNSSEC
validation failures

Prerequi site: Supports the AD bit.

Test: Ask for data from a broken DNSSEC del egati on, such as badsi gn-
a.test.exanpl e. com

SUCCESS: A reply was received with the Rcode set to SERVFAI L.
3.1.13. Supports Unknown RRtypes

Pur pose: Sone DNS Resol vers/gateways only support sone Resource
Record Types (RRtypes). This causes problens for applications that
need recently defined types.

Prerequi site: Supports UDP or TCP

Test: Send a request for a recently defined type or an unknown type
in the 20000- 22000 range, that resolves to a server that will return
an answer for all types, such as alltypes. exanple.com (a server today
that supports this is alltypes.res.dnssecready. org).

SUCCESS: A DNS response was retrieved that contains the type
requested in the answer section

3.2. Direct Network Queries

I f needed, a Host Validator may need to nmake direct queries to
authoritative servers or known Qpen Recursive Resolvers in order to
collect data. To do that, a number of key network features MJIST be
functi onal

3.2.1. Support for Renpte UDP over Port 53

Purpose: This tests basic UDP functionality to outside the |oca
net wor k.

Test: A DNS request is sent to a known distant authoritative server
for a record known to be within that server’s authoritative data.
Exanpl e: send a query to the address of nsl.test.exanple.comfor the
good- a. test. exanpl e.com A record

SUCCESS: A DNS response was received that contains an A record in the
answer section.

Har daker, et al. Best Current Practice [ Page 10]



RFC 8027 DNSSEC Roadbl ock Avoi dance Novenmber 2016

Note: An inplenentation can use the local resolvers for deternining
the address of the nane server that is authoritative for the given
zone. The recursive bit MAY be set for this request, but it does not
need to be.

3.2.2. Support for Renpte UDP with Fragnentation

Purpose: This tests if the |local network can receive fragnented UDP
answers.

Prerequisite: Local UDP traffic > 1500 bytes in size is possible.
Test: A DNS request is sent over UDP to a known di stant DNS address
asking for a record that has an answer |arger than 2000 bytes. For
exanpl e, send a query for the test.exanpl e.com DNSKEY record with the
DO bit set in the outgoing query.

SUCCESS: A DNS response was received that contains the |arge answer.

Note: A failure in getting |arge answers over UDP is not a serious
problemif TCP is working.

3.2.3. Support for Qutbound TCP over Port 53

Purpose: This tests basic TCP functionality to outside the |oca
net wor k.

Test: A DNS request is sent over TCP to a known distant authoritative
server for a record known to be within that server’s authoritative
data. Exanple: send a query to the address of nsl.test.exanple.com
for the good-a.test.exanple.conf A record

SUCCESS: A DNS response was received that contains an A record in the
answer section.

Note: An inplenentation can use the local resolvers for deternining
the address of the nane server that is authoritative for the given
zone. The recursive bit MAY be set for this request, but it does not
need to be.

3.3. Support for DNSKEY and DS Combi nations

Purpose: This test can check what al gorithm conbi nations are
support ed.

Prerequisite: Supports the AD bit for Al gorithnms 5 and/or 8.

Har daker, et al. Best Current Practice [ Page 11]



RFC 8027 DNSSEC Roadbl ock Avoi dance Novenmber 2016

Test: A DNS request is sent over UDP to the resolver under test for a
known conbi nation of the DS al gorithm nunber (N) and DNSKEY al gorithm
number (M of the exanple formds-N al g- M nsec.test. exanpl e. com
Exanpl es:

ds- 2. al g- 13- nsec. t est. exanpl e. com TXT
or
ds-4. al g- 13- nsec3. test. exanpl e. com TXT

SUCCESS: A DNS response is received with the AD bit set and with a
mat ching record type in the answer section

Note: For algorithns 6 and 7, NSEC is not defined; thus, a query for
alg-Mnsec3 is required. Sinmlarly, NSEC3 is not defined for
algorithms 1, 3, and 5. Furthernore, algorithns 2, 4, 9, and 11 do
not currently have definitions for signed zones.

4. Aggregating the Results
Sone concl usi ons can be drawn fromthe results of the above tests in
an "aggregated" form This section defines sone |abels to assign to
a resol ver under test given the results of the tests run agai nst
t hem

4.1. Resolver Capability Description
This section will group and | abel certain comon results.

Resol vers are classified into the foll owi ng broad behavi ors:

Validator: The resolver passes all DNSSEC tests and had the AD bit
appropriately set.

DNSSEC- Awar e: The resol ver passes all DNSSEC tests, but it does not
appropriately set the AD bit on answers, indicating it is not
validating. A Host Validator will function fine using this
resol ver as a forwarder.

Non- DNSSEC- Capabl e:  The resolver is not DNSSEC-aware and will mnake

it hard for a Host Validator to operate behind it. It MAY be
usable to query for data that is in known insecure sections of the
DNS tree.

Not a DNS Resolver: This is an inproperly behaving resol ver and
shoul d not be used at all
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While it would be great if all resolvers fell cleanly into one of the
broad categories above, that is not the case. For that reason, it is
necessary to augnment the classification with a nore descriptive
result. This is done by adding the word "Partial" in front of
Val i dat or / DNSSEC- awar e cl assifications, foll owed by sub-descriptors
of what is not working.
Unknown: Fail ed the unknown test
DNAMVE: Fail ed the DNAME test
NSEC3: Failed the NSEC3 test
TCP: TCP not avail able
SlowBig: UDP is size limted, but TCP fall back works
NoBi g: TCP not available and UDP is size limted
Perm ssive: Passes data known to fail validation

5. Roadbl ock Avoi dance
The goal of this docunent is to tie the above tests and aggregati ons
to avoi dance practices; however, the docunent does not specify
exactly how to do that.
Once we have determ ned what |evel of support is available in the
networ k, we can determ ne what nust be done in order to effectively
act as a validating resolver. This section discusses sone of the
options available given the results fromthe previous sections.

The general fallback approach can be described by the follow ng
sequence:

If the resolver is |abeled as "Validator" or "DNSSEC aware":

Send queries through this resolver and performloca
validation on the results.

If validation fails, try the next resolver

Else, if the resolver is |abeled "Not a DNS Resol ver" or
" Non- DNSSEC- capabl e"

Mark it as unusable and try the next resol ver.
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Else if no nore resolvers are configured and if direct queries
are support ed:

1. Try iterating fromthe Root.

2. | f the answer i s SECURE/ BOGUS
Return the result of the iteration

3. | f the answer is | NSECURE:
Re- query "Non- DNSSEC- capabl e" servers and return
answers fromthemw thout the AD bit set to the client.

This will increase the likelihood that split-view unsigned
answers are found.

El se:

Return an error code and log a failure.

While attenpting resolution through a particul ar recursive nane
server with a particular transport nethod that worked, any transport-
specific paranmeters MJIST be renenbered in order to avoid any
unnecessary fall back attenpts.

Transport-specific paranmeters MJUST al so be renenbered for each
authoritative name server that is queried while performng an
iterative node | ookup.

Any transport settings that are renenbered for a particul ar nane
server MJST be periodically refreshed; they should al so be refreshed
when an error is encountered as described bel ow.

For a stub resolver, problenms with the nanme server can nanifest
t hensel ves under the followi ng types of error conditions:

0 No Response, error response, or m ssing DNSSEC net adata

o Illegal Response: An illegal response is received, which prevents
the validator fromfetching all the necessary records required for
constructing an authentication chain. This could result when
referral |oops are encountered, when any of the antecedent zone
del egations are | ane, when aliases are erroneously foll owed for
certain RRtypes (such as Start of Authority (SOA), DNSKEYs, or DS
records), or when resource records for certain types (e.g., DS)
are returned froma zone that is not authoritative for such
records.
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0 Bogus Response: A Bogus Response is received, when the
cryptographic assertions in the authentication chain do not
val i date properly.

For each of the above error conditions, a validator MAY adopt the
foll owi ng dynanic fallback technique, preferring a particular
approach if it is known to work for a given nanme server or zone from
previous attenpts.

o0 No response, error response, or m ssing DNSSEC net adat a:

* Retry with different EDNSO sizes (4096, 1492, or None).

* Retry with TCP only.

* Performan iterative query starting fromthe Root if the
previous error was returned froma | ookup that had recursion
enabl ed.

* Retry using an alternative transport nethod, if this

alternative nethod is known (configured) to be supported by the
nane server in question

o

egal Response

* Performan iterative query starting fromthe Root if the
previous error was returned froma | ookup that had recursion
enabl ed.

* Check if any of the antecedent zones up to the cl osest
configured trust anchor are Insecure.

o Bogus Response

* Performan iterative query starting fromthe Root if the
previous error was returned froma | ookup that had recursion
enabl ed.

For each fallback technique, attenpts to reach nultiple potentia
nane servers should be skewed such that the next nanme server is tried
when the previous one returns an error or a timeout is reached.

The val i dator SHOULD renenber, in its zone-specific fallback cache,

any broken behavior identified for a particular zone for a duration
of that zone's SOA-negative TTL.
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The val i dator MAY place nane servers that exhibit broken behavior
into a blacklist and bypass these nane servers for all zones that
they are authoritative for. The validator MJUST tine out entries in
this name server blacklist periodically, where this interval could be
set to be the sanme as the DNSSEC BAD cache default TTL.

5.1. Partial Resolver Usage

It may be possible to use Non- DNSSEC- Capabl e caching resolvers in
careful ways if maxi mum optim zation is desired. This section
descri bes sone of the advanced techni ques that could be inpl enented
to use a resolver in at least a ninimal way. Most of the tine, this
woul d be unnecessary; the exception being the case where none of the
resolvers are fully conpliant and, thus, the choice would be to use
themat least minimally or not at all (and no caching benefits would
be avail abl e).

5.1.1. Known Insecure Lookups

If a resolver is Non-DNSSEC- Capabl e but a section of the DNS tree has
been deternined to be Insecure [ RFC4035], then queries to this
section of the tree MAY be sent through the Non- DNSSEC- Capabl e
cachi ng resol ver.

5.1.2. Partial NSEC/ NSEC3 Support

Resol vers that understand DNSSEC general |y, and understand NSEC but
not NSEC3, are partially usable. These resolvers generally also lack
support for unknown types, rendering themnostly useless and to be
avoi ded.

6. Start-Up and Network Connectivity |ssues

A nunber of scenarios will produce either short-termor |ong-term
connectivity issues with respect to DNSSEC validation. Consider the
fol |l owi ng cases:

Ti me Synchronization: Time synchronization problens can occur when
a device has been off for a period of tine and the clock is no

| onger in close synchronization with "real tinme" or when a device
al ways has the clock set to the sanme time during start-up. This
wi || cause problens when the device needs to resolve its source of
time synchronization, such as "ntp.exanple.cont.

Changi ng Network Properties: A newly established network
connection may change state shortly after an HTTP-based paywal

aut henti cation system has been used. This is especially conmon in
hotel, airport, and coffee-shop networks where DNSSEC, validation
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and even DNS are not functional until the user proceeds through a
series of forced web pages used to enable their network. The
tests in Section 3 will produce very different results before and
after the network authorization has succeeded. APlIs exist on many
operating systens to detect initial network device status changes,
such as right after DHCP has finished, but few (none?) exist to
detect that authentication through a paywall has succeeded.

There are only two choices when situations like this happen

Conti nue to perform DNSSEC processing, which will likely result in
all DNS requests failing. This is the nost secure route, but
causes the nost operational grief for users.

Turn of f DNSSEC support until the network proves to be usable.
This allows the user to continue using the network, at the cost of
security. It also allows for a denial-of-service attack if a man-
in-the-m ddl e can convince a device that DNSSEC i s i npossi bl e.

6.1. What to Do

If the Host Validator detects that DNSSEC resolution is not possible,
it SHOULD | og the event and/or SHOULD report an error to the user

In the case where there is no user, no reporting can be perforned;
thus, the device MAY have a policy of action, like continue or fail
Until m ddl eboxes all ow DNSSEC-protected information to traverse them
consistently, software inplenentations may need to offer this choice
to let users pick the security level they require. Note that
continui ng wi thout DNSSEC protection in the absence of a notification
or report could lead to situations where users assune a | evel of
security that does not exist.

7. Quick Test
The quick tests defined bel ow make the assunption that the questions
to be asked are of a real resolver; and the only real question is:
"How conplete is the DNSSEC support?". This quick test has been
i mpl emented in a few prograns devel oped at | ETF hackathons at | ETF 93
and | ETF 94. The progranms use a conmon gradi ng method. For each

question that returns an expected answer, the resolver gets a point.
If the AD bit is set as expected, the resolver gets a second point.

7.1. Test Negative Answers Algorithmb5
Query: real y-doesnot exi st.test.exanple.com A

Answer: RCCODE= NXDOVAI N, Enpty Answer, Authority: NSEC- proof
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7.2. Test Algorithm38
Query: al g-8-nsec3.test.exanple.com SOA
Answer: RCODE= 0, Answer: SOA record
7.3. Test Algorithm13
Query: al g-13-nsec.test.exanple.com SOA
Answer: RCODE= 0, Answer: SOA record
7.4. Fails When DNSSEC Does Not Validate
Query: dnssec-fail ed.test.exanple.com SOA
Answer: RCODE= SERVFAIL, enpty answer, and authority, AD=0
8. Security Considerations
Thi s docunent di scusses problens that may occur while deploying the
DNSSEC protocol. It describes what may be possible to hel p detect
and mtigate these problens. Follow ng the outlined suggestions wll
result in a nore secure DNSSEC-operational environnment than if DNSSEC
was sinply disabl ed.
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