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Abst r act

Thi s docunent specifies a way to conplenent IP Flow Information
Export (1 PFIX) Data Records with Managenent |Information Base (M B)
obj ects, avoiding the need to define new I PFI X Information El ements
for existing MB objects that are already fully specified.

Two | PFI X Options Tenplates, as well as a nethod for creating | PFI X
Options Tenplates that are used to export the extra data required to
fully describe Sinple Network Managenent Protocol (SNWP) M B objects
in | PFI X are specified herein.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc8038.
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1. Introduction

There is growing interest in using IP Flow Informati on Export (IPFIX)
as a push mechani sm for exporting managenent information. Using a
push protocol such as IPFIX instead of a polling protocol |ike SNW
is especially interesting in situations where |arge chunks of
repetitive data need to be exported periodically.

Wiile initially targeted at different problens, there is a large
paral l el between the information transported via |IPFI X and SNW

Furt hernore, certain Managenment |nformati on Base (M B) objects are
highly relevant to Flows as they are understood today. For exanple,
in the IPFI X Informati on Model [IANA-1PFIX], Infornmation El enments
coming fromthe SNMP worl d have al ready been specified, e.g.

i ngressinterface and egressinterface both refer to the iflndex object
as defined in [ RFC2863] .

In particular, the Managenent |Infornati on Base was designed as a
separate systemof definitions; this opens up the possibility of
exporting objects defined via the MB over other protocols.

Rat her than mapping existing M B objects to I PFI X I nformation

El ements on a case-by-case basis, it would be advantageous to enabl e
the export of any existing or future MB objects as part of an | PFI X
Data Record. This way, the duplication of Data Mddel s [ RFC3444],
both as SMv2 MB objects and | PFI X I nfornation El enents, out of the
sanme | nformati on Model [RFC3444] woul d be avoi ded.

Therefore, the primary goals of this docunent are:

0o to specify a way to conplenent |PFI X Data Records with M B
obj ect s;

o to avoid the need to define new | PFl X I nformati on El enents for
existing MB objects that are already fully specified;

o to allowthe correlation of SNMP and | PFl X sourced data by
exporting themtogether; and

o to allow SNWP push data from SNMP-only devices to be nore easily
integrated into | PFl X-based col l ection infrastructures.
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2.

Moti vation

The i ntended scope of this work is the addition of MB variable(s) to
| PFI X I nformati on El enents in Data Records, in order to conpl enment
the Data Records with useful and al ready-standardi zed i nformation
Special consideration is given to the case of an existing

Tenpl ate Record that needs to be augnented with sone MB vari abl es
whose index is already present in the Tenplate Record as an | PFI X
Information Element -- for exanple, a 7-tuple Data Record contai ni ng
the ingressinterface Information El ement, which needs to be augnented
by interface counters [RFC2863] that are indexed by the respective

i ngressinterface values already contained in the Data Records. See
Section 3 for term nol ogy definitions.

Many Data Records contain the ingressinterface and/or the
egressinterface Information El ements. These Information El ements
carry an iflndex value, a MB object defined in [ RFC2863]. |n order
to retrieve additional information about the identified interface, a
Col l ector could sinply poll relevant objects fromthe device running
the Exporter via SNWP. However, that approach has several problens:

o It requires inplenmenting a nediation function between two Data
Models, i.e., MB objects and | PFI X Informati on El enents.

0 Confirmng the validity of sinple mappings (e.g., iflndex to
i fNane) requires either checking on a regular basis that the
Exporter’s network managenent system did not reload or inposing
i fl ndex persistence across an Exporter’s rel oad.

o Synchroni zation probl ens occur because counters carried in
Data Records and counters carried in SNVP nessages are retrieved
fromthe Exporter at different points in time and thus cannot be
correlated. In the best case, assuming very tight integration of
an | PFI X Collector with an SNWP polling engine, SNVWP data is
retrieved shortly after Data Records have been received, which
inplies a delay of the sumof the active or idle tineouts (if not
null) plus the tine to export the Data Record to the Collector
If, however, the SNMP data is retrieved by a generic Network
Managenment Station (NVMS) polling interface statistics, then the
time | ag between I PFI X counters and SNWP counters can be
significantly higher. See [RFC5102] for details regarding active
and idle tineouts.

Thi s docunent does not specify howto carry SNMP notifications in
| PFI X, even if the specifications in this docunment could potentially
allow this.
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Since IPFI X is a push nechanism initiated fromthe Exporter with no
acknow edgnment net hod, this specification does not provide the
ability to execute configuration changes.

The Distributed Managenent Expression M B [ RFC2982], which is a
mechani smto create new M B variabl es based on the content of

exi sting ones, could al so be advantageous in the context of this
specification. |Indeed, newWy created M B objects (for exanple, the
link utilization MB variable), created with the Distributed
Managenment Expression M B [ RFC2982], coul d nicely conpl ement

Dat a Records.

Anot her advantage of exporting MB objects via IPFIX is that |PFIX
woul d benefit from an extended series of types to be exported. The
sinmpl e and application-w de data types specified in SMv2 [ RFC2578],
al ong with new textual conventions, can be exported wthin |IPFI X and
then decoded in the Collector. However, since a textual convention
can contain alnost any nane, this docunent does not extend the
existing "I PFI X Information El enents" subregistry [IANA-1PFIX] that
cont ai ns i nfornmati onEl enent Dat aType.

The overall architectural nodel is depicted in Figure 1. The |IPFI X
Exporter accesses the device' s instrunentation, which follows the
specifications contained in MB nodul es. Oher nmanagenent
interfaces, such as the Network Configuration Protocol (NETCONF) or
the device’'s Command Line Interface (CLI), nmay provide access to the
sane instrumentation.

+o----- + - + + o+ +
| SNWP | | IPFIX | NETCONF CLI :
AR SR SR S + o +
I I I I
T e +
| I'nstrunentation (specified in M B nodul es) |
o e e e e e e e e e e e e e e e e e e e e e +

Figure 1: Architectural Model
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3.

Ter m nol ogy

| PFI X-specific term nology (Information El ement, Tenpl ate,

Tenpl ate Record, Options Tenplate Record, Tenplate Set, Coll ector,
Exporter, Data Record, Transport Session, Exporting Process,

Col l ecting Process, etc.) used in this docunent is defined in
Section 2 of [RFC7011]. As in [RFC7011], these I PFI X-specific terns
have the first letter of a word capitalized.

Thi s docunent prefers the nore generic term"Data Record" (as opposed
to "Flow Record”) in relation to the export of MB objects.

bj ect ldentifier (MB QD)

An bject ldentifier value is an ordered list of non-negative
nunbers. For SMv2, each nunber in the list is referred to as a
sub-identifier. There are at nost 128 sub-identifiers in a val ue,
and each sub-identifier has a maxi nrum val ue of 27232 - 1
(4294967295 decimal). See [RFC2578], Section 3.5.

MB bject ldentifier Information El enent

An I PFI X Information El enent ("m bCbjectldentifier”) that denotes
that a MB Object Identifier (MB OD) is exported in the
(Options) Data Record. See Section 11.2.2.1.

SM v2 Ter mi nol ogy

The key words "M B nodul e", "M B object”, "INDEX", "AUGVENTS",
"textual convention", "columar object", "conceptual row', and
"conceptual table" in this docunent are to be interpreted as
described in SMv2 [ RFC2578] .

SM v2 SYNTAX

The SYNTAX key words "I NTEGER', "Integer32", "OCTET STRING',
"OBJECT | DENTI FIER', "BITS", "IpAddress", "Counter32", "Gauge32",
"Ti meTi cks", "Opaque", "Counter64", "Unsigned32", "SEQUENCE", and
"SEQUENCE OF" in this docunent are to be interpreted as descri bed
in SMv2 [ RFC2578] .

SNMP Cont ext Ter mi nol ogy

The key words "snnpEngi nel D', "context Engi nel D', and "cont ext Nane"
in this docunent are to be interpreted as described in [ RFC3411].
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m bQbj ect Val ue I nformation El ements

"m bQoj ect Val ue Information El enments” refers to any and all of the
m bQhj ect Val ue Information El ements generically. Any restriction
or requirement in this docunent that refers to "m bObj ect Val ue”
applies to the following Information El enents as defined in
Section 11.2.1: m bQObject Val uel nteger, ni bQbj ectVal ueCctet String,
m bQhj ect Val ued D, mni bCbj ect Val ueBits, ni bQoj ect Val uel PAddr ess,

m bQhj ect Val ueCount er, m bObj ect Val ueGauge,

m bQhj ect Val ueTi meTi cks, m bObj ect Val ueUnsi gned,

m bQbj ect Val ueTabl e, and m bObj ect Val ueRow.

Abstract Data Type

Abstract Data Types for IPFI X are defined in Section 3.1 of

[ RFC7012]. This specification uses the Abstract Data Types

"unsi gned8", "unsigned32", "unsigned64", "signed32", "octetArray",
"string", "ipv4Address", and "subTenpl atelList".

Used as shorthand for "Information El ement" [RFC7011] in the
figures.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

4. Hi gh-Level Solution Overview

Thi s docunent specifies a method for creating | PFl X Options Tenpl at es
that are used to export the extra data required to describe MB
vari abl es (see Section 5.1).

This allows |IPFIX Tenplates to contain any conbi nation of fields
defined by traditional IPFIX Information Elenent(s) and/or M B Object
Identifier(s). The MB (bject Identifiers can reference either
non-col umar or columar M B object(s). Enterprise-specific MB
hject ldentifiers are al so support ed.

This docunent al so defines two standard | PFI X Options Tenpl ates (see
Section 5.3) that are used as part of the nechanismto export MB
obj ect net adat a:

0 MB Field Options Tenplate (Section 5.3.1)

0 MB Type Options Tenplate (Section 5.3.2)
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Thi s docunent defines three classes of new | PFI X I nfornmation

El enents. These are used to export values fromthe MB, export
required Cbject ldentifier information, and optionally export type
data froma M B nodul e:

0 MB bject Value Infornmation Elenents (Section 11.2.1)
o MB Field Options Information El ements (Section 11.2.2)
0 MB Type Information Elenents (Section 11.2.3)

Additionally, this docunent defines two new | PFI X semantics that are
required for the new Infornmati on El enents:

o snmpCounter (Section 11.1.1)
0 snnmpGauge (Section 11.1.2)

Two conmon types defined in SMv2 are conceptual rows and conceptua
tables. It is desirable that exporting a conplete or parti al
conceptual row be sinple and efficient. This is acconplished by
using I PFI X Structured Data [ RFC6313] to reduce repetition of Object
Identifier and indexi ng data.

To allow the use of individual columar objects that nake up a
conceptual row, a nmethod is also specified to explain that a MB
object is indexed by other fields in the sane Data Flow. For an

i ndi vidual 'y i ndexed m bQbhj ectVal ue, the index fields are sent in the
same way as any of the other fields in the sane Data Record and may
be m bbj ectVal ue I nformation El enent(s) or other existing

I nformation El ement (s).

Al so, in sone cases Exporters may not want (or be able) to export the
full information on how the M B objects being exported are indexed
This may be because the M B object is being used purely as type
informati on or the Exporting Process nmay not have know edge of the

i ndexi ng required. Therefore, providing index information for

col umar objects is optional
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5. MB bject Value Infornmation Elenments and the MB Field Options
Tenpl at e

Thi s docunment defines new m bCbj ectValue Information El enents (in

Section 11.2.1). These are used to export MB objects as part of

standard | PFI X Tenpl ates. The mni bQbj ectVal ue I nformati on El enents
contain the actual data val ues

The Metering Process or Exporting Process may extract the data val ues
for m bQhjectValue Information Elenents froma Process that resides
on the sane device or nay capture or create the data required to
match the definition of the MB object. In particular, exporting a
value of a MB object defined in a certain MB nodul e does not inply
that the SNMP process on the device supports that M B nodul e.

The main issue that arises from exporting values of MB objects in
IPFIX is that MB Object lIdentifiers do not fit into the standard
| PFI X Tenpl ate format [RFC7011], as this only provides a 16-bit

I nformation El ement identifier.

The values of a MB object could be exported using a MB-specific
Information El ement, wi thout providing any bject Identifiers.
However, w thout exporting the actual MB O D, the full type of the
data woul d be unknown, and every field containing MB object data
woul d appear identical. Wthout knowi ng which O D the contents of a
field map to, the data woul d be inconprehensible to a Collector.

For the values in the m bCbjectValue Information Elenents to be
under st andabl e, nore neta-informati on about the m bCbject Val ue
Information El enents nust be sent as part of the IPFI X export. The
required mnimuminformation to understand each field that is being
exported is provided in Section 5.3. 1.

One approach to this problemwould be to extend the | PFl X standard to
al l ow extended Field Specifiers so that netadata about fields can be
included in Data Tenplates. This would, however, require a new
version of the | PFI X standard that nay not be backward conpati bl e.
However, future versions of |IPFIX may export the required MB

net adata as part of newly defined | PFl X Set versions.

This docunent defines a MB Field Options Tenplate to export the
extra neta-information required for m bQbjectValue Infornation

El ements. This is a standard | PFl X Options Tenpl ate Set that

i ncludes a mininumset of required fields (see Section 5.3.1) and may
include extra fields to provide nore neta-informati on about one of
the m bhj ect Val ue I nformation El ements.
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The M B Field Options export tells the Collecting Process the QD for
the M B object type definition for the following (Tenplate, field).

5.1. MB Field Options Architecture

Four I PFI X Sets are used together to export a Flow that contains
m bQbj ect Val ue I nformation El enents. These are:

1. A Tenplate Set that includes the mi bObjectVal ue Information
El enent .

The Tenplate Set inforns the Collector that a M B object val ue
of length Nwll be exported. This Set may al so be an Options
Tenpl ate Set.

2. AMBField Options Tenpl ate Set.

The M B Field Options Tenpl ate descri bes which netadata will
be sent for each m bObjectValue I nformati on El enent being
export ed.

3. AMBField Options Data Set.

The M B Field Options Data Set includes the netadata for each
M B object (i.e., the nmibQbjectldentifier or

m bSubl dentifier). The netadata about the m bObjectVal ue
Information El ements only needs to be resent as per nornal
Tenpl ate refreshes or resends.

4, A Data Set.

The Data Set contains only the actual data extracted fromthe
M B or described by the M B nodul e.
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Figure 2 shows the | PFI X Message structure for a MB field in a
Tenpl ate Set.

o +
| I'PFI X Message Header |
i +
| Tenpl ate Set (A |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
| Options Tenplate Set (B) (MB Field Options Tenplate) |
o +
| Data Set (B) (MB Field Options Data) |
i +
| Data Set (A |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +

Figure 2: IPFI X Message Structure for a MB Field in a Tenplate Set

The M B Field Options Tenplate defines MB Field Options

Data Records. The MB Field Options Data Records annotate the Data
Tenpl ate with ni bQoj ect Val ue netadata. Together, the Data Tenpl ate
and MB Field Options Data Records define the Data Records that will
be export ed.

The Data Records (A) have a dependency on the two Tenplates and the
MB Field Options Data Records.

More Data Sets that use the sanme m bObjectVal ue I nformation El enent
can then be sent in subsequent packets.
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Fi gure 3 shows the rel ationships between the Sets di scussed above.

e e e oaiaoo - +
| MB Field Options Tenpl ate (B)
o e e e e e e e m e e e e +
| (tenpl atel d, el ement| ndex) |
o e e oo +
| m bA D
e e e +
|
| Defines
Y
oo + e oo +
| Data Tenplate (A) | |MB Field Options Data (B)|
e e + e e e +
| Field O - regular IE | |
o e e e e e e e e e e e e m o + T +
| Field 1-m bObj ectValue | <----------- | (X,1) = AD |
e LR LR + Annotates A--------------o--oooooo--- +
| Field 2-mi bbjectvValue | <----------- | (X,2) =AD |
e e + e e e +
| |
[ mmmm e e /
|
| Defines
|
Y
o e e e e e e e e m o +

| Field O data |
o e e e e e e e e oo +
| Field 1 data |
o e e e e e e e ea oo +
| Field 2 data |
e +

Fi gure 3: Rel ationshi ps between Sets
5.2. |IPFIX and M B Data Mbdel
[ RFC2578], Section 7.1 specifies that the SYNTAX clause for a MB
obj ect defines the abstract data structure of an object and what it
nmust cont ai n:
"The data structure nust be one of the follow ng: a base type, BITS

or a textual convention. (SEQUENCE OF and SEQUENCE are al so possible
for conceptual tables, see section 7.1.12)."
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For each of the SYNTAX clause options, this docunent specifies
exactly which m bQbjectValue Information El ement to use.

If a MB object to be exported is a textual convention, the
definition of the textual convention nust be consulted and the SYNTAX
clause used to deternmine the correct base type. This may recurse if
the textual convention is defined in ternms of another textual
convention, but this should end at a base type.

I f the SYNTAX cl ause contains a textual convention or sub-typing
(e.g., integerSubType, octetStringSubType) [RFC2578], the

m bQbj ect Syntax I nformati on El enent SHOULD be used to export this
detail to the Collecting Process.

The options for the SYNTAX cl ause are then mapped as foll ows:

B S o e - o e e e e e e e e e e e e e e +
| Section in | SYNTAX | m bObjectVal ue I nformation |
| RFC 2578 | | El enent |
S e e e e ek oo e e e e e e e eee e +
| 7.1.1 | INTEGER/ I nteger32 | mi bQbject Val uel nteger |
| 7.1.2 | OCTET STRI NG | m bObj ectVal ueCctetString |
| 7.1.3 | OBJECT IDENTIFIER | m bObjectVal ued D |
| 7.1.4 | BITS | m bObjectValueBits |
| 7.1.5 | | pAddress | m bObj ect Val uel PAddr ess |
| 7.1.6 | Counter32 | m bObj ect Val ueCount er |
| 7.1.7 | Gauge32 | m bObj ect Val ueGauge |
| 7.1.8 | TinmeTicks | m bObj ect Val ueTi neTi cks |
| 7.1.9 | Opaque | m bObj ectVal ueCctetString |
| 7.1.10 | Count er64 | m bObj ect Val ueCount er |
| 7.1.11 | Unsi gned32 | m bObj ect Val ueUnsi gned |
| 7.1.12 | SEQUENCE | m bObj ect Val ueRow |
| 7.1.12 | SEQUENCE OF | m bObj ect Val ueTabl e |
Fom e e e e e o oo o m e e e e e e me o oo o m e e e e e e e e e e e e e e eaao - +

Table 1: SMv2 SYNTAX to m bQbj ect Val ue Types

Val ues are encoded as per the standard | PFI X encodi ng of Abstract
Data Types. The only new encoding reference in this docunment is that
hject ldentifiers (ODs) will be encoded as per ASN. 1/BER [ X. 690] in
an octetArray.

The m bQhj ect Val ue and mi bCbj ectldentifier Infornmation El enents are

standard | PFI X fields. Therefore, the E bit of the m bObjectVal ue or
nm bCbj ectldentifier Information Elenents is set to O.
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The M B obj ect being exported may be defined in an enterprise-
specific MB nodule, but the Information Elements defined in this
standard are still exported with the E bit set to 0. The O D being
exported indicates that the M B object was defined in an
enterprise-specific MB nodul e.

5.3. MB Field Options - Specifications and Required Fields

For each mni bQbj ectVal ue Information El enent that is defined in an

| PFI X Tenplate, a MB Field Options Data Record will be exported that
provides the required mnimuminformation to define the MB object
that is being exported (see Section 5.3.1).

The M B Field Options Data Records are defined in a Tenplate referred
to in this document as a MB Field Options Tenplate with the format
specified in Section 5.4.

The M B Field Options Tenplate and MB Field Options Data Records
MUST be exported in the sane | PFI X Message as any Tenplate that is
using a m bhjectValue Information Elenent. Note that this places an
inmplicit size constraint on the export.

This whol e set of Tenplates and MB Field Options Data Records MJST
all be exported prior to the corresponding Data Records that depend
upon them That is, the export order MJST be:

1. Data Tenplate for mi bQbjectValue Information Elenents (Set ID 2)
2. MB Field Options Tenplate (Set 1D 3)

3. MB Field Options Data Records (Set |D >= 256)

4. MB Object Value Data Records (Set |ID >= 256)

Note that the ID of an identical MB Field Options Tenpl ate that has
al ready been exported MAY be reused w thout exporting the Tenpl ate
agai n.

I PFI X Set IDs are defined in Section 3.3.2 of [RFC7011]. A val ue of

2 indicates a Tenplate Set, a value of 3 indicates an Options
Tenpl ate Set, and val ues 256 and above indicate Data Sets.
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5.3.

5.

3.

1. MB Field Options Tenpl ate

Three fields are REQUI RED to unanbi guously export a standal one
m bQhj ect Val ue Information Elenent with a MB Field Options Tenpl ate

0 (scope) tenplateld [IANA-1PFIX]
0 (scope) informationEl enent| ndex [ ANA-1PFI X]

o mbObjectldentifier (Section 11.2.2.1) or m bSubldentifier
(Section 11.2.2.2)

These are the nminimumfields required in a MB Field Options Tenplate
(see Section 5.4.2).

The m bhjectlidentifier is used to provide the QD for all

m bQbj ect Val ue I nformation El enents exported, except when | PFI X
Structured Data [ RFC6313] is being used to export a conceptual row
(see Section 5.8.2).

Wiile the following are optional, they are neverthel ess RECOMMENDED
in certain circunstances, as described in the referenced sections:

0 m bCaptureTi neSemantics
(discussed in Section 5.4.5; Information El enment defined in
Section 11.2.2.4)

o m bl ndexl ndi cat or
(discussed in Section 5.8.5; Information El enment defined in
Section 11.2.2.3)

o ni bCont ext Engi nel D
(discussed in Section 5.6; Information El enment defined in
Section 11.2.2.5)

o mi bCont ext Nane
(discussed in Section 5.6; Infornmation El enment defined in
Section 11.2.2.6)

2. MB Type Options Tenpl ate

There are also fields that provide type infornation froma M B object
definition that MAY be exported to a Collecting Process.

Type information is statically defined in a MB nodule; it is not
expected to change. However, the additional information about the

M B object may help a Collecting Process that does not have access to
the M B nodul e.
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5. 4.

5. 4.

At

To export a M B Type Options Tenplate, the nmbOojectldentifier is
RECOMVENDED as a Scope Field so that it matches the MB Field Options
Tenpl ate. Any conbination of the other MB Type fields nmay be

i ncl uded.

0 (scope) mbObjectldentifier (see Section 11.2.2.1)
o m bCbjectNane (see Section 11.2.3.1)
0 m bCbjectDescription (see Section 11.2.3.2)
o m bObjectSyntax (see Section 11.2.3.3)
o ni bMdul eNane (see Section 11.2.3.4)

MB Field Options Tenpl ate Formats
1. Data Tenplate Containing a nibGbjectValue Field
The Tenpl ate Record format of a Tenplate that uses a ni bQbj ect Val ue
Information Element is identical to the standard |IPFI X format as
defined in [ RFC7011], so a field using a m bOhjectVal ue | nfornmation
El ement is specified using standard I PFI X Field Specifiers per
[ RFC7011] .
The only extra requirenment on a Tenpl ate Record using one or nore
nm bCbj ect Val ue Information Elements is that it MJST export the
required nmetadata specified in Section 5.3.1 for EACH ni bQbj ect Val ue
I nformation El enent.
If nultiple MB Field Options Data Records that refer to a
m bQhj ect Val ue are received, the |atest MJST be used. This matches
t he expected behavior of |PFI X Tenpl at es.

There is a one-to-one mappi ng between each m bChj ect Val ue | nfornmation
El emrent and a M B Field Options Data Record.

A MB Field Options Tenplate and correspondi ng Data Record MJST be
exported to provide the mni mumrequired netadata.
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Figure 4 shows an | PFI X Tenpl ate Set using a m bOhj ect Val ue
I nformation El enent.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Set ID=2 | Length = 16 |
B Lt r s i i i o o T s ks S R S
| Tenplate ID | Field Count = 2 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
|0] TE = Existing IPFIX Field | Field Length |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
|0] ITE = <m bObj ect Val ue> | Field Length (M B) |

i T e e e e e e e I i T s R SR
Figure 4: |IPFI X Tenpl ate Set Using m bOhjectVal ue I nfornmation El enent
Wher e:

<m bObj ect Val ue>

One of the m bCbjectValue | PFI X Information El ements that
denotes that M B object data (i.e., the value of a M B object)
will be exported in the (Options) Data Record.

This could be any one of the m bQbjectValue |Information

El ements defined in Section 11.2.1: m bCbject Val uel nt eger,
m bQhj ect Val ueCct et Stri ng, m bCbj ect Val ued D,

m bQhj ect Val ueBits, m bQbj ect Val uel PAddr ess,

m bQbj ect Val ueCount er, m bGhj ect Val ueGauge,

m bQbj ect Val ueTi neTi cks, m bObj ect Val ueUnsi gned,

m bQhj ect Val ueTabl e, and mi bObj ect Val ueRow.

When a mi bQbj ect Val ue Informati on El enent is used, the MB
hject ldentifier ("m bQojectldentifier”) MJIST be exported via
a MB Field Options Tenplate and MB Field Options Data Record.
See Section 5.3.1.

Field Length (M B)

The I ength of the encoded M B object data in the correspondi ng
Data Records, in octets. See [RFC7011] for a detailed
definition. Note that the Field Length can be expressed using
reduced-si ze encodi ng per [RFC7011]. Note that the Field
Length may be encoded using variabl e-1 ength encodi ng per

[ RFC7011] .
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5.4.2. MB Field Options Tenpl ate

The MB Field Options Tenplate is a standard Options Tenpl ate that
defines the fields that will be exported to provide enough netadata
about a m bCbj ectVal ue Informati on El enent so that the Collector can
tie the data values in the nibObjectValue Information El enent back to
the definition of the MB object.

All MB Field Options Tenplates contain the fields specified in
Section 5.3.1.

Figure 5 shows the required fields to export a m bObjectldentifier
for the MB Field Options Tenplate fornat.

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Set ID=3 | Length = 22 |
e A O S g S S
| Tenplate ID | Field Count = 3 |
I S T I I G T S ST S U S S S T T S
| Scope Field Count = 2 |0] TE = tenplateld |
B T e o i S I i i S S N iy St S I S S
| Field Length = 2 |0] IE = informationEl ement | ndex|
e A O S g S S
| Field Length = 2 |0] ITE = nmibQbjectldentifier |
T T S T < S S S S S
| Field Length = 65535 |

B il i S S S S S T S S

Figure 50 MB Field Options Tenplate Format - Required Fields
Wher e:
tenpl ateld

The first Scope Field is an I PFI X Informati on El enent that
denotes that a Tenplate lIdentifier will be exported as part of
the MB Field Options Data Record. This Tenplate Identifier,
paired with an index into that Tenplate (the

"informati onEl ement | ndex" field), uniquely references one

m bQbj ect Val ue I nformation El ement bei ng exported.
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i nf or mat i onEl enent | ndex

The second Scope Field is an | PFI X I nformation El enent that
denotes a zero-based index into the fields defined by a
Tenpl ate. Wen paired with a "tenplateld”, this uniquely
ref erences one m bGhj ectValue Information El enent being
export ed.

m bQoj ectl dentifier

An | PFI X I nformati on El enent that denotes the M B (bj ect
Identifier for the m bQhjectValue Information El ement exported
in the (Options) Tenpl ate Record.

Wien a M B bject Value Information Element is used, the MB
bj ect ldentifier MIST be specified in the MB Field Options
Tenpl ate Record or specified by other neans.

The oject Identifier is encoded in the | PFIX Data Record in
ASN. 1/ BER [ X. 690] fornmat.

Vari abl e-1 engt h encodi ng SHOULD be used with the

m bQbjectldentifier so that nultiple MB O Ds of different
| engths can be exported efficiently. This will also allow
reuse of the MB Field Options Tenpl ate.

Vari abl e-1 ength encoding is indicated by the Field Length val ue
of 65535, per Sections 3.2 and 7 of [RFC7011]. The RECOMVENDED
use of variable-length encoding for m bObjectldentifier fields
is indicated in subsequent figures by placing 65535 in the

rel evant length fields.

5.4.3. MB Field Options Data Records

The M B Field Options Data Records conformto the Tenplate
Specification in the MB Field Options Tenplate. There nay be
multiple MB Field Options Data Records export ed.

The Col l ecting Process MJST store all received MB Field Options Data
information for the duration of each Transport Session, because the
Collecting Process will need to refer to the extra neta-information
to fully decode each m bObjectVal ue I nfornmation El enent.
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Figure 6 shows the format of the exported MB Field Options
Data Record, detailing the metadata that will be exported to match
the Tenplate in Figure 5.

0 1 2 3

01234567890123456789012345678901
T T i e i i e T e b s S S SN S
| Set ID | Length = N |
T T i i e e e e e e E et o i s o S R S
| tenpl ateld | informationEl ement| ndex |
B T e o i S I i i S S N iy St S I S S
| VLEN | m bCbj ectldentifier ... |
e i e i i e T i Sl s S S ey
| nm bCbj ectl dentifier (continued) ... |
T T i i o o e e e e  t o S oI S R R SR
| tenpl ateld | informationEl ement| ndex |
B T e o i S I i i S S N iy St S I S S
| VLEN | mibojectlidentifier ... |
T e e i i e e S e st i S s SN SR
| nm bCbj ectl dentifier (continued) ... |
T T i i o o e e e e  t o S oI S R R SR

Figure 6: Format of MB Field Options Data Record

VLEN contains the variable | ength of the m bQbjectldentifier per
Section 7 of [RFC7011].

5.4.4. Options Tenplate Containing a m bObjectValue Field

The Options Tenpl ate Record format of a Tenplate that uses a

m bQbj ect Val ue Information Elenent is identical to the standard
format as defined in [ RFC7011]. The mi bObj ect Val ue I nformation

El ement is specified using standard Field Specifiers per [RFC7011].

A m bCbj ect Val ue I nformati on El enent can be either a Scope Field or a
non- Scope Field in an Options Tenpl ate Record.

The only extra requirenent on an Options Tenpl ate Record using one or
nore mi bObj ectVal ue Information Elenents is that it MJST export the
required nmetadata specified in Section 5.3.1 for EACH ni bQbj ect Val ue
I nformation El enent.

An | PFI X Options Tenplate Record MJST export a MB Field Options

Tenpl ate and Data Record to provide the nminimumrequired netadata for
each m bQbj ect Val ue I nformati on El enent.
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Figure 7 shows an | PFI X Options Tenplate Set using an existing |PFIX
field as a Scope Field and with a m bQbj ect Val uel nteger | nfornation
El enent as a non-Scope Field, while Figure 8 shows an | PFI X Options
Tenpl ate Set using a m bObj ect Val uel nteger Information El enent as a
Scope Field with an existing IPFIX field as a non-Scope Field.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Set ID=3 | Length = 18 |
B S S e h T el S S S S S T S S T S S S i SuI S
| Tenplate ID | Field Count = 2

B i T S e s s i e A e
| Scope Field Count =1 |0] IE = Existing IPFIX Field
B e e et e e e e e it T s i S SRR e
| Field Length | 0] 1E = mi bQbj ect Val uel nt eger
B S S e h T el S S S S S T S S T S S S i SuI S
| Field Length |
s i T S e TR T o E

+
|
+
|
+
|
+

Figure 7: IPFI X Options Tenplate Set Using a Non- Scope
m bQhj ect Val uel nt eger Field

0 1 2 3
01234567890123456789012345678901
T T R o o i e S  E  E e e s o i N SR
| Set ID=3 | Length = 18 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Tenpl ate 1D | Field Count = 2 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Scope Field Count =1 | 0] IE = mi bQbjectVal uel nteger |
T T e ik e S e i i T sk ik i R SR SR SR
| Field Length |0] IE = Existing IPFIX Field |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Field Length |

B ol ok ks o S S S e e e S

Figure 8: IPFI X Options Tenplate Set Using a Scope
nm bCbj ect Val uel nt eger Field
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A MB Field Options Tenpl ate MAY specify that extra Information

El ements will

col |

Al ternatively,

ect ed.

be exported to record how t he m bCbj ect Val ue was

one of the existing |IPFIX observationTi me* el enents

[ ANA- | PFI X] may be exported to specify exactly when the val ue was

col |

ect ed.

Figure 9 shows the MB Field Options Tenplate for a non-col umar
field with Semantic Dat a.

0

1 2

3

01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

ID=3 | Length = 26

i S S T i i S S S S s s S S S S e S

| Tenplate ID | Field Count = 4 |
B Lt r s i i i o o T s ks S R S
| Scope Field Count = 2 |0] IE = tenplateld |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Field Length = 2 |0 1TE = informationEl ement | ndex|
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Field Length = 2 |0] ITE = mibQbjectldentifier |
B Lt r s i i i o o T s ks S R S
| Field Length = 65535 |0] 1E = mi bCaptureTi neSermanti cs|
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Field Length = 1 |

B ol ok ks o S S S e e e S

Figure 90 MB Field Options Tenplate for a Non-columar Field
with Semantic Data
Vher e:

m bQoj ectl dentifier

Note the use of variable-length encoding for this field.

m bCapt ur eTi meSemanti cs

Al t ken,

The M B Capture Tinme Senmantics | PFI X Information El enent, as
defined in Section 11.2.2.4.

It is RECOWENDED to include this field when exporting a
m bQhj ect Val ue Information El ement that specifies counters or

statistics,

et al.

St andards Track
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5.4.6. MB Field Options Tenplate with Extra M B Cbject Details

The O D exported within the mi bQojectldentifier |PFIX Information
El ement provides an O D reference to a MB object type definition
that will fully describe the MB object data bei ng exported.

However, an Exporting Process MAY decide to include sone extra fields
to nmore fully describe the MB object that is being exported with a
m bQhj ect Val ue I nformation El enent.

This can be helpful if the Collecting Process may not have access to
the M B nodul e.

The Exporting Process can either include the fields with extra object
details as part of the MB Field Options Tenpl ate or export a
separate Options Tenplate and a Data Record that maps M B O Ds in

m bQbjectldentifier fields to the object details.

If only a few fields are being exported, then including extra type
data in the MB Field Options export will be nore efficient.
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The M B Field Options Tenplate for a non-columar field with extra
M B object details is shown in Figure 10.

0 1

2 3

01234567890123456789012345678901

R el o I S SR SR SR DR S
| Set ID=3

B s i IE NI R S

Tenplate ID

B i s T S S Y S S
Scope Field Count

B T e e S
Field Length

R S A e
Field Length

B i s T S S Y S S
Field Length

B T e e S
Field Length

R S A e
Field Length

B i s T S S Y S S
Field Length

B T e e S
Field Length

R S A e

FT AT T T T T T T

Figure 10: MB Field

B T i S S e i Tk S i S B
| Length = 38 |
B bt s s o e
| Field Count =7 |

B s ST S o e ais st U SR S Y S S S S &
=2 |0] TE = tenplateld |
B T i S S e i Tk S i S B
=2 |0 ITE = informationEl enent | ndex|
B bt s s o e
=2 [0] IE = mibCbjectldentifier |
B s ST S o e ais st U SR S Y S S S S &
= 65535 0] 1E = m bObj ect Synt ax |
B T i S S e i Tk S i S B
= 65535 [0] IE = nmi bQbj ect Nare |
B bt s s o e
= 65535 [|0] IE = mi bQhj ectDescription |
B s ST S o e ais st U SR S Y S S S S &
= 65535 | 0] I'E = m bMbdul eNane |
B T i S S e i Tk S i S B
= 65535 |

+- +- - +- -+

Options Tenplate for a Non-columar Field

with Extra M B Object Details

Wher e:

m bQhj ect Synt ax

The M B object syntax string as defined in Section 11.2.3.3.

Note that a separate ni bObjectSyntax Infornation Elenent is

required (rather t

han extend the existing "IPFI X Information

El ement s" subregistry [I ANA-IPFI X] that contains

i nf or mati onEl enent

Dat aType) because the SYNTAX cl ause coul d

contai n al nost any nane.

m bQbj ect Name

The textual nanme of a mi bObjectldentifier object.

Al tken, et al.
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m bQbj ect Descri ption
The textual description for a nibCbjectldentifier.
nm bMbdul eNane
The textual nane of the MB nodul e that defines a MB object.

Note the use of variable-length encoding for the

m bQhj ectldentifier, mbCbjectSyntax, m bObject Nane,

m bQbj ect Descri ption, and mi bModul eNanme, since these are all
string fields.

The M B details can be exported in Data Records specified using a
regul ar 1 PFI X Options Tenpl ate Record [ RFC7011], as shown in

Figure 11. This nmay be nore efficient, as the bulk of this data is
text based and SHOULD be exported only once to the Collecting Process
if there are many M B obj ects being exported. This prevents this

| arge textual data from being included for every use of a

m bQhj ect Val ue I nformation El enent.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Set ID=3 | Length = 30 |
e o T i i o o O S e S ol o S S S s it SR R SR S
| Tenplate ID | Field Count =5 |
B T T T o o S S S e i S S Tk e e Y S
| Scope Field Count =1 |0] TE = m bQbjectldentifier |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Field Length = 65535 | 0] IE = mi bObj ect Synt ax |
B Lt r s i i i o o T s ks S R S
| Field Length = 65535 [0] I'E = mi bCbj ect Nane |
B T T T o o S S S e i S S Tk e e Y S
| Field Length = 65535 |0 1TE = m bChjectDescription |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Field Length = 65535 | 0] IE = nmi bModul eNare |
B Lt r s i i i o o T s ks S R S
| Field Length = 65535 |

B R R S b i T it s O S S SR SR SR

Figure 11: Alternative m bObjectldentifier Options Tenpl ate Set
with Object Details
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5.5. Use of Field Order in the MB Field Options Tenpl ate

The M B Field Options Tenpl ate export makes use of the

i nformati onEl ement I ndex [I ANA-IPFIX] to specify which field in the
Tenpl ate the netadata relates to; this avoids any ordering
constraints on the Data Tenplate. The ni bQbjectVal ue Infornation

El enents in an | PFI X export can be in any order in the export packet.
However, fields used as an | NDEX MUST be in the sanme order as the
order specified in the I NDEX clause of the conceptual row M B object.

The i nformati onEl ement | ndex specifies which field in the Tenpl ate
extra information is being provided for.

This is anal ogous to standard |IPFI X Tenpl ate Sets, which also specify
the order of the fields and provide their type and size.

If the Tenpl ate changes such that the order is different, then the
MB Field Options Data MJIST be resent to reflect the new ordering. A
new Tenpl ate I D MJST be used to reflect that the ordering has

changed. QO der MB Field Options Data nmay refer to the incorrect
field.

Atemplateld [IANA-I1PFIX] is only locally unique within a conbination
of an Cbservation Donmain and Transport Session. As such, each MB
Field Options Data Record can only refer to tenplatelds within the
same (bservation Domain and session.

5.6. Identifying the SNWP Cont ext

Each MB ODis looked up in a specific context, usually the default
context. |If exporting a MB OD value that isn't in the default
context, then the context MJST be identified by including the

nmi bCont ext Engi nel D (see Section 11.2.2.5) and ni bCont ext Name (see
Section 11.2.2.6) fields in the MB Field Options Tenpl ate and
associated MB Field Options Data Records, or be included in the same
Tenpl ate as the m bObj ect Val ue fi el d.

This context data MJUST be included for each field that is not in the
default context.

The context information MAY be exported as part of the Tenplate that
i ncludes the m bQojectValue Information El ement, or the context

i nformati on MAY be exported in the MB Field Options Data Record that
refers to the field. Context fields exported in the sanme Tenpl ate
MJUST take precedence over those that refer to the Tenplate. Context
fields MIUST apply to all m bOhjectValue Information Elenents in the
same Tenpl ate, and there MUST NOT be duplicates of m bContextNane or
m bCont ext Engi nel D in a Tenpl at e.
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So, a MB Field Options Tenpl ate MAY specify no context infornation,
just the context engine ID or both the context engine and context
nane. This allows the Exporter to export the bulk of data in the
default context and only tag those itens that are required.

Since the MB Field Options Tenplate applies for all the Data Records
of a Tenplate, using context fields in the MB Field Options Data
Tenpl ate requires that each ni bCont ext Engi nel D / mni bCont ext Nane pair
have its own Tenpl ate.

5.7. Tenpl at e Managenent

Tenpl ates are nanaged as per Section 8 of [RFC7011], with the
additional constraint that the MB Field Options Tenplate and M B
Field Options Data Records MJST be exported in the same | PFl X Message
as any (Options) Tenplate Record that uses a m bObject Val ue

I nformation El enent.

When exporting over a Stream Control Transmi ssion Protocol (SCTP)
transport [RFC4960], the MB Field Options Data Records MJST be
exported reliably and in the sanme SCTP stream as their associated
Tenpl at es per [ RFC6526].

If a Tenplate using a m bQbjectValue Infornation Elenent is resent
for any reason, the Data Records it depends on MJST be sent as well.

If a Tenplate is replaced with a new (Options) Tenplate, then a new
MB Field Options Data Record MJST be sent with the repl acenment
referenci ng the new Tenplate ID.

An Exporting Process SHOULD reuse MB Field Options Tenplate | Ds when
the Tenplates are identical. Each (Options) Tenplate Record MJST
still be acconpanied by a copy of the MB Field Options Tenpl ate.

5.7.1. Large Messages

The requirenent to export the MB Field Options Tenplate and M B
Field Options Data Records in the sanme | PFl X Message as any (Options)
Tenpl ate Record that uses a ni bQbj ectVal ue I nformati on El enent may
result in very large |IPFI X Messages.

In environnents with restricted Message sizes, and only when a
reliable SCTP transport is being used, the MB Field Options

Tenplate, MB Field Options Data, Data Tenplate, and Data Records MAY
be exported in separate Messages in the same SCTP stream provided
that their order is naintained.
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5.7.2. Tenplate Wthdrawal and Reuse

Dat a Records containing ni bQojectValue Information El ements MJUST NOT
be exported if their corresponding Data Tenplate or MB Field Options
Tenpl at e has been withdrawn, since the MB Field Options Tenpl ate
MUST be exported in the sane | PFI X Message as the Data Tenpl ate that
it annotates, except as allowed by the caveat nentioned in

Section 5.7.1.

MB Field Options Tenplate | Ds MIST NOT be reused while they are
required by any existing Data Tenpl at es.

5.8. Exporting Conceptual Rows and Tabl es

There are three approaches for an | PFI X Exporting Process to export
the val ues of columar objects:

1. Ignoring the indexing of columar objects

2. Exporting conceptual rows / table objects using | PFI X Structured
Dat a [ RFC6313]

3. Exporting individual indexed col umar objects

Firstly, a subordinate columar object may be used purely as a data
type. In this case, there is no index information or relation to a
conceptual row object provided by the Exporting Process.

Secondl y, m bOhj ect Val ueRow or m bChj ect Val ueTabl e can be used to
export partial or conplete conceptual rows, using |PFI X Structured
Dat a [ RFC6313].

Thirdly, in a nixed option/data | PFI XY M B Tenpl ate, the

m bQhj ect Val ue I nformation El ement can have the val ues of the | NDEX
cl ause of the conceptual row provided by other fields in the

Data Record. 1In this case, each m bObjectValue Information El enent
nmust specify which other field(s) in the Tenplate is providing the

i ndex information.
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5.8.1. Exporting Conceptual Rows - |ndexing

Thi s docunent defines two forns of indexing that can be used for
conceptual row M B objects

I ndexi ng based on I PFI X Structured Data [ RFC6313] is used solely by
the m bQhj ect Val ueRow I nfornati on El enent. Each conceptual row of
the M B object corresponds to a single Data Record exported. The

i ndex fields defined in the | NDEX cl ause of the M B object MJST all
be present in the sane order as the Scope Fields. This allows a
sinmple tabl e export of a conceptual row MB object w thout any extra
fields required to indicate which fields nake up the conceptual row
| NDEX.

Fi el d-based indexing is used by giving each m bQbj ect Val ue

I nformation El ement a mi bl ndexl ndicator to flag the required index
fields. This allows conplex indexing or mxing of existing IPFIX
Information Elements with MB fields, with mnimum overhead. It also
allows nultiple columar M B objects fromdifferent conceptual rows
to be exported with conplete indexing in one | PFIX Tenpl at e.

5.8.2. Exporting Conceptual Rows - ni bObject Val ueRow

The sinpl est approach to exporting a conplete or partial conceptua
row object is done with the ni bObjectVal ueRow I nformation El enent.

This is an I PFI X Structured Data subTenpl ateLi st |Information El enment
as detailed in [RFC6313]. The Tenpl ate specified MIST be an Options
Tenplate. It also MIST have the fields specified in the I NDEX cl ause
of the conceptual row object as the Scope Fields in the MB Field
Options Tenplate and Data Set.

An overview of this architecture is given in Figure 12. This shows
that the full MB object type definition ODis exported for the

m bQbj ect Val ueRow conceptual row field but that the individua

col ummar objects only require the sub-identifier to be exported. To
make the diagramclearer, the Tenplates for the MB Field Options
Tenpl at es are not shown.
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oo + oo +
| Data Tenpl ate | | MB Field Options Data |
I I I
| m bObj ect Val ueRow |[<---] QD |
o e e e e e e m e e e + o e e e e e e e e e e e e m o +

oo + oo +

I

I

B |

| | Scope m bObjectValue* |<---| m bSubldentifier |
| | I

I

I

m bQbj ect Val ue* | <---| m bSubl dentifier |
oo e e e e e e oo oo - + e +
|
Y Y
T T +
| Data Fl ows |

Figure 12: Architecture for Exporting Conceptual Rows
wi th m bObj ect Val ueRow

The m bl ndexl ndi cator is not required for each individual
m bQbj ect Val ue I nformation El enent, as ni bQbj ect Val ueRow provi des a
structure that includes the index details.

When i ndexi ng based on | PFI X Structured Data [ RFC6313] is used, all
Scope Fields MIST be the I NDEX objects in the sane order as defined
in the INDEX cl ause of the conceptual row being exported.

Each conceptual table M B object has two related O Ds. There is an
ODthat refers to the table with the syntax of SEQUENCE OF and an
ODthat refers to each entry or conceptual row with the syntax of
SEQUENCE. The O D for the SEQUENCE of a conceptual row MJST be
export ed.

For exanple, in the IF-MB [ RFC2863], the O D for ifEntry should be
exported rather than the O D for ifTable. The OD for the table (in
this case, ifTable) can be derived by renoving one sub-identifier
fromthe ifEntry QD

The full AOD for the conceptual row M B object type definition being
exported with the m bCbjectVal ueRow | nformati on El ement MJUST be
exported. However, the fields that are nmenbers of the conceptual row
need not have the full O D of their MB object type definition
exported. Instead, the m bSubldentifier Information Elenent can be
used to docunent which entry in the conceptual rowthe field is.
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In this case, the exported Flow will contain a single conplete or
partial row froma table inside a single field of the Data Record.

There may be M B objects that are specified in the | NDEX of the
conceptual row but not columar objects of the same conceptual row,
for these, the Exporter MJST provide the full ODin a

m bQbj ectldentifier field.

So, for a conceptual row object with the OD "1.2.3.4.5.6" the O D of
the type definitions for columar objects "1.2.3.4.5.6.1"
"1.2.3.4.5.6.2" can be exported with just a m bSubldentifier of "1"
and "2", respectively.

The mi bQoj ect Val ue I nformati on El ements exported using the

m bQhj ect Val ueRow export MJIST all either be objects defined in the

| NDEX cl ause, col umar objects of the same conceptual row object, or
col ummar obj ects that augnent the same conceptual row.

The I PFI X Structured Data [ RFC6313] subTenpl at eLi st format requires
the Structured Data Type Senantics to be specified. Unless there is
a nore appropriate option in the "IPFI X Structured Data Types
Semanti cs" subregistry [ ANA-1PFI X], the "undefined" Structured Data
Type Semantics can be used.

Fi gure 13 shows an I PFI X Tenplate for an I PFI X Structured Data

[ RFC6313] export of a conceptual row, while Figure 14 shows an | PFI X
Options Tenplate for a conplete conceptual row with five colums and
two index fields. Figure 15 shows the MB Field Options Tenplate for
a conceptual row field. Figure 16 shows the MB Field Options

Tenpl ate for the colums inside the conceptual row. Figure 17 shows
the O D Data for the conceptual row that will be exported.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Set ID=2 | Length = 12 |
T e e i i e e i S S e e h e
Tenplate 1D = 300 | Field Count =1 |
i o e e e T e S e e e i i i Sl SRR
| E = m bObj ect Val ueRow | Field Length |
B i S T e i Tk o S S S S T S S S S S S T S S

Figure 13: IPFI X Tenplate for a Conceptual Row
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Set ID=3 | Length = 30 |
B T e o i S I i i S S N iy St S I S S
| Tenplate ID = 301 | Field Count = 5 |
e T e i e e e et S HI SR N SR
| Scope Field Count = 2 0] IE = mi bQbjectVal ue | NDEX1 |
i T i i T e e Rt s s i S R TR R R S
| Field Length |0] 1E = mi bQbjectVal ue | NDEX2 |
B T e o i S I i i S S N iy St S I S S
| Field Length | 0] IE = mibObj ectVal ue COLUWNS |
T e e i i T e et S S S SN SR
| Field Length |0 IE = mi bQbj ectVal ue COLUVN4 |
T T i e o o i e e e i S SRR R SR
| Field Length |0] 1E = mi bQbjectVal ue COLUWNS |
B T e o i S I i i S S N iy St S I S S
| Field Length |
s i T S e TR T o E

Figure 14: |IPFI X Options Tenplate for a m bCbject Val ueRow
with Five Colums and Two | ndex Fi el ds

0 1 2 3

01234567890123456789012345678901
T S T S S S T it S S it i
| Set ID=3 | Length = 22 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Tenpl ate 1D = 302 | Field Count = 3 |
s T S e e O O e ol i it EIE R TR R TR S R i ol o S S S S S S

Scope Field Count = 2 |0] TE = tenplateld |
T S T St N SR SR
|0] 1E = informationEl ement | ndex|
B T s s i S S o

+
Field Length 2
+
2 |0] TE = m bQbjectldentifier |
+
65
+

+

+

B s oot SETE N SR SR SR R
| Field Length
I e i i T SEIE HE S
| Field Length
B s i IE NI R S

e o S b s i M SHE SR
35 |
- -4+

+II+II+II

Figure 15: MB Field Options Tenplate for a Conceptual Row Object
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Wher e:
tenpl ateld
The tenplateld for the MB option that will be exported.
m bQbj ectl dentifier

The M B O D for the conceptual row that is being exported.
Note the use of variable-length encoding for this field.

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Set ID=3 | Length = 22 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Tenpl ate 1D = 303 | Field Count = 3 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Scope Field Count = 2 |0] TE = tenplateld |
T T ik e S e e e et i S St S SN R SR
| Field Length = 2 [0] I'E = informationEl ement| ndex|
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Field Length = 2 [|0] 1E = m bSubldentifier |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Field Length = 2 |

e et i T T S SR S

Figure 16: MB Field Options Tenplate for Columar bjects
of a Conceptual Table

Wer e:
tenpl ateld

The tenplateld used will be for the Tenplate referred to in the
subTenpl at eLi st of the m bOhjectVal ueRow that will be exported.

m bSubl denti fi er

The sub-identifier that specifies the columar object’s ID
wi thin the conceptual row
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Set ID = 302 | Length = N |
B T e o i S I i i S S N iy St S I S S
Tenplate I D = 300 | informationEl ement| ndex |

|+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| VLEN | nm bCbj ectldentifier ... |
i T i i T e e e e e et i S s S R R S
| m bQhj ectldentifier (continued) ... |
B T e o i S I i i S S N iy St S I S S

T T i e i i e T e b s S S SN S
| Set 1D = 303 | Length = N |
T T i i e e e e e e E et o i s o S R S
| tenplateld = 301 | informationEl ement| ndex |
B T e o i S I i i S S N iy St S I S S
| mibSubldentifier | tenplateld = 301 |
e e i i e e S S e e e E e
| informationEl ement| ndex | nibSubldentifier |
T T i i e e e e e E et e i s s SR R SR
| tenplateld = 301 | informationEl ement| ndex |
B T e o i S I i i S S N iy St S I S S
| mibSubldentifier | tenplateld = 301 |
e e i i e e S S e e e E e
| informationEl ement| ndex | nibSubldentifier |
T T i i e e e e e E et e i s s SR R SR
| tenplateld = 301 | informationEl ement| ndex |
B T e o i S I i i S S N iy St S I S S
| mibSubldentifier |

s i T S e R e

Figure 17: mibOption Data Record for the Conceptual Row
Wher e:
m bQoj ectl dentifier
W1l contain the OD for the conceptual row as a whol e.
m bSubl dentifier
The m bSubldentifier fields will contain the extra

sub-identifier that, when added to the O D for the conceptual
row, gives the full QD for the object.
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5.8.3. Exporting Conceptual Rows - AUGVENTS

SM v2 defines conceptual rows as having either an | NDEX cl ause or an
AUGMENTS cl ause. Conceptual row definitions with an AUGVENTS cl ause
extend an existing base conceptual row with an | NDEX clause. It is
not possible in SMv2 to augnent a conceptual row that itself has an
AUGMENTS cl ause. The base table and the augnentation have an

i denti cal | NDEX.

Si nce augnentations allow adding extra columms to existing tables, it
is beneficial to be able to support themeasily in I PFl X exports of
conceptual rows.

The m bOhj ect Val ueRow O D MAY refer to either the base table with the
| NDEX cl ause or a conceptual row with an AUGMENTS cl ause. The

m bSubl dentifier in any MB Field Options Data Record MJST al ways
refer to the O D exported for the m bOhject Val ueRow I nf ormati on

El emrent .

If the mi bOojectValueRow O D refers to a base table, then any extra
columms from conceptual rows with an AUGVENTS cl ause MJUST have their
full O D exported.

If the m bObjectValueRow O D refers to a conceptual row that augnents
anot her conceptual row using the AUGVENTS cl ause, then any MB fields
fromthe original table s I NDEX or columar objects MJST NOT use the
nm bSubl dentifier and MJUST instead export the full ADin a

m bQhj ectldentifier.

If the m bObjectVal ueRow refers to an augnenting conceptual row, the
Scope Fields of the Tenplate used in the subTenpl atelLi st MJST have
the index fields fromthe base table, in the sane order as its scope.
This is identical to the Scope Field requirements for conceptual rows
with an | NDEX cl ause.

This flexibility is provided so that the conceptual rows with the
nost col ums can be exported using the nore efficient

nm bSubl dentifier. For exanple, exporting a conplete set of
augrment ati on columms would only require the full ODs for the MB
objects in the | NDEX

It is possible to export M B object colums fromnmultiple augnmenting

conceptual rows. |If this is done, then the base table SHOULD be used
as the main O D for the m bObject Val ueRow.
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5.8.4. Exporting Conceptual Tables - nibQbjectVal ueTabl e

Multiple rows of a conceptual table can be exported in the

m bQhj ect Val ueTabl e I nformation El ement (Section 11.2.1.10). This
all ows a set of conceptual rows corresponding to a conceptual table
to be exported as a single field. Therefore, a conplete set of rows
can be exported as a single field with other Information Elenents in
a Tenplate. |In this fashion, several conplete conceptual tables
coul d be exported in one packet.

As al so specified for m bObjectVal ueRow (Section 5.8.2), the nore
specific (i.e., full) OD of the SEQJENCE entity MJST be exported

The format of ni bCbjectVal ueTable is identical to nmi bCbjectVal ueRow,
except that the length of the subTenpl atelList nay be zero or nore
entries.

Al'l the other, i.e., non-length, requirenents for m bObjectVal ueRow
in Section 5.8.2 apply to m bQhj ect Val ueTabl e.

An overview of this architecture is given in Figure 18. This
architecture is simlar to the architecture shown in Figure 12.

o + o e e e e e e e e oo - o +

| Data Tenpl ate | | MB Field Options Data

| | |

| m bObj ect Val ueTabl e |<---] AOD |

o m e e e e e e e e meaao - + o e e e e e e e e m o +
o e e e e e e oo + o e e e e e e e e oo - o +

m bSubl dentifier |

m bSubl dentifi er |

|

|

| |

| | |

| | Scope mi bObjectVal ue* | <---
[ m bOoj ect Val ue* | <---
|

|

oo e e e e e e e oo oo - + e +
|

\Y \Y
o m e e e e e e aaa - +
| Data Fl ows
| |
| subTenpl ateList (n entries)
| row 1 |
| |
| row n |
o +

Figure 18: Architecture for Exporting Conceptual Tables
wi th m bObj ect Val ueTabl e
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5.8.5. Exporting Columar Objects: Using m bl ndexl ndi cator

The ot her option for indexing a columar object that is part of a

conceptual table is explicit indexing. |In this case, the Options
Tenpl ate Set scope may contain either non-index fields or columar
M B objects fromnultiple conceptual rows being exported. |In this

case, each m bQbjectValue Information El enent requires the
m bl ndexl ndi cator with the bits set for the fields that are used to
i ndex that individual colummar object.

The index fields MJUST be in the "correct” order as defined in the
conceptual row that each columar object is a nenber of.

If a nmibCbjectValue Information El ement that is being i ndexed using
m bl ndexl ndi cator is being used as an Options Tenpl ate Scope Fiel d,
then all fields used to index that field MJST al so be Scope Fiel ds.

Figure 19 shows the MB Field Options Tenplate for an i ndexed M B
col ummar obj ect.

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Set ID=3 | Length = 26 |
B e i S T e i T e S R S e e e s i i T S

| Tenplate ID | Field Count = 4 |
i T i i o T e e e R e e S o o S NI SR
| Scope Field Count = 2 |0] TE = tenplateld

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Field Length = 2 | 0] I'E = informationEl ement | ndex

T e e e i i T e e e b S S S SN SR
| Field Length = 2 | 0] I'E = miblndexl ndi cat or

T T i i o o i e e S ol SRR R S
| Field Length = 2 |0] TE = mibQbjectldentifier

B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Field Length = 65535

s i T S e TR T o E

Figure 19: MB Field Options Tenplate for an |ndexed
M B Col ummar Obj ect
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Wher e:
m bl ndex| ndi cat or

The M B Index Indicator | PFI X Information El enent that narks
which fields in the Data Record will act as | NDEX val ues for
the exported M B object.

The index data for a m bObjectValue will be other fields
contained in the sane Data Record. The mi bl ndexl ndi cator marks
the fields whose val ue(s) should be added to the O D for the

M B obj ect type definition exported in m bGbhjectldentifier to
get the O D for the instance of the M B object.

El enents used to i ndex M B objects MJST be exported in the same
order as they are specified in the index field of the
conceptual table they belong to.
m bQoj ectl dentifier
Note the use of variable-length encoding for this field.
6. Exanple Use Cases
6.1. Non-columar MB bject: Established TCP Connections
The nunber of established TCP connections of a renote network device
could be nonitored by configuring it to periodically export the
nunber of established TCP connections to a centralized Collector. In
this exanple, the Exporter woul d export an | PFI X Message every
30 minutes that contained Data Records detailing the nunber of
establ i shed TCP connecti ons.

The table of data that is to be exported |ooks like:

o e e e e e e e e oo o e e e e e e oo +
| TI MESTAMP | ESTABLI SHED TCP CONN.

o e e e e e aa oo Fom e e e a i oo +
| StartTime + 0 seconds | 10 |
| StartTime + 60 seconds | 14 |
| StartTime + 120 seconds | 19 |
| StartTime + 180 seconds | 16 |
| StartTinme + 240 seconds | 23 |
| StartTinme + 300 seconds | 29 |
o Fmm e e a oo +

Tabl e 2: Established TCP Connecti ons
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The Tenplate Record for such a Data Record will provide details for
the following two Information El enents:

1. flowStartSeconds from [l ANA-1PFI X], Information El ement 150: The
absolute tinmestanp of the first packet of this Fl ow.

2. tcpCurrEstab from [ RFC4022], Object ID"1.3.6.1.2.1.6.9": The
nunber of TCP connections for which the current state is either
ESTABLI SHED or CLOSE-WAI T.

Fi gure 20 shows the exported Tenplate Set detailing the
Tenpl ate Record for exporting the nunber of established TCP
connecti ons.

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Set ID=2 | Length = 16 |
T e e i i e e i S S e e h e
| Tenplate 1D = 400 | Field Count = 2 |
i T i i o T e e e R e e S o o S NI SR
| Of | E = fl owSt art Seconds | Field Length = 4 |
B T e o i S I i i S S N iy St S I S S
| O] | E = mi bObj ect Val ueGauge | Field Length = 4 |
R e T e i i e e T Lk o i S

Fi gure 20: Exanple of tcpCurrEstab Tenpl ate Set
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Fi gure 21 shows the exported MB Field Options Tenplate Set detailing
the nmetadata that will be exported about the ni bQbjectVal ueGauge
Information Element in Tenplate 400 in Tenpl ate Record.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Set ID=3 | Length = 22 |
T T i i e e e e e e E et o i s o S R S
| Tenplate 1D = 401 | Field Count = 3 |
B T e o i S I i i S S N iy St S I S S
| Scope Field Count = 2 |0] IE = tenplateld |
T e e i i e e e st s s S SN S
| Field Length = 2 | 0] I'E = informationEl ement | ndex|
T T i i o o i e e S ol SRR R S
| Field Length = 2 |0] TE = mibQbjectldentifier |
B T e o i S I i i S S N iy St S I S S
| Field Length = 65535 |

s i T S e TR T o E

Figure 21: Exanple of tcpCurrEstab M B Field Options Tenplate Set

Fi gure 22 shows the exported MB Field Options Data Set detailing the
netadata that will be exported about the m bObjectVal ueGauge
Information El ement in Tenplate 400 in Tenpl ate Record.

The O D for the MB object tcpCurrEstab from[ RFC4022], Object ID
"1.3.6.1.2.1.6.9", will be encoded in ASN. 1/BER [ X. 690] as
"06072B060102010609" in the Data Record, which takes 9 octets.

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Set ID = 401 | Length = 18 |
B T e o i S I i i S S N iy St S I S S
Tenplate I D = 400 | informationEl enentlndex = 1 |
B e e i S e e T s i i S T R SR S S S S T S i
|

|

+-

| VLEN = 9 | mibObjectldentifier

i T i i o e S e e s s o S EI SR R R SR
| m bojectldentifier = "1.3.6.1.2.1.6.9" ... |
B T e o i S I i i S S N iy St S I S S
| 06072B060102010609 ... |

s i T S e R e

Fi gure 22: Exanple of tcpCurrEstab M B Field Options Data Set
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6.

2.

Fig
est

ure 23 shows the start of the Data Set for exporting the nunber of
abl i shed TCP connections (see Section 6.1).

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Set ID = 400 | Length = 52 |
B Lt r s i i i o o T s ks S R S
| StartTime + 0 seconds |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| 10 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| StartTime + 60 seconds |
B Lt r s i i i o o T s ks S R S
| 14 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| StartTime + 120 seconds |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 19 |
B Lt r s i i i o o T s ks S R S
| StartTime + 180 seconds |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| 16 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| StartTime + 240 seconds |
e o T i i o o O S e S ol o S S S s it SR R SR S
| 23 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| StartTime + 300 seconds |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 29 |
B Lt r s i i i o o T s ks S R S

Fi gure 23: Exanple of tcpCurrEstab Data Set

Enterprise-Specific MB bject: Detailing CPU Load History

For
t he

The
non
i nf

the sake of denonstration, an enterprise-specific MB object from
Cl SCO- PROCESS- M B [ Cl SCO- PROCESS- M B] is chosen. This exanple

woul d be valid with any enterprise-specific MB nodul e.

CPU usage of a renpte network device with one CPU could be
itored by configuring it to periodically export CPU usage
ormation, i.e., the cpnCPUTotal 1ni nRev fromthe proprietary

Cl SCO- PROCESS-M B, (bject I1D"1.3.6.1.4.1.9.9.109.1.1.1.1.7", to a

cen

tralized Col |l ector.
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Al t hough the cpnCPUTot al 1ni nRev M B object is a columar object in a
conceptual row, if there is only one CPU no extra information is
conveyed by providing the index field. So, in this case, it is
acceptable to not export the cpnCPUTotal Index M B object. If there
were nultiple CPUs, it would be appropriate to include the

cpnCPUTot al | ndex field and specify the rel ationship.

In this exanple, the Exporter would export an | PFI X Message every
30 minutes that contained Data Records detailing the CPU 1-ninute
busy average at 1-minute intervals.

The table of data that is to be exported | ooks |ike:

o e e e e e aa oo Fom e e e ek +
| TI MESTAMP | CPU BUSY PERCENTAGE |
Fom e e e e e e e e e mea oo o e e e e e e e ea oo +
| StartTime + 0 seconds | 10% |
| StartTime + 60 seconds | 14% |
| StartTinme + 120 seconds | 19% |
| StartTinme + 180 seconds | 16% |
| StartTime + 240 seconds | 23% |
| StartTime + 300 seconds | 29% |
o e e e e e e e e e e e e e e e e o +

Tabl e 3: CPU Usage Data

The Tenpl ate Record for such a Data Record will provide details for
the following two Information El enments:

1. flowStartSeconds from|[IANA-I1PFI X], Information El enent 150: The
absolute tinmestanp of the first packet of this Flow.

2. A nmi bQbj ect Val ueGauge for cpnCPUTot al 1m nRev, the overall CPU
busy percentage in the last 1-mnute period.
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Fi gure 24 shows the exported Tenplate Set detailing the
Tenpl ate Record for exporting CPU Load (see Section 6.2).

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Set ID=2 | Length = 16 |
B Lt r s i i i o o T s ks S R S
| Tenpl ate 1D = 402 | Field Count = 2 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Of | E = fl owSt art Seconds | Field Length = 4 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Of | E = m bObj ect Val ueGauge | Field Length = 1 |
B Lt r s i i i o o T s ks S R S

Fi gure 24: Exanple of CPU Load Tenpl ate Set

Fi gure 25 shows the exported Tenplate Set detailing the MB Field
Options Tenplate for exporting CPU Load (see Section 6.2). Note:
This is identical to the MB Field Options Tenplate given in
Figure 21, so the sane Tenpl ate coul d have been reused.

0 1 2 3

01234567890123456789012345678901
i i S S e i it Ui S S S S S S ik Sk e e
| Set ID=3 | Length = 22 |

T T i i e e e e e e E et o i s o S R S
| Tenpl ate 1D = 403 | Field Count = 3 |
B T e o i S I i i S S N iy St S I S S
| Scope Field Count = 2 |0] IE = tenplateld |
T e e i i e e et s s s SN S
| Field Length = 2 | 0] I'E = informationEl ement | ndex|
T T i i o o i e e S ol SRR R S
| Field Length = 2 |0] TE = mibQbjectldentifier |
B T e o i S I i i S S N iy St S I S S
| Field Length = 65535 |

s i T S e TR T o E

Fi gure 25: Exanple of CPU Load M B Field Options Tenplate Set

Fi gure 26 shows the exported MB Field Options Data Set detailing the
netadata that will be exported about the m bObject Val ueGauge
Information El enent in Tenplate 402 in Tenplate Record (see

Section 6.2).

The O D for the cpnCPUTot al 1mi nRev has been encoded usi ng ASN. 1/ BER
to "060D2B0601040109096D0101010107" at 15 octets | ong.
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Set ID = 403 | Length = 24 |
B T e o i S I i i S S N iy St S I S S
Tenplate I D = 402 | informationEl enentlndex = 1 |
e S e el el e e el Sl el e i S el e el
|

|

+

| VLEN = 15 | mibQojectldentifier -
i T i i o e e R o i o i SR R TR R R SR
| "1.3.6.1.4.1.9.9.109.1.1.1. 1. 7" |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| 060D2B0601040109096D0101010107 .
e e i i e T S i S e e e R
I

+

-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+;:|-;+-+
Fi gure 26: Exanple of CPU Load MB Field Options Data Set

Not e that al though cpnCPUTotal 1m nRev is 32 bits |ong, reduced-size
encodi ng [ RFC7011] has been used to encode it within a single octet.
The encoding size was specified by setting the length for the

m bOhj ect Val ueGauge field to 1 octet in the main Data Tenpl ate; see
Fi gure 24.

This exanpl e stresses that, even though the O D cpnCPUTotal 1m nRev is
enterprise-specific, the E bit for the ni bCbjectVal ueGauge and

m bbjectldentifier is set to 0, because the ni bCbject Val ueGauge and

m bQhj ectldentifier Information El ements are not enterprise-specific.
That this data is froman Enterprise MB is included in the O D that

i ncludes an Enterprise ID.

The correspondi ng Data Set does not add any value for this exanple
and is therefore not displayed.

6.3. Exporting a Conceptual Row. The OSPF Nei ghbor Row

Many conceptual tables are already defined in standard and
proprietary MBs. These can be exported with a nininum of overhead
by using the m bhjectValueRow. This allows the Exporting Process to
unambi guously define the INDEX for the entire conceptual row as the
Scope Fields of an Options Tenplate Set. The use of a MB Field
Options Tenplate with m bSubldentifier being used neans that each

i ndi vi dual col unmar obj ect does not need to have its O D exported to
the Col |l ector.
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The ospfNbrTable, defined in the OSPF M B [ RFC4750], consists of
ospf NorEntry, which has the OD "1.3.6.1.2.1.14.10.1". Each

nm bCbj ect Val ueRow Data Record will therefore correspond to an
ospf Nbr Entry.

The following fields will be exported:

ospf Nor | pAddr
ospf Nor Addr ess-

| | ospfNorEntry 1 | m bQObject Val uel PAddr ess |
| |
| -Lessl ndex |
| |
| |

ospfNorEntry 2 | mi bQbj ect Val uel nt eger |
|
|
|

ospfNorRtr 1 d
ospf Nor St at e

ospfNorEntry 3

|
m bQhj ect Val uel PAddress | 4
ospf NorEntry 6 1

m bQhj ect Val uel nt eger |

Tabl e 4: OSPF Nei ghbor Entry Objects

The O Ds that will be used to export this table are shown in Table 5.

e o e e e e e e e e oo o e e e e e e e ea oo +
| Entity | Full AOD | Exported as |
Fom e e e oo oo o e e e e e e oo i +
| ospfNorEntry | 1.3.6.1.2.1.14.10.1 | 1.3.6.1.2.1.14.10.1 |
| ospf Nor | pAddr | 1.3.6.1.2.1.14.10.1.1 | 1 |
| ospfNorAddress- | 1.3.6.1.2.1.14.10.1.2 | 2 |
| -Lesslndex | | |
| ospfNorRirld | 1.3.6.1.2.1.14.10.1.3 | 3 |
| ospfNorState | 1.3.6.1.2.1.14.10.1.6 | 6 |
oo Fom e e i aaa o T +

Table 5: OSPF QO Ds

Fi gure 27 shows the Tenpl ates exported to support the

m bQbj ect Val ueRow. Fi gure 28 shows the exanple O D Data for the
conceptual row exported in m bObjectVal ueRow. Figure 29 shows the
exanpl e data export for a few neighbors in the table; Figure 29 also
shows a Data Record formatted as per |PFI X Structured Data [ RFC6313]
and using the "undefined" (= OxFF) semantic fromthe "IPFI X
Structured Data Types Semantics" subregistry [IANA-1PFIX]. Note that
the O D for ospfNorEntry has been encoded using ASN. 1/BER to
"06082B060102010E0A01" at 10 octets |ong.
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01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

Set ID=2

Length

12

B T e o i S I i i S S N iy St S I S S
Fi el d Count
i T S S e i T S S S i sk i ST S B S S
m bQbj ect Val ueRow
i T T e i ik i s it ST T S R S S S S T e i e e i s

+- 4o+
|O] IE =
+-+-+

Tenplate 1D = 500

Field Length

=1

1

|
6 |

B T e o i S I i i S S N iy St S I S S
Length = 26
B e i S T e i T e S R S e e e s i i T S

- +-
Scop
+- +-

-+
.
-

|
+
|
+
|
+
|
+
|
I
|
+

Set ID=3

Tenplate 1D = 501

e Field Count = 2
L R ol ok I S S
Field Length
T S i e
Field Length
e
Field Length
R o ol I S

Field Length =

I+II+II+II

+
4
+
4
+
4
+
1

+-

+

+

+-

+-

+-

+-

+-

|
| O]

IE =

Fi el d Count
i o e e e T e S e e e i i i Sl SRR
m bQhj ect Val uel PAddr ess|

4

B T S S s ol o SIS SR S S S

| Of

| E = mi bObj ect Val uel nt eger |

e

| O

IE =

m bQhj ect Val uel PAddr ess|

T S T S S it e S

| O]

IE =

m bQhj ect Val uel nt eger |

T S S s i o S S S S S

B S S e i S e SHp o S

e T S T S S S ek &

Set

ID=3

B T e o i S I i i S S N iy St S I S S
Tenpl ate 1D = 502
B e i S T e i T e S R S e e e s i i T S

+

o

E =
+
E =
+

E
+-

o

St sl st
o
e -

+
I
- +-
I
+
I
+

et al.

Length = 22

Fi el d Count 3

| Scope Field Count

e e i e S e e e
Field Length
R e s T ks o S e e S i o el sl sl TR
i nf or mati onEl ement | ndex|
T e e i i e e e
Field Length
e e s i e s o e

tenpl ateld

m bQoj ectl dentifier

St andards Track

Field Length

2

[¢)]

+||+||+||+
+ O+ N+ N+

+
1
+
1
+
1

i
+
]
+
]

i

+ 01 +
w
+ 01+
+— 4+ +—

i
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T T i e i i e T e b s S S SN S
| Set ID=3 | Length = 22 |
T T i i e e e e e e E et o i s o S R S

Tenpl ate 1D = 503 Field Count = 3 |

L—-+ B i T e S S ik i i R L— B el ok S T S S e i i i TR R
| Scope Field Count = |0] IE = tenplateld |
T e e i i e e et s s s SN S
| Field Length = 2 | 0] I'E = informationEl ement | ndex|
T T i i o o i e e S ol SRR R S
| Field Length = 2 |0] 1E = mi bSubldentifier |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| Field Length = 2 |

s i T S e TR T o E

Ei

gure 27: Exanpl e of ospfNbrEntry Tenplate and Options Tenplate Sets

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Set I D = 502 | Length = 20 |
T T i i e e e e e e E et o i s o S R S
| Tenplate 1D = 500 | informationEl enentlndex = 0 |
B T e o i S I i i S S N iy St S I S S
| VLEN = 10 | m bQojectldentifier ="1.3.6.1.2.1.14.10.1" |
e e i i e e T i S S e e E e
| 06082B060102010E0A01 |
i T i i o e e e e e e et i S S S R R SR
| | Padding = 0 |
B T e o i S I i i S S N iy St S I S S

T T i e i i e T e b s S S SN S
| Set I D = 503 | Length = 28 |
T T i i e e e e e e E et o i s o S R S
| tenplateld = 501 | informationEl ementlndex = 0 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| m bSubl dentifier =1 | tenplateld = 501 |
e e i i e e S S e e e E e
| informationEl enentindex = 1 | m bSubl dentifier = 2 |
T T i i e e e e e E et e i s s SR R SR
| tenplateld = 501 | informationEl ementlndex = 2 |
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| m bSubl dentifier = 3 | tenplateld = 501 |
e e i i e e S S e e e E e
| informationEl ementlndex = 3 | m bSubl dentifier = 6 |
T T i i e e e e e E et e i s s SR R SR

Fi gure 28: Exanple of ospfNorEntry O D Data Export
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Set 1D = 500 | Length = 52 |
B T e o i S I i i S S N iy St S I S S
| Semant i c=0xFF | Tenplate ID = 501 | C |

T e e i i e T T i s i S S S
| ospf Nor | pAddr = 192.0.2.1 | |
i T i i S e R e i s i S NI TR R R SR
| ospf Nor Addr essLessl ndex = 0 |
R T o o I e e ik i i i e S e S S i s ks sk S S S S
| ospfNorRtrid = 1.1.1.1 | ospf Nbr St at e=8
B i T St s b s St S S SR SR SR S
| Semant i c=0xFF | Tenplate 1D = 501 |
B e et e i e e e e T e I R
| ospf Nor | pAddr = 192.0.2.2 |
R T o o I e e ik i i i e S e S S i s ks sk S S S S
| ospf Nor Addr essLessindex = 0 |
B i T St s b s St S S SR SR SR S
| ospfNorRtrid = 2.2.2.2 | ospf Nbr St at e=8
B e et e e e e e S e Tk T b N I R
| Semant i c=0OxFF | Tenplate 1D = 501 |
R T o o I e e ik i i i e S e S S i s ks sk S S S S
| ospf Nor | pAddr = 192.0.2.3 |
B i T St s i e e e
| ospf Nor Addr essLessl ndex = 0 |
B e et e e e e e S Tk T b i I R
| ospfNbrRtrld = 3.3.3.3 | ospf Nbr St at e=1
+

|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
|
B S S T i S S S T s S Sl S S S S S S S S S

Fi gure 29: Exanple of Data Export for ospfNorEntry

6.4. Exporting Augnented Conceptual Row. Mapping IF-MB ID to Nane

The ifTable, defined in the I|F-MB [ RFC2863], is augnented by the
i f XTable (defined in the sane M B nodul e).

The O D of the ifEntry is 1.3.6.1.2.1.2.2.1, which is encoded using
ASN. 1/ BER to "06082B06010201020201" at 10 octets long, while the QD
of the augmenting ifXEntry is 1.3.6.1.2.1.31.1.1.1, which is encoded
using ASN. 1/BER to "060A2B060102011F01010101" at 12 octets | ong.

Thi s exanpl e denonstrates how col umar objects fromthe base

conceptual row and the augnenting row can be exported in a single
m bhj ect Val ueRow | nf ormati on El enent .
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Table 6 shows the fields that will be exported.

[ TS o e oo Fom oo e ook +
| iflndex | ifType | ifMu | ifName |
Fomm e e o Fom e e e e e o Fomm - o e - +
| 1 | ethernetCsnmacd: 6 | 1500 | Ethernet 10 |
| 2 | ethernetCsmacd: 6 | 1500 | Ethernet 20 |
| 3 | ethernetCsnmacd: 6 | 1500 | FastEthernet 30 |
[ TS o e oo Fom oo e ook +

Table 6: IF-M B Data

The O Ds that will be used to export this table are shown in Table 7.

I I e +
| Entity | Full OD | Exported as |
Fomm e e o o e e e e e e e e e e e e m o o e e e e e e e e e e e e e e e +
| ifEntry | 1.3.6.1.2.1.2.2.1 | b =1.3.6.1.2.1.2.2.1 |
| iflndex | 1.3.6.1.2.1.2.2.1.1 | sublD =1 |
| ifType | 1.3.6.1.2.1.2.2.1.3 | sublD =3 |
| ifMu | 1.3.6.1.2.1.2.2.1. 4 | sublD = 4 |
| ifNare | 1.3.6.1.2.1.31.1.1.1.1 | OD =1.3.6.1.2.1.31.1.1.1.1 |
Fomm e e o o e e e e e e e e e e e e m o o e e e e e e e e e e e e e e e +

Table 7: IF-M B QO Ds

Fi gure 30 shows the Tenpl ates exported to support the

m bOhj ect Val ueRow | nformati on El enent. Figure 31 shows the exanple
O D Data for the conceptual row exported in m bQbjectVal ueRow to
match Table 7. Figure 32 shows the exanpl e data export as per

Tabl e 6.
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01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

Set ID=2

Length

12

B T e o i S I i i S S N iy St S I S S
Tenplate 1D = 600
B S i S S s s S S S S S S S e
Field Length
T S S S S i i i S S S S e R e h

+- 4o+
|O] IE =
+-+-+

m bQbj ect Val ueRow

Fi el d Count

=1

= 24

B S S T o S S S S s S S S S S S S

Set ID=3

Length =

26

I S T it S T il s S S S S S
Tenplate 1D = 601

- +-
Sc

- e+

+- +-

|
+
|
+
|
+-
|
+- 4 +-
|
+
|
+

ope Field Count
B S e o
Field Length
e
Field Length
e e e

+II+II+II

1
- +-
1
+
2
+

Field Length = 2

+-

+

+

+-

+-

+-

Field Length = 65535

|
| O]

| Of

Fi el d Count

4

T S S i i S S S e T S S i 2
IE =

m bQhj ect Val uel nt eger |
B S S T s ik T S S

| E = mi bObj ect Val uel nt eger |

i i S S S SR NPT
nm bCbj ect Val uel nt eger |
b o o i e S S e S

| O] I E =mi bCbj ect Val ueCct et Stri ng|

| O

B S S e i S e SHp o S

IE =

T S S 2 T T i S S e S S S S

e T S T S S S ek &

Set

ID=3

T S S T o e S e S s S S S I R S S S

Length = 22

Tenplate 1D = 602

B e i S T e i T e S R S e e e s i i T S
| Scope Field Count

Fi el d Count

|+++++++++++++++++++++++++++
|0] TE = tenplateld | Field Length
B R o s i e S e e e S i i S T S S S S S
| 0] IE = informationEl ement| ndex| Field Length
T e e i i o e i S s SN N
|0] ITE = nibQbjectldentifier | Field Length
B e e i e e s e e I o ik R R
et al. St andards Track

2

+||+||+||+||
+ O+ N+ N+

1
+
1
+
1
+
1

]

+
]

+
]

+
]

a1
+ 01 +

[

i

w
+ 01+

1
T
+— 4+ +—

Page 51]



RFC 8038

Exporting MB Variables with |IPFI X May 2017

T T S T i s L i S S S S S S S e T s

Set ID=3

| Length = 22 |

T T i i e e e e e e E et o i s o S R S
Tenpl ate 1D = 603
B i T o S o i S S i s S S S S S S

|
+-
|
+-
|
+-
|
+-
|
+-

Al t ken,

Scope Field Count
I S s S S S S
Field Length
Tk ik N SRR
Field Length
B Tk sl i S S S S
Field Length
S S s oS S S

+ 10+ 010+ 10+

2
-+
2
-+
2
-+
2
- 4-

+

| Field Count = 3 |

|0] IE = tenplateld |
I S T N SN S S S
|0 IE = informationEl enment | ndex|
T s S S s it SN SRR S
|0] 1E = mi bSubldentifier |
B T i i S e i

+- 4o+

Fi gure 30: Exanple of Augnented ifEntry Tenpl ate and
Options Tenplate Sets

et al.
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0 1 2 3
01234567890123456789012345678901
R R R R e e s o S e R S S S S S S e e e e e

| Set ID = 602 | Length = 40

B S S e h T el S S S S S T S S T S S S i SuI S
| Tenplate I D = 600 | informationEl enentlndex = 0

B e i i e e e R S e e s Tk i R S R S
| VLEN = 10 | mibObjectldentifier

B e e et i S e S e S e S et ol S il e T T R S R S
| ifEntry = 1.3.6.1.2.1.2.2.1

B T o S i S S il s s i S S S T S S S
| 06082B06010201020201 | Paddi ng
B e i o e S e e ik i T e R S e e S e S ol o
| tenplateld = 601 | informationEl enent| ndex =
R e o e O i i I NI D S R S S R S S e S i ol S S R S
|
+-
|
+-
|
+-
|
+-

+ 0+

+ W+ 1+

T
— T+

VLEN = 12 | mbObjectlidentifier ifNane ...
B i T o S o i S S i s S S S S S S
ifName = 1.3.6.1.2.1.31.1.1.1.1 |

i e T S i i i i i e e S e o s
060A2B060102011F01010101 |

e T Lt e e T e S el o o b oI S SRR S
| Padding = 0 |

B i T o S o i S S i s S S S S S S

T T i e i i e T e b s S S SN S
| Set I D = 603 | Length = 22 |
T T i i e e e e e e E et o i s o S R S
tenplateld = 601 | informationEl ementlndex = 0 |
B i i i S S R ih s s I S S o O S S
m bSubl dentifier =1 | tenplateld = 601 |
B o e e S i et i i i T e e e e s
i nformati onEl ementlndex = 1 | m bSubl dentifier = 3 |
Bl o o e e e e s i i e T S N e
tenplateld = 601 | informationEl ementlndex = 2 |
B i i i S S R ih s s I S S o O S S
m bSubl dentifier = 4 |
s S e e e ik R S

T

Fi gure 31: Exanple of Augnmented ifEntry O D Data Export

Aitken, et al. St andards Track [ Page 53]



RFC 8038 Exporting MB Variables with |IPFI X May 2017

0

2 3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Set ID = 600 | Length = 68 |
B T e o i S I i i S S N iy St S I S S
| Semant i c=0xFF | Tenplate ID = 601 | iflndex =1 |
T e e i i e T T i s i S S S
|

i fType = 6

Length = 11 |

i fType = 6

Length = 11 |

i fType = 6

Length = 15 |

+—-—+—+——"+——"+—+—+—+—+— +— +—— +— +— +— +—

T i S S
B S T S S S S R T
T T S S T s

B L R £ T e U S S I S S S S S

+-+-+
Semant i c=0xFF | Tenplate 1D = 601 | iflndex = 2
B i s s i S S i S T ai i S SRS S S

T S S 2 i S S T T i S S S

B e Tk S i S SIS SIS B S

+ -4+
Semant i c=0xFF | Tenplate 1D = 601 | iflndex = 3
B R s i S e s i Tt T S R S S e S i ot SOIE T S R

B i S i S S i S T S S S i Sty SN S St
T S e T o S S S T e S S ST S i e

T T T S S T

| ifMu = 1500

T R o s s S S SR e SR SR

i f Nane = Et hernet 10 |
B S S T s ik T S S

|
-+

|
-+

|

| ifMu = 1500

T T e T

i f Nanme = Et hernet 20 |

B T — I i S T i S S S S T =

|
-+

|
-+

|

| ifMu = 1500

T S S 2 T S S S T i S S S S S S S

i f Name = Fast Et hernet 30 |

T T T S i S T

Fi gure 32: Exanple of Data Export for Augrmented ifEntry

Al tken, et al.
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6.5. Exporting a Colummar Object: iplfStatslnForwbDatagrans

It may be that the full set of columar objects that are supported by
a conceptual row are not required to be exported. Rather than use
the I PFI X Structured Data [ RFC6313] net hod, the m bl ndexl ndi cat or

met hod can be used to provide the rel ationship between fields.

This exanple shows the M B objects that are part of the I NDEX of the
conceptual row being exported in the correct order and then being
referred to by using m bl ndexl ndi cat or.

Thi s exanpl e shows the export of iplfStatslnForwDatagrans fromthe

I P-M B [ RFC4293] . iplfStatslnForwDatagrans is a columar object that
is part of the iplfStatsTable conceptual table. This is conprised of
i pl fStatsEntry conceptual rows.

The iplfStatsTabl e conceptual table is indexed by iplfStatslPVersion
and i plfStatslflndex.

The Options Tenplate Record for the exanple Data Record contains the
followi ng Information El enents:

1. iplfStatsliPVersion (1.3.6.1.2.1.4.31.3.1.1) (Scope Field)
(encoded using ASN. 1/BER to "060A2B06010201041F030101" at
12 octets | ong)

2. iplfstatslifindex (1.3.6.1.2.1.4.31.3.1.2) (Scope Field)
(encoded using ASN. 1/BER to "060A2B06010201041F030102" at
12 octets | ong)

3. iplfStatslnForwbatagrans (1.3.6.1.2.1.4.31.3.1.12) (non-Scope
Fi el d)
(encoded using ASN. 1/ BER to "060A2B06010201041F03010C" at
12 octets |ong)

Note that iplfStatslflndex has been reduced-size encoded to 2 octets

in the following exanple. An exporting device with nore interfaces
woul d use the full |ength.
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Fi gure 33 shows the exported Opti

0 1
012345678901234

B S i oI S S S S T S

| Set 1D = 3

N

| Tenplate ID = 701
+- +-

Scope Field Count 2
B i T e S S ik i i R
Scope Field 1 Length =
ik i S SHE N + +- +-
Scope Field 1 Length 2
T o h o ok o R
Field Length 4
B ol ok ok S T S e e e i

+-

+

+

+
|
+-
|
+
|
+
|
+-

Fi gure 33: Exanple of an Options
with Two |

Fi gure 34 shows the exported MB
export the required nm bObjectValu
This exanple of the MB Field Opt
m bl ndexl ndi cator to indicate tha
Dat a Records are index objects.

0 1
012345678901234

B T S S S S i SHE NP S

| Set ID=3

I i S i Ui N S S S

Tenplate 1D = 702

|+-++++++++++++-+-+-+
| Scope Field Count = 2

R el I N N R R e e S e i
| Field Length = 2

i T S e S i koI T S R
| Field Length = 2

B s sl it S S SR S SR S S i =
| Field Length = 1

R el I N N R R e e S e i
| Field Length = 65535
i T S e S i koI T S R

Figure 34: Exanple of a MB Fie
MB hject with

Al tken, et al. St andar

T S S S A

i ables with I PFI X May 2017
ons Tenpl ate Set.
2 3

56789012345678901
B il i S S S S S T S S
| Length = 22 |
T S g S g S S g S
| Fi el d Count 3 |
D B T S S S S S S S S S
| O] Scope 1=ni bQbj ect Val uel nt eger
B s o ks ik ks S SR S i R S S e
| O] Scope 2=mi bhj ect Val uel nt eger
T S S g S S S
| 0] IE = mi bQbj ect Val ueCount er

R O T S S S T T S S S S

+

Tenpl ate for
ndex Objects

an | ndexed M B nbj ect

Field Options
e Informati on
i ons Tenpl ate
t some of the

Tenpl ate used to

El enent net adat a.

i ncl udes the

other fields in the

2 3
56789012345678901
B ol ok ks o S S S e e e S
| Length = 26 |
Bk o I I e S S T e e e e
Fi el d Count 4 |
B e T T i e e e ik i S NI R
IE = tenplateld
e e S e S i sl S B e S

|0 ITE = informationEl enent | ndex|
e e S e S i ol IR S R S S R S
| E = m bl ndexI ndi cat or |

Id Options Tenplate for an | ndexed
Two | ndex (bjects

ds Track [ Page 56]
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Fi gure 35 shows the exported MB Field Options Data used to export

the required m bCbjectValue Information El erent netadata. Note that
the first two Data Records have al
to 0. The third m bl ndexl ndi cat or
that the first two fields in the Data Record are the I NDEXes for this
col ummar obj ect.

0

1

their m bl ndexl ndicator bits set
has the val ue "00000011" to show

2 3

01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

e o T o S e e s i i i L e i ol o S S S S S S S o

i nformati onEl enmentl ndex = 0
B i i i T S e e e e i i T e e S e e i e i i o
m bQoj ectl dentifier -
B i i S S S Tk i o

+-

+-

+-

+-

+-

|
+-
|
+-
|
+-
|
+-
|
+-
|
+-
|
+-
|
+-

Set ID = 702
Tenplate ID = 701

ndex 00000000 | VLEN = 12

Length = 58
+

|
-+

|
+- +

|

B e i T I TR R S SR S S S
"1.3.6.1.2.1.4.31.3.1. 1" e
I T it s S SR e e e S T S S et (I SRR e S S e e el S SRR SR
060A2B06010201041F030101 —_—
B i T e S i i i i T S S e e S i o i I T N S
| tenplateld = 701
B e i i i S e S T i i e st ST S TR SRR S S S SR S S
i nformati onEl ement | ndex = 1 |  ndex 00000000 | VLEN = 12
I T it s S SR e e e S T S S et (I SRR e S S e e el S SRR SR
m bQbjectldentifier = "1.3.6.1.2.1.4.31.3.1.2" .
B e s s i i o o T T S S I S S A e e s

060A2B06010201041F030102 R
B i S T I I S S e e s S S S S S S S S e e T

e o T o e O ik ek i I g e e S e ol S S S S S S S

i nformati onEl ement | ndex = 2
B S S e i i i i i i I S S S S S S S S S S S
m bQoj ectl dentifier

tenplateld = 701
+- +

I ndex 00000011 | VLEN = 12
B i S S S S S Tt S SHI S
"1.3.6.1.2.1
B S S i s s SIS N S S
060A2B060102
R b s e i i i i S

I T S S S S

|

+
4
+
0
+
|

+

.
+- +

|
+- +
|

T S A T o S S

1.3.1.12" |

T S i wi S S S S S

1041F03010C |

+
3
+
0
+

B S e Sl

Figure 35: Exanple of a MB Field Options Data Set for an |ndexed
MB bject with Two | ndex Objects
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Fi gure 36 shows the Data Records that export the values of the three
m bQhj ect Val ue I nformation El enents.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Set ID = 701 | Length = 18 |
T T ik i S e e e e s ik s st s SN R SR
| ipver =1 | i flndex = 10 | ... |
B I i T i i o S I i s i R S

+- -+
| | nFor wDat agrans = 10000 | ipver =2 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| i flndex = 10 | I nForwDat agranms = 20000 |
B Lt r s i i i o o T s ks S R S
+-

i S e i T o S S

Figure 36: Exanple of a MB Data Set for an Indexed MB bject
with Two | ndex (bjects

6.6. Exporting a Columar Object |ndexed by Information El enments:
i fQut Qen

If a Packet Sanpling (PSAMP) Packet Report [RFC5476] was generated on
any dropped packets on an interface, then it may be desirable to know
if the send queue on the output interface was full. This could be
done by exporting the size of the send queue (ifQutQen) in the sane
Data Record as the PSAMP Packet Report.

The exported data | ooks |ike:

oo oo e oo oo +
| SRC ADDR | DST ADDR | PKT LEN | OUTPUT | OUTPUT QUEUE LEN |
| | | | INTERFACE | (ifoutQen) |
e e oo o e o oo +
| 192.0.2.1 | 192.0.2.3 | 150 | Eth 1/0 (15) | 45 |
| 192.0.2.4 | 192.0.2.9 | 350 | Eth 1/0 (15) | 45 |
| 192.0.2.3 | 192.0.2.9 | 650 | Eth 1/0 (15) | 23 |
| 192.0.2.4 | 192.0.2.6 | 350 | Eth 1/1 (16) | 0 |
Fom e - Fom e - o - Fom e - o - +

Tabl e 8: Packet Report with Interface Qut put Queue Length
(i fQutQ.en) Data

The i fQut@Qen M B object, defined in the |F-MB [ RFC2863], provides
the I ength of the output packet queue. This columar object is part
of the ifEntry conceptual row and indexed by the interface index
(iflndex).
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This relationship between the ifQutQ.en field and the index field is
exported using niblndexlndicator in the MB Field Options Tenpl ate.
The val ue of "00001000" flags the index fields concisely.

The Tenpl ate Record for the exanple Data Record contains the
followi ng Infornmation El enents:

1. sourcel Pv4Address
2. destinationl Pv4Address
3. total Lengt hl Pv4
4. egressinterface
5. ifQutQ@en (indexed by egressinterface)
Fi gure 37 shows the exported Tenplate Set detailing the Tenplate for
exporting a PSAMP Report with ifQutQ.,en. Figures 38 and 39 show the
MB Field Options Tenpl ate and Data Record.
0 1 2 3

01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Set ID=2 | Length = 28 |
e o T i i o o O S e S ol o S S S s it SR R SR S
| Tenplate 1D = 703 | Field Count =5

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| 0] 1E = sourcel Pv4Address | Field Length = 4

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 0] IE = destinationl Pv4Address | Field Length = 4

B Lt r s i i i o o T s ks S R S
|0] IE = total Lengthl Pv4 | Field Length = 4 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
|0] I1E = egressinterface | Field Length = 4

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| 0] IE = nmi bQbj ect Val ueGauge | Field Length = 4

B Lt r s i i i o o T s ks S R S

Figure 37: Exanple of Tenplate for a PSAMP Report with ifQutQ.en
I ndexed by egressinterface
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0 1

Exporting MB Variables with |IPFI X

2 3

01234567890123456789012345678901

T S S ik it S S S

| Set 1D = 3

B S T i S S S

Tenplate 1D = 704

|+-+-+-+-+-+-+-+-+-+-+ R
| Scope Field Count = 2
i i S ik St S

| Field Length = 2

B T ol it S S S S S S S
| Field Length = 2
i S S i S S S
| Field Length = 1
i I S e D ik S N o
| Field Length = 65535
B ol ok ok S T S e e e i

+-

et e i Sl e e SR SRS
| Length = 26 |
B S S T s ik T S S
| Field Count = 4 |
i i S S S i SRR N
|0] IE = tenplateld |
s o o i e e S i S
|0] 1E = informationEl ement | ndex|
B S S T s ik T S S
| 0] I'E = mi bl ndexl ndi cat or |
i i S S S SR S
|0] ITE = nibQbjectldentifier |
T s o o i e S S e S

|
-+

+

Figure 38: Exanple of MB Field Options Tenplate for a PSAMP Report
with ifQutQlen | ndexed by egressinterface

0 1

2 3

01234567890123456789012345678901

B il b N S S

| Set ID = 704

S

| Tenplate ID = 703
T o T S S i ik e Sup o

|  ndex 00001000 | VLEN = 11
B T i i SR R S S

i S S

-t - - -+
| Length = 21
+- +-

I

i R R e S
| informati onEl enentlndex = 4
B e o o ik T S SN S S S S S R

+
+
| m bObjectldentifier |
B e i i T SEIE CEIE S S S e e S e i

| "1.3.6.1.2.1.2.2.1. 21" . |

I i S e ik Tt N S o

e e e e e e e e e e e e e e e e

| 06092B0601020102020115 |

B S i S S S S i DU

B S i

I S S S S e SN S S

Figure 39: Exanple of MB Field Options Data Record for a PSAWP

Report with ifQutQ.en

The corresponding | PFI X Data Record is shown in Figure 40.
the interface index of

sake of the exanple,

interface index of "Eth 1/1" is

Al tken, et al.

St andards Track

I ndexed by egressinterface

For the
"Eth 1/0" is 15 and the

16.
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0 1 2 3

01234567890123456789012345678901
B o i T e e T s i i T S TR S e S S i T S g e e
| Set ID = 703 | Length = 84 |
B T e o i S I i i S S N iy St S I S S
| 192.0.2.1 |
B e i S T e i T e S R S e e e s i i T S
| 192.0.2.3 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 150 |
B T e o i S I i i S S N iy St S I S S
| 15 (Eth 1/0) |
B e i S T e i T e S R S e e e s i i T S
| 45 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 192.0.2. 4 |
B T e o i S I i i S S N iy St S I S S
| 192.0.2.9 |
B e i S T e i T e S R S e e e s i i T S
| 350 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 15 (Eth 1/0) |
B T e o i S I i i S S N iy St S I S S
| 45 |
B e i S T e i T e S R S e e e s i i T S
| 192.0.2.3 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 192.0.2.9 |
B T e o i S I i i S S N iy St S I S S
| 650 |
B e i S T e i T e S R S e e e s i i T S
| 15 (Eth 1/0) I
B o i T e e T s i i T S TR S e S S i T S g e e
I 23 I
B T e o i S I i i S S N iy St S I S S
| 192.0.2. 4 |
B e i S T e i T e S R S e e e s i i T S
| 192.0.2. 6 |
B o i T e e T s i i T S TR S e S S i T S g e e
| 350 |
B T e o i S I i i S S N iy St S I S S
| 16 (Eth 1/1) |
B e i S T e i T e S R S e e e s i i T S
| 0 |
B o i T e e T s i i T S TR S e S S i T S g e e

Fi gure 40: Exanple of PSAMP Packet Report with ifQutQ.en
I ndexed by egresslinterface
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6.7. Exporting with Multiple Contexts: The OSPF Nei ghbor Row Revisited

If the context used to export the MB objects is the default one, no
extra context fields are required. This exanple denonstrates how to
handl e the case when the context needs to be specified. It is based
on the previous exanple (Section 6.3).

The OSPF details of the conceptual row that was exported per
Section 6.3 would be suitable if there were only one OSPF process
running at the Cbservation Point. |If multiple OSPF processes are
present, then they can be differentiated by al so exporting the

m bCont ext Engi nel D and m bCont ext Nane.

The following fields will be exported:

ospf Nor | pAddr
ospf Nor Addr ess-

| | ospfNorEntry 1 | m bQbjectVal uel PAddress | 4
| | 4
| -Lessl ndex |
| |
| |

ospf NorEntry 2 nm bCbj ect Val uel nt eger |

ospfNorRtr 1 d

| |
ospf NorEntry 3 | mi bObj ect Val uel PAddress | 4
ospf Nor St at e | 1

ospf NorEntry 6 m bQhj ect Val uel nt eger |

Tabl e 9: OSPF Nei ghbor Entry Objects

The exanpl e cont ext Engi nel D mat ches the exanple from [ RFC3411] for
Acrme Networks: "’ 800002B804616263' H (enterprise 696, string "abc")".

Fi gure 41 shows the Tenpl ates exported to support a m bObj ect Val ueRow
that is defined within a context. Figure 42 shows the exanple O D
Data for the conceptual row exported in m bOhjectVal ueRow. These are
unchanged fromthe previous exanple (Section 6.3). Figure 43 shows
the exanple data for two OSPF nei ghbors. Although these have

i dentical | NDEX/ scope values, the context information indicates that
they cone fromdifferent OSPF processes. Note that the O D for

ospf Nor Entry has been encoded using ASN. 1/BER to
"06082B060102010E0A01" at 10 octets | ong.
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1

2 3

01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

Set ID=2

| Length = 20 |

B S S T S S S S T s S S S S S S S S

+- 4o+
| 0] |
+-+-+
| 0] |
+- 4o+
10l |
+- 4o+

Tenplate 1D = 80
E = mi bCont ext Engi n

= m bCont ext Nane

0

el D

| Field Count = 3 |

T T S S S S I

| Field Length = 8 |

B T e S i S i i S S S D S S S S S

| Field Length = 4 |

E

B i S i i S S I Tk i i s S S S S
E = m bObj ect Val ueRow

i T S S e i T S S S i sk i ST S B S S

| Field Length = 16 |

T I T S S Tk it S S S S Sk L T T SR A s

Set ID=3

| Length = 26 |

B S S T S S S S T s S S S S S S S S

|
+
|
+
|
+
|
+
|
+
|
+

-4

-4

- +-

-4

-4

- +-

Tenplate 1D = 80

Scope Field Count =
i T e e
Field Length
I B ok T S S SR S
Field Length
e bt g
Field Length
e e e o
Field Length
I B ok T S S SR S

+II+II+II+II

1

=2

+

+

+

- +-

+

+

+

+|—~+4>+4>+4>+
+

+
+

| Field Count = 4 |

i I S i S S s T SUp S

| 0] IE = mi bQbj ect Val uel PAddr ess|
R e I S e e S e i ol I S R S S

| 0] 1E = mi bQbj ect Val uel nteger |
B e s s ks s S S e S

| 0] I'E = mi bObj ect Val uel PAddr ess|
e i T S e O s ks I T S R O S

| 0] IE = mi bQbj ectVal uel nteger |
R e I S e e S e i ol I S R S S

- +-+

I
| Set ID =3 |

T I T S S T i T S S S Lk i S SR S A S

Length = 22

| Tenpl ate 1D = 802 |

B S S T i S S S e S T S S Sl S S S S S S S S S

+- 4+
| 0] |
+- 4 +-
| 0] |
+- e -
10l |
+- 4+

Al t ken,

Field Count = 3

E =templateld

= m bQhj ectl denti

et al.

i S S i N i St Ui S S S S S i o

e S S i i I S S e e ik Sir N N

E = i nformati onEl enent | ndex| Field Length
B T I e S B s ok ik I ST ST RIE RIE TR TR TR TR T
E =

fier

i S S e e S ik it IR S S S S S

| Scope Field Count = 2

+- +-+-+-+-|+
| Field Length = 2 |
T
=2 |
S T S
| Field Length = 65535 |
S S
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i i S S e i it Ui S S S S S S ik Sk e e
| Set ID=3 | Length = 22 |

T T i i e e e e e e E et o i s o S R S
| Tenpl ate 1D = 803 | Field Count = 3 |
B T e o i S I i i S S N iy St S I S S
| Scope Field Count = 2 |0] IE = tenplateld |
T e e i i e e et s s s SN S
| Field Length = 2 | 0] I'E = informationEl ement | ndex|
T T i i o o i e e S ol SRR R S
| Field Length = 2 |0] 1E = mi bSubldentifier |
B T e o i S I i i S S N iy St S I S S
| Field Length = 2 |

s i T S e TR T o E

Ei

gure 41: Exanpl e of ospfNbrEntry Tenplate and Options Tenplate Sets
wi t h Cont ext

0 1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Set ID = 802 | Length = 20 |
B T T T o o S S S e i S S Tk e e Y S
| Tenpl ate 1D = 800 | informationEl enentl ndex = 2 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| VLEN = 10 | m bQojectldentifier ="1.3.6.1.2.1.14.10.1" |
i o S T e et ol I e SR S R S S e o i et oI e R S R S S R S e
| 06082B060102010E0A01 |
B T T T o o S S S e i S S Tk e e Y S
| | Padding = 0 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

B Lt r s i i i o o T s ks S R S
| Set 1D = 803 | Length = 28 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| tenplateld = 801 | informationEl ementlndex = 0 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| m bSubl dentifier = 1 | tenplateld = 801 |
B Lt r s i i i o o T s ks S R S
| informationEl enentindex = 1 | nm bSubl dentifier = 2 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| tenplateld = 801 | informationEl ementlndex = 2 |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| m bSubl dentifier = 3 | tenplateld = 801 |
B Lt r s i i i o o T s ks S R S
| informationEl ementlndex = 3 | m bSubl dentifier = 6 |
B s T s s e T o e S T ks et s oot ST S S S o S S 3

Fi gure 42: Exanple of ospfNorEntry O D Data Export w th Context
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Set ID = 800 | Length = 60 |
B T e o i S I i i S S N iy St S I S S
| mi bContext Engi nel D = 800002B804616263 |
T e e i i e S e st i s s SN S
| ... mibContextEnginelD |
Bl o o e e e e Lt e i s o i R R SR e e S SR S
m bCont ext Nane = conl |
B e s o s o S S e e e i T TEIE TRIE TR TRl SR S S S B e e i i =
Semant i c=0xFF | Tenplate ID = 801 | C |
P U PO YU U PO
ospf Nor | pAddr = 192.0.2.1 | |
Bl o o e e e e Lt e e s e i e S e S S
ospf Nor Addr essLessl ndex = 0 |
B i il Tk s i S S S S S S T o S S i T e i

+

|

+

|

+

|

+

| |
+ +- +
| ospfNorRtrid = 1.1.1.1 | ospf Nor St at e=8 |
B s S S i i i ks a ks st S S S S S S
| i bContextEngi nel D = 800002B804616263 |
R R R R e e s o S e R S S S S S S e e e e e
| m bCont ext Engi nel D |
B T e o i S I i i S S N iy St S I S S
| m bContextName = con2 |
e i T i i o T R O S O e S T S s it (o (B SR S
| Serant i c=0xFF | Tenplate ID = 801 | C |
s i e S e S T S S S e O i i R S NI S e R S S
| ospf Nor | pAddr = 192.0.2.2 | |
B S S T s ik T S S
| ospf Nor Addr essLessindex = 0 |
B e o T e S e N e i ol T i e e e S S R
| ospfNorRtrid = 2.2.2.2 | ospf Nbr St at e=
B o o e S e i I S R T e i i i T S S e e

ToeT

Fi gure 43: Exanple of Data Export for ospfNorEntry w th Context
7. Configuration Considerations
When configuring a MB O D for export, consideration should be given
to whet her the SNMP context should al so be configurable. If a

non-default context is used, then it should be associated with the
fields as per Section 5.6.
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8. The Collecting Process's Side

The specifications in Section 9 of [RFC7011] also apply to Collectors
that inplenment this specification. |In addition, the foll ow ng
speci fications should be noted:

0 A Collecting Process that inplenents this specification MIST store
the Data Records containing the O D object type definitions with
the sane retention policy as Tenpl at es.

0 A Collecting Process that inplenents this specification SHOULD
have access to MB nodules in order to | ook up the received MB
bject ldentifiers and find the full type definition and nane of
MB OD fields used in received Tenpl at es.

o It should be noted that, because reduced-size encodi ng MAY be used
by the Exporting Process, the Collecting Process cannot assumne
that a received size for a field is the maxi numsize it should
expect for that field.

o If a Collecting Process receives a MB (bject ldentifier that it
cannot decode, it MAY | og a warni ng

0 A Collecting Process MJUST support the three options for handling
col unmar objects detailed in Section 5.8.

9. Applicability

Maki ng avail able the many and varied itenms from M B nodul es opens up
a wide range of possible applications for the |IPFI X protocol, sone
quite different fromthe usual Flow information.

Sone nonitoring applications periodically export a mapping of
interface IDto interface nane using | PFl X Options Tenplates. This
coul d be expanded to include the iflnUcastPkts M B object as defined
inthe IF-M B [ RFC2863], indexed using the ingresslinterface
Information Element. This would provide the input statistics for
each interface; these statistics can be conpared to the Fl ow
information to ensure that the sanpling rate is as expected, or, in
the absence of sampling, to ensure that all expected packets are
bei ng noni t ored.
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10. Security Considerations

For this extension to the I PFI X protocol, the same security
consi derations as those for the | PFI X protocol apply [RFC7011].

If the Exporter is generating or capturing the field values itself,
e.g., using the MB objects only as an encodi ng or type nechani sm
there are no extra security considerations beyond standard | PFI X

However, if the Exporter is inplenmented as an SNMP nmanager accessing
an SNMP agent, it MJST authenticate itself to the SNMP agent

[ RFC3414] [RFC5591] [ RFC5592] [RFC6353], and the SNWP agent MUST
enforce SNMP access control rules [RFC3415] as required by the SNW
architecture [ RFC3411].

Access to particular MB objects is controlled by the configuration
of the IPFI X Exporter. This is consistent with the way |IPFIX
controls access to other Information Elenents in general

The configuration of an | PFlI X Exporter determ nes which MB objects
are included in | PFI X Data Records sent to certain Collectors.

Net wor k operators should take care that the only MB objects that are
included in I PFl X Data Records are objects that the receiving
Collector is allowed to receive. Note that nmultiple users nay have
access to the data fromthe Coll ector.

When exporting M B objects that may be considered sensitive or

vul nerabl e in sone network environnents (as mentioned in the Security
Consi derati ons section of the RFC containing the M B nodul e), the
Exporter shoul d consider using anonym zation techni ques per [ RFC6235]
if the information is anonyni zable. Consuners of exported data
shoul d therefore be able to handle the kinds of data nodifications
that are described in [ RFC6235].
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11.

11.

11.

11.

| ANA Consi derations
1. New I PFI X Semantics
New | PFl X semantics have been allocated in |ANA's I PFI X registry
[ ANA-1 PFI X] per Section 6 of [RFC7012], as defined in the
subsecti ons bel ow.
1.1. snnmpCounter
An integral value reporting the value of a counter, identical to the
Count er32 and Counter64 senmantics in [ RFC2578], as determi ned by the
Fi el d Length.

This is simlar to I PFI X s total Counter semantic, except that tota
counters have an initial value of 0 but SNMP counters do not.

| ANA has assigned value 7 to snnpCounter.
1.2. snnpCGauge

An integral value identical to the Gauge32 senmantic in [ RFC2578] and
the Gauge64 semantic in [ RFC2856], as determ ned by the Field Length.

| ANA has assigned value 8 to snnpGauge
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11.2. New I PFI X I nfornation El enents
The new Information Elenents in Table 10 have been allocated in
IANA's | PFIX registry [IANA-IPFI X], as defined in the subsections
bel ow.

In each case, the "Units" and "Range" have been |l eft blank, since
t hese are not applicable.

m bQhj ect Val uel nt eger

435 m bOhj ect Val ueCctet String
436 m bhj ect Val ued D

437 m bOhj ect Val ueBits

438 m bQhj ect Val uel PAddr ess
439 m bbj ect Val ueCount er

440 m bQhj ect Val ueGauge

441 m bQhj ect Val ueTi meTi cks
442 m bOhj ect Val ueUnsi gned
443 m bQhj ect Val ueTabl e

| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| 444 | m bObj ect Val ueRow |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |

445 m bQoj ectldentifier

446 nm bSubl denti fier

447 m bl ndexl| ndi cat or

448 m bCapt ur eTi meSemanti cs

449 m bCont ext Engi nel D

450 m bCont ext Nane

451 m bQbj ect Nanme

452 m bQbj ect Descri ption

453 m bQhj ect Synt ax

454 nm bModul eName
S o m e e e e e e e e meaao - +

Table 10: New Infornation El enents
11.2.1. New M B bject Value Information El enments
11.2.1.1. i bQoject Val uel nt eger

A new I nformation El enent "ni bObhject Val uel nteger" has been al |l ocated
in lANA's IPFI X registry [IANA-1PFIX], with the follow ng definition:

Description: An IPFI X Information El enent that denotes that the

i nteger value of a MB object will be exported. The MB (bject
Identifier ("m bObjectldentifier™) for this field MIUST be exported
ina MB Field Option or via another neans. This Information
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El enent is used for MB objects with the Base syntax of |nteger32
and | NTEGCER wi th | PFI X reduced-si ze encodi ng used as required.
The value is encoded as per the standard | PFl X Abstract Data Type
of signed32.
Abstract Data Type: signed32
Data Type Semantics: quantity
El ementl d: 434
Status: current
Ref erence: RFC 8038
11.2.1.2. i bQbjectVal ueCctet String
A new I nformation El enent "ni bQojectVal ueCctet String" has been
allocated in |ANA's IPFI X registry [IANA-IPFIX], with the follow ng
definition:
Description: An IPFI X Information El enent that denotes that an
Cctet String or Opaque value of a MB object will be exported.
The M B Object ldentifier ("mbCbjectlidentifier") for this field
MUST be exported in a MB Field Option or via another nmeans. This
Information Elenent is used for MB objects with the Base syntax

of OCTET STRI NG and Opaque. The value is encoded as per the
standard | PFI X Abstract Data Type of octetArray.

Abstract Data Type: octetArray
Data Type Semantics: default
El ement 1 d: 435
Status: current
Ref erence: RFC 8038
11.2.1.3. i bObjectValued D

A new I nformation El enent "ni bGhjectVal ueO D' has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: An IPFI X Information El enent that denotes that an
hject ldentifier or OD value of a MB object will be exported.
The M B Object Identifier ("m bCbjectldentifier”) for this field
MUST be exported in a MB Field Option or via another neans. This
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Information Elenent is used for MB objects with the Base syntax
of OBJECT IDENTIFIER Note: In this case, the

"m bObj ectldentifier" defines which MB object is being exported,
and the "m bObj ectValueO D' field will contain the O D val ue of
that M B object. The m bQbjectValued D Information Elenent is
encoded as ASN. 1/BER [ X. 690] in an octetArray.

Abstract Data Type: octetArray
Data Type Semantics: default
El ementld: 436
Status: current
Ref erence: RFC 8038
11.2.1.4. nmibQbjectValueBits

A new I nformation El enment "ni bObj ectVal ueBits" has been allocated in
IANA's | PFI X registry [IANA-IPFIX], with the follow ng definition:

Description: An IPFI X Information El enment that denotes that a set
of Enunerated flags or bits froma MB object will be exported.
The M B Object lIdentifier ("mbCbjectldentifier") for this field
MUST be exported in a MB Field Option or via another nmeans. This
Information Elenment is used for MB objects with the Base syntax
of BITS. The flags or bits are encoded as per the standard | PFI X
Abstract Data Type of octetArray, with sufficient length to
acconmodat e the required nunber of bits. [|f the nunber of bits is
not an integer nultiple of octets, then the nost significant bits
at the end of the octetArray MJST be set to O.

Abstract Data Type: octetArray
Data Type Semantics: flags

El ement I d: 437

Status: current

Ref erence: RFC 8038

Aitken, et al. St andards Track [ Page 71]



RFC 8038 Exporting MB Variables with |IPFI X May 2017

11.2.1.5. i bQbj ect Val uel PAddr ess

A new I nformation El enment "nibObject Val uel PAddress” has been
allocated in IANA's IPFI X registry [IANA-1PFIX], with the foll ow ng
definition:
Description: An IPFIX Informati on El enent that denotes that the
| Pv4 address value of a MB object will be exported. The MB
bject ldentifier ("mibOojectldentifier") for this field MIST be
exported in a MB Field Option or via another neans. This
Information Elenment is used for MB objects with the Base synt ax

of | pAddress. The value is encoded as per the standard | PFI X
Abstract Data Type of i pv4Address.

Abstract Data Type: ipv4Address
Data Type Semantics: default
El ement I d: 438
Status: current
Ref erence: RFC 8038
11.2.1.6. i bQbj ect Val ueCount er

A new I nformation El ement "ni bObj ect Val ueCounter" has been all ocated
in lANA's IPFIX registry [IANA-1PFIX], with the follow ng definition:

Description: An IPFIX Information El enent that denotes that the
counter value of a MB object will be exported. The MB bject
Identifier ("mibCbjectldentifier") for this field MIJST be exported
ina MBField Option or via another nmeans. This Information

El ement is used for MB objects with the Base syntax of Counter32
or Counter64 with |IPFI X reduced-size encodi ng used as required.
The value is encoded as per the standard | PFI X Abstract Data Type
of unsi gned64.

Abstract Data Type: unsigned64
Data Type Semantics: snnmpCounter
El ementld: 439

Status: current

Ref erence: RFC 8038
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11.2.1.7. mi bObj ect Val ueGauge

A new Information El enent "mi bObjectVal ueGauge” has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: An IPFIX Information El enent that denotes that the
Gauge value of a MB object will be exported. The MB bject
Identifier ("mibCbjectldentifier") for this field MIJST be exported
ina MBField Option or via another nmeans. This Infornmation

El ement is used for MB objects with the Base syntax of Gauge32.
The value is encoded as per the standard | PFl X Abstract Data Type
of unsigned32. This value represents a non-negative integer that
may i ncrease or decrease but that shall never exceed a naxi mum
val ue or fall below a mi nimum val ue.

Abstract Data Type: unsigned32
Data Type Senmantics: snnpGauge
El enent | d: 440
Status: current
Ref erence: RFC 8038
11.2.1.8. m bQObj ect Val ueTi neTi cks
A new I nformation El ement "ni bObject Val ueTi meTi cks” has been
allocated in IANA's IPFI X registry [IANA-1PFIX], with the follow ng
definition:
Description: An IPFI X Information El enent that denotes that the
Ti meTi cks value of a MB object will be exported. The MB bject
Identifier ("m bObjectldentifier") for this field MIST be exported
ina MB Field Option or via another nmeans. This Information
El enent is used for MB objects with the Base syntax of Ti nmeTi cks.
The value is encoded as per the standard | PFl X Abstract Data Type
of unsi gned32.
Abstract Data Type: unsigned32
Data Type Senantics: quantity
El enent | d: 441

Status: current

Ref erence: RFC 8038
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11.2.1.9. i bObj ect Val ueUnsi gned

A new I nformation El enent "ni bQbj ect Val ueUnsi gned" has been all ocat ed
in TANA's IPFIX registry [IANA-1PFIX], with the follow ng definition:

Description: An IPFI X Informati on El enent that denotes that an
unsi gned integer value of a MB object will be exported. The MB
hject ldentifier ("mbOojectldentifier") for this field MIST be
exported in a MB Field Option or via another neans. This
Information Element is used for MB objects with the Base syntax
of unsigned32 with I PFI X reduced-size encodi ng used as required.
The value is encoded as per the standard | PFI X Abstract Data Type
of unsi gned32.

Abstract Data Type: unsigned32
Data Type Semantics: quantity
El ement | d: 442
Status: current
Ref erence: RFC 8038

11.2.1.10. mi bObj ectVal ueTabl e

A new I nformation El enent "ni bQbj ect Val ueTabl e" has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: An IPFI X Informati on El enent that denotes that a
conplete or partial conceptual table will be exported. The MB
bject ldentifier ("mbOojectldentifier") for this field MJST be
exported in a MB Field Option or via another neans. This
Information Element is used for MB objects with a syntax of
SEQUENCE OF. This is encoded as a subTenpl at eLi st of

m bQbj ect Val ue Information El enents. The Tenplate specified in
the subTenpl ateLi st MJST be an Options Tenpl ate and MJST i ncl ude
all the objects listed in the INDEX clause as Scope Fi el ds.

Abstract Data Type: subTenpl at elLi st
Data Type Semantics: |ist

El ement | d: 443

Status: current

Ref erence: RFC 8038
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11.2.1.11. m bObj ect Val ueRow

A new I nformation El ement "ni bObjectVal ueRow' has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: An IPFI X Informati on El enent that denotes that a
single row of a conceptual table will be exported. The MB bject
Identifier ("mibCbjectldentifier") for this field MIJST be exported
ina MBField Option or via another nmeans. This Infornmation

El ement is used for MB objects with a syntax of SEQUENCE. This

i s encoded as a subTenpl ateLi st of m bCbjectValue I nformation

El ements. The subTenpl at eLi st exported MJST contain exactly one
row (i.e., one instance of the subTenplate). The Tenpl ate
specified in the subTenpl atelLi st MUST be an Options Tenpl ate and
MJUST include all the objects listed in the | NDEX cl ause as Scope
Fi el ds.

Abstract Data Type: subTenpl at eLi st

Data Type Semantics: |ist

El ement | d: 444

Status: current

Ref erence: RFC 8038
11.2.2. New M B Field Options Information El enents
11.2.2.1. nmibQbjectlidentifier

A new I nformation Elenent "nibQojectldentifier" has been allocated in
IANA's | PFI X registry [IANA-IPFIX], with the follow ng definition:

Description: An IPFI X Information El enment that denotes that a MB
hject ldentifier (MB AOD) is exported in the (Options)

Tenpl ate Record. The nibQojectldentifier Information El enent
contains the O D assigned to the M B object type definition
encoded as ASN. 1/BER [ X. 690] .

Abstract Data Type: octetArray

Data Type Senantics: default

El enent | d: 445
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Status: current
Ref erence: RFC 8038
11.2.2.2. mbSubldentifier

A new Information Elenent "m bSubldentifier” has been allocated in
IANA's | PFI X registry [IANA-IPFIX], with the follow ng definition:

Description: A non-negative sub-identifier of an Cbject ldentifier
(A D).

Abstract Data Type: unsigned32
Data Type Semantics: identifier
El ement 1 d: 446
Status: current
Ref erence: RFC 8038

11.2.2.3. m bl ndexl ndi cat or

A new I nformation El enment "m bl ndexl ndi cator” has been allocated in
IANA's | PFI X registry [IANA-IPFIX], with the follow ng definition:

Description: A set of bit fields that is used for marking the
Information El ements of a Data Record that serve as | NDEX M B

obj ects for an indexed columar MB object. Each bit represents
an Information Elenent in the Data Record, with the n-th | east
significant bit representing the n-th Information Elenent. A bit
set to 1 indicates that the corresponding Information El ement is
an index of the columar object represented by the m bObject Val ue.
A bit set to O indicates that this is not the case

If the Data Record contains nore than 64 Information El enents, the
correspondi ng Tenpl ate SHOULD be desi gned such that all index
fields are anong the first 64 Information El enents, because the

m bl ndexl ndi cator only contains 64 bits. |f the Data Record
contains less than 64 Information El enents, then the extra bits in
t he m bl ndexl ndi cator for which no corresponding Infornmation

El enent exi sts MJUST have the value 0 and nust be disregarded by
the Collector. This Information El ement nay be exported with

| PFI X reduced-si ze encodi ng.
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Abstract Data Type: unsigned64
Data Type Semantics: flags
El ement 1 d: 447
Status: current
Ref erence: RFC 8038
11.2.2.4. m bCaptureTi neSenmanti cs

A new I nformation El enent "ni bCaptureTi meSenanti cs" has been
allocated in ANA's IPFI X registry [IANA-IPFI X], with the follow ng
definition:

Description: Indicates when in the lifetime of the Flowthe MB
value was retrieved fromthe MB for a m bObjectldentifier. This
is used to indicate if the value exported was collected fromthe
M B closer to Flow creation or Flow export time and refers to the
Timestanp fields included in the same Data Record. This field
SHOULD be used when exporting a m bObj ectVal ue that specifies
counters or statistics.

If the MB value was sanpled by SNVP prior to the I PFI X Metering
Process or Exporting Process retrieving the value (i.e., the data
is already stale) and it is inmportant to know the exact sanpling
time, then an additional observationTi me* el enent should be paired
with the O D using I PFI X Structured Data [RFC6313]. Sinmilarly, if
different MB capture tinmes apply to different nmi bQbjectVal ue
elenments within the Data Record, then individual

nm bCapt ur eTi mreSenmantics Information El enents should be paired with
each O D using |IPFI X Structured Dat a.
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Val ues:
0 undefined

1 begin - The value for the MB object is captured fromthe
M B when the Flow is first observed

2 end - The value for the MB object is captured fromthe MB
when the Fl ow ends

3 export - The value for the MB object is captured fromthe
M B at export tine

4 average - The value for the MB object is an average of

multiple captures fromthe MB over the observed life of
t he Fl ow

Abstract Data Type: unsigned8

Data Type Semantics: identifier

El ement | d: 448

Status: current

Ref erence: RFC 8038

11.2.2.5. mi bCont ext Engi nel D

A new I nformation El enent "ni bCont ext Engi nel D' has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: A m bContext Engi nel D that specifies the SNWP

engine ID for a MB field being exported over IPFIX. Definition
as per [RFC3411], Section 3.3.

Abstract Data Type: octetArray

Data Type Semantics: default

El ement 1 d: 449

Status: current

Ref erence: RFC 8038
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11.2.2.6. m bCont ext Nanme

A new Information El enent "mi bContextNanme" has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: An Information Elenent that denotes that a M B
context name is specified for a MB field being exported over
| PFI X. Reference [RFC3411], Section 3.3.
Abstract Data Type: string
Data Type Senmantics: default
El ement 1 d: 450
Status: current
Ref erence: RFC 8038
11.2.3. New M B Type Information El ements
11.2.3.1. i bQbj ect Nane

A new I nformation El enent "ni bQoj ect Nane" has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: The name (called a descriptor in [RFC2578]) of an
obj ect type definition.

Abstract Data Type: string
Data Type Semantics: default
El ement 1 d: 451

Status: current

Ref erence: RFC 8038
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11.2.3.2. nmibQbjectDescription

A new I nformation El ement "ni bObjectDescription" has been allocated
in TANA's IPFIX registry [IANA-1PFIX], with the follow ng definition:

Description: The val ue of the DESCRI PTI ON cl ause of a M B object
type definition.

Abstract Data Type: string

Data Type Sermantics: default

El ement | d: 452

Status: current

Ref erence: RFC 8038
11.2.3.3. i bObj ect Synt ax

A new I nformation El enent "ni bQbj ect Syntax" has been allocated in
IANA's I|PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: The value of the SYNTAX clause of a M B object type
definition, which may include a textual convention or sub-typing.
See [ RFC2578].

Abstract Data Type: string

Data Type Senmantics: default

El enent | d: 453

Status: current

Ref erence: RFC 8038
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m bMbodul eNanme

A new Information El enent "ni bModul eName" has been allocated in
IANA's |PFIX registry [IANA-IPFIX], with the follow ng definition:

Description: The textual nane of the MB nodule that defines a M B
obj ect.

Abstract Data Type: string

Data Type Sermantics: default

El enent | d: 454

St at us:

current

Ref erence: RFC 8038
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