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1

1

I ntroduction

There is a need for standard nechanisns to allow Wb applications to
access the configuration data, state data, data-nopdel-specific Renote
Procedure Call (RPC) operations, and event notifications within a

net wor ki ng device, in a nodular and extensible manner.

Thi s docunent defines a protocol based on HTTP [ RFC7230] call ed
"RESTCONF", for configuring data defined in YANG version 1 [ RFC6020]
or YANG version 1.1 [RFC7950], using the datastore concepts defined
in the Network Configuration Protocol (NETCONF) [RFC6241].

NETCONF defines configuration datastores and a set of Create, Read,
Update, Delete (CRUD) operations that can be used to access these
datastores. NETCONF al so defines a protocol for invoking these
operations. The YANG | anguage defines the syntax and semantics of
dat astore content, configuration, state data, RPC operations, and
event notifications.

RESTCONF uses HTTP met hods to provi de CRUD operations on a conceptual
dat astore contai ni ng YANG defi ned data, which is conpatible with a
server that inplenents NETCONF dat astores.

I f a RESTCONF server is co-located with a NETCONF server, then there
are protocol interactions with the NETCONF protocol; these
interactions are described in Section 1.4. The RESTCONF server NAY
provi de access to specific datastores using operation resources, as
described in Section 3.6. The RESTCONF protocol does not specify any
mandat ory operation resources. The semantics of each operation
resource determine if and how datastores are accessed.

Configuration data and state data are exposed as resources that can
be retrieved with the GET nmethod. Resources representing
configuration data can be nodified with the DELETE, PATCH, POST, and
PUT nethods. Data is encoded with either XML [ WBC. REC- xm - 20081126]
or JSON [ RFC7159].

Dat a- nodel - speci fic RPC operations defined with the YANG "rpc" or
"action" statenents can be invoked with the POST net hod. Data-nodel -
specific event notifications defined with the YANG "notification"
statement can be accessed.

1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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1.1.1. NETCONF
The following terns are defined in [ RFC6241]:
0 candidate configuration datastore
o configuration data
o datastore
o configuration datastore
0 running configuration datastore
0o startup configuration datastore
0 state data
0 user
1.1.2. HITP
The following ternms are defined in [ RFC3986]:
o fragnent
0 path
0 query
The following terns are defined in [ RFC7230]:
0 header field
0 nessage- body
0 request-line
0 request URI

o0 status-line
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The following terns are defined in [ RFC7231]:

(o]

(o]

(o]

net hod
request

resource

The following termis defined in [ RFC7232]:

(o]

1.1.3.

The following terns are defined in [ RFC7950]:

(0]

(o]

(o]

(o]

1.1. 4.

entity-tag

YANG

action
cont ai ner
data node
key | eaf

| eaf

| eaf -1i st
list

mandat ory node

or der ed- by user
presence cont ai ner
RPC operati on

top-1 evel data node

NETCONF Noti fications

The following termis defined in [ RFC5277]:

(o]

notification replay
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1.1

Terns

The following terns are used within this docunent:

(o]

APl resource: the resource that nodels the RESTCONF root resource
and the sub-resources to access YANG defined content. It is
defined with the YANG data tenpl ate naned "yang-api" in the
"ietf-restconf" nodul e.

client: a RESTCONF client.

data resource: a resource that nodels a YANG data node. It is
defined with YANG data definition statenents.

datastore resource: the resource that nodels a programmatic

i nterface using NETCONF dat astore concepts. By default, RESTCONF
met hods access a unified view of the underlying datastore

i npl enentation on the server. It is defined as a sub-resource

wi thin the APl resource

edit operation: a RESTCONF operation on a data resource using

ei ther a POST, PUT, PATCH, or DELETE method. This is not the sane
as the NETCONF edit operation (i.e., one of the values for the
"nc:operation" attribute: "create", "replace", "nerge", "delete"
or "renove").

event streamresource: a resource that represents an SSE
(Server-Sent Events) event stream The content consists of text
using the nedia type "text/event-streant', as defined by the SSE
speci fication [ WBC. REC- event sour ce-20150203]. Event stream
contents are described in Section 3.8.

medi a type: HTTP uses Internet nedia types [ RFC2046] in the
"Cont ent - Type" and "Accept" header fields in order to provide open
and extensible data typing and type negoti ati on.

NETCONF client: a client that inplenments the NETCONF prot ocol
Called "client" in [ RFC6241].

NETCONF server: a server that inplements the NETCONF protocol
Called "server” in [ RFC6241].

operation: the conceptual RESTCONF operation for a nessage,
derived fromthe HTTP net hod, request URI, header fields, and
nmessage- body.

Bi erman, et al. St andards Track [ Page 8]
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0 operation resource: a resource that nodels a data-nodel -specific
operation that is in turn defined with a YANG "rpc" or "action"
statement. It is invoked with the POST net hod.

o patch: a PATCH nmethod on the target datastore or data resource.
The nmedi a type of the nessage-body content will identify the patch
type in use.

o plain patch: a specific nedia type for use with the PATCH net hod;
see Section 4.6.1. 1t can be used for sinple "nmerge" edit
operations. It is specified by a request Content-Type of
"application/yang-data+xm " or "application/yang-data+json".

0 query paraneter: a paraneter (and its value, if any), encoded
within the query conmponent of the request URI.

0 resource type: one of the RESTCONF resource classes defined in
this docunent. One of "api", "datastore", "data", "operation",
"schema", or "event streant.

0 RESTCONF capability: an optional RESTCONF protocol feature that is
advertised by a particular server if the feature is supported on
that server. The feature is identified by an | ANA-regi stered
NETCONF Capability URI and advertised with an entry in the
"capability" leaf-list defined in Section 9. 3.

0 RESTCONF client: a client that inplenments the RESTCONF protocol.

0 RESTCONF server: a server that inplenments the RESTCONF protocol.

0o retrieval request: a request using the GET or HEAD net hods.

0 schema resource: a resource that is used by the client to retrieve
a YANG schema with the GET nethod. It has a representation with
the nmedia type "application/yang".

0 server: a RESTCONF server.

o "streant list: the set of data resource instances that describe
the event streamresources available fromthe server. This
information is defined in the "ietf-restconf-nonitoring” nodule as
the "stream list. It can be retrieved using the target resource
"{+restconf}/datal/ietf-restconf-nonitoring:restconf-state/streans/
streanf. The "streani list contains information about each
stream such as the URL to retrieve the event stream data.

0 streamresource: an event streamresource.
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0 target resource: the resource that is associated with a particul ar
message, identified by the "path" conponent of the request URI.

0 Yyang-data extension: a YANG external statement that conforns to
the "yang-data" extension statenent, found in Section 8. The
yang-data extension is used to define YANG data structures that
are neant to be used as YANG data tenplates. These data
structures are not intended to be inplenented as part of a
configuration datastore or as an operational state within the
server, so normal YANG data definition statements cannot be used

0 YANG data tenplate: a schenma for nodeling protocol nessage
conponents as conceptual data structures using YANG This allows
t he messages to be defined in an encodi ng-i ndependent nanner.
Each YANG data tenplate is defined with the "yang-data" extension
found in Section 8. Representations of instances conforning to a
particul ar YANG data tenplate can be defined for YANG The XM
representation is defined in YANG version 1.1 [ RFC7950] and
supported with the "application/yang-data+xm" nedia type. The
JSON representation is defined in "JSON Encodi ng of Data Mdel ed
wi th YANG' [RFC7951] and supported with the
"appl i cati on/ yang-dat a+j son" medi a type.

1.1.6. UR Tenplate and Exanpl es

Thr oughout this docunent, the URI tenplate [ RFC6570] syntax
"{+restconf}" is used to refer to the RESTCONF root resource outside
of an exanple. See Section 3.1 for details.

For sinmplicity, all of the exanples in this docunent use "/restconf"
as the discovered RESTCONF APl root path. Many of the exanples

t hroughout the docunent are based on the "exanpl e-j ukebox" YANG
nodul e defined in Appendix A 1.

Many protocol header |ines and nessage-body text w thin exanples

t hroughout the docunent are split into multiple Iines for display
purposes only. Wen a line ends with a backslash ("\") as the |ast
character, the line is wapped for display purposes. It is to be
considered to be joined to the next Iine by deleting the backsl ash
the following Iine break, and the |eadi ng whitespace of the

next |ine.

Bi erman, et al. St andards Track [ Page 10]



RFC 8040 RESTCONF January 2017

1

1

1

2.

7. Tree Diagrans

A sinmplified graphical representation of the data nodel is used in
this docunent. The neanings of the synmbols in these diagrans are as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node nanmes: "rw' neans configuration
data (read-wite), "ro" nmeans state data (read-only), and "x"
means operation resource (executable).

o Synbols after data node nanes: "?" neans an optional node, "!"

means a presence container, and "*" denotes a list and leaf-1Iist.

o Parent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

Subset of NETCONF Functionality

RESTCONF does not need to mirror the full functionality of the
NETCONF protocol, but it does need to be conpatible with NETCONF.
RESTCONF achi eves this by inplenenting a subset of the interaction
capabilities provided by the NETCONF protocol -- for instance, by
elimnating datastores and explicit | ocking.

RESTCONF uses HTTP net hods to inplenent the equival ent of NETCONF
operations, enabling basic CRUD operations on a hierarchy of
conceptual resources

The HTTP POST, PUT, PATCH, and DELETE net hods are used to edit data
resources represented by YANG data nodels. These basic edit
operations allow the running configuration to be altered by a
RESTCONF client.

RESTCONF is not intended to replace NETCONF, but rather to provide an
HTTP interface that foll ows Representational State Transfer (REST)
principles [REST-Di ssertation] and is conpatible with the NETCONF

dat ast or e nodel

Bi erman, et al. St andards Track [ Page 11]
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1.3. Data-Mdel-Driven API

RESTCONF comnbi nes the sinplicity of HTTP with the predictability and
aut omati on potential of a schema-driven API. Know ng the YANG
nmodul es used by the server, a client can derive all managenent
resource URLs and the proper structure of all RESTCONF requests and
responses. This strategy obviates the need for responses provided by
the server to contain Hypernedia as the Engine of Application State
(HATEOAS) links, originally described in Roy Fielding s doctora

di ssertation [REST-Di ssertation], because the client can deterni ne
the links it needs fromthe YANG nodul es.

RESTCONF utilizes the YANG library [RFC7895] to allow a client to
di scover the YANG nodul e confornmance information for the server, in
case the client wants to use it.

The server can optionally support the retrieval of the YANG nodul es
it uses, as identified inits YANG library. See Section 3.7 for
details.

The URIs for data-nodel -specific RPC operations and datastore content
are predictable, based on the YANG nodul e definitions.

The RESTCONF protocol operates on a conceptual datastore defined with
the YANG data nodeling | anguage. The server |ists each YANG nodul e
it supports using the "ietf-yang-library" YANG nodul e defined in

[ RFC7895]. The server MJST inplenent the "ietf-yang-1library" nodul e,
whi ch MUST identify all of the YANG nodul es used by the server, in
the "nodul es-state/ nodule” list. The conceptual datastore contents,
dat a- nodel - speci fic RPC operations, and event notifications are
identified by this set of YANG nodul es.

The classification of data as configuration data or non-configuration
data is derived fromthe YANG "config" statenment. Behavior related
to the ordering of data is derived fromthe YANG "ordered-by"
statenent. Non-configuration data is also called "state data"

The RESTCONF datastore editing nodel is sinple and direct, sinlar to
t he behavior of the :witable-running capability in NETCONF. Each
RESTCONF edit of a data resource within the datastore resource is
activated upon successful conpletion of the edit.
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1.4. Coexistence with NETCONF

RESTCONF can be inplenented on a device that supports the NETCONF
pr ot ocol

The following figure shows the system conponents if a RESTCONF server
is co-located with a NETCONF server

Fommmmme oo + o e e mee oo +
| Vb app | <------ > | _ |
R + RESTCONF | network device
| |
e + | e +
| NETCONF | <------- > | | datastore |
| dient | NETCONF | | |
TS + | TS +
S +

The following figure shows the system conponents if a RESTCONF server
is inplemented in a device that does not have a NETCONF server

There are interactions between the NETCONF protocol and RESTCONF

protocol related to edit operations. It is possible that |ocks are
in use on a RESTCONF server, even though RESTCONF cannot nani pul ate
I ocks. In such a case, the RESTCONF protocol will not be granted

wite access to data resources within a datastore.

If the NETCONF server supports :witable-running, all edits to
configuration nodes in {+restconf}/data are performed in the running
configuration datastore. The URI tenplate "{+restconf}" is defined
in Section 1.1.6.

O herwise, if the device supports :candidate, all edits to
configuration nodes in {+restconf}/data are perfornmed in the

candi date configuration datastore. The candi date MJST be
automatically committed to running inmmedi ately after each successful
edit. Any edits fromother sources that are in the candi date

datastore will also be committed. |If a confirned commit procedure is
in progress by any NETCONF client, then any new commit will act as
the confirmng commit. |If the NETCONF server is expecting a
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"persist-id" paraneter to conplete the confirmed comrt procedure,
then the RESTCONF edit operation MJST fail with a "409 Conflict"
status-line. The error-tag "in-use" is used in this case.

If the NETCONF server supports :startup, the RESTCONF server MJST
autonmatically update the non-volatile startup configuration
datastore, after the "running" datastore has been altered as a
consequence of a RESTCONF edit operation

If a datastore that would be nodified by a RESTCONF operation has an
active lock froma NETCONF client, the RESTCONF edit operation MJST
fail with a "409 Conflict" status-line. The error-tag value "in-use"
is returned in this case.

1.5. RESTCONF Extensibility
There are two extensibility mechanisns built into RESTCONF
0 protocol version
0 optional capabilities
Thi s docunment defines version 1 of the RESTCONF protocol. If a
future version of this protocol is defined, then that docunent will
specify how the new version of RESTCONF is identified. It is
expected that a different RESTCONF root resource will be used, which
will be located using a different link relation (see Section 3.1).

The server will advertise all protocol versions that it supports in
its host-neta data.

In this exanple, the server supports both RESTCONF version 1 and a
fictitious version 2.

The client m ght send the foll ow ng:
GET /.well-known/ host-neta HTTP/ 1.1

Host: exanpl e. com
Accept: appli cation/ xrd+xm
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2.

2.

The server nmight respond as foll ows:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/ xrd+xmn
Content -Lengt h: nnn

<XRD xm ns="http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >
<Link rel="restconf’ href="/restconf’'/>
<Link rel="restconf2’' href="/restconf2'/>

</ XRD>

RESTCONF al so supports a server-defined Iist of optiona
capabilities, which are listed by a server using the
"ietf-restconf-nonitoring" nodule defined in Section 9.3. This
docunent defines several query paraneters in Section 4.8. Each
optional paraneter has a corresponding capability URI, defined in
Section 9.1.1, that is advertised by the server if supported.

The "capability" leaf-list can identify any sort of server extension
Currently, this extension nmechanismis used to identify optiona
query parameters that are supported, but it is not limted to that
pur pose. For exanple, the "defaults" URl defined in Section 9.1.2
specifies a mandatory URI identifying server default-handling

behavi or.

A new sub-resource type could be identified with a capability if it
is optional to inplenment. Mandatory protocol features and new
resource types require a new revision of the RESTCONF pr ot ocol

Transport Protoco
1. Integrity and Confidentiality

HTTP [ RFC7230] is an application-layer protocol that may be | ayered
on any reliable transport-layer protocol. RESTCONF is defined on top
of HTTP, but due to the sensitive nature of the information conveyed,
RESTCONF requires that the transport-layer protocol provide both data
integrity and confidentiality. A RESTCONF server MJST support the
Transport Layer Security (TLS) protocol [RFC5246] and SHOULD adhere
to [ RFC7525]. The RESTCONF protocol MJST NOT be used over HITP

wi t hout using the TLS protocol

RESTCONF does not require a specific version of HTTP. However, it is
RECOMVENDED t hat at |east HITP/ 1.1 [RFC7230] be supported by al
i mpl erent ati ons.
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2.2. HTITPS with X 509v3 Certificates

G ven the nearly ubiquitous support for HTTP over TLS [ RFC7230],
RESTCONF i npl ement ati ons MJUST support the "https" URI schenme, which
has the | ANA-assigned default port 443.

RESTCONF servers MJST present an X 509v3-based certificate when
establishing a TLS connection with a RESTCONF client. The use of
X.509v3-based certificates is consistent with NETCONF over TLS

[ RFC7589] .

2.3. Certificate Validation

The RESTCONF client MJST either (1) use X 509 certificate path
validation [RFC5280] to verify the integrity of the RESTCONF server’s
TLS certificate or (2) match the server’s TLS certificate with a
certificate obtained by a trusted nmechanism (e.g., a pinned
certificate). |If X. 509 certificate path validation fails and the
presented X. 509 certificate does not nmatch a certificate obtained by
a trusted nechanism the connection MUST be termi nated, as described
in Section 7.2.1 of [RFC5246].

2.4. Authenticated Server ldentity

The RESTCONF client MJST check the identity of the server according
to Section 3.1 of [RFC2818].

2.5. Authenticated Client Identity

The RESTCONF server MJST aut henticate client access to any protected
resource. |If the RESTCONF client is not authenticated, the server
SHOULD send an HTTP response with a "401 Unaut hori zed" status-1ine,
as defined in Section 3.1 of [RFC7235]. The error-tag val ue
"access-denied" is used in this case.

To authenticate a client, a RESTCONF server SHOULD require

aut henti cation based on TLS client certificates (Section 7.4.6 of

[ RFC5246]). If certificate-based authentication is not feasible
(e.g., because one cannot build the required PKI for clients), then
HTTP aut hentication MAY be used. In the latter case, one of the HITP
aut henti cation schenes defined in the "Hypertext Transfer Protoco
(HTTP) Aut hentication Schene Registry" (Section 5.1 in [RFC7235])
MJUST be used.

A server MAY al so support the conbination of both client certificates

and an HTTP client authentication schene, with the deternination of
how to process this conmbination left as an inplenentation decision
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The RESTCONF client identity derived fromthe authentication

nmechani smused is hereafter known as the "RESTCONF usernane" and
subject to the NETCONF Access Control Mdel (NACM [RFC6536]. Wen a
client certificate is presented, the RESTCONF username MJIST be
derived using the algorithmdefined in Section 7 of [RFC7/589]. For
all other cases, when HTTP authentication is used, the RESTCONF

user nane MJUST be provided by the HTTP aut henticati on schene used.

3. Resour ces

The RESTCONF protocol operates on a hierarchy of resources, starting
with the top-level APl resource itself (Section 3.1). Each resource
represents a nanageabl e conponent within the device

A resource can be considered as a collection of data and the set of

al | oned net hods on that data. It can contain nested child resources.
The child resource types and the nmethods all owed on them are specific
to the data nodel

A resource has a representation associated with a nedia type
identifier, as represented by the "Content-Type" header field in the
HTTP response nmessage. A resource has one or nore representations,
each associated with a different nedia type. Wen a representation
of a resource is sent in an HITP nessage, the associ ated nedia type
is given in the "Content-Type" header. A resource can contain zero
or nore nested resources. A resource can be created and del eted

i ndependently of its parent resource, as long as the parent resource
exi sts.

The RESTCONF resources are accessed via a set of URIs defined in this
docunent. The set of YANG nodul es supported by the server will
determi ne the data-nodel -specific RPC operations, top-level data
nodes, and event notification nessages supported by the server

The RESTCONF protocol does not include a data resource discovery
mechani sm Instead, the definitions within the YANG nodul es
advertised by the server are used to construct an RPC operation or
data resource identifier.
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3.1. Root Resource Discovery

In line with the best practices defined by [ RFC7320], RESTCONF
enabl es depl oynents to specify where the RESTCONF APl is | ocated.
When first connecting to a RESTCONF server, a RESTCONF client MJST
deternmne the root of the RESTCONF API. There MJST be exactly one
"restconf" link relation returned by the device.

The client discovers this by getting the "/.well-known/ host-neta"
resource ([ RFC6415]) and using the <Link> el ement containing the
"restconf" attribute:

Exanpl e returning /restconf:
The client night send the follow ng:

CET /.wel |l -known/ host-neta HITP/ 1.1

Host: exanpl e. com

Accept: application/ xrd+xmn
The server night respond as foll ows:

HTTP/ 1.1 200 K

Cont ent - Type: appli cation/ xrd+xmn

Content-Lengt h: nnn

<XRD xm ns=" http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >

<Link rel="restconf’ href="/restconf’'/>

</ XRD>
After discovering the RESTCONF APl root, the client MJST use this
value as the initial part of the path in the request URI, in any
subsequent request for a RESTCONF resource.

In this exanple, the client would use the path "/restconf" as the
RESTCONF r oot resource

Exanpl e returning /top/restconf:
The client might send the foll ow ng:
GET /.well-known/ host-neta HTTP/ 1.1

Host: exanpl e. com
Accept: appli cation/ xrd+xm
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The server nmight respond as foll ows:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/ xrd+xmn
Content -Lengt h: nnn

<XRD xm ns="http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >
<Link rel="restconf’ href="/top/restconf’/>
</ XRD>

In this exanple, the client would use the path "/top/restconf"” as the
RESTCONF r oot resource

The client can now determ ne the operation resources supported by the
server. In this exanple, a custom "play" operation is supported:

The client mght send the foll ow ng:

CET /top/restconf/operations HTTP/ 1.1
Host: exanpl e.com
Accept: application/yang-data+json

The server mght respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMVI

Server: exanpl e-server

Cache- Control : no-cache

Last - Mbdi fi ed: Thu, 26 Jan 2017 16: 00: 14 GMI

Cont ent - Type: appli cation/yang-dat a+json
{ "operations" : { "exanple-jukebox:play" : [null] } }

If the Extensible Resource Descriptor (XRD) contains nore than one
link relation, then only the relation naned "restconf” is relevant to

this specification.

Not e that any given endpoint (host:port) can only support one
RESTCONF server, due to the root resource discovery nechanism This
limts the nunber of RESTCONF servers that can run concurrently on a
host, since each server nust use a different port.
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3.2. RESTCONF Media Types

The RESTCONF protocol defines two application-specific media types to
identify representations of data that conforns to the scherma for a
particul ar YANG construct.

Thi s docunent defines nedia types for XML and JSON serialization

of YANG data. O her docunents MAY define other nedia types for
different serializations of YANG data. The

"appl i cation/yang-data+xm " nmedia type is defined in Section 11.3.1.
The "application/yang-data+json” nmedia type is defined in

Section 11. 3. 2.

3.3. APl Resource
The APl resource contains the RESTCONF root resource for the RESTCONF
dat astore and operation resources. It is the top-level resource
| ocated at {+restconf} and has the nedia type
"application/yang-data+xm " or "application/yang-data+json".

YANG tree diagramfor an APl resource:

+---- {+restconf}
+---- data
| ...
+---- operations?
| ...
+--ro yang-library-version string

The "yang-api" YANG data tenplate is defined using the "yang-data"
extension in the "ietf-restconf" nmodule, found in Section 8. It
specifies the structure and syntax of the conceptual child resources
within the APl resource

The APl resource can be retrieved with the GET net hod.

The {+restconf} root resource nane used in responses representing the
root of the "ietf-restconf" nodule MIST identify the "ietf-restconf"
YANG nodul e. For exanple, a request to GET the root resource
"/restconf" in JSON format will return a representation of the API
resource nanmed "ietf-restconf:restconf”.
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This resource has the following child resources

Fmm e e e a oo o m e e e e e e e e e oo +
| Child Resource | Description |
o e e e o e e e e e e e e e e e e e e +
| data | Contains all data resources

| operations | Data-nodel -specific operations

| yang-library-version | "ietf-yang-library" nodul e date

Fmm e e e a oo o m e e e e e e e e e oo +

RESTCONF APl Resource
3.3.1. {+restconf}/data

This mandatory resource represents the conbi ned configuration and
state data resources that can be accessed by a client. It cannot be
created or deleted by the client. The datastore resource type is
defined in Section 3.4.

Exanpl e:

Thi s exanpl e request by the client would retrieve only the
non- confi guration data nodes that exist within the "library”
resource, using the "content" query paraneter (see Section 4.8.1).

CET /restconf/dat a/ exanpl e-j ukebox: j ukebox/ i brar y\
?cont ent =nonconfig HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+xmi

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache-Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+xmni

<library xm ns="https://exanpl e.conl ns/exanpl e-j ukebox" >
<artist-count>42</artist-count>
<al bum count >59</ al bum count >
<song- count >374</ song- count >

</library>
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3.3.2. {+restconf}/operations

This optional resource is a container that provides access to the
dat a- nodel - speci fic RPC operations supported by the server. The
server MAY onmit this resource if no data-nodel -specific RPC
operations are advertised.

Any dat a- nodel -speci fic RPC operations defined in the YANG nodul es
advertised by the server MIUST be available as child nodes of this
resource.

The access point for each RPC operation is represented as an enpty
leaf. |If an operation resource is retrieved, the enpty |eaf
representation is returned by the server

Qperation resources are defined in Section 3.6.
3.3.3. {+restconf}/yang-library-version

This mandatory leaf identifies the revision date of the
"ietf-yang-library" YANG nodule that is inplemented by this server

In the exanple that follows, the revision date for the nodul e version
found in [RFC7895] is used.

Exanpl e:

CET /restconf/yang-library-version HITP/ 1.1
Host: exanpl e. com
Accept: application/yang-dat a+xmi

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache-Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+xmni

<yang-li brary-version
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-restconf">\
2016- 06- 21\

</yang-library-version>
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3. 4. Dat ast ore Resource

The "{+restconf}/data" subtree represents the datastore resource,
which is a collection of configuration data and state data nodes.

This resource type is an abstraction of the system s underlying
datastore inplenmentation. The client uses it to edit and retrieve
data resources, as the conceptual root of all configuration and state
data that is present on the device

Configuration edit transacti on managenent and configuration

persi stence are handl ed by the server and not controlled by the
client. A datastore resource can be witten directly with the POST
and PATCH nethods. Each RESTCONF edit of a datastore resource is
saved to non-volatile storage by the server if the server supports
non-vol atil e storage of configuration data, as described in

Section 1.4.

If the datastore resource represented by the "{+restconf}/data"
subtree is retrieved, then the datastore and its contents are
returned by the server. The datastore is represented by a node naned
"data" in the "ietf-restconf" nodul e nanespace.

3.4.1. Edit Collision Prevention

Two edit collision detection and prevention nmechani sns are provi ded
in RESTCONF for the datastore resource: a tinestanp and an
entity-tag. Any change to configuration data resources updates the
timestanp and entity-tag of the datastore resource. In addition, the
RESTCONF server MJUST return an error if the datastore is |ocked by an
external source (e.g., NETCONF server).

3.4.1.1. Tinestanp

The | ast change tinme is nmaintained, and the "Last-Mdified" header
field (Section 2.2 of [RFC7232]) is returned in the response for a
retrieval request. The "If-Unnodified-Since" header field

(Section 3.4 of [RFC7232]) can be used in edit operation requests to
cause the server to reject the request if the resource has been
nmodi fi ed since the specified tinestanp.

The server SHOULD maintain a last-nodified tinestanp for the

dat astore resource, defined in Section 3.4. This tinestanp is only
af fected by configuration child data resources and MJUST NOT be
updated for changes to non-configuration child data resources.
Last-nodified ti mestanps for data resources are discussed in
Section 3.5.
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I f the RESTCONF server is co-located with a NETCONF server, then the
| ast-nodified timestanp MJST be for the "running" datastore. Note
that it is possible that other protocols can cause the |ast-nodified
timestanp to be updated. Such mechanisns are out of scope for this
docunent .

3.4.1.2. Entity-Tag

The server MUST naintain a uni que opaque entity-tag for the datastore
resource and MJST return it in the "ETag" (Section 2.3 of [RFC7232])
header in the response for a retrieval request. The client MAY use
an "If-Match" header in edit operation requests to cause the server
to reject the request if the resource entity-tag does not natch the
speci fied val ue.

The server MUST maintain an entity-tag for the top-Ieve
{+restconf}/data resource. This entity-tag is only affected by
configuration data resources and MJUST NOT be updated for changes to
non-configuration data. Entity-tags for data resources are di scussed
in Section 3.5. Note that each representation (e.g., XM. vs. JSON)
requires a different entity-tag.

If the RESTCONF server is co-located with a NETCONF server, then this
entity-tag MJST be for the "running" datastore. Note that it is
possi bl e that other protocols can cause the entity-tag to be updated.
Such mechani sns are out of scope for this docunent.

3.4.1.3. Update Procedure

Changes to configuration data resources affect the tinestanp and
entity-tag for that resource, any ancestor data resources, and the
dat astore resource

For exanple, an edit to disable an interface night be done by setting
the leaf "/interfaces/interface/enabled" to "false". The "enabl ed"
data node and its ancestors (one "interface" list instance, and the
"interfaces" container) are considered to be changed. The datastore
is considered to be changed when any top-I|evel configuration data
node is changed (e.g., "interfaces").

3.5. Dat a Resource

A data resource represents a YANG data node that is a descendant node
of a datastore resource. Each YANG defined data node can be uniquely
targeted by the request-line of an HITP nethod. Containers, |eafs,
leaf-list entries, list entries, anydata nodes, and anyxm nodes are
data resources

Bi erman, et al. St andards Track [ Page 24]



RFC 8040 RESTCONF January 2017

3.

5.

The representation naintained for each data resource is the

YANG- defi ned subtree for that node. HTTP nethods on a data resource
af fect both the targeted data node and all of its descendants,

i f any.

A data resource can be retrieved with the GET nethod. Data resources
are accessed via the "{+restconf}/data" URI. This subtree is used to
retrieve and edit data resources.

1. Tinmestanp

For configuration data resources, the server MAY nmaintain a
last-nodified tinmestanp for the resource and return the
"Last - Modi fied" header field when it is retrieved with the GET or
HEAD net hods.

The "Last-Modified" header field can be used by a RESTCONF client in
subsequent requests, within the "If-Modified-Since" and
"I f-Unnodified-Since" header fields.

I f maintai ned, the resource tinmestanp MJST be set to the current tinme
whenever the resource or any configuration resource within the
resource is altered. |If not maintained, then the resource tinmestanp
for the datastore MUST be used instead. |f the RESTCONF server is
co-located with a NETCONF server, then the |ast-nodified tinestanp
for a configuration data resource MJST represent the instance within
the "runni ng" datastore.

This timestanmp is only affected by configuration data resources and
MUST NOT be updated for changes to non-configuration data.

3.5.2. Entity-Tag

For configuration data resources, the server SHOULD maintain a
resource entity-tag for each resource and return the "ETag" header
field when it is retrieved as the target resource with the GET or
HEAD net hods. |f naintained, the resource entity-tag MJST be updated
whenever the resource or any configuration resource within the
resource is altered. |If not maintained, then the resource entity-tag
for the datastore MJST be used instead.

The "ETag" header field can be used by a RESTCONF client in
subsequent requests, within the "If-Match" and "If-None-Match" header
fields.
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This entity-tag is only affected by configuration data resources and
MUST NOT be updated for changes to non-configuration data. |If the
RESTCONF server is co-located with a NETCONF server, then the
entity-tag for a configuration data resource MIST represent the
instance within the "runni ng" datastore.

3.5.3. Encoding Data Resource ldentifiers in the Request UR

In YANG data nodes can be identified with an absolute XPath
expression, defined in [XPath], starting fromthe docunent root to
the target resource. In RESTCONF, URI-encoded path expressions are
used i nst ead.

A predictable location for a data resource is inportant, since
applications will code to the YANG data nodel nodul e, which uses
static nam ng and defines an absolute path location for all data
nodes.

A RESTCONF data resource identifier is encoded fromleft to right,
starting with the top-level data node, according to the "api-path"
rule in Section 3.5.3.1. The node nanme of each ancestor of the
target resource node is encoded in order, ending with the node nane
for the target resource. |If a node in the path is defined in a
nodul e other than its parent node or its parent is the datastore,
then the nodul e nane foll owed by a colon character (":") MJST be
prepended to the node nanme in the resource identifier. See

Section 3.5.3.1 for details.

If a data node in the path expression is a YANG |l eaf-1ist node, then
the leaf-list value MJUST be encoded according to the foll owi ng rules:

o The identifier for the leaf-Iist MUST be encoded using one path
segrment [ RFC3986] .

0o The path segnment is constructed by having the leaf-Iist nane,
followed by an "=" character, followed by the leaf-list val ue
(e.g., /restconf/data/top-Ileaflist=fred)

0 The leaf-list value is specified as a string, using the canonica
representation for the YANG data type. Any reserved characters
MUST be percent-encoded, according to Sections 2.1 and 2.5 of
[ RFC3986] .
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0 YANG 1.1 allows duplicate leaf-list values for non-configuration
data. In this case, there is no nechanismto specify the exact
mat chi ng |l eaf-1ist instance.

o The conmma (",") character is percent-encoded [ RFC3986], even
though nultiple key values are not possible for a leaf-list. This
is nore consistent and avoi ds special processing rules.

If a data node in the path expression is a YANG |ist node, then the
key values for the list (if any) MJST be encoded according to the
foll owi ng rul es:

o The key leaf values for a data resource representing a YANG |i st
MUST be encoded using one path segnent [ RFC3986].

o If there is only one key | eaf value, the path segnent is
constructed by having the list nanme, followed by an "=" character
foll owed by the single key |eaf val ue.

o |If there are multiple key |eaf values, the path segnent is
constructed by having the list nane, followed by the value of each
leaf identified in the "key" statenent, encoded in the order
specified in the YANG "key" statenent. Each key |eaf val ue except
the last one is followed by a conma character

o0 The key value is specified as a string, using the canonica
representation for the YANG data type. Any reserved characters
MUST be percent-encoded, according to Sections 2.1 and 2.5 of
[ RFC3986]. The comma (",") character MJST be percent-encoded if
it is present in the key val ue.

o Al of the conponents in the "key" statement MJST be encoded.
Partial instance identifiers are not supported.

0 Mssing key values are not allowed, so two consecutive commas are
interpreted as a conma, followed by a zero-length string, followed
by a comma. For exanple, "listl=foo,,baz" would be interpreted as
alist naned "listl" with three key val ues, and the second key
value is a zero-length string.

0 Note that non-configuration lists are not required to define keys.
In this case, a single list instance cannot be accessed.

o The "list-instance" Augnented Backus-Naur Form (ABNF) [ RFC5234]

rule defined in Section 3.5.3.1 represents the syntax of a list
i nstance identifier.
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Exanpl es:

container top {
list listl {
key "keyl key2 key3"

list list2 {
key "key4 key5"

| eaf X { type string; }
}

}
leaf-list Y {
type uint32;

}

For the above YANG definition, the container "top" is defined in the
"exanpl e-top" YANG nodul e, and a target resource URI for |eaf "X
woul d be encoded as foll ows:

/ rest conf/ dat a/ exanpl e-top: top/listl=keyl, key2, key3/\
I i st2=key4, key5/ X

For the above YANG definition, a target resource URI for
leaf-list "Y' would be encoded as foll ows:

/ rest conf/ dat a/ exanpl e-t op: t op/ Y=i nst ance- val ue

The foll owi ng exanpl e shows how reserved characters are
percent-encoded within a key value. The value of "keyl" contains

a conmm, single-quote, doubl e-quote, colon, doubl e-quote, space

and forward slash (,’":" /). Note that double-quote is not a
reserved character and does not need to be percent-encoded. The
val ue of "key2" is the enpty string, and the value of "key3" is the
string "foo".

Exanpl e URL:
/ rest conf/ dat a/ exanpl e-top:top/list1=0R2CR7" ¥BA" ¥R0RF, , f 00
3.5.3.1. ABNF for Data Resource ldentifiers
The "api-path" ABNF [ RFC5234] syntax is used to construct RESTCONF
path identifiers. Note that this syntax is used for all resources,
and the APl path starts with the RESTCONF root resource. Data

resources are required to be identified under the "{+restconf}/data"
subtree.
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An identifier is not allowed to start with the case-insensitive
string "XM.", according to YANG identifier rules. The syntax for
"api-identifier" and "key-val ue" MJST conformto the JSON identifier
encoding rules in Section 4 of [RFC7951]: The RESTCONF root resource
path is required. Additional sub-resource identifiers are optional
The characters in a key value string are constrained, and sone
characters need to be percent-encoded, as described in Section 3.5.3.

api -path = root *("/" (api-identifier / list-instance))

root = string ;; replacenent string for {+restconf}

api -identifier = [nodul e-nane ":"] identifier

nodul e-nanme = identifier

list-instance = api-identifier "=" key-value *("," key-val ue)
key-value = string ;; constrained chars are percent-encoded

string = <an unquoted string>

identifier = (ALPHA / " ")
*(ALPHA / DIG@T / " " [ "-" [ ".")

3.5.4. Default Handling

RESTCONF requires that a server report its default-handling node (see
Section 9.1.2 for details). |If the optional "w th-defaults" query
paraneter is supported by the server, a client may use it to contro
the retrieval of default values (see Section 4.8.9 for details).

If a leaf or leaf-list is missing fromthe configuration and there is
a YANG defined default for that data resource, then the server MJST
use the YANG defined default as the configured val ue.

If the target of a GET nethod is a data node that represents a | eaf
or leaf-list that has a default value and the | eaf or leaf-list has
not been instantiated yet, the server MIST return the default val ue
or values that are in use by the server. |In this case, the server
MUST ignore its "basic-node", described in Section 4.8.9, and return
the default val ue.

If the target of a CET nmethod is a data node that represents a

container or list that has any child resources with default val ues,
for the child resources that have not been given val ues yet, the
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server MAY return the default values that are in use by the server in
accordance with its reported default-handling node and query
paraneters passed by the client.

3.6. Operation Resource

An operation resource represents an RPC operation defined with the
YANG "rpc" statement or a data-nodel -specific action defined with a
YANG "action" statenment. It is invoked using a POST nethod on the
operation resource.

An RPC operation is invoked as:
POST {+restconf}/operations/ <operation>

The <operation> field identifies the nodule name and rpc identifier
string for the desired operation

For exanple, if "nodule-A" defined a "reset" RPC operation, then
i nvoki ng the operation would be requested as foll ows:

POST /restconf/operations/nodul e-A:reset HITP/ 1.1
Server: exanpl e.com

An action is invoked as:
POST {+restconf}/datal/ <data-resource-identifier>/<action>

where <data-resource-identifier> contains the path to the data node
where the action is defined, and <action> is the nane of the action

For exanple, if "nodule-A" defined a "reset-all" action in the
contai ner "interfaces", then invoking this action would be requested
as foll ows:

POST /restconf/datal/ nodul e-A:interfaces/reset-all HITP/1.1
Server: exanpl e.com

If the RPC operation is invoked without errors and if the "rpc" or
"action" statenent has no "output" section, the response nmessage
MUST NOT include a nessage-body and MJUST send a "204 No Content”
status-Iline instead.

Al'l operation resources representing RPC operations supported by the
server MJUST be identified in the "{+restconf}/operations" subtree,
defined in Section 3.3.2. (Operation resources representing YANG
actions are not identified in this subtree, since they are invoked
using a URI within the "{+restconf}/data" subtree.
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3.6.1. Encoding Operation Resource |nput Paraneters

If the "rpc" or "action" statement has an "input" section, then

i nstances of these input paranmeters are encoded in the nodul e
nanespace where the "rpc" or "action" statenment is defined, in an XM
el ement or JSON obj ect naned "input", which is in the nodule
nanespace where the "rpc" or "action" statenent is defined.

If the "rpc" or "action" statenment has an "input" section and the
"input" object tree contains any child data nodes that are considered
mandat ory nodes, then a nessage-body MJST be sent by the client in

t he request.

If the "rpc" or "action" statenment has an "input" section and the
"input" object tree does not contain any child nodes that are
consi dered mandat ory nodes, then a nessage-body MAY be sent by the
client in the request.

If the "rpc" or "action" statenent has no "input" section, the
request message MJST NOT include a nmessage- body.

Exanpl es:

The following YANG nodule is used for the RPC operation exanples in
this section.

nmodul e exanpl e- ops {
nanespace "https://exanpl e. conf ns/ exanpl e- ops”
prefix "ops";

organi zation "Exanple, Inc."
contact "support at exanple.cont;
description "Exanple Operations Data Mdel Mdule."
revision "2016-07-07" {
description "lInitial version."
ref erence "exanpl e. com docunent 3-3373."

}

Bi erman, et al. St andards Track [ Page 31]



RFC 8040 RESTCONF January 2017

rpc reboot {
description "Reboot operation."
i nput {
| eaf del ay {
type uint32;
units "seconds"
default O;
description
"Nurmber of seconds to wait before initiating the
reboot operation."”;
}
| eaf nessage {
type string;
description
"Log nmessage to display when reboot is started."

}

| eaf | anguage {
type string;
description "Language identifier string."
reference "RFC 5646."
}
}
}
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rpc get-reboot-info {
description
"Retrieve paraneters used in the |ast reboot operation."”
out put {
| eaf reboot-tinme {
type uint32;
description
"The 'delay’ paranmeter used in the last reboot
operation.";
}
| eaf nessage {
type string;
description
"The 'nessage’ paraneter used in the |ast reboot
operation.";
}
| eaf | anguage {
type string;
description
"The ' | anguage’ paraneter used in the last reboot
operation.";
}
}
}
}

The followi ng YANG nodul e is used for the YANG action exanples in
this section.

nodul e exanpl e-actions {
yang-version 1.1;
nanespace "https://exanpl e.conf ns/ exanpl e-acti ons"
prefix "act";
i mport ietf-yang-types { prefix yang; }

organi zation "Exanple, Inc."
contact "support at exanple.cont;
description "Exanple Actions Data Mdel Mdule."
revi sion "2016-07-07" {
description "lInitial version."
ref erence "exanpl e.com docunent 2-9973."

}
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contai ner interfaces {
description "Systeminterfaces."
list interface {

key nane;
description "One interface entry."
| eaf nane {
type string;
description "Interface nane.";
}

action reset {
description "Reset an interface."
i nput {
| eaf del ay {
type uint32;
units "seconds"
default O;
description
"Nurber of seconds to wait before starting the
interface reset.";
}
}
}

action get-last-reset-tine {
description
"Retrieve the last interface reset tine."
out put {
| eaf last-reset {
type yang: date-and-ti ne;
mandat ory true
description
"Date and tine of the last interface reset, or
the last reboot tine of the device."
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RPC | nput Exanpl e:

The client mght send the followi ng POST request nessage to invoke
the "reboot" RPC operation

PCST /restconf/ operations/ exanpl e-ops: reboot HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cati on/yang-dat a+xmi

<i nput xm ns="https://exanpl e. com ns/ exanpl e- ops" >
<del ay>600</ del ay>

<nmessage>Goi ng down for system nmi nt enance</ nessage>
<l anguage>en- US</ | anguage>

</input >

The server might respond as foll ows:
HTTP/ 1.1 204 No Content
Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server
The sane exanpl e request nmessage is shown here using JSON encodi ng:
PCST /restconf/ operations/ exanpl e-ops: reboot HITP/ 1.1

Host: exanpl e. com
Cont ent - Type: appli cati on/yang-dat a+json

"exanpl e-ops:input” : {
"del ay" : 600,
"message" : "Going down for system nai nt enance"
"l anguage" : "en-US"

}
Action | nput Exanple:

The client mght send the followi ng POST request nessage to invoke
the "reset" action:

POST /restconf/datal/ exanpl e-actions:interfaces/\
interface=ethO/reset HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+xmi

<i nput xm ns="https://exanpl e. com ns/ exanpl e-acti ons">

<del ay>600</ del ay>
</i nput >
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The server nmight respond as foll ows:

HTTP/ 1.1 204 No Content
Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

The sane exanpl e request nmessage is shown here using JSON encodi ng:

POST /restconf/ datal/ exanpl e-actions:interfaces/\
i nterface=ethO/reset HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

{ "exanpl e-actions:input" : {
"del ay" : 600
}

}

3.6.2. Encoding Operation Resource Qutput Paraneters

If the "rpc" or "action" statement has an "output" section, then

i nstances of these output paraneters are encoded in the nodul e
nanespace where the "rpc" or "action" statenment is defined, in an XM
el ement or JSON object naned "output", which is in the nodul e
nanespace where the "rpc" or "action" statenent is defined.

If the RPC operation is invoked without errors, and if the "rpc" or
"action" statenent has an "output" section and the "output" object
tree contains any child data nodes that are considered nandatory
nodes, then a response nessage-body MJUST be sent by the server in the
response.

If the RPC operation is invoked without errors, and if the "rpc" or
"action" statenent has an "output" section and the "output" object
tree does not contain any child nodes that are considered nandatory
nodes, then a response nessage-body MAY be sent by the server in the
response.

The request URI is not returned in the response. Know edge of the

request URI may be needed to associate the output with the specific
"rpc" or "action" statement used in the request.
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Exanpl es:

RPC Qut put Exanpl e:

The "exanpl e- ops” YANG nodul e defined in Section 3.6.1 is used for
this exanple.

The client mght send the followi ng POST request nessage to invoke
the "get-reboot-info" operation

POST /restconf/operations/exanpl e-ops: get-reboot-info HITP/ 1.1

Host: exanpl e. com
Accept: application/yang-data+json

The server night respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

"exanpl e-ops:out put” : {
"reboot-tine" : 30,
"message" : "Going down for system nai nt enance"
"l anguage" : "en-US"

}

The sane response i s shown here using XM. encodi ng:

HTTP/ 1.1 200 OK
Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server
Cont ent - Type: appli cati on/ yang- dat a+xmi

<out put xm ns="htt ps://exanpl e. conf ns/ exanpl e- ops" >
<reboot -ti ne>30</reboot-ti ne>
<nessage>Coi ng down for system mai nt enance</ nessage>
<l anguage>en- US</ | anguage>

</ out put >
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Action Qutput Exanple:

The "exanpl e-actions” YANG nodul e defined in Section 3.6.1 is used
for this exanple.

The client m ght send the followi ng POST request nessage to invoke
the "get-last-reset-tinme" action

POST /restconf/ datal/ exanpl e-actions:interfaces/\
i nterface=ethO/get-last-reset-tinme HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e-actions: output" : {
"last-reset” : "2015-10-10T02: 14: 112"
}
}

3.6.3. Encoding Operation Resource Errors

If any errors occur while attenpting to invoke the operation or
action, then an "errors" nedia type is returned with the appropriate
error status.

If (1) the RPC operation input is not valid or (2) the RPC operation
is invoked but errors occur, then a nessage-body containing an
"errors" resource MJST be sent by the server, as defined in

Section 3.9.
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Using the "reboot" RPC operation fromthe exanple in Section 3.6.1,
the client mght send the followi ng POST request nessage:

POST /restconf/operations/ exanpl e-ops: reboot HITP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cati on/yang-dat a+xmni

<i nput xm ns="https://exanpl e. com ns/ exanpl e- ops" >
<del ay>- 33</ del ay>
<nessage>Coi ng down for system mai nt enance</ message>
<l anguage>en- US</ | anguage>

</i nput >

The server might respond with an "invalid-val ue" error:

HTTP/ 1.1 400 Bad Request

Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+xmni

<errors xmns="urn:ietf:parans:xm :ns:yang:ietf-restconf">
<error>
<error-type>protocol </error-type>
<error-tag>invalid-val ue</error-tag>
<error-path xm ns:ops="htt ps://exanpl e. conf ns/ exanpl e- ops" >
/ops:input/ops:del ay
</ error-path>
<error-nessage>lnvalid i nput paraneter</error-nessage>
</error>
</errors>
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The sane response i s shown here using JSON encodi ng:

HTTP/ 1.1 400 Bad Request

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+j son

{ "ietf-restconf:errors" . {
"error" : |
{
"error-type" : "protocol",
"error-tag" : "invalid-val ue"
"error-path" : "/exanpl e-ops:input/del ay",
"error-nmessage" : "lInvalid input paraneter"
}
]
}
}

3.7. Schema Resource

The server can optionally support the retrieval of the YANG nodul es
it uses. If retrieval is supported, then the "schema" |eaf MJST be
present in the associated "nodule" list entry, defined in [ RFC7895].

To retrieve a YANG nodule, a client first needs to get the URL for
retrieving the schema, which is stored in the "schema" leaf. Note
that there is no required structure for this URL. The URL val ue
shown below is just an exanple.

The client mght send the followi ng CET request nessage:

CET /restconf/data/ietf-yang-1ibrary: nodul es-state/\
nmodul e=exanpl e-j ukebox, 2016- 08- 15/ schema HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

{
"ietf-yang-library:schema" :
"https://exanpl e. com nynodul es/ exanpl e-j ukebox/ 2016- 08- 15"
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Next, the client needs to retrieve the actual YANG schena.
The client mght send the followi ng GET request nessage:

CET https://exanpl e. com nynodul es/ exanpl e-j ukebox/\
2016-08-15 HITP/ 1.1

Host: exanpl e. com

Accept: application/yang

The server might respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56:30 GVl
Server: exanpl e-server

Cont ent - Type: appli cation/yang

/1 entire YANG nodul e contents deleted for this exanple..
3.8. Event Stream Resource

An event streamresource represents a source for system generated
event notifications. Each streamis created and nodified by the
server only. A client can retrieve a streamresource or initiate a
| ong-pol | server-sent event stream [ WBC. REC-event sour ce-20150203],
usi ng the procedure specified in Section 6.3.

An event stream functions according to the "NETCONF Event
Notifications" specification [RFC5277]. The avail able streans can be
retrieved fromthe "streant |ist, which specifies the syntax and
semantics of the streamresources

3.9. "errors" YANG Data Tenpl ate

The "errors" YANG data tenplate nodels a collection of error
information that is sent as the nessage-body in a server response
message if an error occurs while processing a request nessage. It is
not consi dered as a resource type because no instances can be
retrieved with a GET request.

The "ietf-restconf” YANG nodul e contains the "yang-errors" YANG data
tenpl ate, which specifies the syntax and semantics of an "errors”
contai ner within a RESTCONF response. RESTCONF error-handling
behavior is defined in Section 7.
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4. RESTCONF Met hods

The RESTCONF protocol uses HTTP nethods to identify the CRUD
operations requested for a particul ar resource.

The follow ng tabl e shows how t he RESTCONF operations relate to
NETCONF pr ot ocol operations.

S o m e e e e e e e +
| RESTCONF | NETCONF

Fom e e - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| OPTIONS | none

| | |
| HEAD | <get-config> <get>

| | |
| GET | <get-config> <get>

| | |
| POST | <edit-config> (nc:operation="create")

| | |
| POST | invoke an RPC operation

| | |
| PUT | <copy-config> (PUT on datastore) |
| | |
| PUT | <edit-config> (nc:operation="create/replace") |
| | |
| PATCH | <edit-config> (nc:operation depends on PATCH content)

| | |
| DELETE | <edit-config> (nc:operation="del ete") |
Fom e e - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +

CRUD Met hods i n RESTCONF

The "renove" edit operation attribute for the NETCONF <edit-config>
RPC operation is not supported by the HITP DELETE nethod. The
resource nmust exist or the DELETE method will fail. The PATCH et hod
is equivalent to a "nerge" edit operation when using a plain patch
(see Section 4.6.1); other nedia types nmay provide nore granul ar
control

Access control mechanisns are used to linmt what CRUD operations can
be used. In particular, RESTCONF is conpatible with the NETCONF
Access Control Model (NACM [RFC6536], as there is a specific mapping
bet ween RESTCONF and NETCONF operations. The resource path needs to
be converted internally by the server to the correspondi ng YANG
instance identifier. Using this information, the server can apply
the NACM access control rules to RESTCONF nessages.
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The server MUST NOT al |l ow any RESTCONF operation for any resources
that the client is not authorized to access.

The inplenmentation of all nmethods (except PATCH [ RFC5789]) is defined
in [RFC7231]. This section defines the RESTCONF protocol usage for
each HTTP net hod

4.1. OPTIONS

The OPTIONS nmethod is sent by the client to discover which nethods
are supported by the server for a specific resource (e.g., GET, POST
DELETE). The server MJST inplenent this nmethod

The "Accept-Patch" header field MJUST be supported and returned in the
response to the OPTIONS request, as defined in [ RFC5789].

4.2. HEAD

The RESTCONF server MJST support the HEAD nethod. The HEAD nethod is
sent by the client to retrieve just the header fields (which contain
the nmetadata for a resource) that would be returned for the
conpar abl e GET nethod, w thout the response nmessage-body. It is
supported for all resources that support the GET nethod.

The request MJST contain a request URI that contains at |east the
root resource. The same query paraneters supported by the GET net hod
are supported by the HEAD net hod.

The access control behavior is enforced as if the nethod was GET

i nstead of HEAD. The server MJST respond the sane as if the nethod
was GET instead of HEAD, except that no response nessage-body is

i ncl uded.

4.3. GET

The RESTCONF server MJST support the GET nethod. The CGET nethod is
sent by the client to retrieve data and netadata for a resource. It
is supported for all resource types, except operation resources. The
request MJUST contain a request URI that contains at |east the root
resource.

The server MUST NOT return any data resources for which the user does
not have read privileges. |f the user is not authorized to read the
target resource, an error response containing a "401 Unauthorized"
status-line SHOULD be returned. The error-tag val ue "access-denied"
is returned in this case. A server MAY return a "404 Not Found"
status-line, as described in Section 6.5.4 in [RFC7231]. The
error-tag value "invalid-value" is returned in this case.
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If the user is authorized to read sone but not all of the target
resource, the unauthorized content is onmitted fromthe response
nmessage- body, and the authorized content is returned to the client.

If any content is returned to the client, then the server MJST send a
val id response nessage-body. Mre than one el ement MJUST NOT be
returned for XML encoding. If nultiple elements are sent in a JSON
nmessage- body, then they MJST be sent as a JSON array. 1In this case,
any tinmestanp or entity-tag returned in the response MJST be
associated with the first el ement returned.

If aretrieval request for a data resource representing a YANG
leaf-list or list object identifies nore than one instance and XM
encoding is used in the response, then an error response containing a
"400 Bad Request" status-line MJST be returned by the server. The
error-tag value "invalid-value" is used in this case. Note that a
non-configuration list is not required to define any keys. 1In this
case, the retrieval of a single list instance is not possible.

If a retrieval request for a data resource represents an instance
that does not exist, then an error response containing a "404 Not
Found" status-line MJST be returned by the server. The error-tag
val ue "invalid-value" is used in this case

If the target resource of a retrieval request is for an operation
resource, then a "405 Method Not All owed" status-1ine MJUST be
returned by the server. The error-tag val ue
"operation-not-supported” is used in this case.

Note that the way that access control is applied to data resources
may not be conpletely conpatible with HTTP caching. The
"Last-Modified" and "ETag" header fields nmaintained for a data
resource are not affected by changes to the access control rules for
that data resource. It is possible for the representation of a data
resource that is visible to a particular client to be changed wi t hout
detection via the "Last-Mdified" or "ETag" val ues.

Exanpl e:

The client m ght request the response header fields for an XM
representation of a specific "al bunf resource:

CET /restconf/data/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ght ers/al bum=Wasti ng%@0Li ght HTTP/ 1.1

Host: exanpl e. com

Accept: appli cation/yang-dat a+xmi
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The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+xmni
Cache-Control: no-cache

ETag: "a74eefc993a2b"

Last-Modified: Thu, 26 Jan 2017 14:02:14 GJI

<al bum xm ns="ht t p: / / exanpl e. conf ns/ exanpl e-j ukebox"
xm ns: j box="htt p://exanpl e. com ns/ exanpl e-j ukebox" >
<name>Wast i ng Li ght </ name>
<genr e>j box: al ternati ve</ genr e>
<year >2011</year >
</ al bunme

Refer to Appendix B.1 for nore resource retrieval exanples.

4.4, POST
The RESTCONF server MJST support the POST nethod. The POST nethod is
sent by the client to create a data resource or invoke an operation

resource. The server uses the target resource type to deternine how
to process the request.

R O +
| Type | Description

S o e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Datastore | Create a top-level configuration data resource

| Data | Create a configuration data child resource |
| Operation | Invoke an RPC operation

R O +

Resource Types That Support POST
4.4.1. Create Resource Mde

If the target resource type is a datastore or data resource, then the
POST is treated as a request to create a top-level resource or child
resource, respectively. The message-body is expected to contain the
content of a child resource to create within the parent (target
resource). The nessage-body MJST contain exactly one instance of the
expected data resource. The data nodel for the child tree is the
subtree, as defined by YANG for the child resource.

Bi erman, et al. St andards Track [ Page 45]



RFC 8040 RESTCONF January 2017

The "insert" (Section 4.8.5) and "point" (Section 4.8.6) query
paraneters MJST be supported by the POST nethod for datastore and
data resources. These paraneters are only allowed if the list or
leaf-list is "ordered-by user".

I f the POST nethod succeeds, a "201 Created" status-line is returned
and there is no response nessage-body. A "Location" header field
identifying the child resource that was created MJST be present in
the response in this case.

If the data resource already exists, then the POST request MJST fai
and a "409 Conflict" status-line MJUST be returned. The error-tag
val ue "resource-denied" is used in this case

If the user is not authorized to create the target resource, an error
response contai ning a "403 Forbi dden" status-1line SHOULD be returned.
The error-tag value "access-denied" is used in this case. A server
MAY return a "404 Not Found" status-line, as described in

Section 6.5.4 in [RFC7231]. The error-tag value "invalid-value" is
used in this case. All other error responses are handl ed accordi ng
to the procedures defined in Section 7.

Exanpl e:

To create a new "jukebox" resource, the client mght send the
fol | owi ng:

POST /restconf/data HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cation/yang-dat a+json

{ "exanpl e-j ukebox: j ukebox" : {} }
If the resource is created, the server nmight respond as foll ows:

HTTP/ 1.1 201 Created

Date: Thu, 26 Jan 2017 20:56:30 GVl

Server: exanpl e-server

Location: https://exanpl e.com restconf/data/\
exanpl e-j ukebox: j ukebox

Last-Modified: Thu, 26 Jan 2017 20:56:30 GVl

ETag: "b3a3e673be2"

Refer to Appendix B.2.1 for nore resource creation exanples.

Bi erman, et al. St andards Track [ Page 46]



RFC 8040 RESTCONF January 2017

4.4.2. Invoke Qperation Mde

If the target resource type is an operation resource, then the POST
method is treated as a request to invoke that operation. The
message-body (if any) is processed as the operation input paraneters.
Refer to Section 3.6 for details on operation resources.

I f the POST request succeeds, a "200 OK" status-line is returned if
there is a response nmessage-body, and a "204 No Content" status-line
is returned if there is no response nessage- body.

If the user is not authorized to invoke the target operation, an
error response containing a "403 Forbi dden" status-line SHOULD be
returned. The error-tag val ue "access-denied" is used in this case.
A server MAY return a "404 Not Found" status-line, as described in
Section 6.5.4 in [RFC7231]. Al other error responses are handl ed
according to the procedures defined in Section 7.

Exanpl e:

In this exanple, the client is invoking the "play" operation defined
in the "exanpl e-jukebox" YANG nodul e.

A client mght send a "play" request as foll ows:
PCOST /restconf/operations/exanpl e-j ukebox: play HTTP/ 1.1

Host: exanpl e.com
Cont ent - Type: appli cati on/yang-dat a+json

"exanpl e-j ukebox:input" : {
"playlist" : "Foo-One",
"song- nunber" : 2

}

}

The server nmight respond as foll ows:
HTTP/ 1.1 204 No Content

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server
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4.5, PUT

The RESTCONF server MJST support the PUT nethod. The PUT nethod is
sent by the client to create or replace the target data resource. A
request message-body MJST be present, representing the new data
resource, or the server MJST return a "400 Bad Request" status-line
The error-tag value "invalid-value" is used in this case.

Both the POST and PUT net hods can be used to create data resources.
The difference is that for POST, the client does not provide the
resource identifier for the resource that will be created. The
target resource for the POST nethod for resource creation is the
parent of the new resource. The target resource for the PUT net hod
for resource creation is the new resource.

The PUT net hod MJUST be supported for data and datastore resources. A
PUT on the datastore resource is used to replace the entire contents
of the datastore. A PUT on a data resource only replaces that data
resource within the datastore

The "insert" (Section 4.8.5) and "point" (Section 4.8.6) query
paraneters MJST be supported by the PUT method for data resources.
These paraneters are only allowed if the list or leaf-list is
"ordered-by user".

Consistent with [RFC7231], if the PUT request creates a new resource
a "201 Created" status-line is returned. |If an existing resource is
nmodi fied, a "204 No Content" status-line is returned.

If the user is not authorized to create or replace the target
resource, an error response containing a "403 Forbi dden" status-Iline
SHOULD be returned. The error-tag val ue "access-denied" is used in
this case.

A server MAY return a "404 Not Found" status-line, as described in
Section 6.5.4 in [RFC7231]. The error-tag value "invalid-value" is
used in this case. Al other error responses are handl ed accordi ng
to the procedures defined in Section 7.

If the target resource represents a YANG |l eaf-list, then the PUT
met hod MUST NOT change the value of the leaf-list instance.

If the target resource represents a YANG |list instance, then the key
| eaf val ues, in nessage-body representation, MJST be the sane as the
key | eaf values in the request URI. The PUT nethod MJUST NOT be used
to change the key leaf values for a data resource instance.
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Exanpl e:

An "al bunmt' child resource defined in the "exanpl e-j ukebox" YANG
modul e is replaced, or it is created if it does not already exist.

To replace the "al bunt resource contents, the client night send the
fol | owi ng:

PUT /restconf/dat a/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ght er s/ al bum=Wast i ng%®0Li ght HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"exanpl e-j ukebox: al bum' : |

"nanme" : "Wasting Light",
"genre" : "exanpl e-jukebox:alternative"
"year" . 2011

}
]
}

If the resource is updated, the server nmight respond as foll ows:

HTTP/ 1.1 204 No Content

Date: Thu, 26 Jan 2017 20:56:30 GMVI

Server: exanpl e-server

Last - Mbdi fied: Thu, 26 Jan 2017 20:56: 30 GMI
ETag: "b27480aedadc"

The sane request is shown here using XM. encodi ng:

PUT /restconf/ dat a/ exanpl e-j ukebox: j ukebox/\
l'ibrary/artist=Foo%20Fi ght er s/ al bum=Wast i ng%20Li ght HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+xmni

<al bum xm ns="htt p:// exanpl e. conf ns/ exanpl e-j ukebox"
xm ns: j box="http://exanpl e. com ns/ exanpl e-j ukebox" >
<name>Wast i ng Li ght </ name>
<genr e>j box: al t ernati ve</ genr e>
<year >2011</year >
</ al bun»

Refer to Appendix B.2.4 for an exanple using the PUT nethod to
repl ace the contents of the datastore resource.
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4.6. PATCH

The RESTCONF server MJST support the PATCH nethod for a plain patch
and MAY support additional nedia types. The nedia types for the
PATCH met hod supported by the server can be discovered by the client
by sending an OPTI ONS request and exanining the "Accept-Patch" header
field in the response (see Section 4.1).

RESTCONF uses the HTTP PATCH net hod defined in [ RFC5789] to provide
an extensible franmework for resource patching nechani snms. Each patch
mechani sm needs a uni que nedi a type.

Thi s docunent defines one patch nechani sm (Section 4.6.1). Another
patch nmechani sm the YANG Patch nmechanism is defined in

[ YANG Patch]. O her patch nechanisns may be defined by future
speci fications.

If the target resource instance does not exist, the server MJST NOT
Create it.

If the PATCH request succeeds, a "200 OK" status-line is returned if
there is a nessage-body, and "204 No Content" is returned if no
response nessage-body is sent.

If the user is not authorized to alter the target resource, an error
response containing a "403 Forbi dden" status-1line SHOULD be returned.
A server MAY return a "404 Not Found" status-line, as described in
Section 6.5.4 in [RFC7231]. The error-tag value "invalid-value" is
used in this case. Al other error responses are handl ed accordi ng
to the procedures defined in Section 7.

4.6.1. Plain Patch

The plain patch nechani sm nmerges the contents of the nessage- body
with the target resource. The nessage-body for a plain patch MIST be
present and MJUST be represented by the nedia type

"appl i cation/yang-data+xm " or "application/yang-data+json".

Pl ai n patch can be used to create or update, but not delete, a child
resource within the target resource. Please see [ YANG Patch] for an
alternate media type supporting the ability to delete child
resources. The YANG Patch nedia type allows nultiple suboperations
(e.g., "merge", "delete") within a single PATCH net hod

If the target resource represents a YANG leaf-1ist, then the PATCH
met hod MUST NOT change the value of the leaf-list instance.
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4.7.

Bi e

If the target resource represents a YANG |list instance, then the key
| eaf val ues, in nessage-body representation, MJST be the sane as the
key | eaf values in the request URI. The PATCH nethod MJUST NOT be
used to change the key | eaf values for a data resource instance.

After the plain patch is processed by the server, a response will be
returned to the client, as specified in Section 4.6.

Exanpl e:

To replace just the "year"” field in the "al bunt resource (instead of
replacing the entire resource with the PUT nethod), the client m ght
send a plain patch as foll ows:

PATCH / rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ght er s/ al bum=Wast i ng%®0Li ght HTTP/ 1.1

Host: exanpl e. com

| f-Match: "b8389233a4c"

Cont ent - Type: appli cati on/yang-dat a+xmni

<al bum xm ns="htt p: // exanpl e. conf ns/ exanpl e-j ukebox" >
<year >2011</year >
</ al bun®

If the field is updated, the server m ght respond as foll ows:

HTTP/ 1.1 204 No Content

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Last - Mbdi fi ed: Thu, 26 Jan 2017 20:56: 30 GMVI
ETag: "b2788923da4c"

DELETE

The RESTCONF server MJST support the DELETE nmethod. The DELETE
met hod is used to delete the target resource. |f the DELETE request
succeeds, a "204 No Content" status-line is returned.

If the user is not authorized to delete the target resource, then an
error response containing a "403 Forbi dden" status-line SHOULD be
returned. The error-tag value "access-denied" is returned in this
case. A server MAY return a "404 Not Found" status-line, as
described in Section 6.5.4 in [ RFC7231]. The error-tag val ue
"invalid-value" is returned in this case. Al other error responses
are handl ed according to the procedures defined in Section 7.
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If the target resource represents a configuration leaf-list or I|ist
data node, then it MJIST represent a single YANG | eaf-list or list
instance. The server MJST NOT use the DELETE nethod to delete nore
t han one such instance.

Exanpl e:

To delete the "al bunt resource with the key "Wasting Light", the
client might send the follow ng:

DELETE /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ght ers/al bum=Wast i ng%20Li ght HTTP/ 1.1
Host: exanpl e. com
If the resource is deleted, the server night respond as foll ows:
HTTP/ 1.1 204 No Content
Date: Thu, 26 Jan 2017 20:56:30 GVl
Server: exanpl e-server
Query Parameters
Each RESTCONF operation allows zero or nore query paraneters to be
present in the request URI. Wich specific paraneters are all owed
will depend on the resource type, and sonetines the specific target
resource used, in the request.
0 Query paraneters can be given in any order.
0 Each paraneter can appear at nobst once in a request URI
o |If nore than one instance of a query paraneter is present, then a
"400 Bad Request" status-line MJST be returned by the server. The
error-tag value "invalid-value" is returned in this case.
o0 A default value may apply if the paraneter is m ssing.
0 Query paraneter nanes and val ues are case sensitive
0 A server MJST return an error with a "400 Bad Request" status-line

if a query paraneter is unexpected. The error-tag val ue
"invalid-value" is returned in this case
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oo - Fome e o o e e e e e e e e ee e ee e +
| Nane | Methods | Description |
oo Fomee e o m e e e e e e e ee e eeeeaao- +
| content | GET, | Select config and/or non-config data |
| | HEAD | resources |
| | | |
| depth | CET, | Request linmted subtree depth in the |
| | HEAD | reply content |
| | | |
| fields | GET, | Request a subset of the target resource |
| | HEAD | contents |
| | | |
| filter | CET, | Bool ean notification filter for event |
| | HEAD | stream resources |
| | | |
| insert | POST, | I'nsertion node for "ordered-by user” |
| | PUT | data resources |
| | | |
| point | POST, | I'nsertion point for "ordered-by user" |
| | PUT | data resources |
| | | |
| start-tine | GET, | Replay buffer start tine for event |
| | HEAD | stream resources |
| | | |
| stop-tine | CET, | Replay buffer stop tinme for event |
| | HEAD | stream resources |
| | | |
| with-defaults | GET, | Control the retrieval of default val ues |
| | HEAD | |
S Fomm e e o o mm e e e e e e e e e e e e e e e e e e +

RESTCONF Query Paraneters
Refer to Appendi x B.3 for exanpl es of query paraneter usage.
I f vendors define additional query paraneters, they SHOULD use a

prefix (such as the enterprise or organi zation nane) for query
paraneter nanes in order to avoid collisions with other paraneters.
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4.8.1. The "content" Query Paraneter

The "content" query paranmeter controls how descendant nodes of the
requested data nodes will be processed in the reply.

The al |l owed val ues are:

Return all descendant data nodes

This paranmeter is only allowed for GET nethods on datastore and data
resources. A "400 Bad Request" status-line is returned if used for
ot her nethods or resource types.

If this query paraneter is not present, the default value is "all".
This query paraneter MJST be supported by the server

4.8.2. The "depth" Query Paraneter

The "depth" query paraneter is used to linmt the depth of subtrees
returned by the server. Data nodes with a "depth" value greater than
the "depth" paraneter are not returned in a response for a CGET

net hod.

The requested data node has a depth level of "1". If the "fields"
paraneter (Section 4.8.3) is used to select descendant data nodes,
then these nodes and all of their ancestor nodes have a "depth" val ue
of "1". (This has the effect of including the nodes specified by the
fields, even if the "depth" value is |l ess than the actual depth |eve
of the specified fields.) Any other child node has a "depth" val ue
that is 1 greater than its parent.

The val ue of the "depth" paraneter is either an integer between 1 and
65535 or the string "unbounded". "unbounded"” is the default.

This paraneter is only allowed for GET nethods on APlI, datastore, and

data resources. A "400 Bad Request" status-line is returned if used
for other methods or resource types.
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By default, the server will include all sub-resources within a
retrieved resource that have the sanme resource type as the requested
resource. The exception is the datastore resource. |f this resource

type is retrieved, then by default the datastore and all child data
resources are returned.

If the "depth" query paraneter URI is listed in the "capability"
leaf-list defined in Section 9.3, then the server supports the
"dept h" query paraneter.

4.8.3. The "fields" Query Paraneter

The "fields" query paraneter is used to optionally identify data
nodes within the target resource to be retrieved in a GET net hod.
The client can use this paraneter to retrieve a subset of all nodes
in a resource

The server will return a nessage-body representing the target
resource, with descendant nodes pruned as specified in the
"fields-expr" value. The server does not return a set of separate
sub-resources

A value of the "fields" query paraneter matches the follow ng rule:
fields-expr = path "(" fields-expr ")" / path ";" fields-expr / path
path = api-identifier [ "/" path ]

"api-identifier" is defined in Section 3.5.3.1.
";" is used to select nultiple nodes. For exanple, to retrieve only
the "genre" and "year" of an al bum use "fiel ds=genre;year"

Parent heses are used to specify sub-selectors of a node. Note that
there is no path separator character "/" between a "path" field and a
| eft parenthesis character "(".

For exanple, assune that the target resource is the "albunt list. To
retrieve only the "label" and "catal ogue-nunber" of the "adm n"

contai ner within an al bum use

"fi el ds=adm n(| abel ; cat al ogue- nunber)".

"/" is used in a path to retrieve a child node of a node. For
exanple, to retrieve only the "label" of an al bum use
"fiel ds=admni n/| abel ".

This paraneter is only allowed for GET nethods on APlI, datastore, and

data resources. A "400 Bad Request" status-line is returned if used
for other nmethods or resource types.
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If the "fields" query paraneter URl is listed in the "capability"
leaf-list defined in Section 9.3, then the server supports the
"fields" paraneter.

4.8.4. The "filter" Query Paraneter

The "filter" query paranmeter is used to indicate which subset of al
possible events is of interest. |f not present, all events not
precl uded by other paraneters will be sent.

This paraneter is only allowed for GET nmethods on an event stream
resource. A "400 Bad Request" status-line is returned if used for
ot her nethods or resource types.

The format of this paraneter is an XPath 1.0 expression [ XPath] and
is evaluated in the follow ng context:

o The set of nanespace declarations is the set of prefix and
nanespace pairs for all supported YANG nodul es, where the prefix
is the YANG nodul e name and the namespace is as defined by the
"namespace" statenment in the YANG nodul e.

o The function library is the core function library defined in
XPath 1.0, plus any functions defined by the data nodel.

0 The set of variable bindings is enpty.

0 The context node is the root node.

The "filter" query paraneter is used as defined in Section 3.6 of
[ RFC5277]. If the boolean result of the expression is "true" when
applied to the conceptual "notification" docunent root, then the
event notification is delivered to the client.

If the "filter" query paraneter URl is listed in the "capability"

leaf-list defined in Section 9.3, then the server supports the
"filter" query paraneter.
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4.8.5. The "insert" Query Paraneter

The "insert" query paranmeter is used to specify how a resource shoul d
be inserted within an "ordered-by user" list.

The al |l owed val ues are:

E R o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaa +
| Value | Description |
Fomm e o - Fom o m e e e e e e e e e e e e e e e e e e e e e e e e am o +
| first | Insert the new data as the new first entry. |
| | |
| last | I'nsert the new data as the new | ast entry.

| | |
| before | Insert the new data before the insertion point, as |
| | specified by the value of the "point" paraneter. |
| | |
| after | Insert the new data after the insertion point, as |
| | specified by the value of the "point" paraneter. |
E R o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaa +

The default value is "last".

This paraneter is only supported for the POST and PUT nethods. It is
al so only supported if the target resource is a data resource, and
that data represents a YANG list or leaf-list that is

"ordered-by user".

If the values "before" or "after" are used, then a "point" query
paraneter for the "insert" query paraneter MJST al so be present, or a
"400 Bad Request" status-line is returned.

The "insert" query paraneter MJST be supported by the server
4.8.6. The "point" Query Paraneter

The "point" query paraneter is used to specify the insertion point
for a data resource that is being created or noved within an
"ordered-by user" list or leaf-list.

The value of the "point" paraneter is a string that identifies the
path to the insertion point object. The format is the sane as a
target resource URI string

This paraneter is only supported for the POST and PUT nethods. It is
al so only supported if the target resource is a data resource, and
that data represents a YANG list or leaf-list that is

"ordered-by user".
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If the "insert" query paraneter is not present or has a val ue other
than "before" or "after", then a "400 Bad Request" status-line is
returned.

This paraneter contains the instance identifier of the resource to be
used as the insertion point for a POST or PUT net hod.

The "point" query paranmeter MJST be supported by the server
4.8.7. The "start-tinme" Query Paraneter

The "start-tinme" query paraneter is used to trigger the notification
replay feature defined in [ RFC5277] and indicate that the replay

should start at the tine specified. |f the stream does not support
replay per the "replay-support” attribute returned by the
"stream list entry for the streamresource, then the server MJST

return a "400 Bad Request” status-line.

The value of the "start-tinme" paraneter is of type "date-and-tine"
defined in the "ietf-yang-types" YANG nodul e [ RFC6991].

This paraneter is only allowed for GET nmethods on a
"text/event-streant data resource. A "400 Bad Request" status-line
is returned if used for other nethods or resource types.

If this paraneter is not present, then a replay subscription is not
being requested. It is not valid to specify start tinmes that are
|ater than the current tine. |If the value specified is earlier than
the I og can support, the replay will begin with the earliest

avail able notification. A client can obtain a server’s current tine
by examining the "Date" header field that the server returns in
response nessages, according to [RFC7231].

If this query paraneter is supported by the server, then the "repl ay"
query parameter URI MJST be listed in the "capability" leaf-1list
defined in Section 9.3, and the "stop-tine" query paranmeter MJST al so
be supported by the server

If the "replay-support” |eaf has the value "true" in the "streant
entry (defined in Section 9.3), then the server MJST support the
"start-tine" and "stop-tinme" query paraneters for that stream

4.8.8. The "stop-tinme" Query Paraneter
The "stop-time" query paranmeter is used with the replay feature to
i ndi cate the newest notifications of interest. This paraneter MJST

be used with, and have a value later than, the "start-tine"
par anet er.
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The val ue of the "stop-tinme" paraneter is of type "date-and-tine"
defined in the "ietf-yang-types" YANG nodul e [ RFC6991].

This paraneter is only allowed for GET nmethods on a
"text/event-streani data resource. A "400 Bad Request" status-line
is returned if used for other nethods or resource types.

If this paraneter is not present, the notifications will continue
until the subscription is termnated. Values in the future are
val i d.

If this query paraneter is supported by the server, then the "repl ay"
query paranmeter URI MJST be listed in the "capability" leaf-1list
defined in Section 9.3, and the "start-tinme" query paraneter MJST

al so be supported by the server

If the "replay-support” leaf is present in the "streant entry
(defined in Section 9.3), then the server MJST support the
"start-tine" and "stop-tine" query paraneters for that stream

4.8.9. The "with-defaults" Query Paraneter

The "with-defaul ts" query parameter is used to specify how
i nformati on about default data nodes should be returned in response
to GET requests on data resources.

If the server supports this capability, then it MJST inplenment the
behavi or described in Section 4.5.1 of [RFC6243], except applied to
the RESTCONF GET operation instead of the NETCONF operations.

oo o e e e oo +
| Val ue | Description |
e o e e e e e +
report-all Al'l data nodes are reported
trim Data nodes set to the YANG default are not
reported
explicit

client are reported

report-all-tagged Al'l data nodes are reported, and defaults are

t agged

|
|
|
I
Data nodes set to the YANG default by the |
|
|
|
|

If the "with-defaults" paranmeter is set to "report-all"”, then the
server MJST adhere to the default-reporting behavior defined in
Section 3.1 of [RFC6243].
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If the "with-defaults" parameter is set to "trin', then the server
MUST adhere to the default-reporting behavior defined in Section 3.2
of [ RFC6243].

If the "with-defaults" parameter is set to "explicit"”, then the
server MJST adhere to the default-reporting behavior defined in
Section 3.3 of [RFC6243].

If the "with-defaults" parameter is set to "report-all-tagged", then
the server MUST adhere to the default-reporting behavior defined in
Section 3.4 of [RFC6243]. Metadata is reported by the server as
specified in Section 5.3. The XM. encoding for the "default”
attribute sent by the server for default nodes is defined in

Section 6 of [RFC6243]. The JSON encoding for the "default"
attribute MJST use the sane val ues, as defined in [ RFC6243], but
encoded according to the rules in [RFC7952]. The nodul e nane
"ietf-netconf-w th-defaults" MJST be used for the "default”
attribute.

If the "with-defaults" parameter is not present, then the server MJST
adhere to the default-reporting behavior defined in its "basic-node"
paraneter for the "defaults" protocol capability URI, defined in
Section 9.1.2.

If the server includes the "with-defaults" query parameter URI in the
"capability" leaf-list defined in Section 9.3, then the
"wi t h-defaults" query paraneter MJST be support ed.

Since the server does not report the "al so-supported” paraneter as
described in Section 4.3 of [RFC6243], it is possible that sone

val ues for the "with-defaults" paraneter will not be supported. |If
the server does not support the requested val ue of the
"with-defaults" paranmeter, the server MJST return a response with a
"400 Bad Request" status-line. The error-tag value "invalid-val ue"
is used in this case.

5. Messages

The RESTCONF protocol uses HITP nessages. A single HTTP nessage
corresponds to a single protocol nethod. Mbst nessages can performa
single task on a single resource, such as retrieving a resource or
editing a resource. The exception is the PATCH nethod, which allows
multiple datastore edits within a single nessage.
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5.1. Request URI Structure

Resources are represented with URIs follow ng the structure for
generic URI's in [ RFC3986].

A RESTCONF operation is derived fromthe HTTP nethod and the request
URI, using the follow ng conceptual fields:

<OP> / <r est conf >/ <pat h>?<quer y>

AN AN AN AN

met hod entry resource query
M M ] O
Memandat ory, O=opti ona
wher e:

<OP> is the HITP net hod

<restconf> is the RESTCONF root resource
<path> is the target resource UR
<query> is the query paraneter |ist

o nethod: the HTTP method identifying the RESTCONF operation
requested by the client, to act upon the target resource specified
in the request URI. RESTCONF operation details are described in
Section 4.

0 entry: the root of the RESTCONF APl configured on this HTTP
server, discovered by getting the "/.well-known/ host-neta"
resource, as described in Section 3.1.

0 resource: the path expression identifying the resource that is
bei ng accessed by the RESTCONF operation. |If this field is not
present, then the target resource is the APl itself, represented
by the YANG data tenpl ate naned "yang-api", found in Section 8.

0 query: the set of paraneters associated with the RESTCONF nessage;
see Section 3.4 of [RFC3986]. RESTCONF paraneters have the
fam liar form of "nanme=val ue" pairs. Modst query paraneters are
optional to inplenent by the server and optional to use by the
client. Each optional query paraneter is identified by a URl
The server MUST list the optional query paraneter URIs it supports
in the "capability" leaf-list defined in Section 9.3.
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There is a specific set of paraneters defined, although the server
MAY choose to support query paraneters not defined in this docunent.
The contents of any query paraneter value MJST be encoded according
to Section 3.4 of [RFC3986]. Any reserved characters MJST be
percent - encoded, according to Sections 2.1 and 2.5 of [RFC3986].

Note that the fragnent conponent is not used by the RESTCONF
protocol. The fragnent is excluded fromthe target URI by a server
as described in Section 5.1 of [RFC7230].

When new resources are created by the client, a "Location" header
field is returned, which identifies the path of the newy created
resource. The client uses this exact path identifier to access the
resource once it has been created.

The target of a RESTCONF operation is a resource. The "path" field
in the request URI represents the target resource for the RESTCONF
operation.

Refer to Appendi x B for exanpl es of RESTCONF request URIS.
5.2. Message Encodi ng

RESTCONF nessages are encoded in HTTP according to [ RFC7230]. The
"utf-8" character set is used for all nessages. RESTCONF nessage
content is sent in the HTTP nessage- body.

Content is encoded in either JSON or XML format. A server MJST
support one of either XML or JSON encodi ng. A server MAY support
both XML and JSON encoding. A client will need to support both XM
and JSON to interoperate with all RESTCONF servers.

XML encoding rules for data nodes are defined in [RFC7950]. The same
encoding rules are used for all XM. content. JSON encoding rules are
defined in [RFC7951]. Additional JSON encoding rules for netadata
are defined in [RFC7952]. This encoding is valid JSON, but it also
has special encoding rules to identify nodul e nanmespaces and provide
consi stent type processi ng of YANG dat a.

Bi erman, et al. St andards Track [ Page 62]



RFC 8040 RESTCONF January 2017

The request input content encoding fornmat is identified with the
"Cont ent - Type" header field. This field MIST be present if a
nmessage-body is sent by the client.

The server MUST support the "Accept"” header field and the "406 Not
Accept abl e" status-line, as defined in [RFC7231]. The response

out put content encoding formats that the client will accept are
identified with the "Accept” header field in the request. If it is
not specified, the request input encoding format SHOULD be used, or
the server MAY choose any supported content encodi ng format.

If there was no request input, then the default output encoding is
XML or JSON, depending on server preference. File extensions encoded
in the request are not used to identify format encoding.

A client can determine if the RESTCONF server supports an encodi ng
format by sending a request using a specific format in the
"Cont ent - Type" and/or "Accept" header field. |If the server does not
support the requested input encoding for a request, then it MJST
return an error response with a "415 Unsupported Media Type"
status-line. |If the server does not support any of the requested

out put encodings for a request, then it MJST return an error response
with a "406 Not Acceptable" status-line.

5.3. RESTCONF Met adat a

The RESTCONF protocol needs to support the retrieval of the same
nmetadata that is used in the NETCONF protocol. Information about
default leafs, last-nodified timestanps, etc. is conmonly used to
annotate representations of the datastore contents.

Wth the XML encoding, the netadata is encoded as attributes in XM,

according to Section 3.3 of [WBC. REC-xnl-20081126]. Wth the JSON
encodi ng, the netadata is encoded as specified in [ RFC7952].
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The foll owi ng exanpl es are based on the exanple in Appendi x B.3.9.
The "report-all-tagged" node for the "w th-defaul ts" query paraneter
requires that a "default" attribute be returned for default nodes.
These exanpl es show that attribute for the "nmu" |eaf.

5.3.1. XM Metadata Encodi ng Exanpl e

GET /restconf/data/interfaces/interface=ethl
?wi t h-defaul ts=report-all-tagged HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+xm

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+xmni

<interface
xm ns="ur n: exanpl e. com par ans: xnl : ns: yang: exanpl e-i nterface">
<name>et hl</ nane>
<ntu xm ns:wd="urn:ietf:parans: xm :ns: netconf:default:1. 0"
wd: def aul t ="t rue">1500</ nt u>
<st at us>up</ st at us>
</interface>
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5.3.2. JSON Met adata Encodi ng Exanpl e

Note that RFC 6243 defines the "default" attribute with the

XML Scherma Definition (XSD), not YANG so the YANG nodul e nane has to
be assigned instead of derived fromthe YANG nodul e. The val ue
"ietf-netconf-with-defaults" is assigned for JSON netadata encodi ng.

GET /restconf/datal/interfaces/interface=ethl\
?wi t h-defaul ts=report-all-tagged HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e:interface" : [
{
"nanme" : "ethl",
"mu" : 1500,
@ty ;|
"ietf-netconf-with-defaults:default" : true
}1
"status" "up"
}
]
}

5.4. Return Status

Each nessage represents sone sort of resource access. An HITP
"status-line" header field is returned for each request. |If a status
code in the "4xx" range is returned in the status-line, then the
error information SHOULD be returned in the response, according to
the format defined in Section 7.1. |If a status code in the "5xx"
range is returned in the status-line, then the error information MAY
be returned in the response, according to the format defined in
Section 7.1. |If a status code in the "1xx", "2xx", or "3xx" range is
returned in the status-line, then error information MJUST NOT be
returned in the response, since these ranges do not represent error
condi tions.
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5.5. Message Caching

Since the datastore contents change at unpredictable tinmes, responses
froma RESTCONF server generally SHOULD NOT be cached.

The server MJST include a "Cache-Control" header field in every
response that specifies whether the response should be cached.

Instead of relying on HTTP caching, the client SHOULD track the
"ETag" and/or "Last-Mdified" header fields returned by the server
for the datastore resource (or data resource, if the server supports
it). Aretrieval request for a resource can include the

"I f-None-Match" and/or "If-Mdified-Since" header fields, which wll
cause the server to return a "304 Not Mdified" status-line if the
resource has not changed. The client MAY use the HEAD nethod to
retrieve just the nessage header fields, which SHOULD i ncl ude the
"ETag" and "Last-Mdified" header fields, if this nmetadata is

mai ntai ned for the target resource.

Not e that access control can be applied to data resources, such that
the values in the "Last-Mdified" and "ETag" headers naintained for a
data resource may not be reliable, as described in Section 4.3.

6. Notifications

The RESTCONF protocol supports YANG defined event notifications. The
sol ution preserves aspects of NETCONF event notifications [ RFC5277]
while utilizing the Server-Sent Events [ WBC. REC- event sour ce-20150203]
transport strategy.

6.1. Server Support

A RESTCONF server MAY support RESTCONF notifications. Cdients may
determine if a server supports RESTCONF notifications by using the
HTTP OPTI ONS, HEAD, or GET method on the "streani list. The server
does not support RESTCONF notifications if an HITP error code is
returned (e.g., a "404 Not Found" status-Iline).
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6. 2. Event Streans

A RESTCONF server that supports notifications will populate a stream
resource for each notification delivery service access point. A
RESTCONF client can retrieve the list of supported event streans from
a RESTCONF server using the GET nethod on the "streant |ist.

The "restconf-state/streans” container definition in the
"ietf-restconf-monitoring" nodule (defined in Section 9.3) is used to
specify the structure and syntax of the conceptual child resources
within the "streans" resource

For exanpl e:
The client mght send the follow ng request:

CET /restconf/data/ietf-restconf-nonitoring:restconf-state/\
streans HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-dat a+xm

The server mght send the foll ow ng response:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/yang-dat a+xmni

<streans
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-restconf-nonitoring">
<streanp

<nanme>NETCONF</ nanme>

<descri ption>default NETCONF event streanx/description>

<r epl ay- support >t rue</repl ay- support >

<repl ay-1 og-creation-tinme>\
2007- 07- 08T0O0: 00: 002\

</repl ay-1log-creation-tinme>

<access>
<encodi ng>xm </ encodi ng>
<l ocati on>htt ps://exanpl e. coni st reans/ NETCONF\
</l ocation>

</ access>

<access>
<encodi ng>j son</ encodi ng>
<l ocati on>htt ps://exanpl e. conf st reans/ NETCONF- JSON
</l ocation>

</ access>

</ streanp
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<streane
<nanme>SNWP</ nane>
<descri pti on>SNWVP noti fi cati ons</description>
<r epl ay- support >f al se</repl ay- support >
<access>
<encodi ng>xm </ encodi ng>
<l ocati on>htt ps://exanpl e. conf streans/ SNMP</ | ocati on>
</ access>
</ streanp
<streane
<nane>sysl og-cri tical </ nane>
<description>Critical and hi gher severity</description>
<repl ay- support >true</repl ay- support >
<repl ay-1 og-creation-tinme>
2007-07-01T00: 00: 00Z
</repl ay-1og-creation-time>
<access>
<encodi ng>xm </ encodi ng>
<l ocati on>\
htt ps://exanpl e. coni streans/sysl og-critical\
</l ocation>
</ access>
</ streanp
</ streans>

6.3. Subscribing to Receive Notifications
RESTCONF clients can determine the URL for the subscription resource
(to receive notifications) by sending an HTTP GET request for the
"l ocation" leaf with the "streant list entry. The value returned by
the server can be used for the actual notification subscription

The client will send an HTTP GET request for the URL returned by the
server with the "Accept" type "text/event-streant.

The server will treat the connection as an event stream using the
Server-Sent Events [WBC. REC- event sour ce-20150203] transport strategy.

The server MAY support query parameters for a GET nethod on this
resource. These paranmeters are specific to each event stream
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For exanpl e:
The client mght send the follow ng request:
CET /restconf/data/ietf-restconf-nonitoring:restconf-state/\
streans/ st reamFNETCONF/ access=xml /| ocati on HTTP/ 1.1
Host: exanpl e. com
Accept: application/yang-dat a+xm

The server m ght send the foll ow ng response:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/yang-dat a+xmi

<l ocation

xm ns="urn:ietf:paranms: xm :ns:yang:ietf-restconf-nonitoring”>\

htt ps://exanpl e. coni st r eans/ NETCONF\
</l ocation>

The RESTCONF client can then use this URL value to start nonitoring

t he event stream

GET /streans/ NETCONF HTTP/ 1.1
Host: exanpl e. com

Accept: text/event-stream
Cache-Control : no-cache
Connection: keep-alive

A RESTCONF client MAY request that the server conpress the events

using the HITP header field "Accept-Encoding". For instance:

CET /streans/ NETCONF HTTP/ 1. 1
Host: exanpl e.com

Accept: text/event-stream
Cache- Control: no-cache
Connection: keep-alive
Accept - Encodi ng: gzip, deflate
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6.3.1. NETCONF Event Stream

The server SHOULD support the NETCONF event stream defined in
Section 3.2.3 of [RFC5277]. The notification nessages for this
stream are encoded in XM

The server MAY support additional streans that represent the senantic
content of the NETCONF event stream but using a representation with
a different nmedia type.

The server MAY support the "start-tinme", "stop-tinme", and "filter"
query paraneters, defined in Section 4.8. Refer to Appendix B.3.6
for filter paraneter exanples.

6.4. Receiving Event Notifications

RESTCONF notifications are encoded according to the definition of the
event stream

The structure of the event data is based on the <notification>

el ement definition in Section 4 of [RFC5277]. It MJIST conformto the
schema for the <notification> elenent in Section 4 of [RFC5277],
usi ng the XML namespace as defined in the XSD as foll ows:

urn:ietf:paranms: xm:ns:netconf:notification:1.0

For JSON-encodi ng purposes, the nmodule nanme for the "notification"
elenent is "ietf-restconf".

Two child nodes within the "notification" container are expected,
representing the event tine and the event payload. The "eventTi ne"
node is defined within the same XML nanespace as the <notification>
element. It is defined to be within the "ietf-restconf" nodul e
nanespace for JSON-encodi ng purposes.

The nane and nanespace of the payl oad el enent are determi ned by the

YANG nodul e containing the notification-stnt representing the
notification nmessage.

Bi erman, et al. St andards Track [ Page 70]



RFC 8040 RESTCONF January 2017

In the followi ng exanple, the YANG nodul e "exanpl e-nmod" is used:

nmodul e exanpl e- nod {
nanespace "http://exanpl e.confevent/1.0"
prefix ex;

organi zation "Exanple, Inc."
contact "support at exanple.cont;
description "Exanple Notification Data Mddel Mbodule."
revi sion "2016-07-07" {
description "lInitial version."
ref erence "exanpl e. com docunent 2-9976."

}

notification event {
description "Exanple notification event."
| eaf event-class {
type string;
description "Event class identifier."
}

contai ner reporting-entity {
description "Event specific information."
| eaf card {
type string;
description "Line card identifier."
}
}

| eaf severity {

type string;

description "Event severity description.”
}

}
}

An exanpl e SSE event notification encoded using XM.:

data: <notification

dat a: xm ns="urn:ietf:parans: xm:ns:netconf:notification:1. 0">
dat a: <event Ti mne>2013-12-21T00: 01: 00Z</ event Ti me>

dat a: <event xm ns="http://exanple.comevent/1.0">

dat a: <event - cl ass>f aul t </ event - cl ass>

dat a: <reporting-entity>

dat a: <car d>Et her net 0</ car d>

dat a: </reporting-entity>

dat a: <severity>mgj or</severity>

dat a: </ event >

data: </notification>
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An exanpl e SSE event notification encoded usi ng JSON

data: {

dat a: "ietf-restconf:notification" : {

dat a: "event Ti me" : "2013-12-21TO00: 01: 00Z"

dat a: "exanpl e- nod: event" : {

dat a: "event-class" : "fault",

dat a: "reporting-entity" : { "card" : "EthernetQ0" },
dat a: "severity" : "major"

dat a: }

dat a: }

data: }

Alternatively, since neither XML nor JSON i s whitespace sensitive,
t he above nessages can be encoded onto a single line. For exanple:

XM.:

data: <notification xm ns="urn:ietf:parans: xm :ns: netconf: notif\
i cation: 1. 0"><event Ti me>2013-12-21T00: 01: 00Z</ event Ti me><event \
xm ns="http://exanpl e.com event/ 1. 0" ><event - cl ass>f aul t </ event -\
cl ass><reportingEntity><card>Et hernet 0</ card></reporting-entity>\
<severity>mj or</severity></event></notification>

JSON:

data: {"ietf-restconf:notification":{"eventTine":"2013-12-21\
TOO: 01: 00Z", "exanpl e- nod: event": {"event-class": "fault", "repor\
tingEntity":{"card":"Ethernet0"}, "severity":"major"}}}

The SSE specification supports the foll owi ng additional fields:
"event", "id", and "retry". A RESTCONF server MAY send the "retry"
field, and if it does, RESTCONF clients SHOULD use it. A RESTCONF
server SHOULD NOT send the "event" or "id" fields, as there are no
meani ngf ul val ues that could be used for themthat would not be
redundant to the contents of the notification itself. RESTCONF
servers that do not send the "id" field al so do not need to support
the HTTP header field "Last-Event-ID' [WC. REC- event source-20150203].
RESTCONF servers that do send the "id" field SHOULD support the
"start-tine" query paranmeter as the preferred neans for a client to
specify where to restart the event stream
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7.

Error Reporting

HTTP status codes are used to report success or failure for RESTCONF
operations. The error information that NETCONF error responses
contain in the <rpc-error> elenent is adapted for use in RESTCONF
and <errors> data tree information is returned for the "4xx" and
"5xx" classes of status codes.

Since an operation resource is defined with a YANG "rpc" statenent
and an action is defined with a YANG "action" statenent, a napping
fromthe NETCONF <error-tag> value to the HITP status code is needed.
The specific error-tag and response code to use are specific to the
data nodel and mi ght be contained in the YANG "description" statenent
for the "action" or "rpc" statenent.
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i nval i d-val ue 400, 404, or 406

| | |
| | |
| | |
| | |
| (request) too-big | 413 |
I (response) too-big I 400 I
I m ssing-attribute I 400 I
I bad-attribute I 400 I
I unknown-attri bute I 400 I
I bad- el enent I 400 I
I unknown- el enent I 400 I
I unknown- nanespace I 400 I
I access-deni ed I 401 or 403 I
I | ock- deni ed I 409 I
I resour ce-deni ed I 409 I
I rol | back-fail ed I 500

I dat a- exi sts I 409 I
I dat a- m ssi ng I 409 I
I oper ati on- not - support ed I 405 or 501 I
I operation-failed I 412 or 500 I
I partial -operation I 500 I
I mal f or med- nessage I 400 I
oo o +

Mappi ng from <error-tag> to Status Code
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7.1. FError Response Message

When an error occurs for a request nessage on any resource type and
the status code that will be returned is in the "4xx" range (except
for status code "403 Forbi dden"), the server SHOULD send a response
nmessage- body contai ning the information described by the
"yang-errors" YANG data tenplate within the "ietf-restconf" nodul e
found in Section 8. The Content-Type of this response nessage MJST
be "application/yang-data", plus, optionally, a structured syntax
nane suffix.

The client SHOULD specify the desired encoding(s) for response
messages by specifying the appropriate nedia type(s) in the

"Accept" header. |If the client did not specify an "Accept" header
then the sane structured syntax nane suffix used in the request
message SHOULD be used, or the server MAY choose any supported
message-encoding format. |If there is no request nessage, the server
MUST sel ect "application/yang-data+xm" or

"appl i cati on/ yang-dat a+j son", depending on server preference. Al of
the exanples in this docunent, except for the one bel ow, assune that
XML encoding will be returned if there is an error.

YANG tree diagram for <errors> data:

+---- errors
+---- error*
+---- error-type enunerati on
+---- error-tag string
+---- error-app-tag? string
+---- error-path? i nstance-identifier
+---- error-nmessage? string
+---- error-info?

The semantics and syntax for RESTCONF error messages are defined with
the "yang-errors” YANG data tenpl ate extension, found in Section 8.
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Exanpl es:

The foll owi ng exanpl e shows an error returned for a "l ock-denied"
error that can occur if a NETCONF client has | ocked a datastore. The
RESTCONF client is attenpting to delete a data resource. Note that
an "Accept" header field is used to specify the desired encoding for
the error nessage. There would be no response nessage-body content
if this operation was successful

DELETE /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
l'ibrary/artist=Foo%20Fi ght er s/ al bum=Wast i ng%20Li ght HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json
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The server nmight respond as foll ows:

HTTP/ 1.1 409 Conflict

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-restconf:errors" : {
"error" : |
{
"error-type" : "protocol",
"error-tag" : "lock-denied"
"error-nessage" : "Lock failed; |ock already held"
}

]
}
}

The foll owi ng exanpl e shows an error returned for a "data-exists"
error on a data resource. The "jukebox" resource already exists, so
it cannot be created.

The client might send the foll ow ng:

POST /restconf/ dat a/ exanpl e-j ukebox: j ukebox HTTP/ 1.1
Host: exanpl e.com
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The server nmight respond as foll ows:

HTTP/ 1.1 409 Confli ct
Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server
Cont ent - Type: appli cati on/yang-dat a+xmni

<errors xmns="urn:ietf:parans:xm :ns:yang:ietf-restconf">
<error>
<error-type>protocol </error-type>
<error-tag>dat a-exi sts</error-tag>

<error-path
xm ns:rc="urn:ietf:parans: xnl :ns:yang:ietf-restconf"

xm ns: j box="htt ps://exanpl e. conf ns/ exanpl e-j ukebox" >\
/rc:restconf/rc: data/jbox:jukebox
</ error-path>

<error-nessage>
Data al ready exists; cannot create new resource

</ error-nessage>
</error>
</errors>
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8. RESTCONF Modul e

The "ietf-restconf" nodul e defines conceptual definitions within an
ext ensi on and two groupi ngs, which are not neant to be inplenented as
datastore contents by a server. For exanple, the "restconf"
container is not intended to be inplenented as a top-level data node
(under the "/restconf/data" URI).

Note that the "ietf-restconf" nodul e does not have any
prot ocol - accessi bl e objects, so no YANG tree diagramis shown.

<CCDE BEG NS>
file "ietf-restconf@017-01-26. yang"

nmodul e ietf-restconf {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-restconf";
prefix "rc";

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Aut hor : Andy Bi er man
<mai | t 0: andy @ umawor ks. conp

Aut hor : Martin Bjorkl und
<mailto:nbj @ail-f.conp

Aut hor : Kent WAt sen
<mai | t 0: kwat sen@ uni per. net >";

description
"Thi s nodul e contains conceptual YANG specifications
for basic RESTCONF nedia type definitions used in
RESTCONF protocol nessages.

Note that the YANG definitions within this nodul e do not
represent configuration data of any kind.

The 'restconf-nedi a-type’ YANG ext ensi on statenent
provides a normative syntax for XML and JSON

nmessage- encodi ng pur poses.
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Copyright (c) 2017 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8040; see
the RFC itself for full |egal notices."

revision 2017-01-26 {
description
"Initial revision.";
ref erence
"RFC 8040: RESTCONF Protocol."

}

ext ensi on yang-data {
argunent nane {
yi n-el ement true
}
description
"This extension is used to specify a YANG data tenpl ate that
represents conceptual data defined in YANG It is
i ntended to describe hierarchical data independent of
prot ocol context or specific message-encodi ng format.
Data definition statenents within a yang-data extension
specify the generic syntax for the specific YANG data
tenpl ate, whose nanme is the argunent of the 'yang-data’
ext ensi on statenent.

Note that this extension does not define a nmedia type.
A specification using this extensi on MIST specify the
message- encodi ng rules, including the content nedia type.

The mandatory 'name’ paraneter value identifies the YANG
data tenplate that is being defined. It contains the
tenpl at e nane.

This extension is ignored unless it appears as a top-leve
statement. |t MJST contain data definition statenents
that result in exactly one container data node definition
An instance of a YANG data tenplate can thus be transl ated
into an XM instance docunent, whose top-I|evel elenent
corresponds to the top-1evel container
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The nodul e nane and nanmespace val ues for the YANG nodul e using
the extension statenent are assigned to instance docunent data
conformng to the data definition statements within

thi s extension.

The substatenents of this extension MIUST foll ow the
"data-def-stnt’ rule in the YANG ABNF.

The XPath docunent root is the extension statenment itself,
such that the child nodes of the docunent root are
represented by the data-def-stn substatenents within
this extension. This conceptual docunent is the context
for the followi ng YANG statenents:

- nust-stnt

- when-stnt

- path-stnt

- mn-el erents-stmn

- max-el ement s-stm

- mandat ory-stnt

- uni que-stnt

- ordered- by

instance-identifier data type

The followi ng data-def-stnt substatenents are constrained
when used within a 'yang-data' extension statenent.

- The list-stnmt is not required to have a key-stnm defined.

- The if-feature-stm is ignored if present.

- The config-stnt is ignored if present.

- The available identity values for any 'identityref’
| eaf or leaf-list nodes are linmted to the nodul e
containing this extension statenment and the nodul es
imported into that nodul e.

}

rc:yang-data yang-errors {
uses errors;

rc:yang-data yang-api {
uses restconf;
}
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grouping errors {
description
"A grouping that contains a YANG cont ai ner
representing the syntax and semantics of a
YANG Pat ch error report within a response nessage."”

contai ner errors {
description
"Represents an error report returned by the server if
a request results in an error.";

list error {
description
"An entry containing informati on about one
specific error that occurred while processing
a RESTCONF request.";
reference
"RFC 6241, Section 4.3.";

| eaf error-type {
type enuneration {
enum transport {
description
"The transport |ayer.";
}
enum rpc {
description
"The rpc or notification |ayer."
}
enum protocol {
description
"The protocol operation |ayer."
}
enum application {
description
"The server application |ayer."
}
}
mandat ory true
description
"The protocol |ayer where the error occurred.”
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| eaf error-tag {
type string;
mandat ory true
description
"The enunerated error-tag."

}
| eaf error-app-tag {
type string;
description
"The application-specific error-tag.”
}

| eaf error-path {
type instance-identifier;
description
"The YANG i nstance identifier associated
with the error node.";

}

| eaf error-nessage {
type string;
description
"A nmessage describing the error.”

}

anydata error-info {
description
"This anydata val ue MJST represent a container with
zero or nore data nodes representing additiona
error information."

}
}
}
}

groupi ng restconf {
description
"Concept ual grouping representing the RESTCONF
root resource.";

cont ai ner restconf {
description
"Conceptual container representing the RESTCONF
root resource.";
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contai ner data {
description
"Cont ai ner representing the datastore resource.
Represents the conceptual root of all state data
and configuration data supported by the server.
The child nodes of this container can be any data
resources that are defined as top-level data nodes
from the YANG nodul es advertised by the server in
the "ietf-yang-library’ nodule."
}
cont ai ner operations {
description
"Container for all operation resources.

Each resource is represented as an enpty leaf with the
nane of the RPC operation fromthe YANG 'rpc’ statenent.

For exanple, the 'systemrestart’ RPC operation defined
in the "ietf-system nodule would be represented as

an enpty leaf in the "ietf-system namespace. This is
a conceptual leaf and will not actually be found in

t he nodul e:

nmodul e ietf-system {
| eaf systemreset {
type enpty;
}
}

To invoke the 'systemrestart’ RPC operation
POST /restconf/operations/ietf-systemsystemrestart
To di scover the RPC operations supported by the server
CET /restconf/operations
In XM, the YANG nodul e nanespace identifies the nodul e:

<systemrestart
xm ns="urn:ietf:parans: xm:ns:yang:ietf-systeni/>

In JSON, the YANG nodul e nane identifies the nodul e:

{ "ietf-systemsystemrestart’ : [null] }
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| eaf yang-library-version {

type string {
pattern '\d{4}-\d{2}-\d{2}";

config fal se
mandat ory true
description
"Identifies the revision date of the "ietf-yang-library’
nmodul e that is inplenented by this RESTCONF server
I ndi cates the year, nmonth, and day in YYYY- MV DD
nuneric format.";

}
<CODE ENDS>

9. RESTCONF Monitoring

The "ietf-restconf-nonitoring” nodul e provides information about the
RESTCONF protocol capabilities and event streans avail able fromthe
server. A RESTCONF server MJST inpl enment the
"ietf-restconf-nonitoring" nodule.

YANG tree diagramfor the "ietf-restconf-nmonitoring" nodul e:

+--ro restconf-state
+--ro capabilities
| +--ro capability* i net:uri
+--ro streans
+--ro streant [nane]

+--ro nane string
+--ro description? string
+--ro repl ay-support? bool ean

+--ro replay-1log-creation-tinme? yang: dat e-and-ti ne
+--ro access* [encodi ng]

+--ro encoding string

+--ro location inet:uri
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9.1. restconf-state/capabilities

Thi s mandatory contai ner holds the RESTCONF protocol capability URl's
supported by the server.

The server MAY naintain a last-nodified tinestanp for this container
and return the "Last-Mdified" header field when this data node is
retrieved with the GET or HEAD nethods. Note that the |ast-nodified
tinmestanp for the datastore resource is not affected by changes to
this subtree.

The server SHOULD maintain an entity-tag for this container and
return the "ETag" header field when this data node is retrieved with
the GET or HEAD nethods. Note that the entity-tag for the datastore
resource is not affected by changes to this subtree.

The server MUST include a "capability” URl leaf-list entry for the
"defaul ts" node used by the server, defined in Section 9.1.2.

The server MJST include a "capability" URl leaf-list entry

i dentifying each supported optional protocol feature. This includes
optional query paraneters and MAY include other capability URI's
defined outside this docunent.
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9.1.1. Query Paraneter URIs

A new set of RESTCONF Capability URIs are defined to identify the
specific query paraneters (defined in Section 4.8) supported by the
server.

The server MUST include a "capability" leaf-list entry for each
optional query paraneter that it supports.

e f S o m e e e e e e e e e e e e e e e e e aao - +
| Nane | Section | URI

| | | |
o e e [ TS o m o e e e e e e e e e e e e e eee oo +
| depth | 4.8.2 | urn:ietf:params:restconf:capability:

| | | depth:1.0 |
| | | |
| fields | 4.8.3 | urn:ietf:parans:restconf:capability:

| | | fields:1.0

| | | |
| filter | 4.8.4 | urn:ietf:parans:restconf:capability:

| | | filter:1.0 |
| | | |
| replay | 4.8.7 | urn:ietf:parans:restconf:capability:

| | 4.8.8 | replay:1.0

| | | |
| with-defaults | 4.8.9 | urn:ietf:parans:restconf:capability:

| | | with-defaults:1.0 |
e f S o m e e e e e e e e e e e e e e e e e aao - +

RESTCONF Query Paraneter URIs
9.1.2. The "defaults" Protocol Capability UR

This URI identifies the "basic-node" default-handling node that is
used by the server for processing default leafs in requests for data
resources. This protocol capability URI MJST be supported by the
server and MJUST be listed in the "capability" leaf-list defined in
Section 9. 3.

S o m e m e e e e e e e e e e e e e e e e e e e e e e m o +
| Name | URI |
Fomm e - o e m e e e e e e e e e e e e e e e e e e e e e e e e o oo +
| defaults | urn:ietf:parans:restconf:capability:defaults:1.0

[ T o m e e e e e e e e e e e e e e e e e e e e e ee e eaa +

RESTCONF "defaul ts" Capability UR
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The URI MUST contain a query paraneter naned "basi c-node" with one of
the values |isted bel ow

Fomm e e e o - Fom e e e e e e e e e e e e e e e e e e e e e e e e e e am o +
| Val ue | Description |
B S o +
| report-all | No data nodes are consi dered default |
| | |
| trim | Values set to the YANG default-stnt value are |
| | default |
| | |
| explicit | Values set by the client are never considered |
| | default |
R oo o e e e e e e e e e e e e e e e e e e e e e e e e e emee s +

The "basi c-node" definitions are specified in "Wth-defaults
Capability for NETCONF" [ RFC6243].

If the "basic-node" is set to "report-all”, then the server MJST
adhere to the default-handling behavior defined in Section 2.1 of
[ RFC6243] .

If the "basic-npbde" is set to "trint, then the server MJUST adhere to
t he defaul t-handling behavior defined in Section 2.2 of [RFC6243].

If the "basic-node" is set to "explicit", then the server MJST adhere
to the defaul t-handling behavior defined in Section 2.3 of [RFC6243].

Exanpl e (split for display purposes only):

urn:ietf:parans:restconf:capability:defaults:1.0?
basi c- nrode=explicit

9.2. restconf-state/streans

This optional container provides access to the event streans
supported by the server. The server MAY onit this container if no
event streams are supported.

The server will populate this container with a "streani list entry
for each streamtype it supports. Each streamcontains a |eaf called
"events", which contains a URI that represents an event stream
resource.

Streamresources are defined in Section 3.8. Notifications are
defined in Section 6.
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9.3. RESTCONF Monitoring Mdul e

The "ietf-restconf-nonitoring” nodul e defines nonitoring information
for the RESTCONF protocol .

The "ietf-yang-types" and "ietf-inet-types" nodul es from[RFC6991]
are used by this nodule for sone type definitions.

<CODE BEG NS>
file "ietf-restconf-nonitoring@017-01-26. yang"
nmodul e ietf-restconf-nonitoring {
namespace "urn:ietf:paranms: xnm :ns:yang:ietf-restconf-nonitoring";

prefix "rcnon";

import ietf-yang-types { prefix yang; }
inmport ietf-inet-types { prefix inet; }

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wy/ netconf/>
WG List: <nailto:netconf@etf.org>

Aut hor : Andy Bi erman
<mai | t 0: andy @ umawor ks. conp

Aut hor : Martin Bjorkl und
<mailto:nbj @ail-f.conp

Aut hor : Kent Watsen
<mai | t 0: kwat sen@ uni per . net >";
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description
"This nodul e contains nonitoring information for the
RESTCONF pr ot ocol .

Copyright (c) 2017 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the IETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 8040; see
the RFC itself for full |egal notices.";

revision 2017-01-26 {
description
“Initial revision.";
reference
"RFC 8040: RESTCONF Protocol."

}

contai ner restconf-state {
config fal se
description
"Cont ai ns RESTCONF protocol nonitoring information."

contai ner capabilities {
description
"Contains a list of protocol capability URIs.";

leaf-l1ist capability {
type inet:uri;
description
"A RESTCONF protocol capability URI."
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contai ner streans {
description
"Cont ai ner representing the notification event streans
supported by the server."
ref erence
"RFC 5277, Section 3.4, <streans> elenent.";

list stream{
key nane
description
"Each entry describes an event stream supported by
the server.";

| eaf nane {
type string;
description
"The stream nane.";
ref erence
"RFC 5277, Section 3.4, <nane> elenent.";

}
| eaf description {
type string;
description
"Description of streamcontent.”
ref erence
"RFC 5277, Section 3.4, <description> elenment.";
}

| eaf replay-support {
type bool ean;
default fal se
description
"Indicates if replay buffer is supported for this stream
If "true’, then the server MJST support the ’start-time’
and 'stop-tine’ query paraneters for this stream"”;
reference
"RFC 5277, Section 3.4, <replaySupport> elenent.";
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| eaf replay-log-creation-tine {
when "../replay-support" {
description
"Only present if notification replay is supported.”
}
type yang: date-and-ti ne;
description
"Indicates the tine the replay log for this stream
was created.";
ref erence
"RFC 5277, Section 3.4, <replayLogCreationTi me>
el ement . ";

}

list access {

key encodi ng;

m n-el enents 1;

description
"The server will create an entry in this list for each
encoding format that is supported for this stream
The media type 'text/event-streani is expected
for all event streans. This list identifies the
subt ypes supported for this stream?”;

| eaf encoding {
type string;
description
"This is the secondary encoding format within the
"text/event-stream encoding used by all streans.
The type 'xml’ is supported for XM. encodi ng.
The type 'json' is supported for JSON encoding."

Bi erman, et al. St andards Track [ Page 92]



RFC 8040 RESTCONF January 2017

| eaf location {
type inet:uri;
mandat ory true
description
"Contains a URL that represents the entry point
for establishing notification delivery via
server-sent events.";

<CCDE ENDS>
10. YANG Modul e Library

The "ietf-yang-library" nodul e defined in [ RFC7895] provides

i nformati on about the YANG nodul es and subnodul es used by the
RESTCONF server. Inplenentation is mandatory for RESTCONF servers
Al'l YANG nodul es and subnodul es used by the server MJST be identified
in the YANG nodul e library.

10. 1. npodul es-stat e/ nodul e

This mandatory list contains one entry for each YANG data node
nmodul e supported by the server. There MJST be an instance of this
list for every YANG nodul e that is used by the server

The contents of this |list are defined in the "nodul e" YANG |i st
statement in [ RFC7895].

Note that there are no protocol -accessible objects in the
"ietf-restconf" nodule to inplenment, but it is possible that a server
will list the "ietf-restconf"” nodule in the YANG library if it is
imported (directly or indirectly) by an inplenented nodul e.
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11.

11.

11.

1

| ANA Consi der ati ons

The "restconf" Relation Type

This specification registers the "restconf” relation type in the
"Link Relation Types" registry defined by [ RFC5988]:

2.

Rel ati on Nane: restconf

Description: Identifies the root of the RESTCONF APl as confi gured
on this HITP server. The "restconf” relation
defines the root of the APl defined in RFC 8040.
Subsequent revisions of RESTCONF will use alternate
relation values to support protocol versioning.

Ref erence: RFC 8040

Regi strations for New URI s and YANG Mbdul es

This docunent registers two URIs as nanespaces in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans: xm :ns:yang:ietf-restconf
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:paranms:xm:ns:yang:ietf-restconf-nmonitoring
Regi strant Contact: The | ESG
XM.: NA; the requested URI is an XM. nanespace.

This docunent registers two YANG nodul es in the "YANG Modul e Nanes"
registry [ RFC6020]:

nane: i etf-restconf

nanespace: urn:ietf:paranms: xm :ns:yang:ietf-restconf

prefix: rc

reference: RFC 8040

name: ietf-restconf-nmonitoring

nanespace: urn:ietf:paramnms: xm:ns:yang:ietf-restconf-nonitoring
prefix: rcnon

ref erence: RFC 8040
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11.3. Media Types
11.3.1. Media Type "application/yang-data+xmn "
Type nane: application
Subt ype nane: yang- dat a+xmn
Requi red paraneters: None
Optional paraneters: None

Encodi ng consi derations: 8-bit
Each conceptual YANG data node is encoded according to the
XML Encodi ng Rul es and Canoni cal Format for the specific
YANG dat a node type defined in [ RFC7950].

Security considerations: Security considerations rel ated
to the generation and consunpti on of RESTCONF nessages
are discussed in Section 12 of RFC 8040.
Addi tional security considerations are specific to the
semantics of particular YANG data nodels. Each YANG nodul e
is expected to specify security considerations for the
YANG dat a defined in that nodul e.

Interoperability considerations: RFC 8040 specifies the
format of conform ng nessages and the interpretation
t her eof .

Publ i shed specification: RFC 8040

Applications that use this nedia type: |nstance docunent
data parsers used within a protocol or autonation too
that utilize YANG defined data structures.

Fragnent identifier considerations: Fragnent identifiers for
this type are not defined. Al YANG data nodes are
accessi ble as resources using the path in the request URl.

Addi tional information
Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): None
Maci ntosh file type code(s): "TEXT"

Person & emnil address to contact for further infornmation: See
t he Aut hors’ Addresses section of RFC 8040.

Bi erman, et al. St andards Track [ Page 95]



RFC 8040 RESTCONF January 2017

I nt ended usage: COVMON
Restrictions on usage: NA
Aut hor: See the Authors’ Addresses section of RFC 8040.

Change controller: Internet Engineering Task Force
(mailto:iesg@etf.org).

Provi sional registration? (standards tree only): no
11.3.2. Media Type "application/yang-data+j son"

Type nane: application

Subt ype name: yang- dat a+j son

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: 8-bit
Each conceptual YANG data node is encoded according to
[ RFC7951]. A netadata annotation is encoded according to
[ RFC7952] .

Security considerations: Security considerations rel ated
to the generation and consunpti on of RESTCONF nessages
are discussed in Section 12 of RFC 8040.
Addi tional security considerations are specific to the
semantics of particular YANG data nodels. Each YANG nodul e
is expected to specify security considerations for the
YANG dat a defined in that nodul e.

Interoperability considerations: RFC 8040 specifies the fornmat
of conform ng nessages and the interpretation thereof.

Publ i shed specification: RFC 8040

Applications that use this nedia type: |Instance docunent
data parsers used within a protocol or autonmation too
that utilize YANG defined data structures.

Fragnent identifier considerations: The syntax and senantics

of fragnent identifiers are the sane as the syntax and semantics
specified for the "application/json" nmedia type.
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11.

Addi tional information:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): None
Maci ntosh file type code(s): "TEXT"

Person & emnil| address to contact for further infornation: See
t he Aut hors’ Addresses section of RFC 8040.

I nt ended usage: COVMON
Restrictions on usage: N A
Aut hor: See the Authors’ Addresses section of RFC 8040.

Change controller: Internet Engineering Task Force
(mailto:iesg@etf.org).

Provi si onal registration? (standards tree only): no

4. RESTCONF Capability URNs

This docunent defines a registry for RESTCONF capability identifiers.
The nane of the registry is "RESTCONF Capability URNs". The review
policy for this registry is "I ETF Review' [RFC5226]. The registry
shall record the following for each entry:

o the nane of the RESTCONF capability. By convention, this nane
begins with the colon (":") character.

o the URN for the RESTCONF capability.

o the reference for the docunment registering the val ue.
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This docunent registers several capability identifiers in the
"RESTCONF Capability URNs" registry:

I ndex Capability ldentifier

‘defaults  urn:ietf:params:restconf:capability:defaults:1.0
:depth urn:ietf:paranms:restconf:capability:depth:1.0
:fields urn:ietf:paranms:restconf:capability:fields:1.0
filter urn:ietf:parans:restconf:capability:filter:1.0
:replay urn:ietf:parans:restconf:capability:replay:1.0

with-defaults wurn:ietf:parans:restconf:capability:with-defaults:1.0
11.5. Registration of "restconf" URN Sub-nanespace
| ANA has registered a new URN sub-nanespace within the "I ETF URN
Sub- nanespace for Registered Protocol Paraneter ldentifiers" registry
defined in [ RFC3553].
Regi stry Name: restconf
Speci fication: RFC 8040
Repository: "RESTCONF Capability URNs" registry (Section 11.4)

I ndex val ue: Sub-paraneters MJST be specified in UTF-8, using
standard URI encodi ng where necessary.
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12.

Security Considerations

Section 2.1 states that "a RESTCONF server MJST support the TLS
protocol [RFC5246]." This |anguage | eaves open the possibility that
a RESTCONF server mght also support future versions of the TLS
protocol. O specific concern, TLS 1.3 [TLS1. 3] introduces support
for 0-RTT handshakes that can lead to security issues for RESTCONF
APl's, as described in Appendix B.1 of the TLS 1.3 docunent. It is

t her ef ore RECOVMENDED t hat RESTCONF servers do not support O-RTT at
all (not even for idenpotent requests) until an update to this RFC
gui des ot herw se

Section 2.5 recommends aut hentication based on TLS client
certificates but allows the use of any authentication schene defined
in the "Hypertext Transfer Protocol (HTTP) Authentication Schene

Regi stry". Inplenmentations need to be aware that the strengths of
these nethods vary greatly and that some nmay be consi dered
experinmental. Selection of any of these schenes SHOULD be perforned

after reading the Security Considerations section of the RFC
associ ated with the schenme’s registry entry.

The "ietf-restconf-nonitoring” YANG nodul e defined in this nmeno is
designed to be accessed via the NETCONF protocol [RFC6241]. The

| owest NETCONF | ayer is the secure transport |layer, and the
mandat ory-t o-i npl enent secure transport is Secure Shell (SSH)

[ RFC6242]. The NETCONF access control nodel [RFC6536] provides the
means to restrict access for particular NETCONF users to a
preconfigured subset of all avail able NETCONF protocol operations and
content.

The | owest RESTCONF | ayer is HITPS, and the nmandatory-to-inpl enent
secure transport is TLS [ RFC5246]. The RESTCONF protocol uses the
NETCONF access control nodel [RFC6536], which provides the nmeans to
restrict access for particular RESTCONF users to a preconfigured
subset of all avail abl e RESTCONF protocol operations and content.

This section provides security considerations for the resources
defined by the RESTCONF protocol. Security considerations for HTTPS
are defined in [RFC7230]. Aside fromthe "ietf-restconf-nonitoring"
nmodul e (Section 9) and the "ietf-yang-library" nodule (Section 10),
RESTCONF does not specify which YANG nodul es a server needs to
support. Security considerations for the other nobdul es nani pul at ed
by RESTCONF can be found in the docunents defining those YANG

nodul es.

Configuration information is by its very nature sensitive. |Its
transmission in the clear and without integrity checking | eaves
devi ces open to classic eavesdropping and fal se data injection
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13.

13.

attacks. Configuration information often contains passwords, user
nanes, service descriptions, and topol ogical information, all of
which are sensitive. There are many patterns of attack that have
been observed through operational practice with existing nmanagenent
interfaces. It would be wise for inplementers to research them and
take theminto account when inplenenting this protocol

Different environments may well allow different rights prior to, and
then after, authentication. Wen a RESTCONF operation is not
properly authorized, the RESTCONF server MJUST return a "401

Unaut hori zed" status-line. Note that authorization informtion can
be exchanged in the formof configuration information, which is al
the nore reason to ensure the security of the connection. Note that
it is possible for a client to detect configuration changes in data
resources it is not authorized to access by nonitoring changes in the
"ETag" and "Last-Mdified" header fields returned by the server for

t he datastore resource.

A RESTCONF server inplenentation SHOULD attenpt to prevent system
di sruption due to excessive resource consunption required to fulfill
edit requests via the POST, PUT, and PATCH nethods. On such an

i npl ementation, it nmay be possible to construct an attack that
attenpts to consune all available nmenory or other resource types
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Appendi x A.  Exanpl e YANG Modul e

The exanpl e YANG nodul e used in this docunment represents a sinple
medi a j ukebox interface.

YANG tree diagram for the "exanpl e-jukebox" nodul e:
+--rw j ukebox!

+--rw library
+--rw artist* [nane]

| +--rw nane string
+--rw al bunt [ nane]
+--rw hame string
+--rw genre? i dentityref
+--rw year? ui nt 16
+--rw admin

| +--rw catal ogue- nunber? string

|
|
|
|
|
| | +--rw | abel? string
|
| +--rw song* [ nane]

|

|

|

|
|
|
|
|
|
|
|
|
|
|
|
|
|
| +--ro artist-count? ui nt 32
|
|
+
|
|
|
|
|
+

+--rw name string
+--rw | ocation string
+--rw format ? string
| +--rw | engt h? ui nt 32
+--ro al bum count ? ui nt 32
+--ro0 song-count? ui nt 32
--rw playlist* [nange]
+--rw nane string
+--rw description? string
+--rw song* [index]
+--rw i ndex ui nt 32
+--rwid i nstance-identifier
--rw player

+--rw gap? deci nal 64
rpcs:
+---x play
+--ro0 input

+--ro playlist string
+--ro0 song- nunber ui nt 32
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A 1.

"exanpl e-j ukebox" YANG Modul e

nmodul e exanpl e-j ukebox {

nanespace "http://exanpl e. con ns/ exanpl e-j ukebox";

prefix "jbox";

organi zation "Exanple, Inc."
contact "support at exanple.cont;
description "Exanpl e Jukebox Data Mddel Mdule.";
revision "2016-08- 15" {
description "lInitial version."
ref erence "exanpl e.com docunent 1-4673."

}

identity genre {
description
"Base for all genre types."
}

/] abbreviated list of genre classifications
identity alternative {
base genre;
description
"Alternative nusic.";

}
identity blues {
base genre
description
"Bl ues nusic."
}

identity country {
base genre;
description
"Country nusic.";

identity jazz {
base genre;
description
"Jazz nusic.";
}

identity pop {
base genre;
description
"Pop music.";
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identity rock {
base genre;
description
"Rock music.";

}

cont ai ner jukebox {
pr esence
"An enpty container indicates that the jukebox
service is available.";

description
"Represents a 'jukebox’ resource, with a library, playlists,
and a 'play’ operation."”

container library {

description
"Represents the 'jukebox’ library resource."

list artist {
key nane;
description
"Represents one 'artist’ resource within the

"jukebox’ library resource.";
| eaf nane {
type string {
length "1 .. max";

}

description
"The nane of the artist.";

}

list al bum {
key nane;
description
"Represents one 'al bum resource within one
“artist’ resource, within the jukebox library.";

| eaf nane {
type string {
length "1 .. nax";
}

description
"The nane of the al bum?"”;
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| eaf genre {
type identityref { base genre; }
description
"The genre identifying the type of nusic on
the al bum";

}

| eaf year {
type uint16 {
range "1900 .. max";
}
description
"The year the al bumwas rel eased. "

}

contai ner admn {
description
"Adm nistrative information for the album?"”;

| eaf |abel {
type string;
description
"The | abel that rel eased the al bum";
}

| eaf catal ogue- nunber {
type string;
description
"The al buni s cat al ogue nunber."

}

}

list song {
key nane

description
"Represents one 'song’ resource within one
"al bum resource, within the jukebox library.";

| eaf nane {
type string {
length "1 .. max";
}

description
"The nane of the song.";
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| eaf location {
type string;
mandat ory true
description
"The file location string of the
media file for the song.";

| eaf format {
type string;
description
"An identifier string for the nedia type
for the file associated with the
"location’ leaf for this entry.";

}
| eaf length {
type uint32;
units "seconds"
description
"The duration of this song in seconds."

} /'l end list 'song’
} /1 end list ’al bum
} /] end list "artist’

| eaf artist-count {
type uint32;
units "artists"
config fal se
description
"Nurmber of artists in the library.";
}
| eaf al bum count {
type uint32;
units "al buns";
config fal se
description
"Nurber of albuns in the library."
}
| eaf song-count {
type uint32;
units "songs";
config fal se
description
"Nurber of songs in the library.";

} // end library
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list playlist {
key nane;
description
"Exanpl e configuration data resource.”

| eaf nane {
type string;
description
"The nane of the playlist."

| eaf description {
type string;
description
"A comment describing the playlist.";

list song {
key i ndex;
or der ed- by user;

description
"Exanpl e nested configuration data resource."

| eaf index { /1 not really needed
type uint32;
description
"An arbitrary integer index for this playlist song."
}

leaf id {
type instance-identifier;
mandat ory true
description
"Song identifier. Mist identify an instance of
/j ukebox/Ilibrary/artist/al bum song/ nane. "
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cont ai ner player {
description

"Represents the jukebox player resource."

| eaf gap {

type deci nal 64 {
fraction-digits 1;
range "0.0 .. 2.0";

}

units "tenths of seconds"

description
"Time gap between each song."

}
}
}
rpc play {
description
"Control function for the jukebox player."
i nput {
| eaf playlist {
type string;
mandat ory true
description
"The playlist nanme.";
}
| eaf song- nunber {
type uint32;
mandat ory true
description
"Song nunber in playlist to play."
}
}
}
}
Bi erman, et al. St andards Track
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Appendi x B. RESTCONF Message Exanpl es
The exanples within this docunent use the normative YANG nodul e
"ietf-restconf" as defined in Section 8 and the non-normative exanpl e
YANG nodul e "exanpl e-j ukebox™ as defined in Appendix A 1
This section shows sone typical RESTCONF nessage exchanges.
B.1. Resource Retrieval Exanples
B.1.1. Retrieve the Top-Level APl Resource
The client starts by retrieving the RESTCONF root resource:
GET /.well-known/ host-neta HTTP/ 1.1

Host: exanpl e. com
Accept: application/xrd+xmn

Bi erman, et al. St andards Track [ Page 112]



RFC 8040 RESTCONF January 2017

The server nmight respond as foll ows:

HTTP/ 1.1 200 K
Cont ent - Type: appli cati on/ xrd+xmn
Content -Lengt h: nnn

<XRD xm ns="http://docs. oasi s-open. org/ns/ xri/xrd-1.0" >
<Link rel="restconf’ href="/restconf’'/>
</ XRD>

The client may then retrieve the top-level APl resource, using the
root resource "/restconf".

GET /restconf HITP/ 1.1
Host: exanpl e. com
Accept: application/yang-data+json

The server might respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"

}
}

To request that the response content be encoded in XM, the "Accept"
header can be used, as in this exanple request:

GET /restconf HITP/ 1.1

Host: exanpl e. com
Accept: application/yang-dat a+xm

Bi erman, et al. St andards Track [ Page 113]



RFC 8040 RESTCONF January 2017

The server will return the sane conceptual data either way, which
m ght be as foll ows:

B. 1.

2.

It
The client can retrieve the revision date of the "ietf-yang-library"

nmodul e supported by the server fromthe APl resource, as described in
t he previous section

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache- Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+xmi

<restconf xm ns="urn:ietf:parans: xm :ns:yang:ietf-restconf">
<dat a/ >
<oper ati ons/ >
<yang- | i brary-versi on>2016- 06- 21</yang-1i brary-versi on>
</restconf>

Retrieve the Server Mdul e | nformation

is possible that the YANG library nodule will change over tine.

In this exanple, the client is retrieving the nodule information from
the server in JSON format:

CET /restconf/datal/ietf-yang-library: nodul es-state HITP/ 1.1

Host: exanpl e.com
Accept: application/yang-data+json
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The server nmight respond as foll ows:

HTTP/ 1.1 200 OK

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Cache-Control : no-cache

Last-Modified: Thu, 26 Jan 2017 14:00: 14 GVI
Cont ent - Type: appli cati on/yang-dat a+json

{
"ietf-yang-library: nodul es-state” : {
"modul e-set-id" : "5479120cl7a619545ea6af f 7aa19838b036ebbd7"
"modul e" : [
{
"name" : "foo",
"revision" : "2012-01-02",
"schema" : "https://exanpl e.conlf nodul es/foo/2012-01-02"
"namespace" : "http://exanpl e. com ns/foo"
"feature" : [ "featurel", "feature2" ],
"deviation" : [
{
"nanme" : "foo-dev",
"revision" : "2012-02-16"
}
1,
"confornmance-type" : "inplenent"
1
{
"name" : "ietf-yang-library",
"revision" : "2016-06-21",
"schema" : "https://exanpl e.coni nodul es/\
i etf-yang-1ibrary/2016-06-21",
"nanmespace" :
"urn:ietf:parans: xm :ns:yang:ietf-yang-1library",
"conf ormance-type" : "inplenent"”
1
{
"name" : "foo-types"
"revision" : "2012-01-05",
"schema" :
"https://exanpl e. com nodul es/ f oo-types/2012-01- 05"
"namespace" : "http://exanpl e.com ns/foo-types"
"conformance-type" : "inport"
H
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"nanme" : "bar",
"revision" : "2012-11-05",
"schema" : "https://exanpl e.conl nodul es/ bar/2012-11-05",
"namespace” : "http://exanpl e.com ns/bar",
"feature" : [ "bar-ext" ],
"confornmance-type" : "inplenment",
"subnodul e" : [
{

"name" : "bar-subnodl",

"revision" : "2012-11-05",

"schema" :

"https://exanpl e. com nodul es/ bar - subnod1/2012- 11- 05"

"nane" : "bar-subnod2",
"revision" : "2012-11-05",
"schema" :
"https://exanpl e. com nodul es/ bar - subnod2/ 2012- 11- 05"
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B.1.3.

In this exanple, the client
fromthe server in XM format
RESTCONF query paramneters, pl

RESTCONF

Retrieve the Server Capability Information

, and the server supports al
us one vendor paraneter:

January 2017

is retrieving the capability information

of the

CET /restconf/datal/ietf-restconf-nonitoring:restconf-state/\

capabilities HITP/ 1.1
Host: exanpl e. com
Accept :

The server ni ght

HTTP/ 1.1 200 XK
Date: Thu,
Server: exanpl e-server
Cache- Control: no-cache
Last - Mbdi fi ed: Thu, 26 Jan
Cont ent - Type:

<capabilities

appl i cati on/ yang- dat a+xmn

respond as foll ows:

26 Jan 2017 20:56: 30 GMI

2017 16:00: 14 Gvr

appl i cati on/ yang- dat a+xmn

xm ns="urn:ietf:paranms: xm :ns:yang:ietf-restconf-nonitoring">

<capabi l i ty>\

urn:ietf:parans: restconf:

basi c- node=explicit\
</ capability>
<capabi lity>\

urn:ietf: parans:restconf
</ capability>
<capabi l i ty>\

urn:ietf: parans:restconf
</ capability>
<capabi lity>\

urn:ietf:params:restconf:
</ capability>
<capabi l i ty>\

urn:ietf:paramns:restconf:
</ capability>
<capability>\

urn:ietf:paramns:restconf:
</ capability>
<capabi l i ty>\

urn:ietf:parans:restconf:

</ capability>
<capability>\

capabi lity: defaul ts: 1. 0?\

:capability:with-defaul ts: 1.0\

:capabi lity: depth: 1.0\

capability:fields: 1.0\

capability:filter: 1.0\

capability:start-tine: 1.0\

capability:stop-time: 1.0\

http://exanpl e. com capabilities/ myparam

</ capability>
</ capabilities>
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B.2. Data Resource and Datastore Resource Exanples
B.2.1. Create New Data Resources

To create a new "artist"” resource within the "library" resource, the
client mght send the foll ow ng request:

PCOST /restconf/ dat a/ exanpl e-j ukebox: j ukebox/library HTTP/ 1.1
Host: exanpl e.com
Cont ent - Type: appli cati on/yang-dat a+j son

"exanpl e-j ukebox: artist" : [

}

nane "Foo Fighters"
]
}

If the resource is created, the server night respond as foll ows:

HTTP/ 1.1 201 Created
Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server
Location: https://exanpl e.com restconf/data/\
exanpl e-j ukebox: j ukebox/ i brary/arti st =Foo%20Fi ght ers
Last - Modi fied: Thu, 26 Jan 2017 20:56:30 GMVI
ETag: "b3830f 23a4c"
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B. 2.

To

create a new "al bunt resource for this artist within the "jukebox"

resource, the client nmight send the follow ng request:

In

2.

POST /rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ghters HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+xmi

<al bum xm ns="htt p: // exanpl e. conf ns/ exanpl e-j ukebox" >
<name>Wast i ng Li ght </ name>
<year >2011</year >

</ al bun®

the resource is created, the server might respond as follows:

HTTP/ 1.1 201 Created

Date: Thu, 26 Jan 2017 20:56:30 GMI

Server: exanpl e-server

Location: https://exanpl e.com restconf/data/\
exanpl e-j ukebox: j ukebox/ i brary/arti st =Foo%20Fi ght ers/\
al bum=Wast i ng%20Li ght

Last - Mbdi fied: Thu, 26 Jan 2017 20:56:30 GMVI

ETag: "b8389233a4c"

Det ect Datastore Resource Entity-Tag Change

this exanple, the server just supports the datastore |ast-changed

ti mestanp. Assune that the client has cached the "Last-Mdified"
header fromthe response to the previous request. This value is used

as

in the "If-Unnodified-Since" header in the follow ng request to

patch an "al bum list entry with a key value of "Wasting Light".
Only the "genre" field is being updated.

PATCH / rest conf/ dat a/ exanpl e-j ukebox: j ukebox/\
library/artist=Foo%20Fi ght er s/ al bum=\Wast i ng%0Li ght /\
genre HITP/ 1.1

Host: exanpl e. com

| f-Unnodified-Since: Thu, 26 Jan 2017 20:56: 30 GVl

Cont ent - Type: appli cati on/yang-dat a+j son

{ "exanpl e-j ukebox: genre" : "exanpl e-j ukebox: al ternative" }
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In this exanple, the datastore resource has changed since the tine
specified in the "If-Unnodified-Since" header. The server night
respond as foll ows:

HTTP/ 1.1 412 Precondition Fail ed

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Last - Modi fi ed: Thu, 26 Jan 2017 19:41: 00 GVI
ETag: "b34aed893a4c"
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B.2.3. Edit a Datastore Resource

In this exanple, assunme that there is a top-level data resource naned
"systent' fromthe exanpl e-system nodul e, and this container has a
child | eaf called "enabl e-jukebox-streamn ng":

cont ai ner system {
| eaf enabl e-j ukebox-streani ng {
type bool ean;
}

}

In this exanple, PATCH is used by the client to nodify two top-Ievel
resources at once, in order to enabl e jukebox streanm ng and add an
"al bum' sub-resource to each of two "artist" resources:

PATCH /restconf/data HTTP/ 1.1
Host: exanpl e.com
Cont ent - Type: application/yang-dat a+xmnl

<data xm ns="urn:ietf:parans: xnl:ns:yang:ietf-restconf">
<system xm ns="htt p: // exanpl e. com ns/ exanpl e- system' >
<enabl e-j ukebox- st r eam ng>t r ue</ enabl e-j ukebox- st r eam ng>
</ systenp
<j ukebox xm ns="http://exanpl e. conl ns/ exanpl e-j ukebox" >
<library>
<artist>
<name>Foo Fi ght er s</ nane>
<al bunp
<nanme>0One by One</nane>
<year >2012</ year >
</ al bun»
<lartist>
<artist>
<name>Ni ck Cave and t he Bad Seeds</ nanme>
<al bune
<name>Tender Prey</name>
<year >1988</ year >
</ al bun»
</artist>
</library>
</ j ukebox>
</ dat a>
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B.2.4. Replace a Datastore Resource

In this exanple, the entire configuration datastore contents are
being replaced. Any child nodes not present in the <data> el enent
but present in the server will be del eted.

PUT /restconf/data HTTP/ 1.1
Host: exanpl e. com
Cont ent - Type: appli cati on/yang- dat a+xmi

<data xm ns="urn:ietf:paranms:xm :ns:yang:ietf-restconf">
<j ukebox xm ns="http://exanpl e. conl ns/ exanpl e-j ukebox" >
<library>
<artist>
<name>Foo Fi ght er s</ nane>
<al bunp
<nanme>0One by One</nane>
<year >2012</ year >
</ al bun»
</artist>
<artist>
<nane>Ni ck Cave and the Bad Seeds</ nane>
<al bunp
<nanme>Tender Prey</ name>
<year >1988</ year >
</ al bune
<lartist>
</library>
</j ukebox>
</ dat a>

B. 2. 5. Edit a Data Resource

In this exanple, the client nodifies one data node by addi ng an
"al bunt sub-resource by sending a PATCH for the data resource:

PATCH / rest conf/ dat a/ exanpl e- j ukebox: j ukebox/ I i brary/\
artist=N ck¥20Cave%0and%20t he%20Bad%20Seeds HTTP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+xmi

<artist xm ns="http://exanpl e. com ns/ exanpl e-j ukebox" >
<nanme>Ni ck Cave and the Bad Seeds</ nane>
<al bun»
<nanme>The Good Son</ nane>
<year >1990</ year >
</ al bune
<lartist>
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B.3. Query Paraneter Exanples

B.3.1. "content" Paraneter

The "content" paraneter is used to select the types of data child

resources (configuration and/or non-configuration) that are returned
by the server for a GET nethod request.

In this exanple, a sinple YANG |ist is used that has configuration
and non-configuration child resources.

cont ai ner events {
list event {
key nane;
| eaf nane { type string; }
| eaf description { type string; }
| eaf event-count {
type uint32;
config fal se
}
}
}
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Exanpl e 1: content=al

To retrieve all of the child resources, the "content" paraneter is
set to "all", or onmitted, since this is the default value. The
client mght send the foll ow ng:

CET /restconf/data/ exanpl e- events: event s?\
content=all HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GV
Server: exanpl e-server

Cache-Control : no-cache

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e-events: events" : {
"event" : |
{
"name" : "interface-up",
"description" : "Interface up notification count",
"event-count" : 42
1
{
"nanme" : "interface-down",
"description" : "Interface down notification count",
"event-count" : 4
}
]
}
}
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Exanpl e 2: content=config

To retrieve only the configuration child resources, the "content"
paraneter is set to "config". Note that the "ETag" and
"Last-Mdified" headers are only returned if the "content™ paraneter
value is "config".

CET /restconf/data/ exanpl e- events: event s?\
content=config HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI

Server: exanpl e-server

Last-Modified: Thu, 26 Jan 2017 16:45:20 GV
ETag: "eeeada438af"

Cache- Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+json

"exanpl e-events: events" : {
"event" : |
{
"name" : "interface-up"
"description” : "Interface up notification count”
1
{
"nanme" : "interface-down",
"description" : "Interface down notification count”
}
]
}
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Exanpl e 3: cont ent=nonconfig

To retrieve only the non-configuration child resources, the "content"
paraneter is set to "nonconfig". Note that configuration ancestors
(if any) and list key leafs (if any) are also returned. The client
m ght send the foll ow ng:

CET /restconf/data/ exanpl e- events: event s?\
cont ent=nonconfig HITP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache-Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e-events: events" : {
"event" : [
{
"name" : "interface-up",
"event-count" : 42
b,
{
"nanme" : "interface-down",
"event-count" : 4
}
]
}
}

B.3.2. "depth" Paraneter

The "depth" paraneter is used to linit the nunber of levels of child
resources that are returned by the server for a GET nethod request.

The "depth" paraneter starts counting levels at the |level of the
target resource that is specified, so that a depth |level of "1"

i ncludes just the target resource level itself. A depth level of "2"
includes the target resource level and its child nodes.
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Thi s exanpl e shows how di fferent val ues of the "depth" paraneter
woul d affect the reply content for the retrieval of the top-Ieve
"jukebox" data resource.

Exanpl e 1: dept h=unbounded

To retrieve all of the child resources, the "depth" paranmeter is not
present or is set to the default val ue "unbounded"

CET /restconf/dat a/ exanpl e-j ukebox: j ukebox?\
dept h=unbounded HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server night respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cache- Control: no-cache

Cont ent - Type: appli cati on/yang-dat a+json

"exanpl e-j ukebox: j ukebox" : {
"l'ibrary" : {
"artist" |
{
"name" : "Foo Fighters”
"al bunt : [
{
"name" : "WAsting Light",
"genre" : "exanpl e-jukebox: alternative"
"year" : 2011,
"song" : [
{
"nanme" : "Wasting Light",
"l ocation"
"/ medi a/ f oo/ a7/ wasti ng-1ight. mp3",
"format" : "MP3",

"l ength" : 286
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{
"nanme" : "Rope",
"l ocation" : "/medialfool/a7/rope. np3"
"format" : "MP3",
"l ength" : 259
}
]
}
]
}
]
’
"playlist" : |
"nanme" : "Foo-(One",
"description" : "exanple playlist 1",
"song" : [
"index" : 1,
"id" : "/exanpl e-jukebox:jukebox/Iibrary\
[artist[name="Foo Fighters’]\
[ al bunf name="Wasting Light’]\
/ song[ nane=" Rope’ ] "
"i ndex" : 2,
"id" : "/exanpl e-jukebox: jukebox/Iibrary\
[artist[name="Foo Fighters’]\
/ al bun{ name="Wasti ng Light’]\
/ song[ nane=" Bri dge Burning']"
}
]
}
1,
"player" : {
"gap" : 0.5
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Exanpl e 2: depth=1

To determine if one or nore resource instances exist for a given
target resource, the value "1" is used.

CET /restconf/data/ exanpl e-j ukebox: j ukebox?dept h=1 HTTP/ 1.1

Host: exanpl e. com
Accept: application/yang-data+json

The server might respond as foll ows:

HTTP/ 1.1 200 OK
Date: Thu, 26 Jan 2017 20:56: 30 GMVI

Server: exanpl e-server
Cache- Control : no-cache
Cont ent - Type: appli cati on/yang-dat a+j son

"exanpl e-j ukebox: j ukebox" : {}

}
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Exanpl e 3: dept h=3

To limt the depth level to the target resource plus two child
resource layers, the value "3" is used.

CET /restconf/dat a/ exanpl e-j ukebox: j ukebox?dept h=3 HTTP/ 1. 1

Host: exanpl e. com
Accept: application/yang-data+json

The server might respond as foll ows:

HTTP/ 1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server

Cache- Control : no-cache

Cont ent - Type: appli cati on/yang-dat a+j son

"exanpl e-j ukebox: j ukebox" : {
"library" : {
"artist" : {}
}i
"playlist" : |
"name" : "Foo-One",
"description" : "exanple playlist 1",
"song" : {}
]!
"player" : {
"gap" : 0.5
}
}
}
B.3.3. "fields" Paraneter

In this exanple, the client is retrieving the datastore resource in
JSON format, but retrieving only the "nodul es-state/ nodul e" |ist, and
only the "nane" and "revision" nodes fromeach list entry. Note that
the top node returned by the server nmatches the target resource node
(which is "data" in this exanple). The "nodul e-set-id" leaf is not
returned because it is not selected in the fields expression
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CET /restconf/data?fields=ietf-yang-Ilibrary: nodul es-state/\
nodul e( name; revi sion) HTTP/ 1.1

Host: exanpl e. com

Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56:30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

{
"ietf-restconf:data" : {
"ietf-yang-library: nodul es-state" : {
"nmodul e" |

{
"name" : "exanpl e-j ukebox",
"revision" : "2016-08- 15"

},

{
"name" : "ietf-inet-types"
"revision" : "2013-07-15"

1

{
"name" : "ietf-restconf-nonitoring"
"revision" : "2017-01-26"

1

{
"name" : "ietf-yang-library",
"revision" : "2016-06-21"

},

{
"name" : "ietf-yang-types"
"revision" : "2013-07-15"

}

]
}
}
}
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B.3.4. "insert" Paraneter

In this exanple, a new first song entry in the "Foo-One" playlist is
bei ng created.

Request fromclient:

POST /restconf/ dat a/ exanpl e-j ukebox: j ukebox/\
pl ayl i st =Foo- One?i nsert=first HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e-j ukebox: song" : [
"index" : 1,
"id" : "/exanpl e-jukebox: jukebox/Iibrary\
[artist[name="Foo Fighters’]\
/ al bun{ nanme=" Wasti ng Light’']\
/ song[ name=" Rope’ ] "
}
]
}

Response from server:

HTTP/ 1.1 201 Created
Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server
Last-Modified: Thu, 26 Jan 2017 20:56:30 GMJI
Location: https://exanpl e.com restconf/data/\

exanpl e-j ukebox: j ukebox/ pl ayl i st =Foo- One/ song=1
ETag: "eeeada438af"
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B.3.5. "point" Paraneter

In this exanple, the client is inserting a new song entry in the
"Foo-One" playlist after the first song.

Request fromclient:

POST /restconf/ dat a/ exanpl e-j ukebox: j ukebox/\
pl ayl i st =Foo- One?i nsert =af t er &oi nt =\
%2 Fexanpl e-j ukebox¥3Aj ukebox\
%2Fpl ayl i st %8DFoo- One%2Fsong¥3D1 HTTP/ 1.1
Host: exanpl e.com
Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e-j ukebox: song" : [
{
"index" : 2,
"id" : "/exanpl e-jukebox: jukebox/Iibrary\
[artist[name="Foo Fighters’]\
[ al bunf name="Wasti ng Light’]\
/ song[ name=" Bri dge Burning' ]"
}
]
}

Response from server:

HTTP/ 1.1 201 Created
Date: Thu, 26 Jan 2017 20:56:30 GVl
Server: exanpl e-server
Last- Modi fied: Thu, 26 Jan 2017 20:56:30 GVl
Location: https://exanpl e.com restconf/data/\

exanpl e-j ukebox: j ukebox/ pl ayl i st =Foo- One/ song=2
ETag: "abcada438af"
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B.3.6. "“filter" Paraneter

The following URI's show sone exanples of notification filter
speci fications:

I/ filter = [event/event-class="fault’
GET / streans/ NETCONF?fi | t er =%®2Fevent %2Fevent - cl ass¥8D faul t’

/1 filter = /event/severity<=4
CET /streans/ NETCONF?fi |l t er =%2Fevent ¥%2Fseverit y¥3C¥3D4

/1 filter = /1inkUp|/IinkDown
CET /streans/ SNMP?filter=%Fl i nkUp% C%2F| i nkDown

/1 filter = /*/reporting-entity/card!="FEthernet0’
CET / streamns/ NETCONF?\
filter=02F*%Freporting-entity%RFcard¥%?1%3D Et hernet 0’

/1 filter = /*/email-addr[contains(.,’ conpany.comi)]
GET /streans/critical -sysl og?\
filter=92F*%Fenui | - addr[ cont ai ns(.%2C conpany. comi )]

/1 Note: The nodule name is used as the prefix.
/1l filter = (/exanpl e-nod: event 1/ nane="j oe’ and
/1 / exanpl e- nod: event 1/ st atus="onl i ne’)
GET / streans/ NETCONF?\
filter=(%Fexanpl e- rod¥8Aevent 19%2Fnanme%3D j oe’ ¥20and\
%R0%2Fexanpl e- nod¥8Aevent 19%2Fst at us¥8D onl i ne’)

/1 To get notifications fromjust two nodules (e.g., nml + nR)
/1 filter=(/ml:* or /nR:*)
CET /streans/ NETCONF?fi |l ter =(%2FnmL%3A* ¥200r Y20%2Fn2¥BA*)

B.3.7. "start-tinme" Paraneter

The following URI shows an exanple of the "start-tinme" query
par anet er:

[/ start-tinme = 2014-10-25T10: 02: 00Z
GET /streans/ NETCONF?start-ti me=2014- 10- 25T10%3A02%3A00Z
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B.3.8. "stop-tine" Paraneter

The following URI shows an exanple of the "stop-tine" query
par anet er :

/] start-tinme = 2014-10-25T10: 02: 00Z

/1 stop-tinme = 2014-10-25T12: 31: 00Z

CET /nmystreans/ NETCONF?start-ti me=2014- 10- 25T1098A02%8A002\
&st op-ti me=2014- 10- 25T12%3A31%3A00Z

B.3.9. "with-defaults" Paraneter

Assume that the server inplenents the nodul e "exanple" defined in
Appendi x A 1 of [RFC6243], and assune that the server’'s datastore is
as defined in Appendix A 2 of [RFC6243].

If the server’s "basic-node" paraneter in the "defaults" protoco
capability URI (Section 9.1.2) is "trinf, the follow ng request for
interface "ethl" mght be as follows:

Wt hout query paraneter

CET /restconf/data/exanple:interfaces/interface=ethl HTTP/ 1.1
Host: exanpl e. com
Accept: application/yang-data+json

The server night respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e:interface" : [
{
"nane" : "ethl",
"status" : "up"
}
]
}

Note that the "mu" leaf is missing because it is set to the default
"1500", and the server’s default-handling "basic-node" paraneter is
"trinm.
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Wth query paraneter:

CET /restconf/data/ exanpl e:interfaces/interface=ethl\
?wi t h-defaul ts=report-all HITP/ 1.1

Host: exanpl e. com
Accept: application/yang-data+json

The server nmight respond as foll ows:

HTTP/ 1.1 200 K

Date: Thu, 26 Jan 2017 20:56: 30 GMI
Server: exanpl e-server

Cont ent - Type: appli cati on/yang-dat a+json

{
"exanpl e:interface" : [
"name" : "ethl",
"mu" : 1500,
"status" : "up"
}
]
}

Note that the server returns the "ntu" |eaf because the "report-al
node was requested with the "w th-defaults" query paraneter.
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