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Data Types in RADI US

Abst r act

RADI US specifications have used data types for two decades wi thout
defining themas managed entities. During this tine, RAD US

i npl enent ati ons have naned the data types and have used themin
attribute definitions. This docunent updates the specifications to
better follow established practice. W do this by naming the data
types defined in RFC 6158, which have been used since at |east the
publication of RFC 2865. W provide an | ANA registry for the data
types and update the "RADIUS Attribute Types" registry to include a
Data Type field for each attribute. Finally, we reconmend that

aut hors of RADIUS specifications use these types in preference to
existing practice. This docunent updates RFCs 2865, 3162, 4072,
6158, 6572, and 7268.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8044.
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include Sinplified BSD License text as described in Section 4.e of
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1

1

I ntroduction

RADI US specifications have historically defined attributes in terns
of name, value, and data type. O these three pieces of information
the nane is recorded by IANA in the "RADIUS Attribute Types"” registry
but is not otherw se nmanaged or restricted, as discussed in

[ RFC6929], Section 2.7.1. The value is managed by | ANA and recorded
in that registry. The data type is not nmanaged or recorded in the
"RADI US Attribute Types" registry. Experience has shown that there
is a need to create well-known data types and have t hem managed

by | ANA.

Thi s docunent defines an | ANA RADI US "Data Type" registry and updat es
the "RADIUS Attribute Types" registry to use those newy defined

data types. It recommends how both specifications and

i mpl enent ati ons should use the data types. It extends the "RADI US
Attribute Types"” registry to have a data type for each assigned
attribute.

In this section, we review the use of data types in specifications
and inplenmentations. W highlight anbiguities and inconsistencies.
The rest of this docunent is devoted to resolving those problens.

1. Specification Problens with Data Types

When attributes are defined in the specifications, the terns "Val ue"
and "String" are used to refer to the contents of an attribute.
However, these nanes are used recursively and inconsistently. W
suggest that defining a field to recursively contain itself is

probl emati c.

A nunber of data type nanes and definitions are given in

[ RFC2865], Section 5, at the bottom of page 25. These data types are
naned and clearly defined. However, this practice was not continued
in |later specifications.

Specifically, [RFC2865] defines attributes of data type "address" to
carry | Pv4 addresses. Despite this definition, [RFC3162] defines
attributes of data type "Address" to carry |Pv6 addresses. W
suggest that the use of the word "address" to refer to disparate
data types is problematic.

O her failures are that [ RFC3162] does not give a data type nane and
definition for the data types | Pv6 address, Interface-ld, or |Pv6
prefix. [RFC2869] defines Event-Tinestanp to carry a tine but does
not reuse the "tine" data type defined in [RFC2865]. Instead, it
just repeats the "tine" definition. [RFC6572] defines multiple
attributes that carry IPv4 prefixes. However, an "IPv4 prefix" data
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type is not naned, defined as a data type, or called out as an
addition to RADIUS. Further, [RFC6572] does not followthe
recommendat i ons of [RFC6158] and does not explain why it fails to
foll ow those recomendati ons.

These anbi guities and inconsistencies need to be resol ved.
1.2. Inplenentation Problenms with Data Types

RADI US i npl enent ati ons often use "dictionaries" to map attribute
nanes to type values and define data types for each attribute. The
data types in the dictionaries are defined by each inplenentation but
correspond to the "ad hoc" data types used in the specifications.

In effect, inplenentations have seen the need for well-defined
data types and have created them It is tine for RADIUS
specifications to follow this practice.

1.3. No Mandated Changes

Thi s docunent nandates no changes to any past, present, or future
RADI US i npl ementation. It instead docunents existing practice in
order to sinplify the process of witing RAD US specifications,
clarify the interpretation of RADI US standards, and inprove the
communi cati on between specification authors and | ANA

Thi s docunent suggests that inplenmentati ons SHOULD use the data types
defined here, in preference to any ad hoc data types currently in
use. This suggestion should have a nminimal effect on

i mpl enent ati ons, as nost ad hoc data types are conpatible with the
ones defined here. Any difference will typically be linted to the
name of the data type

Thi s docunent updates [RFC6158] to permt the data types defined in

the "Data Type" registry as "basic data types", as per Section 2.1 of

[ RFC6158]. The recomendati ons of [RFC6158] are ot herw se unchanged.
1.4. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2. Use of Data Types

The data types can be used in two places: specifications and
i npl ementations. This section discusses both uses and gi ves gui dance

on using the data types.
2.1. Specification Use of Data Types

In this section, we give recommendations for how specifications
should be witten using data types. W first describe how attribute
field nanes can be consistently naned. W then describe how
attribute definitions should use the data types and deprecate the use
of "ASCI| art" for attribute definitions. W suggest a fornat for
new attribute definitions. This format includes recomrended fields
and suggestions for how those fields should be described.

Finally, we nmake reconmendations for how new data types should be
defi ned.

2.1.1. Field Nanes for Attribute Val ues

Previ ous specifications used inconsistent and conflicting nanes for
the contents of RADIUS attributes. For exanmple, the term"Value" is
used in [ RFC2865], Section 5 to define a field that carries the
contents of an attribute. It is then used in later sections as the
subfield of attribute contents. The result is that the fieldis
defined as recursively containing itself. Simlarly, "String" is
used both as a data type and as a subfield of other data types.

We correct this anmbiguity by using context-specific nanes for various

fields of attributes and data types. It then becones clear that, for
exanple, a field called "VSA-Data" mnmust contain different data than a
field called "EVS-Data". Each new nane is defined where it is used.

We al so define the followi ng term
Attr-Data
The Value field of an Attribute as defined in
[ RFC2865], Section 5. The contents of this field MJST be of a
valid data type as defined in the RADIUS "Data Type" registry.
We consistently use "Attr-Data" to refer to the contents of an

attribute, instead of the nore anbi guous nane "Value". It is
RECOMVENDED t hat new specifications follow this practice.
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We consistently use "Value" to refer to the contents of a data type,
where that data type is sinple. For exanple, an "integer" can have a
"Value". In contrast, a Vendor-Specific Attribute carries conpl ex

i nformati on and thus cannot have a "Val ue"

For data types that carry conplex information, we nane the fields
based on the data type. For exanple, a Vendor-Specific Attribute is
defined to carry a "vsa" data type, and the contents of that

data type are described herein as "VSA-Data"

These terns are used in preference to the term"String”, which was
previously used in anbiguous ways. It is RECOWENDED that future
specifications use type-specific nanes and the sane nani ng schene for
new types. This use will maintain consistent definitions and help to
avoi d anbiguities.

2.1.2. Attribute Definitions Using Data Types

New RADI US speci fications MJUST define attributes using data types
fromthe RADI US "Data Type" registry. The specification may, of
course, define a new data type, update the "Data Type" registry, and
use the new data type, all in the sane docunent. The guidelines
given in [ RFC6929] MJST be foll owed when defining a new data type.

Attributes can usually be conpletely described via the Attribute Type
val ue, name, and data type. The use of ASCI| art is then limted
only to the definition of new data types and for conpl ex data types.

Use of the new extended attributes [RFC6929] makes ASCI| art even
nore problenmatic. An attribute can be allocated fromany of the

ext ended spaces, with nore than one option for the attribute header
format. This allocation decision is nade after the specification has
been accepted for publication. As the allocation affects the fornmat
of the attribute header, it is essentially inpossible to create the
correct ASCIl art prior to final publication. Allocation fromthe

di fferent spaces al so changes the value of the Length field, naking
it difficult to define it correctly prior to final publication of the
docunent .

It is therefore RECOWENDED that ASCI| art diagrans not be used for
new RADI US attribute specifications
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2.1.3.

Format of Attribute Definitions

Wien defining a new attribute, the following fields SHOULD be given

Description

A description of the neaning and interpretation of the
attribute.

Type

The Attribute Type value, given in the "dotted nunber" notation
from[RFC6929]. Specifications can often |eave this as "TBD'
(to be determ ned) and request that IANA fill in the all ocated
val ues.

Length

A description of the length of the attribute. For attributes
of variable Iength, a maxi mum | ength SHOULD be given. Since
the Length val ue may depend on the Type val ue, the definition
of Length may be affected by | ANA all ocati ons.

Data Type

One of the naned data types fromthe RADIUS "Data Type"
registry

Val ue

A description of any attribute-specific limtations on the
val ues carried by the specified data type. |f there are no
attribute-specific limtations, then the description of this
field can be onitted, so long as the Description field is
sufficiently explanatory.

Where the values are limted to a subset of the possible range,
valid range(s) MJST be defi ned.

For attributes of data type "enunt, a list of enunerated val ues
and nanes MJST be given, as shown in [ RFC2865], Section 5.6.

Using a consistent format for attribute definitions helps to nake the
definitions clearer.
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2.1.4. Defining a New Data Type

When a specification needs to define a new data type, it SHOULD
follow the format used by the definitions in Section 3 of this
docunent. The text at the start of the data type definition MJST
describe the data type, including the expected use, and why a new
data type is required. That text SHOULD include lints on expected
val ues and why those linmts exist. The fields "Nane", "Value"
"Length", and "Format" MJST be given, along wth val ues.

The Nane field SHOULD be a single nane, all |owercase

Contractions such as "ipv4addr" are RECOVMENDED where they add
clarity.

We note that the use of "Value" in the RADIUS "Data Type" registry
can be confusing. That nane is also used in attribute definitions,
but with a different neaning. W trust that the neaning here is
clear fromthe context.

The Value field SHOULD be given as "TBD' in specifications. That
nunber is assigned by | ANA

The Fornmat field SHOULD be defined with ASCII art in order to have a
preci se definition. Machine-readable fornmats are al so RECOVMENDED.

The definition of a new data type should be done only when absolutely
necessary. W do not expect a need for a |arge nunber of new

data types. Wien defining a new data type, the guidelines of

[ RFC6929] with respect to data types MJST be foll owned.

It is RECOWENDED that vendors not define "vendor-specific"
data types. As discussed in [RFC6929], those data types are rarely
necessary and can cause interoperability problens.

Any new data type MJUST have a unique nane in the RADIUS "Data Type"
registry. The nunber of the data type will be assigned by | ANA

2.2. Inplenmentation Use of Data Types

| mpl enent ati ons not supporting a particular data type MJIST treat
attributes of that data type as being of data type "string", as
defined in Section 3.5. It is RECOWENDED t hat such attributes
be treated as "invalid attributes", as defined in

[ RFC6929], Section 2.8.
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Where the contents of a data type do not match the definition

i mpl enentati ons MJST treat the enclosing attribute as being an
invalid attribute. This requirenment includes, but is not linmted to,
the follow ng situations:

* Attributes with values outside of the all owed range(s) for the
data type, e.g., as given in the data types "integer", "ipv4addr"
"ipv6addr", "ipvédprefix", "ipveprefix", or "enuni.

* "text" attributes where the contents do not match the required
format.

* Attributes where the length is shorter or |onger than the all owed
I ength(s) for the given data type

The requirenents for Reserved fields are nmore difficult to quantify.
| mpl enent ati ons SHOULD be able to receive and process attributes
where Reserved fields are non-zero. W do not, however, define any
"correct" processing of such attributes. |Instead, specifications
that define one or nore new nmeani ngs for Reserved fields SHOULD
descri be how each new neaning is conpatible wth ol der

i npl ement ati ons. W expect that such descriptions are derived from
practical experience with inplenentations. |nplenentations MIST set
Reserved fields to zero when creating attributes

3. Data Type Definitions

This section defines the new data types. For each data type, it
gives a definition, a name, a nunber, a length, and an encodi ng
format. \Where relevant, it describes subfields contained within the
data type. These definitions have no inpact on existing RAD US

i npl enentations. There is no requirenment that inplenentations use

t hese nanes

Wher e possible, the nanme of each data type has been taken from
previous specifications. |In sone cases, a different nane has been
chosen. The change of nane is sonetines required to avoid anbiguity
(i.e., "address" versus "Address"). Oherw se, the new nane has been
chosen to be conpatible with [ RFC2865] or with usage in comon

i npl ementations. In sone cases, new nanmes are chosen to clarify the
interpretation of the data type.
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The nunbers assigned herein for the data types have no neani ng ot her
than to pernmit themto be tracked by | ANA. As RADI US does not encode
i nformati on about data types in a packet, the nunbers assigned to a
data type will never occur in a packet. 1t is RECOVWENDED that new

i npl enent ati ons use the nanmes defined in this docunment in order to
avoi d confusion. Existing inplenentations nay choose to use the
nanes defined here, but that is not required.

The encodi ng of each data type is taken from previ ous specifications.
The fields are transmitted fromleft to right.

Where the data types have interdependencies, the sinplest data type
is given first, and dependent ones are given |later

We do not create specific data types for the "tagged" attributes
(i.e., attributes containing a Tag field) defined in [RFC2868]. That
specification defines the tagged attri butes as bei ng backwards
conpatible with pre-existing data types. |In addition

[ RFC6158], Section 2.1 says that tagged attributes should not be
used. There is therefore no benefit to defining additiona

data types for these attributes. W trust that inplenmentors will be
aware that tagged attributes nmust be treated differently from
non-tagged attri butes of the sane data type.

Simlarly, we do not create data types for sone attributes having a
conpl ex structure, such as CHAP- Password, ARAP-Features, or
Location-Information. ("CHAP" refers to the Chall enge Handshake

Aut henti cation Protocol, and "ARAP" refers to the Apple Renpte Access
Protocol.) W need to strike a bal ance between correcting earlier

m st akes and nmaking this docunment nore conplex. In sone cases, it is
better to treat conplex attributes as being of type "string", even

t hough they need to be interpreted by RADI US i npl enentations. The
gui delines given in Section 6.3 of [RFC6929] were used to nake this
det ermi nati on.
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3.1. integer

The "integer" data type encodes a 32-bit unsigned integer in network
byte order. Were the range of values for a particular attribute is
limted to a subset of the val ues, specifications MIJST define the
valid range. Attributes with Values outside of the all owed ranges
SHOULD be treated as invalid attributes.
Narme

i nt eger
Val ue

1
Length

Four octets

For mat

0 1 2 3
01234567890123456789012345678901
oottt oo oo oo o o oo o o o o o o o o o o o o o o o o 4o+
| Val ue |
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o 4

3. 2. enum

The "enunt’ data type encodes a 32-bit unsigned integer in network
byte order. It differs fromthe "integer" data type only in that it
is used to define enunerated types, such as Service-Type (Section 5.6
of [RFC2865]). Specifications MIST define a valid set of enunerated
val ues, along with a unique name for each value. Attributes with

Val ues outside of the allowed enunmerations SHOULD be treated as
invalid attributes.

Nane
enum

Val ue
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Length
Four octets

For mat

0 1 2 3
01234567890123456789012345678901
R i el et el S e e it R o i e
| Val ue |
B T e o i S I i i S S N iy St S I S S

3.3. tine

The "tinme" data type encodes time as a 32-bit unsigned value in
network byte order and in seconds since 00:00: 00 UTC, January 1,
1970. We note that dates before the year 2017 are likely to indicate
configuration errors or lack of access to the correct tine.

Note that the "time" attribute is defined to be unsigned, which neans
that it is not subject to a signed integer overflowin the year 2038.

Length
Four octets

For mat

0 1 2 3
01234567890123456789012345678901
T S i T S S S i S S S i i S
| Ti e |
e i S i i S S S R e TR
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3.4. text

The "text" data type encodes UTF-8 text [RFC3629]. The maxi num
length of the text is given by the encapsulating attribute. Were
the range of lengths for a particular attribute is linted to a
subset of possible |engths, specifications MIST define the valid
range(s). Attributes with lengths outside of the all owed val ues
SHOULD be treated as invalid attributes.

Attributes of type "text" that are allocated in the standard space
(Section 1.2 of [RFC6929]) are limted to no nore than 253 octets of
data. Attributes of type "text" that are allocated in the extended
space can be longer. In both cases, these limts are reduced when
the data is encapsul ated inside of another attribute.

Where the text is intended to carry data in a particular format

(e.g., Franed-Route), the format MJST be given. The specification
SHOULD describe the format in a nmachi ne-readabl e way, such as via the
Augnent ed Backus- Naur Form (ABNF) [ RFC5234]. Attributes with

Val ues not matching the defined format SHOULD be treated as

invalid attri butes.

Note that the "text" data type does not termnate with a NUL octet
(hex 00). The Attribute has a Length field and does not use a
termnator. Texts of length zero (0) MJST NOT be sent; omt the
entire attribute instead.
Nane

t ext
Val ue

4
Length

One or nore octets
For mat

0

01234567

e e o I N R

| Value
B e e CE o
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3.5. string

The "string" data type encodes binary data as a sequence of

undi sti ngui shed octets. \Were the range of lengths for a particul ar
attribute is limted to a subset of possible |engths, specifications
MUST define the valid range(s). Attributes with |engths outside of
the all owed val ues SHOULD be treated as invalid attributes.

Attributes of type "string" that are allocated in the standard space
(Section 1.2 of [RFC6929]) are limted to no nore than 253 octets of
data. Attributes of type "string" that are allocated in the extended
space can be longer. In both cases, these limts are reduced when
the data is encapsul ated inside of another attribute.

Note that the "string" data type does not ternminate with a NUL octet
(hex 00). The Attribute has a Length field and does not use a
termnator. Strings of length zero (0) MJUST NOT be sent; omt the
entire attribute instead. Were there is a need to encapsul ate
conpl ex data structures and TLVs cannot be used, the "string"

data type MJST be used. This requirenent includes encapsul ation of
data structures defined outside of RADIUS that are opaque to the
RADI US infrastructure. It also includes encapsul ati on of sone data
structures that are not opaque to RADI US, such as the contents of
CHAP- Passwor d.

There is little reason to define a new RADIUS data type for only one
attribute. However, where the conplex data type cannot be
represented as TLVs and is expected to be used in many attributes, a
new data type SHOULD be defi ned
These requirenents are stronger than [ RFC6158], which nakes the above
encapsul ati on a "SHOULD'. This docunent defines data types for use
in RADIUS, so there are few reasons to avoi d using them
Nanme

string
Val ue

5
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Length
One or nore octets
For mat

0
01234567
e R
| OCctets

L R ol ok I S S

3.6. concat

The "concat" data type permits the transport of nore than 253 octets
of data in a "standard space" [RFC6929] attribute. It is otherw se
identical to the "string" data type.

If nultiple attributes of this data type are contained in a packet,
all attributes of the same type code MJST be in order, and they MJST
be consecutive attributes in the packet.

The amount of data transported in a "concat" data type can be no nore
than the RADI US packet size. |In practice, the requirenent to
transport multiple attributes nmeans that the Iimt may be
substantially smaller than one RADI US packet. As a rough guide, it
i's RECOWENDED that this data type transport no nore than 2048 octets
of data.

The "concat" data type MAY be used for "standard space" attributes.
It MUST NOT be used for attributes in the "short extended space" or
the "long extended space". It MJST NOT be used in any field or
subfields of the followi ng data types: "tlv", "vsa", "extended",
"l ong- ext ended", or "evs".
Nanme

concat

Val ue
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Length
One or nore octets
For mat
0
01234567
R R e o i o
| OCctets
B R ol i o S

3.7. ifid

The "ifid" data type encodes an Interface-1d as an 8-octet |Pv6
Interface Identifier in network byte order.

Name
ifid

Val ue
7

Length
Ei ght octets

For mat
0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Interface-1d ...
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

Interface-1d
B Lt r s i i i o o T s ks S R S
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3.8. ipvdaddr
The "ipvdaddr" data type encodes an | Pv4 address in network byte
order. \Wiere the range of addresses for a particular attribute is
limted to a subset of possible addresses, specifications MIST define
the valid range(s). Attributes with Address val ues outside of the
al | owed range(s) SHOULD be treated as invalid attributes.
Narme
i pv4addr
Val ue
8
Length
Four octets
For mat
0 1 2 3
01234567890123456789012345678901
B s S S i i i ks a ks st S S S S S S
| Addr ess
R R R R e e s o S e R S S S S S S e e e e e
3.9. ipv6addr
The "ipv6addr" data type encodes an | Pv6 address in network byte
order. Were the range of addresses for a particular attribute is
limted to a subset of possible addresses, specifications MJST define
the valid range(s). Attributes with Address val ues outside of the
al | owed range(s) SHOULD be treated as invalid attributes.
Nanme
i pv6addr
Val ue
9
Length

Si xt een octets
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3.

For mat

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Address ..

O A R O S g S S
Address ..

T S T T T G T S TR S U S G S T T S
Addr ess ..

B T e o i S I i i S S N iy St S I S S
Addr ess

T O S g S S

10. ipvéprefix

The "ipveprefix" data type encodes an |IPv6 prefix, using both a
prefix length and an I Pv6 address in network byte order. \Were the
range of prefixes for a particular attribute is linted to a subset

of possible prefixes, specifications MIST define the valid range(s).
Attributes with Address val ues outside of the allowed range(s) SHOULD
be treated as invalid attributes.

Attributes with a Prefix-Length field having a value greater than 128
MJUST be treated as invalid attributes.

Nane

i pvéprefix
Val ue

10
Length

At | east two, and no nore than eighteen, octets
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For mat

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Reserved | Prefix-Length | Prefix ..

T e e i i e e e o S HI SR N SR
Prefix ...

i T o T e e e et o S s S R R SR
Prefix ...

B T e o i S I i i S S N iy St S I S S
Prefix

B R e i s T e e e S S T s sl i I SR S S S S S S S
Subfi el ds
Reser ved

This field, which is reserved and MJST be present, is always
set to zero. This field is one octet in |ength.

Prefix-Length

The length of the prefix, in bits. At least 0 and no |arger
than 128. This field is one octet in |Iength.

Prefi x

The Prefix field is up to 16 octets in length. Bits outside of
the Prefix-Length, if included, MJUST be zero.

The Prefix field SHOULD NOT contain nore octets than necessary
to encode the Prefix field.

3.11. ipvdprefix

The "ipvdprefix" data type encodes an | Pv4 prefix, using both a
prefix length and an | Pv4 address in network byte order. \Where the
range of prefixes for a particular attribute is [inmted to a subset

of possible prefixes, specifications MIST define the valid range(s).
Attributes with Address val ues outside of the allowed range(s) SHOULD
be treated as invalid attributes.
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Attributes with a Prefix-Length field having a value greater than 32
MJUST be treated as invalid attributes.

Nanme
i pvdprefix
Val ue
11
Length
Si x octets
For mat
0 1 2 3

01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Reserved | Prefix-Length | Prefix ..
B T S St i i T s T e o S S i St SN
Prefix |

B ol ok ks o S S S e e e S
Subfi el ds
Reser ved

This field, which is reserved and MJST be present, is always
set to zero. This field is one octet in |Iength.

Note that this definition differs fromthat given in [RFC6572].
See "Prefix-Length", below, for an expl anation

Prefix-Length

The length of the prefix, in bits. The values MJST be no
larger than 32. This field is one octet in length. Note that
this definition differs fromthat given in [ RFC6572].

As conpared to [ RFC6572], the Prefix-Length field has increased
in size by two bits, both of which nust be zero. The

Reserved field has decreased in size by two bits. The result
is that both fields are aligned on octet boundaries, which
renoves the need for bit masking of the fields.
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Since [ RFC6572] required the Reserved field to be zero, the
definition here is conpatible with the definition in the
original specification

Prefix

The Prefix field is 4 octets in length. Bits outside of the
Prefix-Length MJUST be zero. Unlike the "ipveprefix" data type,
this field is fixed length. |If the address is all zeros (i.e.
"0.0.0.0"), then the Prefix-Length MIST be set to 32.

3.12. integer64

The "integer64" data type encodes a 64-bit unsigned integer in
network byte order. Were the range of values for a particul ar
attribute is limted to a subset of the values, specifications MJST
define the valid range(s). Attributes with Values outside of the
al | owed range(s) SHOULD be treated as invalid attributes.
Nanme

i nt eger 64
Val ue

12
Length

Ei ght octets
For mat

0 1 2 3

01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Val ue ..
B Lt r s i i i o o T s ks S R S
Val ue

T S i o S S e i < S S S S S S S S S S S
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3.13. tlv

The "tlv" data type encodes a Type-Length-Val ue, as defined in
[ RFC6929], Section 2.3.

Nanme
tlv
Val ue
13
Length
Three or nore octets
For mat
0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| TLV- Type | TLV-Length | TLV-Data ...
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Subfi el ds
TLV- Type
This field is one octet. Up-to-date values of this field are
specified according to the policies and rules described in
[ RFC6929], Section 10. Values of 254-255 are reserved for use
by future extensions to RADIUS. The val ue 26 has no speci al
meani ng and MJUST NOT be treated as a Vendor-Specific Attribute.
The TLV-Type is neaningful only within the context defined by
Type fields of the encapsulating Attributes, using the
dott ed- number notation introduced in [ RFC6929].

A RADI US server MAY ignore Attributes with an unknown
"TLV- Type".

A RADIUS client MAY ignore Attributes with an unknown
"TLV- Type".

A RADI US proxy SHOULD forward Attributes with an unknown
"TLV- Type" verbatim
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TLV-Length

The TLV-Length field is one octet and indicates the | ength of
this TLV, including the TLV-Type, TLV-Length, and TLV-Val ue
fields. 1t MJST have a value between 3 and 255. [If a client
or server receives a TLV with an invalid TLV-Length, then the
attribute that encapsul ates that TLV MJST be considered to be
an invalid attribute and is handl ed as per

[ RFC6929], Section 2.8.

TLVs having a TLV-Length of two (2) MJST NOT be sent; omt the
entire TLV instead.

TLV- Dat a

The TLV-Data field is one or nore octets and contains
information specific to the attribute. The format and | ength
of the TLV-Data field are deternined by the TLV-Type and
TLV-Length fi el ds.

The TLV-Data field MJUST contain only known RADI US data types.
The TLV-Data field MUST NOT contain any of the follow ng

data types: "concat", "vsa", "extended", "l ong-extended"
or "evs".
3.14. vsa

The "vsa" data type encodes vendor-specific data, as given in
[ RFC2865], Section 5.26. It is used only in the Attr-Data field of a
Vendor-Specific Attribute. It MJST NOT appear in the contents of any
other data type
Where an inplenentation determ nes that an attribute of data type
"vsa" contains data that does not match the expected format, it
SHOULD treat that attribute as being an invalid attribute.
Name

vsa
Val ue

14
Length

Five or nore octets
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For mat

0 1 2 3
01234567890123456789012345678901
B ey St S S s i I I R R S o S S S S S S S S S s S

| Vendor-1d

T S I i i i S T ok i S S SIS
| VSA-Data ...

R e i e e S S e i o S S S S S R SR S

Subfi el ds
Vendor-1d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the vendor in network byte order.

VSA- Dat a

The VSA-Data field is one or nore octets. The actual format of
the information is site specific or application specific, and a
robust inplenentation SHOULD support the field as

undi st i ngui shed octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification

The "vsa" data type SHOULD contain a sequence of "tlv"

data types. The interpretation of the TLV-Type and TLV-Data
fields is dependent on the vendor’'s definition of that
attribute.

The "vsa" data type MJST be used as the contents of the
Attr-Data field of the Vendor-Specific Attribute. The "vsa"
data type MJST NOT appear in the contents of any other

data type

DeKok St andards Track [ Page 25]



RFC 8044 Data Types in RADI US January 2017

3.15. extended

The "extended" data type encodes the "Extended Type" format, as given
in [RFC6929], Section 2.1. It is used only in the Attr-Data field of
an attribute allocated fromthe standard space. It MJST NOT appear
in the contents of any other data type.

Nanme
ext ended
Val ue
15
Length
Two or nore octets
For mat
0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Extended-Type | Ext-Data ..
B Lt r s i i i o o T s ks S R S
Subfi el ds
Ext ended- Type
The Extended-Type field is one octet. Up-to-date val ues of
this field are specified according to the policies and rules
described in [RFC6929], Section 10. Unlike the Type field
defined in [ RFC2865], Section 5, no values are allocated for
experinental or inplenentation-specific use. Values 241-255
are reserved and MJUST NOT be used.
The Extended-Type is neaningful only within a context defined
by the Type field. That is, this field may be thought of as
defining a new type space of the form "Type. Ext ended- Type"
See [ RFC6929], Section 2.1 for additional discussion

A RADI US server MAY ignore Attributes with an unknown
"Type. Ext ended- Type"

A RADIUS client MAY ignore Attributes with an unknown
"Type. Ext ended- Type"
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Ext - Dat a
The Ext-Data field is one or nore octets.
The contents of this field MUST be a valid data type as defined
in the RADIUS "Data Type" registry. The Ext-Data field
MUST NOT contain any of the follow ng data types: "concat",
"vsa", "extended", "long-extended", or "evs"
| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type.Extended-Type" to determ ne the
interpretation of the Ext-Data field.

3.16. | ong-extended
The "l ong-extended" data type encodes the "Long Extended Type"
format, as given in [RFC6929], Section 2.2. It is used only in the
Attr-Data field of an attribute. It MJUST NOT appear in the contents
of any other data type.
Narme
| ong- ext ended
Val ue
16
Length

Three or nore octets

For mat

0 1 2 3
01234567890123456789012345678901
e i T i i o T R O S O e S T S s it (o (B SR S

| Extended-Type |M T| Reserved | Ext-Data ..
R R R R e e s o S e R S S S S S S e e e e e
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Subfi el ds
Ext ended- Type

This field is identical to the Extended-Type field defined
above in Section 3.15.

M ( More)

The More field (Mflag) is one (1) bit in length and indicates
whet her or not the current attribute contains "nore" than

251 octets of data. The Mrre field MIST be clear (0) if the
Length field has a value less than 255. The More field MAY be
set (1) if the Length field has a value of 255.

If the More field is set (1), it indicates that the Ext-Data
field has been fragnented across nmultiple RADIUS attri butes.

When the More field is set (1), the Attribute MJIST have a
Length field value of 255; there MJUST be an attribute follow ng
this one; and the next attribute MJST have both the same Type
and Extended-Type. That is, multiple fragments of the same

val ue MUST be in order and MJST be consecutive attributes in
the packet, and the last attribute in a packet MJUST NOT have
the More field set (1).

That is, a packet containing a fragnented attri bute needs to
contain all fragments of the attribute, and those fragments
need to be contiguous in the packet. RADIUS does not support
i nter-packet fragnentation, which neans that fragnenting an
attribute across nultiple packets is inpossible.

If a client or server receives an attribute fragment with the
More field set (1), but for which no subsequent fragnent can be
found, then the fragmented attribute is considered to be an
invalid attribute and is handl ed as per [RFC6929], Section 2.8.

T (Truncation)

This field is one bit in size and is called "T" for Truncation
It indicates that the attribute is intentionally truncated in
this chunk and is to be continued in the next chunk of the
sequence. The conbination of the Mflag and the T flag
indicates that the attribute is fragnented (M flag) but that
all of the fragnents are not available in this chunk (T flag).
Proxi es inplenenting [ RFC6929] will see these attributes as

DeKok St andards Track [ Page 28]



RFC 8044

DeKok

Data Types in RADI US January 2017

invalid (they will not be able to reconstruct then), but they
will still forward them as Section 5.2 of [RFC6929] indicates
that they SHOULD forward unknown attributes anyway.

Pl ease see [RFC7499] for further discussion of the uses of
this flag.

Reser ved

This field is six bits long and is reserved for future use.
| mpl enentati ons MUST set it to zero (0) when encoding an
attribute for sending in a packet. The contents SHOULD be
i gnored on reception.

Future specifications may define one or nore additiona
meani ngs for this field. Inplenentations therefore MJUST NOT
treat this field as invalid if it is non-zero

- Dat a
The Ext-Data field is one or nbre octets.

The contents of this field MUST be a valid data type as defined
in the RADIUS "Data Type" registry. The Ext-Data field MJST
NOT contain any of the followi ng data types: "concat", "vsa"
"ext ended", "long-extended", or "evs"

| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type.Extended-Type" to determ ne the
interpretation of the Ext-Data field.

The length of the data MJUST be taken as the sum of the |engths
of the fragments (i.e., Ext-Data fields) fromwhich it is
constructed. Any interpretation of the resulting data MJST
occur after the fragnments have been reassenbled. |If the
reassenbl ed data does not match the expected format, each
fragment MJST be treated as an invalid attribute, and the
reassenbl ed data MJUST be di scarded

We note that the maxi mum size of a fragmented attribute is
limted only by the RADI US packet length limtation

| mpl enent ati ons MUST be able to handl e the case where one
fragmented attribute conpletely fills the packet.
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3.17. evs

The "evs" data type encodes an Ext ended- Vendor-Specific Attribute, as
given in [ RFC6929], Section 2.4. The "evs" data type is used solely
to extend the vendor-specific space. It MAY appear inside of an
"extended" data type or a "long-extended" data type. It MJST NOT
appear in the contents of any other data type.
Where an inplenentation determ nes that an attribute of data type
"evs" contains data that does not match the expected format, it
SHOULD treat that attribute as being an invalid attribute.
Nanme

evs
Val ue

17
Length

Six or nore octets

For mat

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Vendor -1 d

B s S S i i i ks a ks st S S S S S S
| Vendor-Type | EVS-Data ...

R R R R e e s o S e R S S S S S S e e e e e

Subfi el ds
Vendor-1d

The 4 octets are the Network Managenent Private Enterprise Code
[ PEN] of the vendor in network byte order.

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the vendor.
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EVS- Dat a
The EVS-Data field is one or nore octets. |t SHOULD
encapsul ate a previously defined RAD US data type.
Non- st andard data types SHOULD NOT be used. W note that the
EVS-Data field may be of data type "tlv".
The actual format of the information is site specific or
application specific, and a robust inplenentation SHOULD
support the field as undi stingui shed octets. W recognize that
vendors have conplete control over the contents and format of
the Ext-Data field; at the sane tine, we recomend that good
practices be foll owed.

Further codification of the range of allowed usage of this
field is outside the scope of this specification.

4. Updated Registries
This section defines a new | ANA registry for RADI US data types and
then updates the existing "RADIUS Attribute Types" registry to use
the data types fromthe new registry.

4.1. New "Data Type" Registry
This section defines a new registry |located under "RAD US Types"
called "Data Type". The registration procedures for the "Data Type"
registry are "Standards Action" [RFC5226].
The "Data Type" registry contains three colums of data, as follows.

Val ue

The nunber of the data type. The Value field is an artifact of
the registry and has no on-the-w re neaning.

Description

The nane of the data type. This field is used only for the
regi stry and has no on-the-w re neaning.

Ref er ence

The specification where the data type was defi ned.
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contents of the registry are as foll ows.

Regi stry

registry to have a

new col umm, which is inserted between the existing "Description" and

The new colum is named "Data Type"

The
corresponding to

row, or blank if the Attribute Type is
The nane of the data type is taken fromthe RADIUS

The existing registration requirenents for the "RADIUS Attribute

This specification is concerned solely with updates to | ANA

there are no security considerations with the

i nconsi stent nanes and poorly defined entities in
I nconsi stencies in specifications can

lead to security and interoperability problens in inplenmentations.

means that an inplenmentor has fewer specifications to read.

source for the definition of data types

The

i npl ementation work is therefore sinpler and nore likely to be

The initial

Val ue Description Ref erence
1 integer [ RFC2865],
2 enum [ RFC2865] ,
3 tine [ RFC2865] ,
4 text [ RFC2865],
5 string [ RFC2865],
6 concat RFC 8044
7 ifid [ RFC3162],
8 i pvdaddr [ RFC2865] ,
9 ipv6addr [ RFC3162],
10 i pv6prefix [ RFC3162],
11 i pvédprefix [ RFCB572],
12 integer64 [ RFC6929],
13 tlv [ RFC6929],
14 vsa [ RFC2865] ,
15 extended [ RFC6929],
16 |ong-extended [RFC6929],
17 evs [ RFC6929],

4.2. Updates to the "RADIUS Attribute Types”
This section updates the "RADIUS Attribute Types"
"Ref erence" col ums
contents of that colum are the nane of a data type
the attribute in that
unassi gned.

"Data Type" registry, as defined above.
Types" registry are otherw se unchanged.

5. Security Considerations
registries. As such
docunent itself.

However, the use of

a protocol is problenatic.
Furt her, having one canonica
correct.
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The goal of this specification is to reduce anbiguities in the RADI US
protocol, which we believe will lead to nore robust and nore secure
i mpl emrent ati ons.

6. | ANA Considerations
| ANA has created one new registry, as described in Section 4. 1.

| ANA has updated the "RADIUS Attribute Types" registry, as described
in Section 4. 2.

I ANA requires that all allocation requests in the "RADIUS Attribute
Types" registry contain a Data Type field, which is required to
contain one of the "Data Type" nanes contained in the RAD US "Data
Type" registry.

| ANA requires that updates to the RADI US "Data Type" registry contain
the following fields, with the associated instructions:

* Value. I|ANAis instructed to assign the next unused integer in
sequence to new data type definitions.

* Name. |ANAis instructed to require that this nanme be unique in
the registry.

* Reference. |ANA is instructed to update this field with a
reference to the docunment that defines the data type.
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