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Session Initiation Protocol (SIP) Recording Call Flows
Abst r act

Session recording is a critical requirenment in many conmmuni cati ons
environnments, such as call centers and financial trading

organi zations. |In sone of these environnents, all calls nust be
recorded for regulatory, conpliance, and consuner-protection reasons.
The recording of a session is typically performed by sending a copy
of a media streamto a recording device. This docunent |ists cal
flows with netadata snapshots sent froma Session Recording dient
(SRC) to a Session Recording Server (SRS).

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc8068
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1

3.

1

Overvi ew

Session recording is a critical requirenment in many communi cati ons
environnments, such as call centers and financial trading

organi zations. In sone of these environnents, all calls nust be
recorded for regulatory, conpliance, and consuner-protection reasons.
The recording of a session is typically performed by sending a copy
of a nedia streamto a recording device. [RFC7865] focuses on the
recordi ng netadata that describes the Conmuni cation Session (CS).
This docunent lists few exanpl es and shows the snapshots of netadata
sent froma Session Recording Client (SRC) to Session Recording
Server (SRS). For the sake of sinplicity, the entire Session
Initiation Protocol (SIP) [RFC3261] nessages are not shown, instead
only snippets of the SIP and Session Description Protocol (SDP)

[ RFC4566] nmessages and the XM. snapshot of netadata is shown.

Ter m nol ogy

The terns used in this docunent are defined in [ RFC7865] and
[ RFC6341]. No new definitions are introduced in this docunent.

Met adat a XML | nst ances

The followi ng subsecti ons have exanples that contain the netadata
snapshot sent fromthe SRC to the SRS

Sampl e Call Fl ow

The following is a sanple call flow that shows the SRC establishing a
Recordi ng Session (RS) towards the SRS. In this exanple, the SRC
could be part of any one of the architectures described in Section 3
of [ RFC7245].
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Figure 1: Sanple Call Flow between SRC and SRS
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For the sake of sinplicity, ACKs to RE-INVITES and BYEs are not
shown. The subsequent sections describe the snapshot of netadata
sent fromthe SRC to the SRS for each of the above transactions (F1
Fn-1). There may be nultiple UPDATES/ RE-INVITES nid call to
i ndi cate snapshots of different CS changes. Depending on the
architecture described in Section 3 of [RFC7245], an SRC may be an
endpoi nt, a B2BUA, or part of the MEDI ACTRL architecture or the
Conference focus. The subsequent sections in this docunent try to
list sone exanpl e netadata snapshots for three nmjor categories.

0 The SRC recording streans unmi xed to the SRS. This includes cases
where the SRCis a SIP UA or B2BUA

0 The SRC recording mixed streans to the SRS. This includes cases
where the SRC is part of SIP conference nodel, as explained in
[ RFC4353] .

0 The SRC having a persistent RS with the SRS
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o Special flows like turret flows (used on financial trading floors
to manage call activity). A trading turret is a specialized
t el ephony key systemthat has a highly distributed swtching
architecture enabling parallel processing of calls. Figure 6 in
Section 4 of [RFC6341] has the turret use case.

Note that only those exanpl es where netadata changes are listed in
each category. For sone of the call flows, the snapshots nmay be the
sanme (like in case of endpoint or B2BUA acting as SRC) and the same
is mentioned in the text preceding the exanple.

3.2. Call Scenarios with SRC Recording Streans wi thout M xing
This section describes exanple flows where SRC can be a Sl P-UA or
B2BUA as described in Section 3 of [RFC7245]. The SRS here can be a
SIP-UA or an entity part of the MEDI ACTRL architecture described in
Section 3 of [RFC7245].

3.2.1. Exanple 1: Basic Call

Basic call between two participants, Alice and Bob, who are part of

the sane CS. In this use case, each participant sends two nmedi a
streanms (audio and video). Media streanms sent by each partici pant
are received by the other participant in this use case. In this

exanple, the SRCis a B2BUA in the path between Alice and Bob, as
described in Section 3.1.1 of [RFC7245]. Belowis the initia
snapshot sent by SRCin the INVITE to SRS. This snapshot has the
conpl ete netadata. For the sake of sinplicity, only snippets of SIP/
SDP are shown. In this exanple, the SRCs records the streans of each
participant to SRS w thout m xing.
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Met adat a snapshot for CS setup:
INVITE SRC -------------- > SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con>
Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86
; renpt e=00000000000000000000000000000000
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-nmetadata,
appl i cation/rs-netadat a-request
Cont act: <sip: 2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nmFaudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

nevi deo 49174 RTP/ AVPF 96
a=rtpnmap: 96 H. 264/ 90000
a=l abel : 97

a=sendonly

mraudi o 51372 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

nevi deo 49176 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 99
a=sendonl y
- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >
<dat anode>conpl et e</ dat anode>
<group group_i d="7+0TCyoxTrnmgngy A/ 1weDAg==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
<l-- Standardi zed extension -->
<cal | -center xm ns="urn:ietf:parans:xm:ns:callcenter’>
<supervi sor>si p: al i ce@t| ant a. conx/ supervi sor >
</call-center>
<nydata xm ns="http://exanpl e.com ny’ >
<structure>FQO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ group>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<si pSessi onl D>ab30317f 1a784dc48f f 824d0d3715d86;
renot e=47755a9de7794ba387653f 2099600ef 2</ si pSessi onl D>
<gr oup-r ef >7+0OTCyoxTngnyy A/ 1weDAg==
</ group-ref>
<l-- Standardi zed extension -->
<nydata xm ns="http://exanpl e.com ny’ >
<structure>FOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ sessi on>
<partici pant
partici pant _i d="srf BEl mCRp2QB23b7MkOw==">
<nanel D aor ="si p: alice@tl anta. coni >
<nanme xnl :lang="it">Ali ce</nanme>
</ nanel D>
<l-- Standardi zed extension -->
<nydata xm ns="http://exanpl e.com ny’ >
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ nydat a>
</ partici pant >
<parti ci pant
parti ci pant _i d="zSf PoSvdSDCmMJ3A3TRDX An==">
<nanel D aor ="si p: bob@i | oxy. coni >
<name xml :lang="it">Bob</ name>
</ nanel D>
<l-- Standardi zed extension -->
<nydata xm ns='"http://exanpl e.com ny’' >
<structure>FQOO </ structure>
<what ever >bar </ what ever >
</ mydat a>
</ partici pant >
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<stream stream i d=" UAAMTBGRQKSCMW/ LYI 4r Fw=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<l abel >96</ I abel >
</ streanp
<stream stream.i d="i 1Pz3t 05hGk8f uXl +PbwOn=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<l abel >97</ | abel >
</ streanr
<stream stream.i d="8zc6e0l YTI W | NA6GR+3ag=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >98</| abel >
</ streanr
<stream stream.i d="Ei Xd c+4Tr uqqoDaNE76ag=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<l abel >99</ | abel >
</ streanp
<sessi onr ecor di ngassoc sessi on_i d="hVpd7YQyRW2nD22h7gq60JQ==">
<associ ate-ti me>2010-12- 16T23: 41: 07Z</ associ ate-ti ne>
</ sessi onr ecor di ngassoc>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl mCRp2QB23b7MokOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx An=="
sessi on_i d="hVpd7YQQRWND22h7q60JQ==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant streanassoc
partici pant i d="srf BEl nCRp2QB23b7MkOw=="">
<send>i 1Pz3t 05hCGk8f uXl +PbwCw==</ send>
<send>UAAMTE GRQKSCMW LYI 4r Fw==</ send>
<recv>8zc6e0l YTI W | NA6GR+3ag==</recv>
<recv>Ei XA c+4TruqgoDaNE76ag==</recv>
</ partici pant streanassoc>
<parti ci pant streanassoc
parti ci pant _i d="zSf PoSvdSDCmMJ3A3TRDX An==">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei XA c+4TruqgoDaNE76ag==</ send>
<r ecv>UAAMTE GRQKSCMW LYI 4r Fw==</r ecv>
<r ecv>i 1Pz3t 05hCGk8f uXl +PbwCw==</r ecv>
</ partici pant streanassoc>
</ recordi ng>
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3. 2.

2.

Exanpl e 2: Hol d/ Resune

A call between two participants Alice and Bob is established and an
RS is created for recording, as in exanple 1. Bob puts Alice on hold
and then resunes as part of the same CS. The 'send’” and 'recv’ XM
el ements of a 'participantstreamassoc’ XM el enent is used to

i ndi cate whether or not a participant is contributing to a nedia
stream SRC sends a shapshot with only the changed XM el enents.

During hold

Met adat a snapshot for CS hol d:
RE-INVITE SRG- --------mmmmmmommm - >SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conP; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp
Cal I -1 D: d253c800- b0d1ea39- 4a7dd- 3f 0e20a
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-metadata,
appl i cation/rs-netadat a-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Length: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nmraudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

mevi deo 49174 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=l| abel : 97

a=sendonl y

mraudi 0 51372 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l| abel : 98

a=sendonl y
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mevi deo 49176 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 99

a=sendonl y

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm:ns:recording: 1l >
<dat anode>parti al </ dat anode>
<parti ci pant streanassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw=="">
<recv>8zc6e0l YTI W | NA6GR+3ag==</recv>
<recv>Ei XA c+4TruqgoDaNE76ag==</recv>
</ partici pant streanassoc>
<parti ci pant streanassoc
parti ci pant _i d="zSf PoSvdSDCmMJ3A3TRDX An==">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei X3 c+4Tr uqqoDaNE76ag==</ send>
</ partici pant streanassoc>
</recordi ng>

In the above snippet, Alice with participant_id

srf BEl nCRp2(B23b7MpkOw== only recei ves nmedi a streans and does not
send any nedia. The same is indicated by the absence of a 'send” XM
element. On the other hand, Bob (participant_id

zSf PoSvdSDCMJU3A3TRDxAw==) woul d be sendi ng nedia, but he does not
receive any nedia fromAlice; therefore, the "recv’ XML elenent is
absent in this instance.

During resumne

The snapshot now has 'send’ and 'recv’ XM elenents for both Alice
and Bob, indicating that both are receiving and sendi ng nmedi a.
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Met adat a snapshot for CS resune:
RE-INVITE SRC-------------------- >SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con>
Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-nmetadata,
appl i cation/rs-netadat a-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nmFaudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

nevi deo 49174 RTP/ AVPF 96
a=rtpnmap: 96 H. 264/ 90000
a=l| abel : 97

a=sendonly

mraudi o 51372 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

nevi deo 49176 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=l| abel : 99

a=sendonl y

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >
<dat anode>parti al </ dat anode>
<parti ci pant streanassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw==">
<send>i 1Pz 3t 05hCGk8f uXl +PbwCw==</ send>
<send>UAAMTE GRQKSCMW LYI 4r Fw==</ send>
<recv>8zc6e0l YTI W | NA6GR+3ag==</recv>
<recv>Ei X3 c+4Tr ugqoDaNE76ag==</r ecv>
</ partici pant streamassoc>
<parti ci pant streanassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw==">
<send>8zc6e0l YTI W I NA6GR+3ag==</ send>
<send>Ei XA c+4Tr uqgobDaNE76ag==</ send>
<r ecv>i 1Pz3t 05hCk8f uXl +PbwOn==</r ecv>
<r ecv>UAAMTEGRQKSCMWLYI 4r Fw==</r ecv>
</ partici pant streanmassoc>
</recordi ng>

3.2.3. Exanple 3:Call Transfer (RE-1NVITE and REFER Based)

A basic call between two participants, Aice and Bob, is connected,
and SRC (a B2BUA acting as SRC as per Section 3.1.1 of [RFC7245]) has
sent a snapshot as described in exanple 1. Transfer is initiated by
one of the participants (Alice). After the transfer is conpleted,
the SRC sends a snapshot of the participant changes to the SRS. In
this transfer scenario, Alice drops out after transfer is conpleted,
Bob and Carol get connected, and recording of nedia between Bob and
Carol is done by the SRC. There are two flows that can happen here
as described bel ow.

Transfer within the same session (e.g., a RE-1NVITE-based transfer):
Alice drops out and Carol is added to the same session. No change to
the session/group elenent is nade. A ’'participantsessassoc’ XM

el ement indicating that Alice has disassociated fromthe CS will be
present in the snapshot. A new 'participant’ XM el enent
representing Carol with mapping to the sane RS SDP stream used for
mappi ng earlier Alice’'s streamis sent in the snapshot. A new
"sipSessionlD XML el ement that has Universally Unique Identifier
(UUI D) tuples and that corresponds to Bob and Carol is sent in the
snapshot fromthe SRC to the SRS. Note that one half of the session
I D, that which corresponds to Bob, remains the sane.
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Met adat a snapshot for |INVITE based transfer in CS:
RE-INVITE SRC-------------------- >SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con>
Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-nmetadata,
appl i cation/rs-netadat a-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nFaudi o 49180 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

nevi deo 49182 RTP/ AVPF 96
a=rtpnmap: 96 H. 264/ 90000
a=l| abel : 97

a=sendonly

mraudi o 51374 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

nevi deo 49178 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=| abel : 99
a=sendonl y
- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >
<dat anode>parti al </ dat anode>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<si pSessi onl D>3363127f 0d084c10876dddd4f 8e5eeb9
; renot e=2272bb7e70f e41dba0025ae9a26d54cf </ si pSessi onl D>
</ sessi on>
<partici pant
partici pant _i d=" At nnllZRnOC6PnbMApkr Dz Q==" >
<nanel D aor ="si p: car ol @xanpl e. coni >
<nanme xnl :lang="it">Car ol </ name>
</ nanel D>
</ partici pant >
<parti ci pant sessi onassoc
partici pant _i d=" At nmLZRnOC6PnbMApkr Dz Q=="
sessi on_i d="hVpd7YQyRWNnD22h7q60JQ==">
<associ ate-ti me>2013-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl mMCRp2QB23b7MokOw=="
sessi on_i d="hVpd7YQyRWND22h7q60JQ==" >
<di sassoci ate-ti me>2013-12-16T23: 41: 07Z</ di sassoci ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant streanassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx Aw==">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei Xd c+4TruqgoDaNE76ag==</ send>
<recv>60JAImUTvi kOLt | i h/ Gzw==</r ecv>
<r ecv>AcR5FUd3Edi 8cACQIyY/ 3JQ==</recv>
</ partici pant streanassoc>
<parti ci pant streanassoc
partici pant _i d=" At nnlZRnOC6PnbMApkr Dz Q==" >
<send>60JAImUTvi kOLt | i h/ Gzw==</ send>
<send>AcR5FUd3Edi 8cACQIy/ 3JQ==</ send>
<recv>8zc6e0l YTI W | NA6GR+3ag==</recv>
<recv>Ei XA c+4TruqgoDaNE76ag==</recv>
<associ ate-time>2013-12-16T23: 42: 07Z</ associ ate-ti ne>
</ partici pant streanmassoc>
</recordi ng>
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Transfer with a new session (e.g., REFER-based transfer): in this
case, a new session (CS) is created and shall be part of sane CS-
group (done by the SRC).

The SRC first sends an *optional * snapshot indicating di sassociation
of the participant fromthe old CS. An SRC nay choose to just send
an INVITE with a new "session” XM elenent to inplicitly indicate
that the participants are now part of a different CS wi thout sending
di sassociation fromthe old CS. 1In this exanple, the SRC uses the
same RS. In case the SRC wishes to use a new RS, it will tear down
the current RS using normal SIP procedures (BYE) with netadata, as in
exanpl e 4.

Met adat a snapshot for REFER based transfer in CS
RE-INVITE SRC-------------------- >SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con»
Cal |l -1 D: d253c800- b0d1lea39- 4a7dd- 3f 0e20a
Session-1 D ab30317f 1a784dc48f f 824d0d3715d86
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-netadata,
appl i cation/rs-netadata-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Cont ent - Length: [I ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

mraudi o 49180 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonl y

nevi deo 49182 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=l| abel : 97

a=sendonly
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mFaudi o 51374 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

mevi deo 49178 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=l abel : 99

a=sendonl y

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposi tion: recordi ng-session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm:ns:recording:1 >
<dat anode>parti al </ dat anode>
<sessi on session_id="hVpd7YQRWND22h7q60JQ==">
<stop-ti me>2010-12- 16T23: 41: 07Z</ st op-ti me>
</ sessi on>
<parti ci pant sessi onassoc
partici pant i d="srf BEl nCRp2QB23b7MpkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<di sassoci at e-ti me>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant _i d="zSf PoSvdSDCmU3A3TRDx An=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<di sassoci at e-ti me>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
</recordi ng>

In the above snapshot, the ’participantsessi onassoc’ XM elenent is
optional as indicating a 'session’” XM elenment with a "stop-tinme’ XM
element inplicitly nmeans that all the participants associated with

t hat session have been di sassoci at ed.

The SRC sends anot her snapshot to indicate the participant change
(due to REFER) and new session information after transfer. 1In this
exanple, it is assuned that the SRC uses the sane RS to continue
recording the call. The 'sipSessionlD XM elenent in the netadata
snapshot now i ndi cates Bob and Carol in the (local, renpte) UU D
pair.
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Met adat a snapshot for REFER based transfer in CS
RE-INVITE SRC-------------------- >SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con>
Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Sessi on-1D: ab30317f 1a784dc48f f 824d0d3715d86
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-nmetadata,
appl i cation/rs-netadat a-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nFaudi o 49180 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

nevi deo 49182 RTP/ AVPF 96
a=rtpnmap: 96 H. 264/ 90000
a=l| abel : 97

a=sendonly

mraudi o 51374 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 98

a=sendonl y

nevi deo 49178 RTP/ AVPF 96
a=rtpmap: 96 H. 264/ 90000
a=l| abel : 99

a=sendonl y

- - f oobar
Cont ent - Type: application/rs-netadata
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >
<dat anode>conpl et e</ dat anode>
<sessi on session_i d="bf LZ+NTFEe CNx QTuRy QBma==">
<si pSessi onl D>3363127f 0d084c10876dddd4f 8e5eeb9
; renot e=2272bb7e70f e41dba0025ae9a26d54cf </ si pSessi onl D>
<start-time>2010-12-16T23: 41: 07Z</start-ti ne>
</ sessi on>
<partici pant
partici pant _i d="zSf PoSvdSDCMJ3A3TRDx Aw==">
<nanel D aor ="si p: Bob@i | oxy. coni />
</ partici pant >
<parti ci pant
partici pant _i d=" At nnlZRnOC6PnbMApkr Dz Q==" >
<nanel D aor ="si p: car ol @xanpl e. com'/ >
</ partici pant >
<stream stream. i d="60JAINBUTvi kOLt I i h/ Gzw=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @QBma==">
<l abel >96</ | abel >
</ streanr
<stream stream. i d="AcR5FUd3Edi 8cACQJy/ 3JQ=="
sessi on_i d=" bf LZ+NTFEe CNx QTuRy QBma==" >
<l abel >97</| abel >
</ streanr
<stream stream.i d="8zc6e0l YTI W | NA6GR+3ag=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy @Bma==" >
<l abel >98</ | abel >
</ streanp
<stream stream. i d="Ei Xd c+4Tr uqqoDaNE76ag=="
sessi on_i d=" bf LZ+NTFEeCNx QTuRy QBma==" >
<l abel >99</ | abel >
</ streanr
<parti ci pant sessi onassoc
partici pant _i d="zSf PoSvdSDCMU3A3TRDx An=="
sessi on_i d=" bf LZ+NTFEe CNx QTuRy QBma==">
<associ ate-ti me>2010- 12- 16T23: 32: 03Z</ associ ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant _i d=" At nmLZRnOC6PnbMApkr Dz Q=="
sessi on_i d=" bf LZ+NTFEe CNx QTuRy QBma==" >
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant streanassoc
parti ci pant _i d="zSf PoSvdSDCmMJ3A3TRDX An==">
<send>8zc6e0l YTI W | NA6GR+3ag==</ send>
<send>Ei XA c+4Tr uqgoDaNE76ag==</ send>
<r ecv>60JAImUTvi kOLt | i h/ Gzw==</r ecv>
<r ecv>AcR5FUd3Edi 8cACQIy/ 3JQ==</recv>
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</ partici pant streanassoc>
<parti ci pant streanassoc
partici pant _i d=" At nnlZRnOC6PnbMApkr Dz Q==" >
<send>60JAIMOUTviI kOLt | i h/ Gzw==</ send>
<send>AcR5FUd3Edi 8cACQIy/ 3JQ==</ send>
<recv>8zc6e0l YTI W I NA6GR+3ag==</recv>
<recv>Ei XA c+4TruqgoDaNE76ag==</recv>
</ partici pant streanmassoc>
</recordi ng>

3.2.4. Exanple 4: Call Disconnect

Thi s exanpl e shows a snapshot of netadata sent by the SRC to the SRS
when a CS with Alice and Bob as participants is di sconnected.

SRC SRS

| |
| (1) BYE (netadata snapshot) F1
|
|

BYE si p: 2001@xanpl e.com SI P/ 2.0
Via: SIP/2.0/UDP src. exanpl e. com branch=z9hG4bK47¢c8eb30
From <sip: 2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp
Call -1 D: d253c800- b0d1lea39-4a7dd- 3f 0e20a
Session-1 D ab30317f 1a784dc48f f 824d0d3715d86
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 102 BYE
Max- Forwar ds: 70
Require: siprec
Accept: application/rs-netadata,
appl i cation/rs-netadat a-request
Cont act: <si p: 2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: application/rs-netadata
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >
<dat anode>parti al </ dat anode>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<stop-ti me>2010-12-16T23: 41: 07Z</ st op-ti me>
</ sessi on>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl mCRp2QB23b7MokOw=="
sessi on_i d="hVpd7YQyRWND22h7q60JQ==" >
<di sassoci ate-ti me>2010-12- 16T23: 41: 07Z</ di sassoci ate-ti ne>
</ partici pant sessi onassoc>

<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDx An=="
sessi on_i d="hVpd7YQQRWND22h7q60JQ==">
<di sassoci ate-ti ne>2010-12-16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
</recordi ng>

3.3. Call Scenarios with SRC Recording Streans by M xing

This section describes a few exanple call flows where the SRC may be
part of conference nodel either as focus or a participant in
conference as explained in Section 3.1.5 of [RFC7245]. The SRS here
can be a SIP User Agent (UA) or an entity part of the MED ACTRL
architecture. Note that the disconnect case is not shown since the
net adat a snapshot will be same as for a non-nixing case

3.3.1. Exanple 1: Basic Call with SRC M xing Streans

A basic call between two participants, Alice and Bob, who are part of
one CS. In this use case, each participant calls into a conference
server (say, a Multipoint Control Unit (MCU)) to attend one of many
conferences hosted on or nmanaged by that server. Media streans sent
by each participant are received by all the other participants in the
conference. Belowis the initial snapshot sent by the SRCin the
INVITE to the SRS that has the conplete netadata. For the sake of
sinplicity, only snippets of SIP/SDP are shown. The SRC records the
streams of each participant to SRS by nmxing in this exanple. The
SRC here is part of conference nodel described in Section 3 of

[ RFC7245] as a focus and does mixing. The SRC here is not a
participant by itself and hence it does not contribute to nedia.
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Met adat a snapshot with the SRC mixing streams to the SRS
F1 INVITE SRC -----c-camnan-- > SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con>
Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Session-1D: a358d2b81a444a8c8f b05950cef 331e7
; renpt e=00000000000000000000000000000000
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-nmetadata,
appl i cation/rs-netadat a-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nmFaudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposi tion: recordi ng-session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:paramnms: xm:ns:recording:1 >
<dat anode>conpl et e</ dat anode>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<si pSessi onl D>f a3b60f 27e91441e84¢55a9a0095f 075
; renot e=a358d2b81a444a8c8f b05950cef 331e7</ si pSessi onl D>
<si pSessi onl D>ca718e1430474b5485a53aa5d0bea45e
; renot e=68caf 509b9284b7ea45f 84a049f ebf Oa</ si pSessi onl D>
<start-time>2010-12-16T23: 41: 07Z</start-ti ne>
</ sessi on>
<partici pant
partici pant _i d="srf BEl mCRp2QB23b7MkOw==">
<nanel D aor ="si p:alice@tl anta. coni >
<nanme xnl :lang="it">Ali ce</name>
</ nanel D>
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</ partici pant >
<partici pant
parti ci pant _i d="zSf PoSvdSDCmMJ3A3TRDX An==">
<narel D aor ="si p: bob@i | oxy. coni >
<nanme xnl :1ang="it">Bob</nane>
</ nanel D>
</ partici pant >
<stream stream.i d="i 1Pz3t 05hGk8f uXl +PbwCw=="
sessi on_i d="hVpd7YQyRWND22h7q60JQ==" >
<l abel >96</| abel >
</ streanp
<parti ci pant sessi onassoc
partici pant i d="srf BEl nmCRp2QB23b7MokOw=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<associ ate-time>2010-12-16T23: 41: 07Z</ associ ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDX An=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<associ ate-time>2010-12-16T23: 41: 07Z</ associ ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant streanassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw==">
<send>i 1Pz3t 05hCGk8f uXl +PbwCw==</ send>
<r ecv>i 1Pz3t 05hCGk8f uXl +PbwCw==</r ecv>
</ partici pant streanmassoc>

<parti ci pant streanassoc
partici pant _i d="zSf PoSvdSDCmMJ3A3TRDx Aw==">
<send>i 1Pz 3t 05hCGk8f uXl +PbwCw==</ send>
<r ecv>i 1Pz3t 05hCGk8f uXl +PbwCw==</r ecv>
</ partici pant streanmassoc>
</recordi ng>

In the above exanple, there are two participants, Alice and Bob, in
the conference. Anong other things, the SRC sends Session-1D in the
nmet adat a snapshot. There are two Session-1Ds here: one that
corresponds to the SIP session between Alice and the Conference focus
and the other for the SIP session between Bob and the Conference
focus. In this use case, since Alice and Bob call into the
conference, these Session-1Ds are different.
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Exanpl e 2: Hol d/ Resume with SRC Recording by Mxing Streans

with SRC nmixing

streams). A call between two participants, Alice and Bob, is
established and an RS is created for recording, as in exanple 5. One
of the participants, Bob, puts Alice on hold, and then resunes as
part of the sane CS. The 'send’ and 'recv’ XM el enents of a
"participant’ XM elenment are used to indicate whether or not a
participant is contributing to a nedia stream The netadata snapshot

is represented bel ow

During hold

Met adat a snapshot when a CS partici pant goes on hold

and the SRC is mxing the streans:
RE-INVITE SRC -------------- > SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0

Via: SIP/ 2.0/ TCP src.exanpl e.com branch=z9h&4bkdf 6b622b648d9
From <sip: 2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 09839247

To: <si p:recorder @xanpl e. conp

Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a

Session-1 D a358d2b81la444a8c8f b05950cef 331e7
; renmot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6

CSeq: 101 INVITE

Max- Forwards: 70

Require: siprec

Accept: application/sdp, application/rs-netadata,

appl i cation/rs-netadat a-request

Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Cont ent - Length: [Iength]

- - f oobar
Cont ent - Type: applicati on/ SDP

mFaudi 0 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000
a=| abel : 96

a=sendonl y

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >

<dat anode>parti al </ dat anode>
<stream stream.i d="i 1Pz3t o5hGk8f uXl +PbwOn=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >96</ | abel >

</ streanr

<parti ci pant streanassoc
partici pant _i d="srf BEl mCRp2QB23b7MkOw==">
<r ecv>i 1Pz3t 05h&8f uXl +PbwCw==</r ecv>

</ partici pant streanmassoc>

<parti ci pant streanassoc
partici pant i d="zSf PoSvdSDCMJ3A3TRDXx Aw==">

<send>i 1Pz3t 05hCGk8f uXl +PbwCw==</ send>
</ partici pant streanmassoc>
</recordi ng>

During resunption, a snapshot shown below will be sent fromthe SRC
to the SRS

Met adat a snapshot when a CS partici pant resunes and
the SRC is m xing the streans:

RE-INVITE SRC -------------- > SRS

I NVI TE si p: recorder @xanpl e.com SI P/ 2.0
Via: SIP/ 2.0/ TCP src.exanpl e.com branch=z9h&G4bKdf 6b622b648d9
From <sip: 2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp
Cal | -1 D: d253c800- b0d1lea39-4a7dd- 3f 0e20a
Session-1 D a358d2b81a444a8c8f b05950cef 331e7
; renmot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwar ds: 70
Require: siprec
Accept: application/sdp, application/rs-netadata,
appl i cation/rs-netadat a-request
Cont act: <sip: 2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul tipart/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]
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- - f oobar
Cont ent - Type: application/ SDP

mraudi 0 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonl y

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:paramnms: xm : ns:recording:1 >
<dat anode>parti al </ dat anode>
<stream stream.i d="i 1Pz3t 05hCGk8f uXl +PbwOn=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==" >
<l abel >96</ | abel >
</ streanr
<parti ci pant streanassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw=="">
<send>i 1Pz3t 05h&k8f uXl +PbwCw==</ send>
<r ecv>i 1Pz3t 05hCGk8f uXl +PbwCw==</r ecv>
</ partici pant streanassoc>
<parti ci pant streanassoc
parti ci pant _i d="zSf PoSvdSDCmMJ3A3TRDX An==">
<send>i 1Pz3t 05h&8f uXl +PbwCw==</ send>
<r ecv>i 1Pz3t 05h&k8f uXl +PbwCw==</r ecv>
</ partici pant streanassoc>
</recordi ng>

3.3.3. Exanple 3: Metadata Snapshot of Joining/Dropping of a
Participant to a Session

In a conference nodel, participants can join and drop a session any
time during the session. Belowis a snapshot sent fromthe SRC to
the SRS in this case. Note the SRC here can be a focus or a
participant in the conference. 1In the case where the SRCis a
participant, it may learn the information required for netadata by
subscribing to a conference event package [RFC4575]. Assunme Alice
and Bob were in the conference and a third participant (Carol) joins,
then the SRC sends the bel ow snapshot with the indication of new
partici pant.
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Met adat a snapshot for a new participant joining CS
RE-INVITE SRC -------------- > SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conp; t ag=35e€195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. con>
Cal |l -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Session-1D: a358d2b81a444a8c8f b05950cef 331e7
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-nmetadata,
appl i cation/rs-netadat a-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nmFaudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l abel : 96

a=sendonly

- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposi tion: recordi ng-session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:paramnms: xm:ns:recording:1 >
<dat anode>parti al </ dat anode>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<si pSessi onl D>f a3b60f 27e91441e84¢55a9a0095f 075
; renot e=a358d2b81a444a8c8f b05950cef 331e7</ si pSessi onl D>
<si pSessi onl D>ca718e1430474b5485a53aa5d0bea45e
; renot e=68caf 509b9284b7ea45f 84a049f ebf Oa</ si pSessi onl D>
<si pSessi onl D>497c0f 13929643b4a16858e2a3885edc
; renot e=0e8a82bedda74f 57bed4adadda54167c4</ si pSessi onl D>
</ sessi on>
<partici pant
partici pant _i d=" At nmLZRnOC6PnbMApkr Dz Q==">
<nanel D aor ="si p: car ol @xanpl e. coni >
<narme xnl :lang="it">Carol </ name>
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</ nanel D>
</ partici pant >
<parti ci pant sessi onassoc
partici pant _i d=" At nmlZRnOC6PnbMApkr Dz Q=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<associ ate-ti me>2013-12-16T23: 41: 07Z</ associ ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant streanassoc
partici pant _i d=" At nnllZRnOC6PnbMApkr Dz Q==" >
<send>i 1Pz 3t 05hGk8f uXl +PbwCw==</ send>
<r ecv>i 1Pz3t 05h&8f uXl +PbwCw==</r ecv>
</ partici pant streanassoc>
</recordi ng>

After some tine, Alice drops fromthe conference. The SRC generates
a new snapshot showi ng Alice disassociating fromthe session

Met adat a snapshot for a participant dropping fromCS
RE-INVITE SRC -------------- > SRS

I NVI TE si p: recorder @xanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP src. exanpl e. com branch=z9hG4bKdf 6b622b648d9
From <sip:2000@xanpl e. conP; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp
Cal I -1 D: d253c800- b0d1ea39- 4a7dd- 3f 0e20a
Session-1 D a358d2b81a444a8c8f b05950cef 331e7
; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6
CSeq: 101 INVITE
Max- Forwards: 70
Require: siprec
Accept: application/sdp, application/rs-metadata,
appl i cation/rs-netadata-request
Cont act: <sip:2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: applicati on/ SDP

nmraudi o 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=| abel : 96

a=sendonly
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- - f oobar
Cont ent - Type: application/rs-netadata
Cont ent - Di sposition: recordi ng-session

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:parans: xm:ns:recording: 1l >
<dat anode>parti al </ dat anode>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<si pSessi onl D>ca718e1430474b5485a53aa5d0bea45e
; renot e=68caf 509b9284b7ea45f 84a049f ebf Oa</ si pSessi onl D>
<si pSessi onl D>497c0f 13929643b4a16858e2a3885edc
; renot e=0e8a82bedda74f 57bed4adadda54167c4</ si pSessi onl D>
</ sessi on>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl mCRp2QB23b7MpkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<di sassoci at e-ti me>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
</ recordi ng>

3.3.4. Exanple 4: Call Disconnect

When a CS is disconnected, the SRC sends a BYE with a snapshot of
nmet adat a having a session stop tine and participant di sassociation
times. The snapshot | ooks the sane as listed in Section 3.2.4.

3.4. Call Scenarios with Persistent RS between SRC and SRS

This section shows the snapshots of netadata for the cases where a
persistent RS exists between the SRC and the SRS. An SRC here nay be
a SIP UA or a B2BUA, or it may be part of a conference nodel as
either the focus or a participant in a conference. The SRS here
could be a SIP UA or an entity part of the MEDI ACTRL architecture.
Except in the disconnect case, the snapshot renmins sane as nentioned
in previous sections.
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3.4.1. Exanple 1: Metadata Snapshot during CS Disconnect with
Persi stent RS between SRC and SRS

Met adat a snapshot for a CS disconnect with a persistent RS
RE-I NVI TE sent fromSRC ----------- > SRS

I NVI TE si p: 2001@xanpl e. com SI P/ 2.0
Via: SIP/2.0/UDP src. exanpl e. com branch=z9hG4bK47¢c8eb30
From <sip: 2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp

Cal |l -1 D: d253c800- b0d1lea39-4a7dd- 3f 0e20a

Session-1 D ab30317f 1a784dc48f f 824d0d3715d86

; renot e=f 81d4f ae7dec11d0a76500a0c91e6bf 6

CSeq: 101 INVITE

Max- Forwar ds: 70

Require: siprec

Accept: application/rs-netadata,

appl i cation/rs-netadat a-request

Cont act: <sip: 2000@r c. exanpl e. conp; +si p. src
Cont ent - Type: nul ti part/ m xed; boundar y=f oobar
Content-Lengt h: [l ength]

- - f oobar
Cont ent - Type: application/rs-netadata

<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:paramnms:xm:ns:recording:1 >
<dat anode>parti al </ dat anode>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<stop-ti nme>2010-12-16T23: 41: 07Z</ st op-ti me>
</ sessi on>
<parti ci pant sessi onassoc
partici pant _i d="srf BEl mCRp2QB23b7MpkOw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<di sassoci at e-ti me>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>

<parti ci pant sessi onassoc
partici pant _i d="zSf PoSvdSDCMU3A3TRDx An=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<di sassoci at e-ti me>2010- 12- 16T23: 41: 07Z</ di sassoci ate-ti me>
</ partici pant sessi onassoc>
</ recordi ng>
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3.5. Turret-Case: Miultiple CSinto Single RS with M xed Stream

In trading-floor environnents, in order to mininize storage and
recording systemresources, it may be preferable to nmix multiple
concurrent calls (each call is one CS) on different handsets/speakers
on the sane turret into a single RS. This would nean nedia in each
CS is mixed and recorded as part of single nedia stream and nultiple
such CSs are recording in one RS froman SRC to an SRS

Taki ng an exanple where there are two CSs [CS1 and CS2]: assune

m xing is done in each of these CSs and both these CSs are recorded
as part of single RS froma single SRC, which is part of both the
CSs. There are three possibilities here:

0 CS1 and CS2 use the sane focus for mxing, and that focus is also
acting as SRC in each of the CSs.

0 One CS (e.g. CsSl) SRCis the focus and the other CS (e.g. CS2),
SRC is just one of the participants of the conference.

0o In both CS1 and CS2, the SRC is just a participant of conference.

The foll owi ng exanple shows the first possibility where CS1 and CS2
use the sane focus for nixing, and that focus is also acting as SRC
in each of the CSs.

Met adat a snapshot with two CSs recorded as part of the same RS:
INVITE SRC -----------n-- > SRS

I NVI TE si p: recorder @xanpl e.com SIP/2.0
Via: SIP/ 2.0/ TCP src.exanpl e.com branch=z9h&4bkdf 6b622b648d9
From <sip: 2000@xanpl e. conp; t ag=35e195d2- 947d- 4585- 946f - 09839247
To: <si p:recorder @xanpl e. conp
Cal | -1 D: d253c800- b0dlea39- 4a7dd- 3f 0e20a
Session-1 D a358d2b81a444a8c8f b05950cef 331e7
; renot e=00000000000000000000000000000000
Cont ent - Type: applicati on/ SDP

mraudi 0 49170 RTP/ AVP 0
a=rtpmap: 0 PCMJ 8000
a=l| abel : 96

a=sendonl y
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<?xm version="1.0" encodi ng="UTF-8"?>
<recording xm ns="urn:ietf:params: xm : ns:recording:1 >
<dat anode>conpl et e</ dat anode>
<group group_i d="7+0TCyoxTrnmgngy A/ 1weDAg==">
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ group>
<sessi on session_i d="hVpd7YQRWND22h7q60JQ==">
<si pSessi onl D>f a3b60f 27e91441e84¢55a9a0095f 075
; renot e=a358d2b81a444a8c8f b05950cef 331e7</ si pSessi onl D>
<si pSessi onl D>ca718e1430474b5485a53aa5d0bea45e
; renot e=a358d2b81a444a8c8f b05950cef 331e7</ si pSessi onl D>
<si pSessi onl D>497c0f 13929643b4a16858e2a3885edc
; renot e=a358d2h81la444a8c8f b05950cef 331e7</ si pSessi onl D>
<gr oup- r ef >7+0OTCyox Tngngy A/ 1weDAg==</ gr oup-r ef >
<start-time>2010-12-16T23: 41: 07Z</start-ti me>
</ sessi on>
<sessi on session_i d="e6370VWGEeWAG5886p18uA==">
<si pSessi onl D>ael0731ca50343a5aaae2dd0904a65de
; renot e=a358d2h81la444a8c8f b05950cef 331e7</ si pSessi onl D>
<si pSessi onl D>33c77aac7deb414cbc8c10f 363f ccb71
; renot e=a358d2b81a444a8c8f b05950cef 331e7</ si pSessi onl D>
<si pSessi onl D>f d6932e9e5f c489f ae2d5b3779723b7e
; renot e=a358d2b81a444a8c8f b05950cef 331e7</ si pSessi onl D>
<gr oup-r ef >7+0OTCyox Tngngy A/ 1weDAg==</ gr oup-r ef >
<start-time>2010-12-16T23: 43: 07Z</start-ti me>
</ sessi on>
<partici pant
partici pant _i d="srf BEl nCRp2QB23b7MpkOw=="">
<nanel D aor ="si p: alice@t!l ant a. coni >
<narme xnl:lang="it">Ali ce</name>
</ nanel D>
</ partici pant >
<partici pant
partici pant _i d="zSf PoSvdSDCMJ3A3TRDx Aw==">
<nanel D aor ="si p: Bob@i | oxy. coni >
<nanme xnl :lang="it">Bob</nane>
</ nanel D>
</ partici pant >
<partici pant
partici pant _i d="E Xd c+4TruqqoDaNE76ag==">
<nanel D aor ="si p: Car ol @xanpl e. coni >
<name xnl:lang="it">Carol </ name>
</ nanel D>
</ partici pant >
<stream stream i d=" UAAMTEGROKSCMW/ LYI 4r Fw=="
sessi on_i d="hVpd7YQyRWnD22h7q60JQ==">
<l abel >96</| abel >
</ streanr
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<parti ci pant sessi onassoc
partici pant _i d="srf BEl mMCRp2QB23b7MokOw=="
sessi on_i d="hVpd7YQyRWND22h7q60JQ==" >
<associ ate-ti me>2010-12-16T23: 41: 07Z</ associ ate-ti me>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmJ3A3TRDX An=="
sessi on_i d="hVpd7YQRWND22h7q60JQ==">
<associ ate-time>2010-12-16T23: 41: 07Z</ associ ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="zSf PoSvdSDCmMJ3A3TRDX An=="
session_i d="e6370VWGEeWAGE886p18ul==">
<associ ate-time>2010-12-16T23: 43: 07Z</ associ ate-ti ne>
</ partici pant sessi onassoc>
<parti ci pant sessi onassoc
partici pant i d="Ei Xd c+4TrugqoDaNE76ag=="
session_i d="e6370VWGEeWAGG886p18uA==">
<associ ate-time>2010-12-16T23: 43: 07Z</ associ ate-ti ne>
</ partici pant sessi onassoc>

<parti ci pant streanassoc
partici pant _i d="srf BEl nCRp2QB23b7MkOw==">
<send>UAAMTB GRQKSCMWWV LyI 4r Fw==</ send>
<r ecv>UAAMNTEGRQKSCMW LY 4r Fw==</r ecv>
</ partici pant streanmassoc>
<parti ci pant streanassoc
partici pant _i d="zSf PoSvdSDCMJ3A3TRDx Aw==">
<send>UAAMTE GRQKSCMW LyI 4r Fw==</ send>
<r ecv>UAAMNTBGRQKSCMWV LYI 4r Fw==</r ecv>
</ partici pant streanassoc>
<parti ci pant streanassoc
partici pant _i d="E Xd c+4TruqqoDaNE76ag==">
<send>UAAMTEGRQKSCMW LyI 4r Fw==</ send>
<r ecv>UAAMTEGRQKSCMW LYI 4r Fw==</r ecv>
</ partici pant streanassoc>
</recordi ng>

4. Security Considerations
Security and privacy considerations nmentioned in [RFC7865] and
[ RFC7866] have to be followed by the SRC and the SRS for setting up
RS SI P di al ogs and sendi ng net adat a.

5. | ANA Consi derati ons

Thi s docunent does not require any | ANA acti ons.
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