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BGP Large Communities Attribute

Abst r act

Thi s docunent describes the BGP Large Conmunities attribute, an
extension to BGP-4. This attribute provides a mechanismto signal
opaque information within separate namespaces to aid in routing
managenent. The attribute is suitable for use with all Autononous
System Nunbers (ASNs) including four-octet ASNSs.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc8092.
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Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

BGP [ RFC4271] inplementations typically support a routing policy

| anguage to control the distribution of routing information. Network
operators attach BGP communities to routes to associate particul ar
properties with these routes. These properties may include

i nformati on such as the route origin location, or specification of a
routing policy action to be taken, or one that has been taken, and is
applied to all routes contained in a BG Update Message where the
Comunities Attribute is included. Because BGP conmunities are
optional transitive BGP attributes, BGP comunities nmay be acted upon
or otherw se used by routing policies in other Autononmous Systens
(ASes) on the Internet.
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A BGP Comunities attribute is a variable-length attribute consisting
of a set of one or nore four-octet values, each of which specify a
community [RFC1997]. Common use of the individual values of this
attribute type split this single 32-bit value into two 16-bit val ues.
The nost significant word is interpreted as an Autononous System
Nunmber (ASN), and the least significant word is a locally defined

val ue whose neaning is assigned by the operator of the AS in the nost
significant word

Since the adoption of four-octet ASNs [ RFC6793], the BGP Conmunities
attribute can no | onger accommodate the above encoding, as a two-
octet word cannot fit a four-octet ASN. The BGP Ext ended Communiti es
attribute [ RFC4360] is also unsuitable. The six-octet |length of the
Ext ended Conmunity val ue precludes the common operational practice of
encodi ng four-octet ASNs in both the G obal Administrator and the
Local Adninistrator sub-fields.

To address these shortcomi ngs, this docunent defines a BGP Large
Comunities attribute encoded as an unordered set of one or nore
twel ve-oct et val ues, each consisting of a four-octet 4 oba
Administrator field and two four-octet operator-defined fields, each
of which can be used to denote properties or actions significant to
the operator of the AS assigning the val ues.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. BGP Large Comunities Attribute
Thi s docunent defines the BGP Large Communities attribute as an
optional transitive path attribute of variable length. Al routes

with the BGP Large Conmunities attribute belong to the communities
specified in the attribute.
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Each BGP Large Community value is encoded as a 12-octet quantity, as
fol | ows:

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| d obal Adm nistrator

B Lt r s i i i o o T s ks S R S
| Local Data Part 1

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Local Data Part 2

B T S S e s e i s S i S S S S S S T S SR S S S i S S S

G obal Administrator: A four-octet nanespace identifier
Local Data Part 1: A four-octet operator-defined val ue.
Local Data Part 2: A four-octet operator-defined val ue.

The d obal Adnministrator field is intended to allow different ASes to
define BGP Large Conmunities without collision. This field SHOULD be
an ASN, in which case the Local Data Parts are to be interpreted as
defined by the owner of the ASN. The use of Reserved ASNs (O

[ RFC7607], 65535 and 4294967295 [ RFC7300]) is NOT RECOMVENDED.

There is no significance to the order in which twelve-octet Large
Conmunity Attribute values are encoded in a Large Comunities
attribute, A BGP speaker can transnit themin any order

Duplicate BGP Large Community val ues MJUST NOT be transmitted. A
recei ving speaker MJST silently renove redundant BGP Large Comunity
val ues froma BGP Large Conmunity attribute.

4. Aggregation

If a range of routes is aggregated, then the resulting aggregate
shoul d have a BGP Large Communities attribute that contains all of
the BGP Large Communities attributes fromall of the aggregated
routes.

5. Canonical Representation

The canoni cal representation of BGP Large Communities is three
separate unsigned integers in decinmal notation in the foll ow ng
order: d obal Adninistrator, Local Data 1, Local Data 2. Nunbers
MUST NOT contain | eading zeros; a zero value MJST be represented with
a single zero. Each nunmber is separated fromthe next by a single
colon. For exanple: 64496: 4294967295: 2, 64496: 0: 0.
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BGP Large Communities SHOULD be represented in the canonica
representation.

6. FError Handling
The error handling of BGP Large Comunities is as foll ows:

0 A BGP Large Conmunities attribute SHALL be considered malfornmed if
the length of the BGP Large Conmunities Attribute value, expressed
in octets, is not a non-zero multiple of 12.

0 A BGP Large Communities attribute SHALL NOT be considered
mal formed due to presence of duplicate Large Conmunity val ues

0o A BGP UPDATE nessage with a mal formed BGP Large Communiti es
attribute SHALL be handl ed using the approach of "treat-as-
wi t hdraw' as described in Section 2 of [RFC7606].

The BGP Large Communities dobal Adninistrator field nay contain any
val ue, and a BGP Large Conmunities attribute MJIST NOT be considered
mal formed if the G obal Administrator field contains an unall ocated
unassi gned, or reserved ASN

7. Security Considerations

Thi s docunent does not change any underlying security issues

associ ated with any other BGP Communities nechanism Specifically,
an AS relying on the BGP Large Conmunities attribute carried in BGP
must have trust in every other ASin the path, as any internediate AS
in the path may have added, deleted, or altered the BGP Large
Communities attribute. Specifying the nechanismto provide such
trust is beyond the scope of this docunent.

BGP Large Communities do not protect the integrity of each community
value. Operators should be aware that it is possible for a BGP
speaker to alter BGP Large Comunity Attribute values in a BGP Update
Message. Protecting the integrity of the transitive handling of BGP
Large Conmunity attributes in a manner consistent with the intent of
expressed BGP routing policies falls within the broader scope of
securing BGP, and is not specifically addressed here.

Net wor k adm ni strators should note the recommendati ons in Section 11
of "BGP Qperations and Security" [RFC7454].
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8. | ANA Consi derati ons

| ANA has assigned the value 32 (LARGE_COVWUNITY) in the "BGP Path
Attributes" subregistry under the "Border Gateway Protocol (BGP)
Par anet ers” registry.

9. References
9.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<http://ww.rfc-editor.org/info/rfc2119>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFC4271, January 2006,
<http://ww.rfc-editor.org/infol/rfc4271>.

[ RFC7606] Chen, E., Ed., Scudder, J., Ed., Mhapatra, P., and K
Patel, "Revised Error Handling for BGP UPDATE Messages",
RFC 7606, DO 10. 17487/ RFC7606, August 2015,
<http://ww.rfc-editor.org/info/rfc7606>.

9.2. Informative References

[ RFC1997] Chandra, R, Traina, P., and T. Li, "BGP Conmmunities
Attribute", RFC 1997, DO 10.17487/RFC1997, August 1996,
<http://ww.rfc-editor.org/info/rfcl997>.

[ RFC4360] Sangli, S., Tappan, D., and Y. Rekhter, "BGP Extended
Conmmunities Attribute", RFC 4360, DO 10.17487/ RFC4360,
February 2006, <http://www.rfc-editor.org/info/rfc4360>.

[ RFC6793] Vohra, Q and E. Chen, "BGP Support for Four-Cctet
Aut ononpus System (AS) Nunber Space", RFC 6793,
DO 10.17487/ RFC6793, Decenber 2012,
<http://ww. rfc-editor.org/info/rfc6793>.

[ RFC7300] Haas, J. and J. Mtchell, "Reservation of Last Autononmous
System (AS) Nunbers", BCP 6, RFC 7300,
DA 10.17487/ RFC7300, July 2014,
<http://ww.rfc-editor.org/info/rfc7300>.

[ RFC7454] Durand, J., Pepelnjak, |I., and G Doering, "BGP Operations

and Security", BCP 194, RFC 7454, DO 10.17487/ RFC7454,
February 2015, <http://www. rfc-editor.org/infol/rfc7454>,

Heitz, et al. St andards Track [ Page 6]



RFC 8092 BGP Large Comunities February 2017

[ RFC7607] Kumari, W, Bush, R, Schiller, H, and K Patel,
"Codification of AS O Processing", RFC 7607,
DA 10.17487/ RFC7607, August 2015,
<http://www. rfc-editor.org/info/rfc7607>.

Acknowl edgrent s

The authors would like to thank Ruedi ger Vol k, Russ Wiite, Acee

Li ndem Shyam Set huram Jared Mauch, Joel M Hal pern, Jeffrey Haas,
Qunter van de Vel de, Marco Marzetti, Eduardo Ascenco Reis, Mark
Schout en, Paul Hoogsteder, Martijn Schm dt, G eg Hankins, Bertrand
Duvi vi er, Barry O Donovan, G zegorz Janoszka, Linda Dunbar, Marco
Davi ds, Gaurab Raj Upadhaya, Jeff Tantsura, Teun Vink, Adam
Davenport, Theodore Baschak, Pier Carlo Chiodi, Nabeel Cocker, lan
Di cki nson, Jan Baggen, Duncan Lockwood, David Farner, Randy Bush, Wm
Henderi ckx, Stefan Plug, Kay Rechthien, Rob Shakir, Warren Kumari,
CGert Doering, Thomas King, M kael Abrahansson, Wesley Steehouwer,
Sander Steffann, Brad Dreisbach, Martin MIlnert, Christopher Morrow,
Jay Bor kenhagen, Arnold Ni pper, Joe Provo, N els Bakker, Bill Fenner,
Tom Dal y, Ben Maddi son, Al exander Azinov, Brian Dickson, Peter van
Dijk, Julian Seifert, Tom Petch, Tom Scholl, Arjen Zonneveld, Rento
van Mook, Adam Chappell, Jussi Peltola, Kristian Larsson, Markus
Hauschi l d, Richard Steenbergen, David Freedman, Richard Hartnmann,
CGeof f Huston, Mach Chen, and Alvaro Retana for their support,

i nsightful review, and comments.

Contri butors

The followi ng people contributed significantly to the content of the
docunent :

John Heasl ey
NTT Conmuni cati ons
Emai | : heas@hr ubbery. net

Adam Si npson

Noki a
Emai | : adam 1. si npson@oki a. com

Heitz, et al. St andards Track [ Page 7]



RFC 8092 BGP Large Comunities February 2017

Aut hors’ Addr esses

Jakob Heitz (editor)

Ci sco

170 West Tasman Drive
San Jose, CA 95054
United States of Anerica

Email: jheitz@isco.com

Job Snijders (editor)

NTT Communi cati ons

Theodor us Mj of ski straat 100
Anst erdam 1065 SZ

The Net herl ands

Enmail: job@tt. net

Keyur Pat el

Arrcus, Inc.

Enmai | : keyur @urrcus. com
| gnas Bagdonas

Equi ni x

80 Cheapsi de

London EC2V 6EE

Uni ted Ki ngdom

Emai | : i bagdona.ietf@nmail.com

Nick Hilliard

I NEX

4027 Ki ngswood Road
Dublin 24

Irel and

Email: nick@nex.ie

Heitz, et al. St andards Track [ Page 8]



