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Abstract

Thi s docunent defines a Dynanic Host Configuration Protocol version 6
(DHCPv6) Option for nulticast |Pv4 service continuity solutions,
which is used to carry the IPv6 prefixes to be used to build unicast
and nulticast |Pv4-enbedded | Pv6 addresses.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc8115

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I nt roducti on

Several solutions (e.g., [RFC8114]) are proposed for the delivery of
nmul ticast services in the context of transition to I Pv6. Even if
these sol utions may have different applicable use cases, they all use
specific | Pv6 addresses that enbed | Pv4 addresses, for both multicast
group and source addresses.

Thi s docunent defines a DHCPv6 option [ RFC3315] that carries the | Pv6
prefixes to be used for constructing these |Pv4-enbedded | Pv6
addr esses.

In particular, this option can be used in the context of Dual-Stack
Lite (DS-Lite) [RFC6333], Statel ess Address plus Port (A+P)

[ RFC6346], and other IPv4-1Pv6 transition techniques.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Ter i nol ogy

Thi s docunent nakes use of the follow ng terns:

| Pv4- enbedded | Pv6 address: an | Pv6 address that enbeds a 32-bit-

encoded | Pv4 address [RFC6052]. An |Pv4-enbedded | Pv6 address can
be a unicast or a nulticast address.
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Prefix64: an |IPv6 prefix used for synthesizing | Pv4-enbedded | Pv6
addresses. A Prefix64 can be unicast or nulticast.

Note: "64" is used as an abbreviation for |Pv6-1|Pv4
i nt erconnecti on.

ASM nPrefix64: a multicast Prefix64 that belongs to the Any-Source
Mul ticast (ASM range.

SSM nPrefix64: a multicast Prefix64 which belongs to the Source-
Specific Miulticast (SSM [RFC4607] range.

uPrefix64: a unicast Prefix64 for building the | Pv4-enbedded | Pv6
addresses of multicast sources in SSM node.

3. OPTI ON_V6_PREFI X64 DHCPv6 Opti on

OPTI ON_V6_PREFI X64 (Figure 1) conveys the | Pv6 prefix(es) to be used
(e.g., by an nB4 [RFC8114]) to synthesize |Pv4-enbedded | Pv6
addr esses.

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| OPTI ON_V6_PREFI X64 | option-length |
T S T g S S
| asmlength | |
I S S .
ASM nPr ef i x64
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S
| ssmlength |
g S T S S
SSM nPrefi x64
T T o S S S S T S T T S T S S
uni cast - | engt h|
R ol ok I S SN e
uPrefix64 (Variable)
+++++++++++++++++++++++++++++++++

Figure 1: Option Format for OPTI ON_V6_PREFI X64
The fields of the option shown in Figure 1 are as foll ows:
option-code: OPTION V6 _PREFI X64 (see Section 6).

option-length: length of the option, in octets.
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asmlength: the prefix length for the ASM I Pv4-enbedded prefix, as
an 8-bit unsigned integer. This field represents the nunber of
valid leading bits in the prefix. This field MUST be set to 96.

ASM nPrefix64: this field identifies the IPv6 nmulticast prefix to be
used to synthesize the | Pv4-enbedded | Pv6 addresses of the
mul ticast groups in the ASM node. The conveyed multicast | Pv6
prefix MJST belong to the ASM range.

ssmlength: the prefix length for the SSM I Pv4- enbedded prefix, as
an 8-bit unsigned integer. This field represents the nunber of
valid leading bits in the prefix. This field MIST be set to 96.

SSM nPrefix64: this field identifies the IPv6 nulticast prefix to be
used to synthesize the | Pv4-enbedded | Pv6 addresses of the
mul ticast groups in SSM node. The conveyed nulticast |Pv6 prefix
MUST bel ong to the SSM range.

uni cast-length: the prefix length for the I Pv6 unicast prefix to be
used to synthesize the | Pv4-enbedded | Pv6 addresses of the
mul ti cast sources, as an 8-bit unsigned integer. As specified in
[ RFC6052], the unicast-length MIST be one of 32, 40, 48, 56, 64,
or 96. This field represents the nunber of valid leading bits in
the prefix.

uPrefix64: this field identifies the IPv6 unicast prefix to be used
in SSM node for constructing the | Pv4-enbedded | Pv6 addresses
representing the IPv4 multicast sources in the | Pv6 donain.
uPrefix64 may al so be used to extract the 1 Pv4 address fromthe
received nulticast data flows. It is a variable-size field with
the length of the field defined by the unicast-length field and is
rounded up to the nearest octet boundary. |In this case, any
addi ti onal padding bits rmust be zeroed. The address mappi ng MJST
foll ow t he guidelines docunmented in [ RFC6052].

Mul tiple instances of OPTION V6 _PREFI X64 may be returned to a DHCPv6
client. Configuration recomendations for DHCP servers are listed in
Appendi x A

Note that it was tenpting to define three distinct DHCPv6 options,

but that approach was not adopted because it has a side effect: the
specification of a DHCPv6 option that could be used to discover

uni cast Prefix64s in environments where nulticast is not enabled.
Such a side effect conflicts with the reconmendati on to support the
Vel | - Known DNS Nane heuristic discovery-based nethod for unicast-only
environnents (Section 6 of [RFC7051]).
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4.

DHCPv6 O i ent Behavi or

To retrieve the I Pv6 prefixes that will be used to synthesize unicast
and multicast |Pv4-enbedded | Pv6 addresses, the DHCPv6 client MJST

i ncl ude the OPTI ON _V6_PREFI X64 code in its OPTION ORO. |If the DHCPv6
client receives nore than one OPTI ON V6 _PREFI X64 option fromthe
DHCPv6 server

o |If each enclosed IPv6 nulticast prefix has a distinct scope
[ RFC7346], the client MJIST select the appropriate I Pv6 nulticast
prefix whose scope matches the I Pv4 nulticast address used to
synt hesi ze an | Pv4-enbedded |1 Pv6 nulticast address.

o If at least two of the received options convey |Pv6 multicast
prefixes that have the sane scope, the said options MJIST be
di scar ded

If asmlength, ssmlength and unicast-length fields are all set to O,
the DHCPv6 client MJUST behave as if OPTI ON V6_PREFI X64 had not been
received in the response received fromthe DHCPv6 server

If the asmlength field is non-null, the IPv6 prefix identified by
ASM nPrefix64 is used to synthesize | Pv4-enbedded | Pv6 nul ti cast
addresses in the ASMrange. This is achieved by concatenating the
ASM nPrefi x64 and the I Pv4 nulticast address; the I Pv4 nulticast
address is inserted in the last 32 bits of the |Pv4-enbedded | Pv6
mul ti cast address.

If the ssmlength field is non-null, the IPv6 prefix identified by
SSM nPrefix64 is used to synthesize | Pv4-enbedded | Pv6 nul ticast
addresses in the SSMrange. This is achieved by concatenating the
SSM nPrefix64 and the I Pv4 nulticast address; the | Pv4 nulticast
address is inserted in the last 32 bits of the |IPv4-enbedded | Pv6
mul ti cast address.

If the unicast-length field is non-null, the IPv6 prefix identified
by uPrefix64 is used to synthesize | Pv4-enbedded | Pv6 uni cast
addresses as specified in [ RFC6052].

Security Considerations

The security considerations docunented in [ RFC3315] and [ RFC6052] are
to be consi dered.
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6. | ANA Consi derati ons

| ANA has assigned the followi ng option code in the "Dynani c Host
Configuration Protocol for |IPv6 (DHCPv6)" registry
<htt p://ww\. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s>:

OPTI ON_V6_PREFI X64 113
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Appendi x A.  Configuration Recormendati ons for DHCP Servers

Thi s appendi x details a set of non-normative configuration
recomendat i ons:

(0]

DHCP servers supporting OPTI ON V6 _PREFI X64 nust be configured with
ASM nPrefi x64 or SSM nPrefi x64, and nmay be configured with both.

uPrefix64 nust al so be configured when SSM nPrefix64 is provided.
uPrefix64 may be configured when ASM nPrefi x64 is provided

Note that uPrefix64 is not mandatory for the ASM case if, for
exanpl e, a local address nmapping algorithmis supported or the
Vel | -Known Prefix (64:ff9b::/96) is used.

Bot h ASM nPrefi x64 and SSM nPrefi x64 may be configured and
therefore be returned to a requesting DHCP client in the same

OPTI ON_V6_PREFI X64. |In particular, if both SSM and ASM nodes are
supported, ASM nPrefix64 and SSM nPrefix64 prefixes nust be
configured. For SSM depl oynents, both SSM nPrefix64 and uPrefi x64
must be confi gured.

When a nul ticast Prefix64 (ASM nPrefix64 or SSM nPrefix64) is
configured, the length of the prefix nmust be /96.

When distinct 1Pv6 nulticast address scopes [RFC7346] are required
to preserve the scope when translating | Pv4 nmulticast addresses
(Section 8 of [RFC2365]), each scope is configured as a separate
OPTI ON_V6_PREFI X64. How DHCP servers are configured to separate
mul ticast Prefix64 per scope is inplenentation specific and not
covered by this docunent.

When scope preservation is not required, only one instance of
OPTI ON_V6_PREFI X64 is confi gured.
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