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Abst r act

The WebSocket protocol enables bidirectional real-tinme comunication
between clients and servers in web-based applications. This docunent
specifies extensions to Session Description Protocol (SDP) for
application protocols using WbSocket as a transport.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc8124.
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1. Introduction

The WebSocket protocol [RFC6455] enabl es bidirectional nmessage
exchange between clients and servers on top of a persistent TCP
connection (optionally secured with Transport Layer Security (TLS)

[ RFC5246]). The initial protocol handshake nakes use of Hypertext
Transfer Protocol (HTTP) [RFC7230] senmantics, allow ng the WebSocket
protocol to reuse existing HTTP infrastructure.

Modern web browsers include a WebSocket client stack conpliant wth
the WebSocket APl [W5-API] as specified by the WBC. It is expected
that other client applications (e.g., those running on persona
conmputers, nobile devices, etc.) will also nake a WbSocket client
stack avail able. Several specifications have been witten that
define how different applications can use a WebSocket subprotocol as
a reliable transport mechani sm
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3.

3.

For exanple, [RFC7118] defines a WbSocket subprotocol as a reliable
transport mechani sm between Session Initiation Protoco

(SI P)[RFC3261] entities to enable use of SIP in web-oriented

depl oynents. Additionally, [RFC7977] defines a new WebSocket
subprotocol as a reliable transport mechani sm between Message Sessi on
Rel ay Protocol (MSRP) clients and relays. [RFC7395] defines a
WebSocket subprotocol for the Extensible Messagi ng and Presence
Protocol (XMPP). Sinmilarly, [BFCP-WEBSOCKET] defines a WebSocket
subprotocol as a reliable transport mechani sm between Bi nary Fl oor
Control Protocol (BFCP) [BFCP] entities to enable usage of BFCP in
new scenari os.

When a WebSocket subprotocol is used as a transport nechani sm between
a server and client, there needs to be a way to indicate the
connection URI fromthe server to the WbSocket client. For
applications that use Session Description Protocol (SDP) [RFC4566] to
negoti ate, the connection URI can be indicated by nmeans of an SDP
attribute. This specification defines new SDP attributes to indicate
the connection URI for the WbSocket client. Applications that use
SDP for negotiation and WbSocket as a transport protocol can use
this specification to advertise the WbSocket client connection URI

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119].

SDP Consi derati ons
1. Cenera

Applications that use the SDP O fer/Answer nmechani sm [ RFC3264] for
negoti ating nedia and al so use WbSocket or secure WebSocket as a
transport protocol MAY indicate the connection URI for the WbSocket
client via a new SDP "a=" nedi a-level attribute defined in

Section 3. 2.
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3.2. "websocket-uri" SDP Attribute

This section defines a new SDP nedi a-level attribute, "websocket -
uri", which can appear in any of the nedia sections.

Exanpl e:
a=websocket - uri:wss://exanpl e. com chat

Where "wss://exanple.com chat” is the ws-URl defined in Section 3 of
[ RFC6455] .

When the "websocket-uri" attribute is present in the nedia section of
the SDP, the IP address in "c=" line SHALL be ignored and the ful

URI SHALL be used instead to open the WbSocket connection. The
clients MIST ensure that they use the URI to open the WebSocket

connection and ignore the I P address in the "c=" line and the port in
the "n=" line.
3.3. "websocket-uri" Miltiplexing Considerations

Mul tipl exi ng characteristics of SDP attributes are described in
[ SDP-MJX]. Various SDP attribute multiplexing categories are
i ntroduced there

o The nultiplexing category of the "a=websocket-uri" attribute is
CAUTI ON

There are no multiplexing rules specified for the "websocket-uri™ SDP
nmedi a-l evel attribute. Additionally, the specification of

mul tiplexing rules for the "websocket-uri" attribute is outside the
scope of this docunent.

While it is technically possible to bundl e WebSocket, there are a
variety of reasons that nake it inpractical; thus, it is considered
unlikely to be used in practice. Therefore, the "websocket-uri" SDP
medi a-1 evel attribute defined in Section 3.2 for using WbSocket as a
transport protocol is not likely to be used with SDP bundle and is
consequently categorized as CAUTI ON for multi pl exi ng.

If future extensions define how to bundl e WebSocket, then

mul tiplexing rules for the "a=websocket-uri" attribute need to be
defined as well, for instance, in an extension of this SDP based
WebSocket negotiation specification

Ravi ndranath & Sal gueiro St andards Track [ Page 4]



RFC 8124 WebSocket SDP Attri bute March 2017

4, SDP O fer/ Answer Procedures
4.1. GCenera

An endpoint (i.e., both the offerer and the answerer) that w shes to
negoti ate WebSocket as transport protocol MJST indicate that it

wi shes to use WebSocket or secure WebSocket in the "proto" field of
the "me" line. Furthernore, the server side, which could be either
the of ferer or answerer, MJST add an "a=websocket-uri" attribute in
the nedia section whose value can be either "ws-URI" or "wss-URl", as
defined in Section 3 of [RFC6455], depending on whether it wi shes to
use WebSocket or secure WebSocket. This new attribute MJIST fol | ow
the syntax defined in Section 3. The procedures in this section
apply to an "m=" |line associated with any nedia streamthat uses
WebSocket or secure WebSocket as transport.

Both offerer or answerer can initiate a WebSocket connection. It is
expected that, based on the topology (for exanple, if the client is
behi nd NAT and server is on global |IP address), the offerer and
answerer applications decide on who will initiate the WbSocket
connection and appropriately set the "setup" attribute in SDP

foll owi ng the procedures of [RFC4145].

4.2, Generating the Initial Ofer

In order to negotiate WebSocket as a transport, an SDP offerer MJST
indicate that it wishes to use it in the "proto" field of the "m="
line. For exanple, to negotiate BFCP-over-WbSocket, the "proto"
value in the "m=" line is TCP/ WSS/ BFCP i f WebSocket is over TLS;
else, it is TCP/ W5/ BFCP, as specified in [ BFCP- WEBSOCKET] .

The of ferer SHOULD assign the SDP "setup" attribute with a value of
"active" (the offerer will be the initiator of the outgoing TCP
connection) or "passive" if the offerer wishes to be a receiver of an
i ncom ng connection. The offerer MJUST NOT assign an SDP "set up"
attribute with a "hol dconn" value. The offerer MJUST follow the
procedures described in [RFC4145] while using the "setup" attribute.
If the "setup"” attribute has a value of "passive", it MJST have a URI
in the "a=websocket-uri" attribute.
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The following is an exanple of an "m=" line for a BFCP connection
Ofer (browser):

meappl i cati on 9 TCP/ WS/ BFCP *

a=setup: active

a=connecti on: new

a=floorctrl:c-only

mFaudi o 55000 RTP/ AVP 0

nrvi deo 55002 RTP/ AVP 31

In the above exanple, the client is intending to set up the TLS/ TCP
connection; hence, the port is set to a value of 9, which is the
di scard port.

4.3. GCenerating the Answer

If the answerer accepts the offered WebSocket transport connection
in the associated SDP answer, the answerer MJST assign an SDP "set up"
attribute with a value of either "active" or "passive", according to
the procedures in [ RFC4145]. The answerer MJST NOT assign an SDP
"setup" attribute with a value of "hol dconn".

If the answerer assigns an SDP "setup" attribute with a val ue of
"active", the answerer MUST initiate the WebSocket connection
handshake by acting as client on the negotiated nedia stream towards
the URI specified in the "a=websocket-uri" SDP attribute using the
procedures described in Section 4 of [RFC6455].

If the answerer assigns an SDP "setup" attribute with a val ue of
"passive", then it MJST have a value of "ws-URI" or "wss-URI", as
defined in Section 3 of [RFC6455] in an "a=websocket-uri" SDP
attribute, depending on whether the application uses WbSocket or
secure WebSocket. This attribute MIST follow the syntax defined in
Section 3.
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The followi ng exanpl e shows a case where the server responds with a
BFCP nedi a stream over a WebSocket connection running TLS. It shows
an answer "m" line for the BFCP connection. In this exanple, since
WebSocket is running over TLS, the server answers back with an
"a=websocket-uri" attribute in the nedia section of SDP having a
"wss-URI" connection URI:

Answer (server):

m=appl i cati on 50000 TCP/ WSS/ BFCP *
a=set up: passi ve

a=connecti on: new

a=websocket - uri:wss: //bf cp-ws. exanpl e. conft oken=3170449312
a=floorctrl:s-only

a=confid: 4321

a=userid: 1234

a=floorid:1 mstream 10
a=floorid:2 mstream11

mraudi o 50002 RTP/ AVP 0

a=| abel : 10
nrFvi deo 50004 RTP/ AVP 31
a=l abel : 11

4.4. Oferer Processing of the Answer

When the offerer receives an SDP answer, if the offerer ends up
initiating the TCP connection, then it MJST foll ow the procedures in
Section 5.

4.5. Mdifying the Session

Once an of fer/answer exchange has been conpl eted, either endpoint NMAY
send a new offer in order to nodify the session. The endpoints can
reuse the existing WebSocket connection by adding an
"a=connection:existing" attribute in the nedia section of the SDP
following the rules nmentioned in [RFC4145], if the "websocket-uri"
SDP val ue and the transport paraneters indicated by each endpoint are
unchanged. Oherwise, following the rules for the initial offer/
answer exchange, the endpoints can negotiate and create a new
WebSocket connection on top of TLS/TCP or TCP
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4.6. Oferless | NVITE Scenari os

In some scenarios, an endpoint (e.g., a browser) originating the cal
(a User Agent dient or UAC) can send an offerless INVITE to the
server. The server will generate an offer in response to the INVITE
In such cases, the server MUST send an offer with the "setup"
attribute with a value of "passive" so as to accept incom ng
connection and MJST include an "a=websocket-uri" attribute in the
nmedi a section whose value MJST be either "ws-URI" or "wss-UR"
dependi ng on whet her the server wi shes to use WbSocket or secure
WebSocket. The SDP offer sent by the server will look like the
exanple in Section 4. 3.

5. Procedures at WbSocket dient

The WebSocket client MJST always initiate the outgoing TCP
connection; hence, the SDP "setup" attribute MJST al ways be "active"
for the WebSocket client in its SDP offer/answer. |In the exanple
bel ow, the WebSocket client is the offerer; hence, it assigns a
"setup" attribute with a value of "active"

The WebSocket server is a server on the Internet; hence, it MJST

al ways assign an SDP "setup" attribute with a value of "passive"

This also avoids the need to use Interactive Connectivity
Establ i shnent (I CE) between WebSocket client and WbSocket server, as
t he connection nodel here would be a typical client-to-server web
connecti on.

Once the offer/answer is conplete, the client MIUST initiate the
WebSocket connecti on handshake by sending a GET nessage on the
negoti ated nedia stream towards the URI specified in an
"a=websocket-uri" attribute, as per the procedures described in

[ RFC6455]. When no port is passed in the "a=websocket-uri"
attribute, the default port (80 or 443) is used dependi ng on whet her
the value was "ws-URI" or "wss-URl"
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6.

7.

7.

Security Considerations

An attacker may attenpt to add, nodify, or renpve an
"a=websocket-uri" attribute froma session description. This could
result in an application behaving undesirably. Consequently, it is
RECOMVENDED that integrity protection be applied to the SDP session
descriptions. For session descriptions carried in SIP [RFC3261],
SIMME is available to provide such end-to-end integrity protection.

As described in Section 10 of [RFC6455], application signalling
traffic being transported over WebSocket MJST support secure
WebSocket and SHOULD enpl oy it when conmunicating with their peers.

The WebSocket clients have to initiate the TCP connection to the
WebSocket server identified by the Fully Qualified Domain Name (FQDN)
in an "a=websocket-uri" attribute. Further, as with any other web
connection, the clients will verify the server’'s certificate. The
WebSocket client MJUST foll ow the procedures in [ RFC7525] (i ncl uding
host nane verification as per Section 6.1 in [RFC7525]) while setting
up a TLS connection with a WbSocket server.

| ANA Consi der ati ons
1. Registration of the "websocket-uri" SDP Media Attribute
Thi s docunent defines a new SDP nedi a-level attribute "websocket-uri"
in Section 3.2; IANA has registered the following SDP att-field under

the "Session Description Protocol (SDP) Paraneters" registry as
fol | ows:

websocket - uri
WebSocket Connection URI

Attribute nane:
Long-formattribute
name:

Type of attribute: medi a
Mux cat egory: CAUTI ON
Char set Dependent: No

The "websocket-uri" attribute is intended
to be used as a connection URI for opening
t he WebSocket connecti on.

A ws-URl or wss-URlI, as defined in Section
3 of [RFC6455]

Gonzal o Sal gueiro

gsal guei @i sco. com
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