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Requi rements for Password- Aut henticated Key Agreenment (PAKE) Schenes
Abstract

Passwor d- Aut henti cat ed Key Agreement (PAKE) schenes are interactive
protocols that allow the participants to authenticate each other and
derive shared cryptographic keys using a (weaker) shared password.
Thi s docunent reviews different types of PAKE schenes. Furthernore,
it presents requirenents and gi ves recommendati ons to desi gners of
new schemes. It is a product of the Crypto Forum Research G oup
(CFRG) .

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Research Task Force
(IRTF). The I RTF publishes the results of Internet-related research
and devel opnment activities. These results m ght not be suitable for
depl oynent. This RFC represents the consensus of the Crypto Forum
Research Group of the Internet Research Task Force (I RTF). Docunents
approved for publication by the IRSG are not a candidate for any

| evel of Internet Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc8125

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. I nt roducti on

Passwords are the predom nant nethod of accessing the Internet today
due, in large part, to their intuitiveness and ease of use. Since a
user needs to enter passwords repeatedly in nany connections and
applications, these passwords tend to be easy to renenber and can be
entered repeatedly with a | ow probability of error. They tend to be
| ow- grade and not-so-random secrets that are susceptible to brute-
force guessing attacks.

A Passwor d- Aut henti cat ed Key Exchange (PAKE) attenpts to address this
i ssue by constructing a cryptographi c key exchange that does not
result in the password, or password-derived data, being transmitted
across an unsecured channel. Two parties in the exchange prove
possessi on of the shared password without revealing it. Such
exchanges are therefore resistant to offline, brute-force dictionary
attacks. The idea was initially described by Bellovin and Merritt in
[ BMB2] and has received consi derabl e cryptographic attention since
then. PAKEs are especially interesting due to the fact that they can
achi eve nutual authentication without requiring any Public Key
Infrastructure (PKI).
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Different types of PAKE schenes are reviewed in this docunent. |t
defines requirenments for new schemes and gives additiona
reconmendati ons for designers of PAKE schenmes. The specific
recomendat i ons are di scussed throughout Sections 3-7. Section 8
sunmmari zes the requirenents.

The requirenents nentioned in this docunment have been di scussed with
active nmenbers and represent the consensus of the Crypto Forum
Research Group (CFRG) .

2. Requirenments Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. PAKE Taxonony

Broadl y speaking, different PAKEs satisfy their goals in a nunber of
common ways. This |leads to various design choices: how public keys

are transmitted (encrypted or not), whether both parties possess the
same representation of the password (bal anced versus augnented), and
the nunber of parties (two party versus nultiparty).

3.1. Storage of the Password

When both sides of a PAKE store the sanme representation of the
password, the PAKE is said to be "balanced". In a balanced PAKE, the
password can be stored directly in a salted state by hashing it with
a randomsalt or by representing the credential as an elenent in a
finite field (by, for instance, nmultiplying a generator froma finite
field and the password represented as a nunber to produce a "password
element"). The benefits of such PAKEs are that they are applicable
to situations where either party can initiate the exchange or both
parties can initiate sinultaneously, i.e., where they both believe
thenselves to be the "initiator". This sort of PAKE can be usefu

for mesh networking (see, for exanple, [DOT11]) or Internet of Things
applications.

When one side maintains a transform of the password and the ot her

mai ntai ns the raw password, the PAKE is said to be "augnmented”
Typically, a client will maintain the raw password (or sone
representation of it as in the bal anced case), and a server wll

mai ntain a transforned el ement generated with a one-way function

The benefit of an augnented PAKE is that it provides some protection
for the server’'s password in a way that is not possible with a

bal anced PAKE. In particular, an adversary that has successfully
obt ai ned the server’s PAKE credentials cannot directly use themto
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i mpersonate the users to other servers. The adversary has to learn
t he individual passwords first, e.g., by perfornming an (offline)
dictionary attack. This sort of PAKE is useful for strict client-
server protocols such as the one discussed in [ RFC5246].

3.2. Transm ssion of Public Keys

Al'l known PAKEs use public key cryptography. A fundanental
difference in PAKEs is how the public key is conmunicated in the
exchange.

One class of PAKEs uses symmetric key cryptography, with a key
derived fromthe password, to encrypt an epheneral public key. The
ability of the peer to denonstrate that it has successfully decrypted
the public key proves know edge of the shared password. Exanples of
this exchange include the first PAKE, called the "Encrypted Key
Exchange (EKE)", which was introduced in [BM2].

Anot her class of PAKEs transnits unencrypted public keys, |ike the

J- PAKE (Password Authenticated Key Exchange by Juggling) protoco
[JPAKE]. During key agreenent, epheneral public keys and val ues
derived using the shared password are exchanged. |[|f the passwords
mat ch, both parties can conpute a conmon secret by conbi ning
password, public keys, and private keys. The SPEKE (Strong Password-
Only Aut henticated Key Exchange) [ SPEKE] schene al so exchanges public
keys, namely Diffie-Hellman values. Here, the generator for the
public keys is derived fromthe shared secret. Afterwards, only the
public Diffie-Hell man val ues are exchanged; the generator is kept
secret. In both cases, the values that are transmtted across the
unsecured mediumare elenents in a finite field and not a random

bl ob.

A conbi nation of EKE and SPEKE is used in PACE as described in

[ BFKO9], which is, e.g., used in international travel docunments. In
this method, a nonce is encrypted rather than a key. This nonce is
used to generate a common base for the key agreenent. Wt hout
knowi ng the password, the nonce cannot be determ ned; hence, the
subsequent key agreenent will fail

3.3. Two Party versus Multiparty

The majority of PAKE protocols allow two parties to agree on a shared
key based on a shared password. Neverthel ess, there exist proposals
that allow key agreement for nore than two parties. Those protocols
al | ow key establishnent for a group of parties and are hence call ed
"Group PAKEs" or "GPAKEs". Exanples of such protocols can be found
in [ ABCPO6], while [ACGP11l] and [HYCS15] propose a generic
construction that allows the transformati on of any two-party PAKE
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into a GPAKE protocol. Another possibility of defining a multiparty
PAKE protocol is to assune the existence of a trusted server with
whi ch each party shares a password. This server enables different
parties to agree on a common secret key wi thout the need to share a
password anong thensel ves. Each party has only a shared secret with
the trusted server. For exanple, Abdalla et al. designed such a
protocol as discussed in [ AFPO5].

4. Security of PAKEs

PAKE schenmes are nodel ed on the scenario of two parties, typically
Alice and Bob, who share a password (or perhaps Bob shares a function
of the password) and would like to use it to establish a secure
session key over an untrusted link. There is a powerful adversary,
typically Eve, who would like to subvert the exchange. Eve has
access to a dictionary that is likely to contain Alice and Bob’'s
password, and Eve is capable of enunerating through the dictionary in
a brute-force manner to try and discover Alice and Bob’'s password.

Al'l PAKEs have a linmtation. |f Eve guesses the password, she can
subvert the exchange. It is therefore necessary to nodel the
I'ikelihood that Eve will guess the password to access the security of

a PAKE. If the probability of her discovering the password is a
function of interaction with the protocol participants and not a
function of conputation, then the PAKE is secure (that is, Eve is
unable to take information froma passive attack or froma single
active attack). Thus, she cannot enunerate through her dictionary

wi thout interacting with Alice or Bob for each password guess, i.e.
the only attack left is repeated guessing. Eve learns one thing from
a single active attack: whether her single guess is correct or not.

In other words, the security of a PAKE schene is based on the idea
that Eve, who is trying to inpersonate Alice, cannot efficiently
verify a password guess without interacting with Bob (or Alice). |If
she were to interact with either, she would thereby be detected.
Thus, it is inportant to balance restricting the nunber of allowed
aut hentication attenpts with the potential of a denial-of-service
vul nerability. In order to judge and conpare the security of PAKE
schenes, security proofs in conmonly accepted nodel s SHOULD be used
Each proof and nodel, however, is based on assunptions. O ten,
security proofs show that if an adversary is able to break the
schene, the adversary is also able to solve a problemthat is assuned
to be hard, such as conputing a discrete logarithm By conversion
breaki ng the schenme is considered to be a hard problemas well.

A PAKE schene SHOULD be acconpanied with a security proof wth

clearly stated assunptions and nodel s used. |In particular, the proof
MUST show that the probability is negligible that an active adversary

Schm dt I nf or mat i onal [ Page 5]



RFC 8125 PAKE Schemne Requirenents April 2017

woul d be able to pass authentication, |learn additional information
about the password, or |earn anything about the established key.

Mor eover, the authors MAY specify which underlying primtives are to
be used with the schenme or MAY consider specific use cases or
assunptions |like resistance to quantum conputers. A clear and

conpr ehensive proof is the foundation for users to trust in the
security of the schene.

4.1. Inplenentation Aspects

Aside fromthe theoretical security of a schene, practica

i npl enentation pitfalls have to be considered as well. [|f not
carefully inplenmented, even a schene that is secure in a well-defined
mat hemati cal nodel can |eak information via side channels. The
design of the schene might allow or prevent easy protection agai nst

i nformati on | eakage. In a network scenario, an adversary can neasure
the tine that the conputation of an answer takes and derive
i nformati on about secret paraneters of the schene. |If a device

operates in a potentially hostile environment, such as a snart card,
ot her side channels Iike power consunption and el ectronagnetic
emanations or even active inplenmentation attacks have to be taken
into account as well.

The devel opers of a schene SHOULD keep the inpl enentation aspects in
m nd and show how to inplenent the protocol in constant tine.
Furt hernmore, adding a di scussion about how to protect inplenentations
of the schenme in potential hostile environnents is encouraged.

4.2. Special Case: Elliptic Curves

Since Elliptic Curve Cryptography (ECC) allows for a snaller key

| ength conpared to traditional schenes based on the discrete
logarithmproblemin finite fields at sinmilar security levels, using
ECC for PAKE schenes is also of interest. |In contrast to schenes
that can use the finite field elenent directly, an additiona
chal | enge has to be considered for sone schenes based on ECC, nanely
the mapping of a randomstring to an el enent that can be conputed
with, i.e., a point on the curve. 1In sone cases, the opposite is

al so needed, i.e., the mapping of a curve point to a string that is
not di stinguishable froma random one. Wen choosing a mapping, it
is crucial to consider the inplenmentation aspects as well.

I f the PAKE schene is intended to be used with ECC, the authors
SHOULD state whether there is a mapping function needed and, if so,
discuss its requirenents. Alternatively, the authors MAY define a
mappi ng to be used with the schene.
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5.

Pr ot ocol Consi derations and Applications

I n nost cases, the PAKE schene is a building block in a nore conpl ex
protocol like |IPsec or Transport Layer Security (TLS). This can

i nfluence the choice of a suitable PAKE schene. For exanple, an
augrment ed schene can be beneficial for protocols that have a strict
server-client relationship. |f both parties can initiate a
connection of a protocol, a balanced PAKE mi ght be nore appropriate.

A special variation of the network password problem called
"Passwor d- Aut henticated Key Distribution”, is defined in [P1363] as
passwor d- aut henti cated key retrieval: "The retrieval of a key froma
secure key repository or escrow requiring authentication derived in
part froma password."

In addition to key retrieval fromescrow, there is also the variant
of two parties exchanging public keys using a PAKE in |ieu of
certificates. 1In this variant, public keys can be encrypted using a
password. Authentication key distribution can be perforned because
each side knows the private key associated with its unencrypted
public key and can al so decrypt the peer’s public key. This

techni que can be used to transforma short, one-tine code into a

| ong-term public key.

Anot her possi ble variant of a PAKE schene al |l ows conbi ni ng
authentication with certificates and the use of passwords. |In this
variant, the private key of the certificate is used to blind the
password key agreenent. For verification, the nmessage is unblinded
with the public key. A correct key establishnment therefore inplies

t he possession of the private key belonging to the certificate. This
net hod enabl es one-sided authentication as well as nutual

aut henti cati on when the password i s used.

The aut hors of a PAKE scheme MAY di scuss variations of their schene
and expl ain application scenarios where these variations are
beneficial. |In particular, techniques that allow |l ong-term (public)
key agreenment are encouraged.

Privacy

In order to establish a connection, each party of the PAKE protoco
needs to know the identity of its conmunication partner to identify
the right password for the agreenent. |n cases where a user wants to
establish a secure channel with a server, the user first has to let

t he server know which password to use by sending some kind of
identifier to the server. |If this identifier is not protected,
everyone who is able to eavesdrop on the connection can identify the
user. In order to prevent this and protect the privacy of the user
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the schene m ght provide a way to protect the transm ssion of the
user’'s identity. A sinple way to protect the privacy of a user that
conmuni cates with a server is to use a public key provided by the
server to encrypt the user’s identity.

The PAKE schenme MAY di scuss special ideas and sol uti ons about how to
protect the privacy of the users of the schene.

7. Perfornmance
The performance of a scheme can be judged along different |ines

dependi ng on the optim zation goals of the target application
Potential netrics include |atency, code size/area, power consunption,

or exchanged nessages. |In addition, there m ght be application
scenarios in which a constrained client conmunicates with a powerful
server. In such a case, the schene has to require ninimal efforts on

the client side. Note that for sone clients, the conputations m ght
even be carried out in a hardware inplenentation, which requires
different optim zations conpared to software

Furthernmore, the design of the schene can influence the cost of
protecting the inplenentation fromadversaries exploiting its
physi cal properties (see Section 4.1).

The aut hors of a PAKE scheme MAY di scuss their design choices and the
i nfluence of these choices on the performance. |n particular, the
optimization goals could be stated.

8. Requirenents

This section summari zes the requirenents for PAKE schenmes to be
compliant with this docunment based on the previously discussed
properties.

REQL: A PAKE schene MUST clearly state its features regarding
bal anced/ augnent ed ver si ons.

REQ2: A PAKE schene SHOULD cone with a security proof and clearly
state its assunptions and nodel s.

REQ3: The authors SHOULD show how to protect their PAKE schene
i npl enentation in hostile environnents, particularly, howto
i mpl ement their schene in constant tinme to prevent tining
att acks.

REQ4: |If the PAKE schene is intended to be used with ECC, the

aut hors SHOULD di scuss their requirenments for a potenti al
mappi ng or define a mapping to be used with the schene.
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The aut hors of a PAKE schene MAY di scuss its design choice
with regard to performance, i.e., its optinization goals.

The aut hors of a schenme MAY di scuss variations of their schene
that allow the use in special application scenarios. In
particular, techniques that facilitate long-term (public) key
agreenment are encouraged.

Aut hors of a scheme MAY di scuss special ideas and sol utions on
privacy protection of its users.

The aut hors MJST follow the | RTF | PR policy
<https://irtf.org/ipr>.

9. | ANA Consi derations

Thi s
10. Se

Thi s
Secu

docunent does not require any | ANA acti ons.
curity Considerations

docunment anal yzes requirenments for a cryptographic schene
rity considerations are discussed throughout the docunent.
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