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Aut hentication Indicator in Kerberos Tickets
Abst r act

Thi s docunent updates RFC 4120, as it specifies an extension in the
Kerberos protocol. It defines a new authorization data type,

AD- AUTHENTI CATI ON- | NDI CATOR.  The purpose of introducing this data

type is to include an indicator of the strength of a client’s

aut hentication in service tickets so that application services can

use it as an input into policy decisions.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc8129

Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Ker beros [RFC4120] all ows secure interaction anong users and services
over a network. It supports a variety of authentication nmechani sns
using its pre-authentication framework [ RFC6113]. The Kerberos

aut henti cation service has been architected to support password-based
aut hentication as well as multi-factor authentication using one-tinme
password devi ces, public-key cryptography, and other
pre-authentication schenes. |nplenentations that offer

pre-aut hentication nechani sns supporting significantly different
strengths of client authentication may choose to keep track of the
strength of the authentication that was used, for use as an input
into policy decisions.

Thi s docunent specifies a new authorization data type to convey

aut hentication strength information to application services.

El ements of this type appear within an AD- CAMVAC (Aut hori zati on Data
type Container Authenticated by Miltiple Message Authentication
Codes) [RFC7751] cont ai ner.

2. Docunent Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. AD Type Specification
The Key Distribution Center (KDC) MAY include authorization data of

ad-type 97, wapped in AD-CAMMAC, in initial credentials. The KDC
MAY copy it froma ticket-granting ticket into service tickets.
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The correspondi ng ad-data field contains the DER encodi ng [ X. 690] of
the following ASN.1 [ X 680] type:

AD- AUTHENTI CATI ON- | NDI CATOR :: = SEQUENCE OF UTF8String

Each UTF8String value is a short string that indicates that a
particul ar set of requirenents was net during the initial

aut hentication. These strings are intended to be conpared agai nst
known val ues. They are not intended to store structured data. Each
string MJST be either:

0o A URl that references a Level of Assurance Profile [RFC6711], or

0 A site-defined string, which MUST NOT contain a col on, whose
nmeani ng i s deternined by the real madninistrator.

Aut hori zation data el enents of type AD- AUTHENTI CATI ON- 1 NDI CATOR MUST
be included in an AD- CAMMAC container so that their contents can be
verified as originating fromthe KDC. El enents of type

AD- AUTHENTI CATI ON- | NDI CATOR MAY safely be ignored by applications and
KDCs that do not inplenment this el enment.

4. Assigned Nunbers
RFC 4120 [RFC4120] is updated in the follow ng way:

0 The ad-type nunmber 97 is assigned for AD AUTHENTI CATI ON- | NDI CATOR,
updating the table in Section 7.5.4 of RFC 4120 [ RFC4120].

o0 The table in Section 5.2.6 of RFC 4120 [ RFC4120] is updated to map
the ad-type 97 to "DER encodi ng of AD- AUTHENTI CATI ON- | NDI CATOR".

5. Security Considerations

El ements of type AD- AUTHENTI CATI ON-1 NDI CATOR are w apped i n AD- CAMVAC
contai ners. AD CAMVAC supersedes AD- KDC-1 SSUED and al | ows both
application services and the KDC to verify the authenticity of the
cont ai ned aut horization data.

KDC i npl ement ati ons MJUST use AD- CAMMAC verifiers as described in the
security considerations of RFC 7751 [RFC7751] to ensure that

AD- AUTHENTI CATI ON- | NDI CATOR el enents are not nodified by an attacker.
Application servers MJST validate the AD- CAMVAC cont ai ner before

maki ng aut hori zati on deci si ons based on AD- AUTHENTI CATI ON- | NDI CATOR

el ements. Application servers MUST NOT nake aut hori zation decisions
based on AD- AUTHENTI CATI ON- | NDI CATOR el enent s that appear outside of

AD- CAMVAC cont ai ners.
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7.

7.

Using multiple strings in AD- AUTHENTI CATI ON- | NDI CATOR nmay |ead to
anmbi guity when a service tries to nake a decision based on the

AD- AUTHENTI CATI ON- | NDI CATOR val ues. This anbiguity can be avoided if
i ndi cator values are always used as a positive indication of certain
requi renents being nmet during the initial authentication. For
exanple, if a "wthout-password” indicator is inserted whenever

aut hentication occurs without a password, a service nmight assune this
is an indication that a higher-strength client authentication
occurred. However, this indicator m ght also be inserted when no

aut hentication occurred at all (such as anonymous PKINIT).

Application service evaluation of site-defined indicators MJST
consider the realmof original authentication in order to avoid
cross-realmindicator collisions. Failure to enforce this property
can result in invalid authorization deci sions.

| ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
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Appendi x A ASN. 1 Modul e

Ker ber osV5AuUt hent i cati onl ndi cators {
iso(l) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2) nodul es(4)
aut henti cati on-i ndi cators(9)

} DEFINITIONS EXPLICIT TAGS ::= BEGA N
AD- AUTHENTI CATI ON- | NDI CATCR :: = SEQUENCE OF UTF8String
END
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