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Abst r act

TRILL (Transparent Interconnection of Lots of Links) supports multi-
access LAN (Local Area Network) links where a single link can have
multiple end stations and TRILL switches attached. Were nmultiple
TRILL switches are attached to a link, native traffic to and from end
stations on that link is handl ed by a subset of those TRILL switches
cal l ed "Appoi nted Forwarders" as originally specified in RFC 6325,
with the intent that native traffic in each VLAN be handl ed by at
nost one TRILL switch. This docunent clarifies and updates the
Appoi nt ed Forwarder mechanism It updates RFCs 6325 and 7177 and
obsol etes RFC 6439.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc8139
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1

I ntroduction

The I ETF TRILL (Transparent |nterconnection of Lots of Links)

prot ocol [RFC6325] [RFC7780] provides optimal pairw se data frame
forwardi ng wi thout configuration in nmulti-hop networks with arbitrary
topol ogy and |ink technol ogy, safe forwarding even during periods of
tenporary | oops, and support for nultipathing of both unicast and
mul ticast traffic. TRILL acconplishes these by using IS-1S
(Intermedi ate Systemto Internmediate System) [IS-1S] [RFC7176]
link-state routing and encapsul ating traffic using a header that

i ncludes a hop count. The design supports VLANs, FG.s (Fine-Gained
Label s) [RFC7172], and optinization of the distribution of

mul ti-destination frames based on VLANs and nul ticast groups.
Devices that inplement TRILL are called TRILL switches or "RBridges"
(Routing Bridges).

Section 2 of [RFC7177] discusses the environment for which the TRILL
protocol is designed and the differences between that environnent and
the typical Layer 3 routing environnent.

TRILL supports nulti-access LAN (Local Area Network) links that can
have nmultiple end stations and TRILL switches attached. Were
multiple TRILL switches are attached to a link, native traffic to and
fromend stations on that link is handled by a subset of those
switches called "Appointed Forwarders" as originally specified in

[ RFC6325], with the intent that native traffic in each VLAN be
handl ed by at nost one switch. A TRILL switch can be Appointed
Forwar der for many VLANs.

The purpose of this docunent is to update and inprove the Appointed
Forwarder nechanismand free it fromthe linmtations inposed by the
requirenent in its initial design that all appointments fit within a
TRILL Hello Protocol Data Unit (PDU). This is acconplished by
requiring support of |ink-scoped FS-LSPs (Fl oodi ng Scope Link State
PDUs) (Section 8) and providing the option to send appoi nt nent
information in those LSPs. In addition, this docunent provides a
nunber of other optional features to

1. detect inconsistent VLAN-IDto-FG [RFC7172] mappi ngs anong the
TRILL switch ports on a link, as discussed in Section 7,

2. expedite notification of ports going down so that Appointed
Forwarders can be adjusted, as discussed in Section 6, and

3. reduce or elimnate the need for "inhibition" of ports for |oop
safety, as discussed in Section 3.2.
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Thi s docunent repl aces and obsol etes [ RFC6439], incorporating the
former material in [RFC6439] with these additions. The various

optim zations are orthogonal and optional. |Inplenenters can choose
to provide all, some, or none of them and TRILL switches will still
be interoperable. |In accordance with the TRILL desi gn phil osophy,

these optim zations require zero or mninal configuration, but there
are a coupl e of configurable paraneters, as sunmarized in Section 11

As described in Appendix C, this docunent updates [ RFC6325] by
mandat i ng support of E-L1CS FS-LSPs and provi des backward
compatibility in the presence of |egacy TRILL switches that do not
provide this support. It also updates [RFC7177] by providing, as an
optional optinization, that receipt of the Port-Shutdown nessage
specified herein be treated as an event in the state machine
specified in [ RFC7177].

Thi s docunent includes reference inplenmentation details. Alternative
i npl enentations that interoperate on the wire are permtted.

The Appoi nted Forwarder nechanismis irrelevant to any |link on which
end-station service is not offered. This includes Iinks configured
as point-to-point 1S-1Slinks and any link with all TRILL switch
ports on that link configured as trunk ports. (In TRILL,
configuration of a port as a "trunk port" just neans that no
end-station service will be provided. It does not inply that al
VLANs are enabled on that port.)

The Appoi nted Forwarder nechani sm has no effect on the formation of
adj acencies, the election of the Designated RBridge (DRB) [RFCr177]
for a link, MIU matching, or pseudonode formation. Those topics are
covered in [RFC7177]. Furthernore, Appointed Forwarder status has

no effect on the forwarding of TRILL Data frames; it only affects the
handl ing of native frames to and fromend stations.

For other aspects of the TRILL base protocol, see [ RFC6325],
[ RFC7177], and [RFC7780]. |In cases of conflict between this docunent
and [ RFC6325] or [RFC7177], this docunment prevails.

1.1. Appointed Forwarders and Active-Active

As discussed in [ RFC7379], TRILL active-active provides support for
end stations connected to nultiple edge TRILL sw tches where these
connections are separate links. Since TRILL Hellos are not forwarded
bet ween these |inks, the Appointed Forwarder nechani sm as described
herei n operates separately on each such |ink
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1.2. Term nol ogy and Abbreviations

Thi s docunent uses the abbreviations and terns defined in [ RFC6325],
sonme of which are repeated bel ow for conveni ence, and additi onal
abbreviations and terns |isted bel ow

Dat a Label mapping: The mapping fromVLAN IDto FG and from FGQ to
VLAN I D.

DRB: Designated RBridge. The RBridge on a link elected as specified
in [RFC7177] to handl e certain decisions and tasks for that I|ink,
i ncludi ng forwarder appoi ntment as specified herein.

E-L1CS: Extended Level 1 Circuit Scope (Section 8).

FG.: Fine-Gained Label [RFC7172].

FS-LSP: Fl oodi ng Scope Link State PDU (Section 8).

Li nk: The means by which adjacent TRILL switches are connected. A
TRILL I'ink may be various technol ogies and, in the commobn case of
Et hernet, can be a "bridged LAN' -- that is to say, sone
conmbi nation of Ethernet links with zero or nore bridges, hubs,
repeaters, or the I|ike.

LSDB: Link State Database.

PDU:. Protocol Data Unit.

RBridge: An alternative nane for a TRILL switch.

TRILL: Transparent |nterconnection of Lots of Links or Tunnel ed
Routing in the Link Layer.

TRILL switch: A device inplenenting the TRILL protocol. An
alternative nane for an RBridge.

Trunk port: A TRILL switch port configured with the "end-station
service disable" bit on, as described in Section 4.9.1 of
[ RFC6325] .

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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2.

Appoi nted Forwarders and Their Appoi nt nent

The Appointed Forwarder on a link for VLAN-x is the TRILL switch
(RBridge) that ingresses native frames fromthe |link and egresses
native franes to the link in VLAN-x. By default, the DRB (Designated
RBridge) on a link is in charge of native traffic for all VLANs on
the link. The DRB nay, if it w shes, act as Appoi nted Forwarder for
any VLAN, and it may appoint other TRILL switches that have ports on
the I'ink as Appointed Forwarder for one or nore VLANs.

By definition, the DRB considers the other ports on the link to be
the ports with which a DRB port has adjacency on that link [RFC7177].
If the DRB | oses adjacency to a TRILL switch that it has appointed
as forwarder and the native traffic that was bei ng handl ed by that
Appoi nted Forwarder is still to be ingressed and egressed, it SHOULD
i medi at el y appoi nt anot her forwarder or itself become the forwarder
for that traffic.

It is inmportant that there not be two Appointed Forwarders on a |link
that are ingressing and egressing native frames for the same VLAN at
the sane tine. Should this occur, it could forma |oop where franes
are not protected by a TRILL Hop Count for part of the loop. (Such a
condition can even occur through two Appointed Forwarders for two

di fferent VLANs, VLAN-x and VLAN-y, if ports or bridges inside the
link are configured to nap frames between VLAN-x and VLAN-y as

di scussed in Section 2.5.) Wile TRILL tries to avoid such
situations, for loop safety there is also an "inhibition" nechanism
(see Section 3) that can cause a TRILL switch that is an Appointed
Forwarder not to ingress or egress native frames. Appointed
Forwarder status and port "inhibition" have no effect on the
reception, transmission, or forwarding of TRILL Data or TRILL IS 1S
frames. Appointed Forwarder status and inhibition only affect the
handl i ng of native franes.

As discussed in Section 5, an RBridge may have multiple ports on a
link. As discussed in [RFC7177], if there are nultiple ports with
the sane Medi a Access Control (MAC) address on the sane link, all but
one will be suspended. The case of nultiple ports on a link for the
same TRILL switch and the case of nmultiple ports with the same MAC
address on a link, as well as conbinations of these cases, are fully
acconmodat ed; however, the case of nultiple ports on a link for the
same TRILL switch is expected to be a rare condition, and the case of
duplicate MAC addresses is not recomended by either TRILL or

| EEE 802. 1 standards.
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There are six nechani sns by which an RBridge can be appoi nted or
unappoi nted as Appoi nted Forwarder:

1. assunption of appointnment, when the DRB decides to act as
Appoi nted Forwarder for a VLAN,

2. E-L1CS appointnent, as a result of appointnents sent by the DRB in
E- L1CS FS- LSPs,

3. Hello appointment, as a result of appointnments sent by the DRB in
TRILL Hell os,

4. as aresult of the DRB elections [RFC7177] as discussed in
Section 2.2,

5. as a result of a Port-Shutdown nessage as discussed in Section 6,
and

6. as a result of a local configuration action as discussed in
Section 2. 3.

Mechani sns 2 and 3 are covered in Section 2.1.
2.1. The Appointnent Databases and DRB Actions

The DRB MAY appoi nt other RBridges on the |link as Appointed
Forwarders through two nechanisns, "A" and "B", as described bel ow

Each RBridge nmintains two databases of appoi ntnent information

(1) its E-L1CS LSDB, which shows appointnments that each RBridge on
the Iink woul d nmake using nmechanismA if that RBridge were the DRB
and (2) its Hello appointment database, which shows the appointnents
nost recently sent by the DRBin a TRILL Hello. The E-L1CS LSDB is
sem - permanent and is only changed by E-L1CS FS-LSPs or |S-1S purges.
The Hell o appoi ntment database is nore transient and is conpletely
reset by each Hello received fromthe DRB that contains any

appoi ntnents; this database is also cleared under other

circunst ances, as described below. An RBridge considers itself to be
t he Appointed Forwarder for VLAN-x if this is indicated by either its
Hel | o appoi nt nent database or its E-L1CS LSDB entries fromthe DRB.
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The two nechani sns by which the DRB can appoi nt other RBridges on a
link as Appointed Forwarders are as foll ows:

(A) The inclusion of one or nore Appointed Forwarders sub-TLVs
[ RFC7176], Appointnment Bitmap APPsub-TLVs (Section 10.2), or
Appoi nt nent Li st APPsub-TLVs (Section 10.3) in E-L1CS LSPs it
sends on a link. Appointnents sent using this nethod will not be
seen by |l egacy RBridges that do not support E-L1CS (Section 8).

(B) The inclusion of one or nore Appointed Forwarders sub-TLVs
[RFC7176] in a TRILL Hello it sends on the Designated VLAN out of
the port that won the DRB election. Wen the DRB sends any
appointnents in a TRILL Hello, it nust send all appointnents it
is sending in Hellos for that link in that Hello. Any previous
appointnment it has sent in a Hello that is not included is
implicitly revoked.

To avoid the size limtations of the Hello PDU, it is RECOVWENDED
that the E-L1CS FS-LSP nethod be used to distribute forwarder
appoi ntnments and that all RBridges on a link use this nmethod to
advertise the appointnments they would nake if they were the DRB.
However, if some RBridges on a link do not support E-L1CS FS-LSPs,
then Hell o appoi ntments nust be used for the DRB to appoint such

| egacy RBridges as Appoi nted Forwarders.

Al t hough the DRB does not need to announce the VLANs for which it has
chosen to act as Appoi nted Forwarder by sending appoi ntnents for
itself, if the DRB wi shes to revoke all appointnments rmade in Hell os
for RBridges other than itself on the link, it can do so by sending a
TRILL Hello with just an appointnent for itself for sone VLAN

How t he DRB deci des what other RBridges on the link, if any, to
appoi nt as forwarder for sonme VLAN or VLANs is beyond the scope of
this docunent.

Unnecessary changes in Appointed Forwarders SHOULD NOT be nade, as
they may result in transient |ack of end-station service.

Shoul d t he network manager have ni sconfigured the enabl ed VLANs and
Appoi nted Forwarders, resulting in two RBridges believing they are
Appoi nted Forwarders for the same VLAN, the scenario described in
item4 in Section 3 will cause one or nore of the RBridges to be
inhibited for that VLAN, thus avoiding persistent |oops.
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When forwarder appointnments are being encoded for transm ssion,
different patterns of VLANs are nost efficiently encoded in different
ways. The follow ng table gives advice regarding the nost efficient
encoding for a given pattern:

sub- TLV and Ref erence
Pattern of VLAN IDs | encl osing TLV(s) and Reference

Bl ocks of consecutive VLANs
Appoi nt ed Forwarders sub-TLV [ RFC7176]
| Rout er CAPABILITY TLV [ RFC7981]
| or MI-Capability TLV [ RFC6329]

Scattered VLANs within a small range
Appoi nt mrent Bi t map APPsub-TLV (Section 10. 2)
| TRILL GENI NFO TLV [ RFC7357]

Scattered VLANs over a |large range
Appoi nt ment Li st APPsub- TLV (Section 10. 3)
| TRILL CGENI NFO TLV [ RFC7357]

2.2. Appointnent Effects of DRB El ections

When a TRILL switch port on a link wins the DRB el ection, there are
four possible cases:

1. ATRILL switch believes that it was the DRB and renai ns the DRB:
there is no change in Appointed Forwarder status. This also
applies in the corner case where a TRILL switch has nore than one
port on a link, one of which was previously the DRB el ection
wi nner but has just lost the DRB election to a different port of
the sane TRILL switch on the sanme |link (possibly due to nanagenent
configuration of port priorities). 1In this case, there also is no
change in which TRILL switch is the DRB.

2. A TRILL switch believes that it was not the DRB but has now won
the DRB el ection and becone the DRB on a link: by default, it can
act as Appointed Forwarder for any VLANs on that link that it
chooses, as long as its port is not configured as a trunk port and
has that VLAN enabled (or at |east one of its ports neets these
criteria, if it has nore than one port on the link). 1t ignores
any previous forwarder appointnent information it received from
other TRILL switches on the I|ink.
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2.

2.

3. ATRILL switch was not the DRB and does not become the DRB, but it
observes that the port winning the DRB el ecti on has changed: the
TRILL switch loses all Hello appointments. In addition, there are
two subcases:

a. The new wi nning port and the old winner are ports of different
TRILL switches on the Ilink. In this case, it switches to using
the E-L1CS FS-LSP appointnments for the winning TRILL swtch.

b. The new w nning port and the old wi nner are ports of the sane
TRILL switch, which has two (or nore) ports on the link
al t hough the Hell o appointnents are still discarded, since the
same TRILL switch is the DRB, the E-L1CS FS-LSP appoi ntnments
are unchanged.

4. The wi nning port is unchanged: as in case 1, there is no change in
Appoi nt ed Forwarder stat us.

1. Processing Forwarder Appointnents in Hellos

When a non-DRB RBridge that can offer end-station service on a link
receives a TRILL Hello that is not discarded for one of the reasons
given in [ RFC7177], it checks the source MAC address and the Port ID
and SystemIDin the Hello to determine if it is fromthe wi nning DRB
port. If it is not fromthat port, any forwarder appointnent
sub-TLVs in the Hello are ignored, and there is no change in the
receiving RBridge s Appointed Forwarder status due to that Hello.
Al'so, if no forwarder appointnent sub-TLVs are present in the TRILL
Hell o, there is no change in the receiver’s Appointed Forwarder
status due to that Hello.

However, if the TRILL Hello is fromthe winning DRB port and the
Hel I o i ncludes one or nore forwarder appoi ntnent sub-TLVs, then the
receiving RBridge sets its Hello appoi ntment dat abase to be the set
of VLANs that have both of the follow ng characteristics:

0o The VLAN is listed as an appointnent for the receiving RBridge in
the Hello, and

0 The VLAN is enabled on the port where the Hell o was received.

(I'f the appoi ntnent includes VLAN I Ds 0x000 or OxFFF, they are

i gnored, but any other VLAN IDs are still effective.) It then
becones Appoi nted Forwarder for all the VLANs for which it is
appointed in either its Hello appoi ntment database or its E-L1CS
FS-LSP appoi ntment dat abase fromthe DRB if the VLAN is enabl ed and
if the port is not configured as a trunk or IS 1S point-to-point
port. |If the receiver was Appoi nted Forwarder for any VLANs because
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they were in the Hell o appoi ntment database and they are no longer in
the Hell o appoi nt nent database, its Appointed Forwarder status for
such VLANs is revoked. For exanple, if none of these sub-TLVs in a
Hel | o appoints the receiving RBridge, then it |loses all Appointed
Forwarder status on the port where the Hello was received due to
Hel | o appoi nt nent database entries, but it retains Appointed
Forwarder status due to E-L1CS FS-LSP appoi ntnents.

The handling of one or nore forwarder appointnent sub-TLVs in a Hello
fromthe winning port that appoints the receiving RBridge is as

foll ows: an appointnent in an Appointed Forwarders sub-TLV is for a
specific RBridge and a contiguous interval of VLAN IDs; however, as
stated above, it actually appoints that RBridge as forwarder only for
the VLAN or VLANs in that range that are enabled on one or nore ports
that RBridge has on the link (ignoring any ports configured as

trunk ports or as |IS-1S point-to-point ports).

There is no reason for an RBridge to renmenber that it received a
valid appointnment Hello nessage for a VLAN that was ineffective
because the VLAN was not enabled on the port where the Hell o was
received or because the port was a trunk or point-to-point port. It
does not becone Appoi nted Forwarder for such a VLAN just because that
VLAN is |ater enabled or the port is later reconfigured.

The limtations due to the size of the Hello PDU nake it desirable to
use E-L1CS FS-LSPs for appointnent. But if Hellos need to be used,
due to TRILL switches on the link not supporting E-L1CS FS-LSPs, the
remai nder of this section provides a nethod to maxi m ze the use of
the linmted space in Hellos for forwarder appointnent.

It should be straightforward for the DRB to send, within one Hell o,

t he appointnents for several dozen VLAN IDs or several dozen bl ocks
of contiguous VLAN IDs. Should the VLANs that the DRB wi shes to
appoi nt be inconveniently distributed (for exanple, the proverbial
case where a DRB (say RB1l) wi shes to appoint RB2 as forwarder for al
even- nunbered VLANs and appoint RB3 as forwarder for all odd-nunbered
VLANs), the follow ng nethod may be used:

The network manager normally controls what VLANs are enabled on an
RBridge port. Thus, the network manager can appoint an RBridge as
forwarder for an arbitrary set of scattered VLANs by enabling only
those VLANs on the relevant port (or ports) and then having the
DRB send an appoi ntnment that appears to appoint the target RBridge
as forwarder for all VLANs. However, for proper operation and

i nter-RBridge conmuni cation, the Designated VLAN for a |ink SHOULD
be enabled on all RBridge ports on that link, and it may not be
desired to appoint the RBridge as forwarder for the

Desi gnated VLAN. Thus, in the general case, two appoi ntnents
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woul d be required, although only one appoi ntnent would be required
i f the Designated VLAN val ue were extrenmely I ow or high (such as
VLAN OXFFE) or the default value (VLAN 1).

For exanple, assune that the DRB wants RB2 to be Appoi nted Forwarder
for all even-nunbered VLANs and t he Designated VLAN for the link is
VLAN 101. The network nanager could cause all even-nunbered VLANs
plus VLAN 101 to be enabled on the relevant port of RB2 and then

with the desired effect, cause the DRB to send appointnments to RB2
appointing it forwarder for all VLANs from 1l through 100 and from 102
t hrough 4, 094.

2.2.2. Frequency of Hello Appointnents

Appoi ntmrents made through E-L1CS FS-LSPs use the same |S-1S tining
constants as those for LSP flooding. The general 1S-1S link-state
fl oodi ng mechani smis robust and includes acknow edgnents so that it
autonmatically recovers fromlost PDUs, rebooted TRILL switches, and
the like.

For Hello appointnents, it is not necessary for the DRB to include
the Hello forwarder appointnments in every TRILL Hello that it sends
on the Designated VLAN for a link. For |oop safety, every RBridge is
required to indicate, in every TRILL Hello it sends in VLAN-Xx on a
link, whether it is an Appointed Forwarder for VLAN-x for that |ink

(see item4 in Section 3, but see also Section 4). It is also
RECOMVENDED t hat the DRB have enabled all VLANs for which end-station
service will be offered on the link as well as the Designated VLAN.

Thus, the DRB will generally be inforned by other RBridges on the
link of the VLANs for which they believe that they are the Appointed
Forwarder. |f this matches the appointnents the DRB w shes to nake,
it is not required to resend its forwarder appointnents; however, for
robust ness, especially in cases such as VLAN ni sconfigurations in a
bridged LAN link, it is RECOWENDED that the DRB send its forwarder
appoi ntments on the Designated VLAN at |east once per its Hol ding
Tinme on the port that won the DRB el ection

2.2.3. Appointed Forwarders Hello Limt

The Hell o mechani sm of DRB forwarder appointment and the linmited
length of TRILL Hellos inpose a limt on the nunber of RBridges on a
link that can be Appointed Forwarders when E-L1CS FS-LSP appoi ntnents
cannot be used due to the presence of legacy RBridges. To obtain a
conservative estimate of this limt, assume that no nore than

1,000 bytes are available in a TRILL Hello for such appoi ntnents.
Assume also that it is desired to appoint various RBridges on a link
as forwarder for arbitrary non-intersecting sets of VLANs. Using the
techni que di scussed at the end of Section 2.2.1 would generally
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require two appointnents, or 12 bytes, per RBridge. Wth all owance
for sub-TLV and TLV overhead, appointnents for 83 RBridges woul d

fit in under 1,000 bytes. Including the DRB, this inplies a link
with 84 or nore RBridges attached. Links with nore than a handful of
RBri dges attached are expected to be rare, and in any case such
limtations are easily avoided by using E-L1CS FS-LSP appoi nt nent.

2.3. Effects of Local Configuration Actions on Appointnments

Di sabling VLAN-x at an RBridge port cancels any Appoi nted Forwarder
status that RBridge has for VLAN-x, unless VLAN-x is enabled on sone
other port that the RBridge has connected to the sane |ink
Configuring a port as a trunk port or point-to-point port revokes
any Appointed Forwarder status that depends on enabl ed VLANs at

that port.

Causing a port to no |longer be configured as a trunk or

poi nt-to-point port or enabling VLAN-x on a port does not necessarily
cause the RBridge to becone an Appointed Forwarder for the link that
port is on. However, such actions allow the port’s RBridge to becone
Appoi nted Forwarder by choice if it is the DRB or, if it is not the
DRB on the link, by appointnment as indicated by the Hell o appoi nt nent
dat abase or the E-L1CS FS-LSP appoi nt nent dat abase.

2.4. Overload and Appoi nted Forwarders

A TRILL switch in link-state overload [ RFC7780] will, in general, do
a poorer job of forwarding franes than a TRILL switch not in

overl oad, because the TRILL switch not in overload has full know edge
of the canpus topol ogy. For exanple, as explained in [ RFC7780], an
overl oaded TRILL switch may not be able to distribute

nmul ti-destination TRILL Data packets at all

Therefore, the DRB SHOULD NOT appoint an RBridge in overload as an
Appoi nted Forwarder, and if an Appoi nted Forwarder becones

over| oaded, the DRB SHOULD reassign VLANs fromthe overl oaded RBridge
to another RBridge on the link that is not overloaded, if one is
avai | abl e.

A counter-exanple where it would be best to appoint an RBridge in
overl oad as Appoi nted Forwarder would be if RB1 was in overload but
all end stations in the canpus in VLAN-x were on links attached to

RB1. In such a case, RBl1 would never have to route VLAN X
end-station traffic as TRILL Data packets but woul d al ways be
forwarding themlocally as native franes. 1In this case, RBl1

SHOULD NOT be di sadvantaged for selection as the VLAN x Appoi nt ed
Forwarder on any such links, even if RBl1 is in overl oad.
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There is also the case where it is unavoidable to appoint an RBridge
in overload as Appoi nted Forwarder, because all RBridges on the |ink
are in overl oad.

These cases do not violate the prohibition in the IS 1S standard
agai nst routing through an overl oaded node. Designation as an
Appoi nted Forwarder has to do with the ingress and egress of native
frames and has nothing to do with the I1S-I1S routing of TRILL Data
packets through a TRILL switch.

Over| oad does not affect DRB election, but a TRILL switch in overl oad
MAY reduce its own priority to be the DRB.

2.5.  VLAN Mapping within a Link

TRILL Hellos include a field that is set to the VLAN in which they
are sent when they are sent on a |link technol ogy such as Ethernet
that has outer VLAN labeling. (For link technol ogi es such as PPP
that do not have outer VLAN |labeling, this Hello field is ignored.)
If a TRILL Hello arrives on a different VLAN than the VLAN on which
it was sent, then VLAN napping is occurring within the link. VLAN
mappi ng between VLAN-x and VLAN-y can lead to a loop if the Appointed
Forwarders for the VLANs are different. [If such mapping within a
link was all owed and occurred on two or nore |links so that there was
a cycle of VLAN mappings, a nmulti-destination franme would | oop
forever. Such a frame would be "imortal". For a specific exanple,
see Appendi x B.

To prevent this potential problem if the DRB on a |ink detects VLAN
mappi ng by receiving a Hello in VLAN-x that was sent on VLANy, it
MUST nake or revoke appointnments so as to assure that the sane TRILL
switch (possibly the DRB) is the Appointed Forwarder on the link for
both VLAN-x and VLAN-y.

3. The Inhibition Mechani sm
A TRILL switch has, for every link on which it can offer end-station
service (that is, every link for which it can act as an Appointed
Forwarder), the following tiners, denominated in seconds:
- a DRBinhibition tiner,
- a root bridge change inhibition tinmer, and
- up to 4,094 VLAN inhibition timers, one for each |legal VLAN ID

The DRB and root bridge change inhibition timers MJIST be inpl enented.
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The | oss of native traffic due to inhibition will be nininmzed by
logically inplenenting a VLAN i nhibition tinmer per each VLAN for

whi ch end-station service will ever be offered by the RBridge on the
link; this SHOULD be done. (See Appendix A for an exanple
illustrating a potential problemthat is solved by VLAN inhibition
tinmers.) However, if inplenentation limtations nake a full set of
such timers inpractical, the VLAN inhibition tinmers for nore than one
VLAN can, with care, be merged into one tiner. |In particular, an
RBri dge MJST NOT nerge the VLAN inhibition timers for two VLANs if it
is the Appointed Forwarder for one but not for the other, as this can
| ead to unnecessary indefinitely prolonged inhibition. In a given
inplenentation limtation, there will be safe operations, albeit with
nore | oss of native franes than woul d ot herwi se be required, even if
only two VLAN inhibition timers are provided: one for the VLANs for
which the RBridge is the Appointed Forwarder and one for all other
VLANs. Thus, at least two VLAN inhibition tinmers MJIST be

i npl emented. Where a VLAN inhibition tinmer represents nore than one
VLAN, an update or test that would have been done to the tiner for
any of the VLANs is perforned on the nerged tiner

These tiners are set as foll ows:

1. On booting or managenent reset, each port will have its own set of
tinmers, even if two or nore such ports are on the sanme |ink
because the TRILL switch will not have had a chance yet to |learn
that they are on the same Iink. Al inhibition timers are set to
"expired", except the DRB inhibition tinmer that is set in
accordance with item2 below. The DRB inhibition timer is handled
differently, because each port will initially believe that it is
t he DRB.

2. Wen a TRILL switch decides that it has beconme the DRB on a |ink
including when it is first booted or reset by nanagenent, it sets
the DRB inhibition tiner to the Holding Tine of its port on that
link that won the DRB el ection

3. When a TRILL switch decides that it has |ost DRB status on a link
it sets the DRB inhibition timer to "expired"

Note: In the corner case where one port of a TRILL switch was the DRB
el ection winner but later lost the DRB election to a different port

of the sane TRILL switch on that |ink (perhaps due to nanagenent
configuration of port priorities), neither item2 nor item 3 above
applies, and the DRB timer is not changed.

4. Wen a TRILL switch RB1 receives a TRILL Hello asserting that the

sender is the Appointed Forwarder and that Hello either
(1) arrives on VLAN-x or (2) was sent on VLAN-x as indicated

East | ake, et al. St andards Track [ Page 16]



RFC 8139 TRILL: Appointed Forwarders June 2017

inside the Hello, RBl uses as its VLAN-x inhibition timer for the
link (1) that timer's existing value or (2) the Holding Time in
the received Hello, whichever is longer. A TRILL switch MJST

mai ntain VLAN inhibition timers covering a link to which it
connects if it can offer end-station service on that link, even if
it is not currently the Appointed Forwarder for any VLAN on that
link.

5. When a TRILL switch RB1 enables VLAN-x on a port connecting to a
link and VLAN-x was previously not enabled on any of RB1's ports
on that link, it sets its VLAN inhibition timer for VLAN-x for
that link toits Holding Tine for that port. This is done even if
the port is configured as a trunk or point-to-point port, as |long
as there is sone chance it mght later be configured not to be a
trunk or point-to-point port. Renenber, inhibition has no effect
on TRILL Data or 1S 1S packets; inhibition only affects native
franes.

6. Wien a TRILL switch detects a change in the common spanning tree
root bridge on a port, it sets its root bridge change inhibition
timer for the Iink to an anmount of tine that defaults to
30 seconds and is configurable to any value from 30 down to
0 seconds. This condition will not occur unless the TRILL switch
is receiving Bridge PDUs (BPDUs) on the port froman attached
bridged LAN; if no BPDUs are being received, the root bridge
change inhibition timer will never be set. It is safeto
configure this inhibition time to the settling time of an attached
bridged LAN. For exanple, if it is known that the Rapid Spanning
Tree Protocol (RSTP) [802.1Q is running throughout the attached
bridged LAN, it is safe to configure this inhibition tine to
7 seconds or, if the attached bridges have been configured to have
a mninmumBridge Hello Tiner, it is safe to configure it to
4 seconds. Further optimzations are specified in Section 3. 2.

7. When a TRILL switch decides that one of its ports (or a set of its
ports) Pl is on the sane link as another one of its ports (or set
of its ports) P2, the inhibition tiners are nerged into a single
set of inhibition timers by using the |ongest value of the
corresponding timers as the initial value of the nmerged tiners.

8. VWhen an RBridge decides that a set of its ports that it had been
treating as being on the sane Iink are no |longer on the sane |ink
those ports will necessarily be on two or nore links (up to one
link per port). This is handled by cloning a copy of the tiners
for each of the two or nore links to which the TRILL switch has
deci ded these ports connect.
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3.1. Inhibited Appointed Forwarder Behavi or

I nhibition has no effect on the receipt or forwarding of TRILL Data
packets or TRILL IS-IS packets. It only affects ingressing and
egressing native franes.

An Appoi nted Forwarder for a link is inhibited for VLAN-Xx if:
1. its DRB inhibition timer for that link is not expired,

2. its root bridge change inhibition timer for that link is not
expired, or

3. its VLAN inhibition tiner for that |ink covering VLAN-X is not
expired.

If a VLAN-x Appointed Forwarder for a link is inhibited and receives
a TRILL Data packet whose encapsul ated frame would normally be
egressed to that link in VLAN-X, it decapsul ates the native frame as
usual . However, it does not output it to, or queue it for, that
link, although, if appropriate (for exanple, the frame is
multi-destination), it may output it to, or queue it for, other
I'inks.

If a VLAN-x Appointed Forwarder for a link is inhibited and receives
a native franme in VLAN-x that would nornally be ingressed fromthat
link, the native frane is ignored, except for address | earning.

A TRILL switch with one or nore unexpired inhibition tiners, possibly
i ncluding an unexpired inhibition tiner covering VLAN-X, is stil
required to indicate in TRILL Hellos it sends on VLAN x whet her or
not it is Appointed Forwarder for VLAN-x for the port on which it
sends the Hello.

3.2. Root Bridge Change Inhibition Optim zations

The subsections bel ow specify three optini zations that can reduce the
inhibition time of an RBridge port under certain circunmstances for
changes in the root Bridge ID [802.1Q being received by that port
and thus decrease any transient interruption in end-station service
due to inhibition. TRILL switches MAY inplenment these optinizations.
In the first two optimizations, inhibition can be elinmnated entirely
under some circunstances. These optinizations are a bit heuristic in
that with some unlikely multiple changes in a bridged LAN t hat occur
simul taneously, or nearly so, the optinizations nake transient

| oopi ng nore |ikely.
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3.2.1. Optinization for Change to Lower Priority

Assume that the root Bridge ID being received on an RBridge port
changes to a newroot Bridge IDwith lower priority and a different
root Bridge MAC address due to a single change in the bridged LAN
There are two possible reasons for this:

1. The bridged LAN to which the port is connected has partitioned
into two or nore parts due to link failure or otherwi se, and the
port is connected to a part that does not contain the origina
root bridge.

2. The original root bridge has been reconfigured to have a | ower
priority, and a new root has taken over.

Both of these scenarios are safe conditions that do not require
i nhi bition.

3.2.2. Optinization for Change to Priority Only

Assume that the root Bridge |ID changes due to a single change in the
bri dged LAN but only the explicit priority portion of it changes.
This means that the 48-bit MAC address portion of the root Bridge ID
i s unchanged and the root bridge has been reconfigured to have a
different priority. Thus, the sane bridge is root, and a topol ogy
change is not indicated. Thus, it is safe to ignore this sort of
root Bridge ID change and not invoke the inhibition nmechani sm

3.2.3. Optimzing the Detection of Conpleted Settling

A dangerous case is the nerger of bridged LANs that had been separate
TRILL Iinks in the sane canpus. |n general, these |links may have had
di fferent Appointed Forwarders on them for the same VLAN. W thout

i nhi bition, loops involving those VLANs could occur after the nerger.

Only native frames egressed and ingressed by RBridges are a potenti al
problem TRILL Data packets are either

1. individually addressed (TRILL Header Mbit = 0) and will be
ignored if delivered to any incorrect TRILL switch ports or

2. multicast (TRILL Header Mbit = 1), in which case the Reverse Path
Forwar di ng Check di scards any copies delivered to incorrect TRILL
switch ports

Thus, there is no need for inhibition to affect the sending or
receiving of TRILL Data packets, and inhibition does not do so.
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However, root bridge change inhibition is only needed until TRILL
Hel | os have been exchanged on the merged bridged LAN. Hellos

i ndi cate Appoi nted Forwarder status and, in general, after an
exchange of Hellos the new nerged bridged LAN link will, if
necessary, be rendered TRILL | oop safe by VLAN i nhibition so that
root bridge change inhibition is no | onger needed.

TRILL switches are required to advertise in their link state the IDs
of the root Bridge IDs they can see. |If an RBridge port sees a
change in root Bridge ID fromRootl to Root2, it is safe to termnate
root bridge change inhibition on that port as soon as Hellos have
been received on the port fromall RBridges that can see Rootl or
Root 2, except any such RBridge that is no | onger reachable.

In further detail, when a change fromRootl to Root2 is noticed at a
port of RB1, RB1 associates with that port a list of all of the
reachabl e RBridges, other than itself, that had reported in their

LSPs that they could see either Rootl or Root2. It then renoves from
this list any RBridge that becones unreachable from RB1 or from which
it has received a Hello on that port. |If there is a subsequent

change in root Bridge ID being received before this list is enpty,
say to Root7, then those RBridges reporting in their LSPs that they
can see Root7 are added to the list. Root bridge change inhibition
can be term nated for the port as soon as either the tineout is
reached or this list of RBridges is enpty.

If the optinizations described in Sections 3.2.1 and/or 3.2.2 are in
effect at an RBridge port and indicate that no inhibition is needed,
then the mechani sm described in this section is not needed either

4., Optional TRILL Hello Reduction

I f a network manager has sufficient confidence that they know the
configuration of bridges, ports, and the like, wthin an Ethernet
link, they may be able to reduce the nunber of TRILL Hellos sent on
that link by sending Hellos in fewer VLANs -- for exanple, if al
TRILL switches on the link will see all Hellos w thout VLAN
constraints. However, because adjacencies are established in the
Desi gnhated VLAN, an RBridge MJST al ways attenpt to send Hellos in the
Desi gnat ed VLAN.

Hell o reduction nakes TRILL | ess robust in the face of decreased VLAN
connectivity within a link, such as partitioned VLANs, VLANs di sabl ed
on ports, or disagreenent over the Designhated VLAN, however, as |long
as all RBridge ports on the Iink are configured for the same

Desi red Desi gnated VLAN [ RFC6325], can see each other’s frames in
that VLAN, and utilize the nechani sns specified bel ow to update VLAN
inhibition timers, operations will be safe. (These considerations

East | ake, et al. St andards Track [ Page 20]



RFC 8139 TRILL: Appointed Forwarders June 2017

do not arise on links between RBridges that are configured as

point to point, since, in that case, each RBridge sends

poi nt-to-point Hellos, other TRILL IS-1S PDUs, and TRILL Data framnes
only in what it believes to be the Designated VLAN of the |ink
(although it may send them untagged) and no native frane end-station
service is provided. Thus, for such links, there is no reason to
send Hellos in any VLAN ot her than the Designated VLAN.)

The provision for a configurable set of "Announcing VLANs", as
described in Section 4.4.3 of [RFC6325], provides a nmechanismin the
TRILL base protocol for a reduction in TRILL Hell os.

To maintain | oop safety in the face of occasional |ost franes,

RBridge failures, link failures, new RBridges comng up on a link
and the like, the inhibition mechani smspecified in Section 3 is
still required. Strictly follow ng Section 3, a VLAN inhibition

timer can only be set by the receipt of a Hello sent or received in
that VLAN. Thus, to safely send a reduced nunber of TRILL Hell os on
a reduced nunber of VLANs requires additional nechanisns to set the
VLAN inhibition timers at an RBridge. Two such mechani sms, specified
bel ow, expand upon the nechani sns provided in Section 3. Support for
both of these mechanisnms is indicated by a capability bit in the
PORT- TRI LL- VER sub-TLV (Section 5.4 of [RFC7176]). It may be unsafe
for an RBridge to send TRILL Hellos on fewer VLANs than the set of
VLANs recommended in [ RFC6325] on a link unless all its adjacencies
on that link (excluding those in the Down state [ RFC7177]) indicate
support of these nechani sns and these nechani sns are in use

1. An RBridge RB2 MAY include in any TRILL Hell o an Appointed
Forwarders sub-TLV [ RFC7176] appointing itself for one or nore
ranges of VLANs. The Appointee N cknane field(s) in the
sel f - appoi nt ment Appoi nted Forwarders sub-TLV MJST be the sane as
the Sender N cknane in the Special VLANs and Flags sub-TLV in the
TRILL Hellos sent by RB2. This indicates that the sending RBridge
believes that it is Appointed Forwarder for those VLANs. For each
of an RBridge's VLAN inhibition tiners for every VLAN in the bl ock
or blocks listed in the Appointed Forwarders sub-TLV, the RBridge
sets that timer to either (1) its current value or (2) the Holding
Time of the Hello containing the sub-TLV, whichever is |onger.
This is backward conpatible. That is, such sub-TLVs will have no
effect on any | egacy receiving RBridge not inplenenting this
mechani sm unl ess RB2, the sending RBridge, is the DRB sending
Hel l os on the Designated VLAN. |If RB2 is the DRB, it MJST include
in the Hello all forwarder appointments, if any, for RBridges
other than itself on the link
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2. An RBridge MAY use the VLANs Appoi nted sub-TLV [RFC7176]. When
RB1 receives a VLANs Appointed sub-TLV in a TRILL Hello from RB2
on any VLAN, RB1 updates the VLAN inhibition timers for all the
VLANs that RB2 lists in that sub-TLV as VLANs for which RB2 is
Appoi nted Forwarder. Each such tinmer is updated to (1) its
current value or (2) the Holding Tine of the TRILL Hello
contai ni ng the VLANs Appoi nted sub-TLV, whichever is longer. This
sub-TLV wi || be an unknown sub-TLV to RBridges not inplenenting
it, and such RBridges will ignore it. Even if a TRILL Hello sent
by the DRB on the Designated VLAN includes one or nore VLANs
Appoi nted sub-TLVs, as |long as no Appoi nted Forwarders sub-TLVs
appear, the Hello is not required to indicate all forwarder
appoi ntment s.

Two different encodings are provided above to optinize the listing of
VLANs. Large bl ocks of contiguous VLANs are nore efficiently encoded
wi th the Appointed Forwarders sub-TLV, and scattered VLANs are nore
efficiently encoded with the VLANs Appointed sub-TLV. These

encodi ngs may be nixed in the sane Hello. The use of these sub-TLVs
does not affect the requirenment that the AF bit in the Special VLANs
and Fl ags sub-TLV MJST be set if the originating RBridge believes
that it is Appointed Forwarder for the VLAN in which the Hello

is sent.

If the above nechani sns are used on a link, then each RBridge on the
link MUST send Hellos in one or nore VLANs with such VLANs Appoi nted
sub- TLV(s) and/or self-appoi nt nent Appoi nted Forwarders sub-TLV(S),
and the AF bit is appropriately set such that no VLAN inhibition
timer will inproperly expire unless three or nore Hellos are |ost.
For exanple, an RBridge could announce all VLANs for which it
believes that it is Appointed Forwarder in a Hello sent on the

Desi gnated VLAN three tines per Holding Tine.

5. Miltiple Ports on the Same Link
A TRILL switch may have nmultiple ports on the sane Iink. Sone of
these ports may be suspended due to MAC address duplication, as
described in [RFC7177]. Suspended ports never ingress or egress
native franes

If a TRILL switch has one or nore non-suspended ports on a link and

those ports offer end-station service -- that is, those ports are not
configured as point-to-point or trunk ports -- then that TRILL switch
is eligible to be an Appointed Forwarder for that link. It can

becone Appoi nted Forwarder in the ways discussed in Section 2.
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If a TRILL switch that is the Appointed Forwarder for VLAN-X on a
link has multiple non-suspended ports on that link, it may |oad-share
the task of ingressing and egressing VLAN-x native frames across
those ports however it chooses, as long as there is no case in which
a frame it egresses onto the link fromone port can be ingressed on
anot her one of its ports, creating a loop. |If the TRILL switch is

t he Appointed Forwarder for nultiple VLANs, a straightforward thing
to do would be to partition those VLANs anong the ports it has on

the 1ink.

6. Port-Shut down Messages

A TRILL switch may note that one of its ports has failed, or it

may be about to shut down that port. |[If the port is on a link along
with ports of other TRILL switches, those TRILL switches will not
notice the port shutdown or failure using TRILL base protoco

mechani sms until there is a failure to receive a nunber of Hellos
fromthat port. This can take many seconds. Network topol ogy

(adj acenci es) and forwarder appointnments can react nore rapidly to
port shutdown or failure through explicit notification. As discussed
bel ow, this notification SHOULD be provided through the Port- Shutdown
nessage

6.1. Planned Shutdown and Hel | os

A TRILL switch that is shutting down one of its ports (say Pl) soon
SHOULD reduce its Holding Tinme on that port, so that the shutdown
will be nore rapidly noticed by adjacent RBridges that night not
support the Port-Shut down nessage.

6.2. Port-Shutdown Message Structure

The Port-Shut down nmessage i s an RBridge Channel nessage [ RFC7178]
usi ng RBridge Channel Protocol nunber 0x006. The payl oad specific to
t he Channel Protocol consists of a list of Port IDs (see

Section 4.4.2 of [RFC6325]) for the port or ports that have failed or
are being shut down, as shown in the diagram bel ow. Support for the
Port - Shut down nessage is advertised by sinply advertising support for
its RBridge Channel Protocol in the RBridge Channel Protocols sub-TLV
[ RFC7176] .
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Port - Shut down Message Transmi ssion

For robustness, a TRILL switch sends a configurable nunber of copies
of Port-Shutdown nessages separated by a configurable tine interval.
The default nunber of copies is two, although this can be configured
as one copy or as three copies, and the default interval is

20 mlliseconds (see Section 6.6). As with any "adjacency critical"
message, the Port-Shut down nmessage SHOULD be sent with the highest
priority, which is priority 7, and SHOULD NOT be marked as

"drop eligible".

If a failure of port P1 on RBridge RB2 is detected by RB2, then the
Port - Shut down nmessage announcing this failure is sequentially unicast
through the rest of the TRILL canpus to all RBridges (1) with which
P1 had an adjacency and (2) that are advertising support for the
Port - Shut down RBri dge Channel Protocol.
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If a port shutdown is planned within 1 second, then the TRILL switch
ceases to send Hellos out of the port being shut down and either

(1) sends the Port-Shutdown nessage to RBridge ports on the link
advertising support of the Port-Shutdown RBridge Channel Protocol or
(2) broadcasts the Port-Shutdown nessage announcing this event

t hrough the port as foll ows:

- The Quter.MacDA is the All-RBridges nulticast address.

- If an outer VLANtag is present, it specifies the Designated VLAN
for the link, SHOULD specify priority 7, and SHOULD NOT specify
"drop eligible".

- In the TRILL Header, the egress nicknanme is All-RBridges, and the
Mbit in the TRILL Header is set to O.

- In the RBridge Channel Header, the WH and NA bits are zero.

There is no need for a special nmessage to indicate that a port Pl has
come back up or that a shutdown has been "canceled". This is
i ndi cated by sinply sending Hellos out of port P1

6.4. Port-Shutdown Message Reception

When a TRILL switch RB1 receives a Port-Shutdown nessage, RB1 checks
to see if the ingress nicknane specifies sone TRILL switch RB2 with
whi ch RB1 has one or nore adjacencies. |If so, it drops those

adj acencies that are to RB2 ports whose Port IDs are listed in the
Port - Shut down nmessage. There could be nore than one if RB2 had
nmultiple ports on the link that are goi ng down.

If RBL is the DRB and this elimnates all adjacencies on a link
between the DRB and RB2, then, for all VLANs whose ingress/egress was
bei ng handl ed by RB2, the DRB either starts acting as Appointed
Forwar der or appoints sonme new TRILL switch with which it has

adj acency as Appoi nted Forwarder.

6.5. Port-Shutdown Message Security

Port - Shut down nmessages can be secured through the use of the RBridge
Channel Header Extension security feature [RFC7978].
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6. 6.

7.

Port - Shut down Confi guration

There are two Port-Shutdown configuration paraneters, as listed
bel ow. Section 6.3 provides details regarding their use.

Par anet er Def aul t Range
PShut downRepeat 2 1-3
PShut downDel ay 20 nmilliseconds 0-1,000 nilliseconds

FG.- VLAN Mappi ng Consi stency Checki ng

TRILL switches support 24-bit Fine-Gained Labels as specified in
[RFC7172]. Basically, a VLANID in native traffic between an edge
TRILL switch and an end station is mapped fronfto an FGL as an

I nner. Label in TRILL Data packets. Since the Appointed Forwarder for
a VLAN wi |l be ingressing and egressing such native traffic, the
mappi ng configured at the Appointed Forwarder is the mapping

per f or ned.

However, the Appointed Forwarder for VLAN-x on a link can change for
reasons di scussed el sewhere in this docunent. Thus, all

TRILL switches on a link that are configured with an FG.- VLAN mappi ng
SHOULD be configured with the sane mapping. Qherwise, traffic night
unpredictably junp fromone FG to another when the Appointed

Forwar der changes. TRILL switches SHOULD advertise their mapping on
the link using the FGL- VLAN-Bi t map and FCGL- VLAN- Pai rs APPsub- TLVs
(Sections 10.4 and 10.5) so that consistency checking can be

aut onat ed.

A TRILL switch SHOULD conpare the FG.- VLAN mappi ngs that it sees
advertised by other TRILL switches on a link with its own and al ert
the network operator if they are inconsistent. "Inconsistent" means
that (1) one TRILL switch maps FA.-z to VLAN-x whil e anot her naps
FG-z to VLAN-y or (2) one TRILL switch maps VLAN-x to FGL-w while
anot her maps VLAN-x to FG.-z, all on the sane |ink.

Dependi ng on how the network is being nmanaged, a transient

i nconsi stency may not be a problem Thus, the network operator
SHOULD NOT be al erted unl ess the inconsistency persists for a period
of time that defaults to the TRILL switch’s Holding Tinme and is
configurable to between 0 seconds and 2**16 - 1 seconds,

where 2**16 - 1 is a special value and indicates that such alerts
are di sabl ed.
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8. Support of E-L1CS

Al TRILL switches MUST support the E-L1CS fl oodi ng scope [ RFC7356],
Ext ended Level 1 Fl ooding Scope (E-L1FS) [RFC7780], and base LSPs
[1S-1S]. 1t will be apparent to any TRILL switch on a link if any
other TRILL switch on the link is a | egacy inplenentation not
supporting E-L1CS because, as stated in [RFC7780], all TRILL swi tches
MUST i ncl ude a Scope Fl oodi ng Support TLV [ RFC7356] in all TRILL

Hel l os they send. This support of E-L1CS increases the anount of

i nformati on fromeach TRILL switch that can be synchroni zed on the
link, conmpared with the information capacity of Hellos, by several
orders of nmagnitude.

For robustness, E-L1CS PDUs (FS-LSP fragnents, E-L1CS FS- CSNPs

(Fl oodi ng Scope Conpl ete Sequence Nunber PDUs) [RFC7356], and E-L1CS
FS- PSNPs ( Fl oodi ng Scope Partial Sequence Nunber PDUs) [ RFC7356])
MUST NOT exceed 1,470 bytes in | ength; however, any such E-L1CS PDU
that is received that is longer than 1,470 bytes is processed

normal ly.

As with any type of 1S-1S LSP, FS-LSPs are identified by the
System I D of the originating router (TRILL switch) and the

fragment nunber. |In particular, there is no port identifier in the
header of an E-L1CS PDU. Thus, a TRILL switch RB1 with nore than one
non- suspended port on a link (Section 5) transmitting such a PDU MAY
transmit it out of any one or nore of such ports. RBl1 will generally
receive such a PDU that other TRILL switches send on all of RBl's
ports on the link. In addition, with nultiple ports on the link, it
will receive any such PDU that it sends on the ports it has on the
link other than the transmitting port.

8.1. Backward Conpatibility
Future TRILL specifications making use of E-L1CS MJST specify how
situations involving a TRILL link will be handl ed when one or nore

TRILL switches attached to that |ink support E-L1CS and one or nore
do not.
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9. Security Considerations

Thi s docunent provides inproved docunentation of the TRILL Appointed
Forwar der nechanism |t does not change the security considerations
of the TRILL base protocol as described in Section 6 of [RFC6325].

The Port-Shut down nessages specified in Section 6 are sent using the
RBri dge Channel facility [RFC7178]. Such messages SHOULD be secured
through the use of the RBridge Channel Header Extension [RFC7978].

If they are not adequately secured, they are a potentia

deni al - of - servi ce vector

The E-L1CS FS-LSPs added by Section 8 are a type of IS-1S PDU

[ RFC7356]. As such, they are securable through the addition of
Aut henti cation TLVs [RFC5310] in the sanme way as Hellos or other
| S-1S PDUs.

10. Code Points and Data Structures

This section provides | ANA considerations for this docunment and
specifies the structures of the AppointnentBitmap, AppointnentlList,
VLAN- FG. Mapping Bit Map, and VLAN- FGL Mappi ng Pairs APPsub- TLVs.
These APPsub-TLVs appear within a TRILL GENINFO TLV [ RFC7357] in
E-L1CS FS-LSPs [ RFC7356].

10.1. 1 ANA Consi derations
| ANA has assigned four new APPsub-TLV type codes fromthe range bel ow

255 and entered themin the "TRI LL APPsub-TLV Types under SIS TLV
251 Application ldentifier 1" registry as follows:

Type Nare Ref erence
17 Appoi nt ment Bi t map [ RFC8139]
18 Appoi nt ment Li st [ RFC8139]
19 FGL- VLAN- Bi t map [ RFC8139]
20 FGL- VLAN- Pai r s [ RFC8139]

| ANA has assigned a new RBridge Channel Protocol nunmber in the range
assigned by Standards Action [RFC5226] and updated the "RBridge
Channel Protocols" registry as follows:

Prot ocol Description Ref er ence

0x006 Por t - Shut down [ RFC8139]
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| ANA has updated the reference for the "Hello reduction support" bit

in the "PORT-TRI LL- VER Sub- TLV Capability Fl ags"

t his docunent.

10. 2. Appoi nt nment Bi t map APPsub- TLV

registry to refer to

The Appoi ntnent Bi t map APPsub- TLV provides an efficient nethod for a

TRILL switch to indicate which TRILL switches it appoints as

forwarders for which VLAN | Ds when those VLAN IDs are relatively

conmpact (that is, they do not span a |arge numeric range).

Such an

appoi ntnment is only effective when the appointing TRILL switch is

t he DRB.

111111
0123456789012345
B i i S S S Tk i o
| Type |
B ol ok ks o S S S e e e S

| Length

Bk o I I e S S T e e e e
| Appoi nt ee Ni cknane

B S Tk sl S S S S S S it s S
| RESV | Starting VLAN ID

B ol ok ks o S S S e e e S
|

+-

+

Bit Map ...
e E ok o N R S

(2 bytes)
(2 bytes)
(2 bytes)

(2 bytes)

(vari abl e)

0 Type: APPsub-TLV type, set to AppointnentBitmap sub-TLV 17.

0 Length: 4 + size of bit map in bytes.

If Length is |ess than 4,
the APPsub-TLV is corrupt and MJST be i gnored.

0 Appoi ntee N cknane: The nicknanme of the TRILL switch being

appoi nted as forwarder.

0 RESV: 4 bits that MJST be sent as zero and ignored on receipt.

o Starting VLAN ID: The snmallest VLAN ID to which the bits in the

Bit Map correspond.

o Bit Map: A bit map of the VLANs for which the TRILL switch with

Appoi ntee N cknane is appointed as the forwarder.

The size of the

bit map is length minus 4. |If the size of the bit map is zero,

no appoi ntments are made.
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10.

Each bit in the Bit Map corresponds to a VLANID. Bit 0 is for the
VLAN whose | D appears in the Starting VLANID field. Bit 1is for
that VLAN ID plus 1 (treating VLAN IDs as unsigned integers) and

so on, with Bit N generally being Starting VLAN ID plus N

VLAN 0x000 and VLAN OxFFF, or any larger ID, are invalid and are

i gnor ed.

I f the AppointmentBitmap APPsub-TLV is originated by the DRB on a
link, it appoints the TRILL switch whose nicknane appears in the
Appoi ntee Ni cknane field for the VLAN IDs corresponding to 1 bits in
the Bit Map and revokes any Hell o appointnment of that TRILL switch
for VLANs corresponding to O bits in the Bit Mp.

3. AppointnmentList APPsub-TLV

The Appoi nt nent Li st APPsub- TLV provi des a convenient nethod for a
TRILL switch to indicate which TRILL switches it appoints as
forwarders for which VLAN IDs. Such an appointnment is only effective
when the appointing TRILL switch is the DRB.

111111
0123456789012345
T S S S e e o

| Type | (2 bytes)
i i R S b T S S
| Length | (2 bytes)
e o i Sl S e R S
| Appoi nt ee Ni cknane | (2 bytes)
B il i S S S S S T S S
| RESV | VLAN ID 1 | (2 bytes)
. i T S e R e E
| RESV | VLANID 2 | (2 bytes)
e o i Sl T S R S
L—- B T ol S S S S i S S S
| RESV | VLAN | D k | (2 bytes)
. i T S e R e E

o Type: APPsub-TLV type, set to Appointnentlist sub-TLV 18.

o Length: 2 + 2 * k. |If Length is not an even nunber, the
APPsub-TLV is corrupt and MJST be i gnored.

0 Appoi ntee N cknane: The nicknanme of the TRILL switch being
appoi nted as forwarder.
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0o RESV: 4 bits that MJST be sent as zero and ignored on receipt.

0 VLANID A 12-bit VLAN ID for which the appointee is being
appoi nted as the forwarder.

Type and Length are 2 bytes, because these are extended FS-LSPs.
Thi s APPsub- TLV, when originated by the DRB, appoints the TRILL
switch with Appointee N ckname to be the Appointed Forwarder for the
VLAN | Ds |i sted.

10.4. FGL- VLAN-Bi t map APPsub- TLV
The FGL- VLAN- Bit map APPsub- TLV provides a nethod for a TRILL switch
to indicate mappings of FG.s to VLAN IDs that it is configured to
perform when egressing and ingressing native franes.

The coding is efficient when both of the follow ng apply:

- the VLAN IDs are conpact (that is, they do not span a large
nuneric range), and

- the FG.s and VLAN IDs are paired in a nonotonically increasing
f ashi on.

111111

0123456789012345
T S S S I S S S S S

| Type | (2 bytes)
i T R i el i it S SRR R S SR SR S

| Length | (2 bytes)
Bk o I I e S S T e e e e

| RESV | Starting VLAN ID | (2 bytes)
B R e e i s e ks sT O T SRR SR SR SR SR S R S TR S it i

| Starting FG | (3 bytes)
T e el it S I R R e e e S S R i T I i e e e s

| Bit Map ... (vari abl e)
B ek I ST TR T

o Type: APPsub-TLV type, set to VLAN FGL-Bitmap sub-TLV 19.

0 Length: 5 + size of bit map in bytes. |If Length is less than 5,
the APPsub-TLV is corrupt and MJST be i gnored.

0 RESV: 4 bits that MJST be sent as zero and ignored on receipt.
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10.

0o Starting VLANID: Initial VLAN ID for the mapping information as
di scussed bel ow.

o Starting FG.: Fine-Gained Label [RFC7172].

o Bit Map: Map of bits for VLAN-ID-to-FG nappings. The size of the
bit map is Length minus 5. |If the size of the bit map is zero,
no mappi ngs are indicated.

Each bit in the Bit Map corresponds to a VLAN ID and to an FG.

Bit O is for the VLAN whose ID appears in the Starting VLANID field
and the Fine-Grained Label that appears in the FA& field. Bit 1 is
for that VLAN ID plus 1 and that FG plus 1 (treating VLAN IDs and
FGL.s as unsigned integers) and so on, with Bit N generally being
Starting VLAN ID plus N and FGL plus N.

If a Bit Map bit is a 1, it indicates that the advertising TRILL
switch will nap between the corresponding VLAN ID and FG. on

i ngressing native frames and egressing TRILL Data packets if it is
Appoi nted Forwarder for the VLAN. If a Bit Map bit is a 0, it does
not indicate any configured nmapping of the VLAN ID to the FGQ.
However, VLAN ID 0x000 and VLAN ID OxFFF or any larger ID are
invalid, and FGL.s | arger than OxFFFFFF are invalid; any Bit Map bits
that correspond to an illegal VLANID or an illegal FG are ignored.

5.  FG.- VLAN- Pai rs APPsub-TLV

The FGL- VLAN- Pairs APPsub-TLV provides a nmethod for a TRILL switch to
indicate a list of the mappings of FG&s to VLAN IDs that it is
configured to performwhen egressing and ingressing native franes.

e T

| Type | (2 bytes)
B i i S S S Tk i o

| Length | (2 bytes)
Rk s o S S O e ik it i i e e e e T S e

| Mappi ng RECORD 1 | (5 bytes)
R s e e e it I T S R S S e I i

| Mappi ng RECORD 2 | (5 bytes)
B T s i S S TN I S
|+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:-+-, R

| Mappi ng RECORD k | (5 bytes)
R s e e e it I T S R S S e I i
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11.

Where a Mappi ng RECORD has the follow ng structure:

R et i i i i S S
RESV | VLAN I D | (2 bytes)
B i I T i i S S S S S T S S T

FGL | (3 bytes)
B i i S S i S il ik oI SN R S

+

+-
|
+-
|
+-

0o Type: APPsub-TLV type, set to VLAN-FG.-Pairs sub-TLV 20.

o Length: 5 * k. |If Length is not a nultiple of 5, the APPsub-TLV
is corrupt and MUST be i gnored.

0 RESV:. 4 bits that MJST be sent as zero and ignhored on receipt.
0 VLAN ID 12-bit VLAN | abel
o FG.: Fine-Grained Label [RFC7172].

Each Mappi ng RECORD indicates that the originating TRILL switch is
configured to map between the FG and VLAN given on egressing and

i ngressing native frames. However, VLAN I D 0x000 and VLAN | D OxFFF
are invalid; any Mapping RECORD that corresponds to an illega

VLAN ID is ignored

Managenment Consi derations

Thi s docunent primarily adds optional enhancenents or optim zations.
The only configuration paraneters specified in this docunent are the
nunber and frequency of copies of Port-Shutdown nessages sent, as
specified in Section 6.6.

TRILL swi tch support of SNWPv3 is provided in the TRILL base protoco
docunent [ RFC6325]. M Bs have been specified in [ RFC6850] and

[ RFC7784], but they do not include the configurable paraneters
specified herein. It is anticipated that YANG nodules will be
specified for TRILL.
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Appendi x A. VLAN | nhi bition Exanple

The per-VLAN inhibition tinmers (or the equival ent) are needed to be
| oop safe in the case of mi sconfigured bridges on a link

For a sinple exanple, assune that RB1 and RB2 are the only RBridges
on the link, that RBlL is higher priority to be the DRB, and that they
both want VLAN 1 (the default) to be the Designated VLAN. However,
there is a bridge between them configured so that RB1 can see all the
franes sent by RB2 but none of the frames from RB1 can get through

to RB2.

Both will think they are the DRB: RB1 because it is higher priority
even though it sees the Hellos from RB2, and RB2 because it doesn’'t
see the Hellos fromRB1 and therefore thinks it is highest priority.

Say RB1 chooses to act as Appointed Forwarder for VLANs 2 and 3 while
RB2 chooses to act as Appointed Forwarder for VLANs 3 and 4. There
is no problemwith VLANs 2 and 4, but if you do not do sonething
about it, you could have a loop involving VLAN 3. RBl1 will see the
Hel l os that RB2 issues on VLAN 3 declaring itself Appointed
Forwarder, so RBL will be inhibited on VLAN 3. RB2 does not see the
Hel | os issued by RB1 on VLAN 3, so RB2 will become uninhibited and
wi Il handle VLAN 3 native traffic.

However, this situation nmay change. RB2 might crash, the bridge

nm ght crash, RB2 might be reconfigured so it no longer tried to act
as Appoi nted Forwarder for VLAN 3, or other issues may occur. So,
RB1 has to maintain a VLAN 3 inhibition tiner, and if it sees

no Hellos fromany other RBridge on the link clainm ng to be Appointed
Forwarder for VLAN 3 for a | ong enough tinme, then RB1 becones

uni nhi bited for that VLAN on the port in question and can handl e
end-station traffic in VLAN 3.
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Appendi x B. Milti-Link VLAN Mappi ng Loop Exanpl e

Assume that RBridges RB1 and RB2 have ports Pl and P2, respectively,
that are both on Link L1 and that RBridges RB3 and RB4 have ports P3
and P4, respectively, that are both on Link L2. Assune further that
P1 and P3 are Appointed Forwarders for VLAN-x and P2 and P4 are
Appoi nted Forwarders for VLANy. This situation is shown in the
figure bel ow

F oo - e e e e e oo oo e e e e+
I I
| TRI LL net work |
I +-- -+ +-- -+ +-- -+ +-- -+
+ -|RB1|- -|RB2|- - - - - - -|RB3|- -|RB4|- +

oo -+ oo -+ oo -+ oo -+
P1| P2| P3| P4|
| | | |
| X |y | X |y
| +- + | | +- + |

L1 ---+---|M---+--+--- L2 ---+---|M---+---

+- + | +- +
+- - -+
| ES]|
+-- -+

Furt her assunme that L1 and L2 are each bridged LANs that include a
device M presumably a bridge, that maps VLAN-x into VLAN-y and
VLAN-y into VLAN x.

If end station ES1 originated a broadcast or other nulti-destination
frame in VLAN-y, it would be ingressed by RB2. (The frame would al so
be mapped to VLAN-x and ingressed by RB1, but we initially ignore
that.) RB2 will flood the resulting TRILL Data packet through the
canmpus, and, at least in the broadcast and unknown uni cast cases,

it will get to RB4, where it will be egressed to L2. Inside L2, this
broadcast frame is nmapped to VLAN-x and then ingressed by RB3. RB3
then floods the resulting TRILL Data packet through the canpus, this
time with an I nner.VLAN of VLAN-Xx, as a result of which it will be
egressed by RB1 into L1. Inside L1, it will be napped back to VLAN-y
and then ingressed by RB2, conpleting the |oop. The packet will |oop
i ndefinitely, because in native formon L1 and L2 it has no TRILL

Hop Count, and an indefinitely |arge nunber of copies will be
delivered to ES1 and any other end station so situated. The sane
probl em woul d occur even if P1 and P2 were on the sane RBridge and/or
P3 and P4 were on the sanme RBridge. Actually, because the origina
frane was al so mapped to VLAN-x inside L1 and ingressed by RB1, there
are two copies | ooping around in opposite directions.
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The use of Fine-Gained Labels [RFC7172] conplicates but does not
essentially change the potential problem

Thi s exanpl e shows why VLAN mappi ng between Appoi nted Forwarder ports
on a TRILL link is |oop unsafe. Wen such a situation is detected,
the DRB on the |ink changes Appoi nted Forwarders as necessary to
assure that a single RBridge port is Appointed Forwarder for al

VLANs involved in mapping. This change nmakes the situation

| oop safe.

Appendi x C. Changes to RFCs 6325, 6439, and 7177

Thi s docunent updates [ RFC6325], obsol etes [ RFC6439], and updates
[ RFC7177] .

The change to [ RFC6325], the TRILL base protocol, is as follows:
Addi tion of mandatory support for E-L1CS FS-LSPs.
Changes to [ RFC6439], which this docunent obsoletes, are as foll ows:

1. Specification of APPsub-TLVs and procedures to be used in
E- L1CS FS-LSP forwarder appointnents.

2. Incorporation of updates to [ RFC6439] that appeared in Section 10
of RFC 7180, which has been obsol eted by [ RFC7780]. They appear
primarily in Section 4 of this docunent.

3. Addition of an optional FG.-VLAN consistency check feature,
i ncludi ng specification of APPsub-TLVs.

4. Deletion of references to the Cctober 2011 version of the docunent
"RBridges: Canmpus VLAN and Priority Regi ons"
(draft-ietf-trill-rbridge-vlan-mpping), which has been dropped by
the TRILL W&

5. Addition of the Port-Shutdown nessage.

6. Elimnation of the requirement that the DRB not send appoi ntments
in Hellos until its DRB inhibition timer has expired. This was an
unnecessary safety precaution that is pointless, given that
appoi ntnments in E-L1CS FS-LSPs are i nmedi ately visible.

7. Addition of three optional nethods (Section 3.2) to optinize
(reduce) inhibition time under various circunstances.

8. Editorial changes.
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Changes to [RFC7177] are as foll ows:

As provided in Section 6, TRILL switches SHOULD treat the
reception of a Port-Shutdown RBridge Channel nessage from RB1
listing port P1 as if it were an event A3 as specified in

[ RFC7177], resulting in transition of any adjacency to P1 to the
Det ect state.
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