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Abst r act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols. |In particular, it defines
obj ects for managing Miultiprotocol Label Switching - Transport
Profile (MPLS-TP) |inear protection.

Status of This Meno

This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww.rfc-editor.org/info/rfc8150.
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This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
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include Sinplified BSD License text as described in Section 4.e of
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1.

I ntroduction

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols. |In particular, it defines
obj ects for managing Miul tiprotocol Label Switching - Transport
Profile (MPLS-TP) linear protection.

This M B nodul e should be used for configuring and managi ng MPLS- TP
linear protection for MPLS-TP Label Switched Pat hs (LSPs).

At the time of this witing, Sinple Network Managenent Protocol
(SNMP) SET is no |longer reconmended as a way to configure MPLS
networ ks as described in RFC 3812 [ RFC3812]. However, since the MB
nodul e specified in this document is intended to work in parallel
with the M B nodule for MPLS specified in [ RFC3812] and the M B

nmodul e for MPLS-TP Qperations, Adm nistration, and Mi ntenance (QAM
identifiers in RFC 7697 [ RFC7697], certain objects defined here are
specified with a MAX- ACCESS cl ause of read-wite or read-create so
that specifications of the base tables in [ RFC3812] and [ RFC7697] and
the new M B nodule in this docunent are consistent.

The I nternet-Standard Managenent Framewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14, RFC 2119 [RFC2119].
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4, Overview

RFC 6378 [ RFC6378] defines the protocol to provide a |inear
protection sw tching mechanismfor MPLS-TP for a point-to-point LSP
within the protection domai n bounded by the endpoints of the LSP
RFC 7271 [RFC7271] describes alternative nechanisns to perform sone
of the functions defined in [ RFC6378] and al so defines additiona
mechani snms to provide operator control and experience that nore

cl osely nodel the behavior of linear protection seen in other
transport networks. Two nodes are defined for MPLS-TP |inear
protection switching: the Protection State Coordi nation (PSC) node
and the Autonmatic Protection Switching (APS) node, as specified in
[ RFC6378] and [ RFC7271], respectively. The detailed protoco
specification of MPLS-TP |inear protection is described in [ RFC6378]
and [ RFC7271].

Thi s docunent specifies a MB nodul e for Label Edge Routers (LERs)
that support MPLS-TP linear protection as described in [ RFC6378] and
[RFC7271]. (bjects defined in this docunent are generally applied to
both the PSC node and the APS node. |f an object is valid for a
particular node only, it is noted in the description for the object.
5. Structure of the M B Mdule
5.1. Textual Conventions
The foll owi ng new textual conventions are defined in this document:

0 MplsLpsReq: This textual convention describes an object that
stores the PSC Request field of the PSC control packet.

0 Ml sLpsFpat hPath: This textual convention describes an object that
stores the Fault Path (FPath) field and Data Path (Path) field of
the PSC control packet.

0 Ml sLpsConmmand: This textual convention describes an object that
all ows a user to performany action over a protection donain.

0 Ml sLpsState: This textual convention describes an object that
stores the current state of the PSC state machi ne.

5.2. The MPLS-TP Linear Protection Switching Subtree
MPLS-LPS-M B is the MB nodule defined in this docurment. It is

rooted under the nplsStdM B subtree per [RFC3811]. "LPS' as used in
this docunent neans "Linear Protection Sw tching"
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5.3.

The Notifications Subtree

Notifications are defined to informthe managenent station about
swi t chovers, provisioning msmatches, and protocol failures of the
Iinear protection domain. The follow ng notifications are defined
for this purpose:

(o]

5. 4.

The notification nplsLpsEvent Switchover inforns the managenent
station about the switchover of the active path.

The notification nplsLpsEvent RevertiveM smatch inforns the
managenent station about a provisioning msmatch in the revertive
node across the endpoint of the protection donain.

The notification nplsLpsEvent ProtecTypeM smatch inforns the
managenent station about a provisioning msmatch in the protection
type, representing both the bridge type and the swtching type,
across the endpoint of the protection donmain.

The notification nplsLpsEvent CapabilitiesMsmatch inforns the
managenment station about a provisioning msmatch in Capabilities
TLVs across the endpoint of the protection donmain.

The notification nplsLpsEvent Pat hConfi gM smatch inforns the
managenent station about a provisioning msmatch in the protection
pat h configuration for PSC communi cation

The notification nplsLpsEvent FopNoResponse i nforns the managenent
station that protocol failure has occurred due to a | ack of
response to a traffic switchover request in 50 ns.

The notification nplsLpsEvent FopTi neout inforns the managenent
station that protocol failure has occurred because no protoco
message was received during at least 3.5 tines the | ong PSC
message interval [RFC7271].

The Tabl e Structures

The MPLS-TP linear protection MB nodule has four tables. The tables
are as follows:

(0]

npl sLpsConfi gTabl e

This table is used to configure MPLS-TP |inear protection domains.
An MPLS-TP |inear protection domain (or a protection domain) is
identified by nplsLpsConfigDomai nl ndex. A protection domain
consists of two LERs, as well as the working path and protection
path that connect the two LERs. The objects in this table are
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used to configure properties that are specific to the protection
domain. Two Maintenance Entities (MEs) MJUST be defined for each
protection domain: one for the working path and the other for the
protection path. Therefore, two entries in the

mpl sLpsMeConfi gTabl e, which is for configuring the MEs used in
protection switching, are associated to one entry in this table.

o nplsLpsStatusTabl e

This table provides the current status information of MPLS-TP
linear protection domains that have been configured on the system
The entries in the npl sLpsSt atusTabl e have an AUGVENTS
relationship with the entries in the nplsLpsConfigTable. Wen a
protection domain is configured or deleted in the

npl sLpsConfi gTabl e, then the correspondi ng row of that session in
the npl sLpsStatusTable is automatically created or del eted,
respectively.

o nplsLpsMeConfigTabl e

This table is used to associate MEs to the protection donain.
Each protection domain requires two MEs. One entry in the

nmpl sLpsConfigTable is associated with two entries in this table:
one for the working path and the other for the protection path of
the protection domain. The npl sLpsMeConfigPath object in this
table indicates that the path is either the working path or the
protection path. The ME is identified by nplsCam dMegl ndex,

nmpl sCam dMel ndex, and npl sCanml dMeMpl ndex, which are the sane index
val ues as the entry in the npl sCanml dMeTabl e defined in [ RFC7697] .
The relationship to the npl sCaml dMeTabl e is described in

Section 6. 1.

o nplsLpsMeSt atusTabl e

This table provides current information about the protection
status of MEs that have been configured on the system Wen an ME
is configured or deleted in the npl sLpsMeConfigTabl e, then the
correspondi ng row of that session in the nplsLpsMeStatusTable is
automatically created or deleted, respectively.
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6. Relationship to Gher MB Mdul es
6.1. Relationship to the MPLS OAM Identifiers M B Mdul e

Entries in the nplsCaml dMeTabl e [ RFC7697] are extended by entries in
the npl sLpsMeConfi gTable. Note that the nature of the "extends"
relationship is a sparse augnentation so that the entry in the

npl sLpsMeConfi gTabl e has the sane i ndex values as the entry in the
npl sCam dMeTabl e. Each tinme that an entry is created in the

nmpl sCam dMeTabl e for which the LER supports MPLS-TP |i near
protection, a rowis created automatically in the

npl sLpsMeConfi gTabl e.

When a point-to-point transport path needs to be nonitored, one ME is
needed for the path and one entry in the npl sCam dMeTable will be
created. But the ME entry in the npl sCam dMeTabl e nay or may not
participate in protection switching. [If an ME participates in
protection switching, an entry in the nplsLpsMeConfigTable MJST be
created, and the objects in the entry indicate which protection
domain this ME belongs to and whether this ME is for the working path

or the protection path. |If the ME does not participate in protection
switching, an entry in the npl sLpsMeConfi gTabl e does not need to be
creat ed.

7. Exanple of Protection Switching Configuration

Thi s exanpl e considers the protection domain configuration on an LER
to provide protection for a co-routed bidirectional MPLS tunnel. For
the working path and protection path of the protection domain, two
Mai nt enance Entity G oups (MEGs) need to be configured, and each MEG
contains one ME for a point-to-point transport path. For nore

i nformati on on the npl sCam dMegTabl e and the npl sCam dMeTabl e, see

[ RFC7697] .

Al t hough the exanple described in this section shows a way to
configure linear protection for MPLS-TP tunnels, this also indicates
how the M B val ues would be returned if they had been configured by
al ternative neans
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The following table configures a protection donain.

In the nplsLpsConfigTabl e:
nmpl sLpsConfi gEntry ::= SEQUENCE

-- Protection domain index (index to the table)

nmpl sLpsConf i gDonmai nl ndex = 3,

-- Protection domain nane

npl sLpsConf i gDonai nNane " LPDomai n3",

nmpl sLpsConf i gvbde psc(1),

nmpl sLpsConfi gProt ecti onType = oneCol onOneBi di recti onal (2),
-- Mandatory paraneters needed to activate the row go here
npl sLpsConf i gRowSt at us = creat eAndGo( 4)

}

The follow ng table associates the MEs with the protection donain.

In the npl sLpsMeConfi gTabl e:

Mpl sLpsMeConfi gEntry ::= SEQUENCE
{
-- MEG index (index to the table)
nmpl sCam dMegl ndex = 1,
-- ME index (index to the table)
nmpl sCaml dMel ndex = 1,
-- Mai ntenance Point (MP) index (i ndex to the table)
npl sCam dMeMol ndex 1,
-- Protection domain this M bel ongs to
nmpl sLpsMeConf i gDomai n = 3,

-- Configuration state

npl sLpsMeConfi gPat h = wor ki ng(1)
}
{

-- MEG index (index to the table)

nmpl sCam dMegl ndex = 2,

-- ME index (index to the table)

nmpl sCaml dMel ndex = 2,

-- MP index (index to the table)

npl sCam dMeMol ndex = 2,

-- Protection domain this M bel ongs to

nmpl sLpsMeConf i gDomai n = 3,

-- Configuration state

nmpl sLpsMeConf i gPat h = protection(2)
}
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8.

Definitions

This M B nodul e nakes reference to the foll owi ng docunents:
[ RFC2578], [RFC2579], [RFC2580], [RFC3289], [RFC3411], [RFC3811],
[ RFC6378], [RFC7271], [RFC7697], [G8121], and [ GB151].

MPLS-LPS-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, NOTI FI CATI ON- TYPE, OBJECT- TYPE,
Count er 32, Unsi gned32

2017

FROM SNWPv2- SM -- RFC 2578
MODULE- COMPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- RFC 2580
TEXTUAL- CONVENTI ON, RowsSt at us, Ti meStanp, StorageType, TruthVal ue
FROM SNWPv2- TC -- RFC 2579
SnnpAdmi nString
FROM SNWVP- FRAVMEWORK- M B -- RFC 3411
I ndex| nt eger Next Fr ee
FROM DI FFSERV- M B -- RFC 3289
nmpl sSt dM B
FROM MPLS- TC- STD-M B -- RFC 3811

nmpl sCam dMegl ndex, npl sCam dMel ndex, npl sCam dMeMpl ndex
FROM MPLS- OAM | D- STD-M B; -- RFC 7697

npl sLpsM B MODULE- | DENTI TY
LAST- UPDATED "201704040000Z" -- April 4, 2017

ORGANI ZATION "Mul tiprotocol Label Sw tching (MPLS) Wrking G oup”

CONTACT- | NFO

Ki ngston Smiler Sel var aj

| P I nfusion

RMZ Cent enni al

Mahadevapur a Post

Bangal ore 560048

I ndi a

Enmai | : ki ngstonsniler@nail.com
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DESCRI PTI ON
"This M B nodul e supports the configurati on and nanagenent of
MPLS- TP | i near protection domains.

April 2017

Copyright (c) 2017 | ETF Trust and the persons identified as

authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

w t hout nodification,

t

set forth in Section 4.c of the |ETF Trust’'s Lega

is permtted pursuant to,

and subject to

he license terns contained in, the Sinplified BSD License

Rel ating to | ETF Docunents

(http://trustee.ietf.org/license-info)."

REVI SI ON
"201704040000Z2" -- April 4, 2017
DESCRI PTI ON

"MPLS- TP protection donain objects for

LSP MEG End Points (MEPs)."

= { nmplsStdM B 22 }
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-- Top-level conmponents of this MB nodul e

-- Notifications
npl sLpsNoti fications
OBJECT | DENTI FI ER : :

-- Tables, scalars
nmpl sLpsObj ect s
OBJECT | DENTI FI ER : :

-- Conformance
nmpl sLpsConf or mance
OBJECT | DENTI FI ER ::

Mol sLpsReq :
STATUS

DESCRI PTI ON

current

{ mplsLpsMB 0 }

{ nmplsLpsMB 1 }

{ nplsLpsMB 2}

: = TEXTUAL- CONVENTI ON

April 2017

"This textual convention describes an object that stores
the PSC Request field of the PSC contro

are as foll ows:

noRequest
No Request

doNot Revert
Do- not - Revert

rever seRequest
Rever se Request

exerci se
Exerci se

wai t ToRest ore
VWait-to-Restore

manual Swi t ch
Manual Switch

si gnal Degr ade

Si gnal Degr ade (SD)

si gnal Fai |
Signal Fail (SF)

Ki ngston Smiler, et al.

St andards Track
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forcedSw tch
Forced Switch

| ockout Of Prot ecti on
Lockout of Protection."

REFERENCE

"Section 4.2.2 of RFC 6378 and Section 8 of RFC 7271"

SYNTAX | NTEGER {

noRequest (0),

doNot Revert (1),

rever seRequest (2),
exercise(3),

wai t ToRest ore(4),
manual Swi t ch(5),

si gnal Degr ade(7),

si gnal Fai | (10),
forcedSwitch(12),

| ockout O Prot ecti on(14)

}
Mpl sLpsFpat hPat h :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1x:"
STATUS current
DESCRI PTI ON

Ki ngston Smiler, et al. St andards Track [ Page 12]

"This textual convention describes an object that stores

the Fault Path (FPath) field and Data Path (Path) field of
the PSC control packet.

FPath is located in the first octet, and Path is
|l ocated in the second octet.

The value and the interpretation of the FPath field are
as foll ows:

2-255
for future extensions

1
the anomaly condition is on the working path

0
the anonaly condition is on the protection path
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The value and the interpretation of the Path field are
as follows:

2-255
for future extensions
1
protection path is transporting user data traffic
0
protection path is not transporting user data traffic."
REFERENCE
"Sections 4.2.5 and 4.2.6 of RFC 6378"
SYNTAX OCTET STRING (SIZE (2))
Mpl sLpsCommand :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Ki ngst on

"This command allows a user to performany action over a
protection domain. |If the protection conmand cannot be
executed because a request of equal or higher priority is
in effect, an inconsistentValue error is returned.

The conmand val ues are as foll ows:

noCnd

Thi s value should be returned by a read request when no
command has been witten to the object in question since
initialization. This value may not be used in a wite
operation. If noCnd is used in a wite operation, a
wrongVal ue error is returned.

cl ear
Clears all of the commands |isted below for the protection
donai n.

| ockout OF Prot ecti on
Prevents switching traffic to the protection path.

forcedSwi t ch
Switches traffic fromthe working path to the protection path.

manual Swi t chToWr k
Switches traffic fromthe protection path to the working path.

manual Swi t chToPr ot ect
Switches traffic fromthe working path to the protection path.

Smler, et al. St andards Track [ Page 13]
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exerci se

Used to verify the correct operation of the PSC conmuni cation
and the integrity of the protection path. This conmuand is not
applicable to the PSC node.

freeze

This command freezes the protection state and is a | ocal
command that is not signaled to the renpte node

This command is not applicable to the PSC node.

cl earfreeze
Clears the local freeze. This command is not applicable to
t he PSC node. "

REFERENCE

"Sections 3.1 and 3.2 of RFC 6378 and Sections 4.3 and 6 of
RFC 7271"

SYNTAX | NTECER {

noCnd(1),

cl ear(2),

| ockout O Prot ecti on(3),
forcedSwi tch(4),
manual Swi t chToWor k(5),
manual Swi t chToPr ot ect ( 6),
exercise(7),

freeze(8),
clearfreeze(9)
}
Mpl sLpsState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Ki ngst on

"This textual convention describes an object that stores
the current state of the PSC state nmachi ne. The val ues
are as foll ows:

nor mal
Nor mal st ate.

unavLd oca
Unavail able state due to |local LO command.

unavSFPl oca
Unavai l abl e state due to |local SF-P

unavSDPIl oca
Unavail abl e state due to | ocal SD P

Smler, et al. St andards Track [ Page 14]
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unavLOr enpt e

Unavai l abl e state due to

unavSFPr enot e
Unavail abl e state due to

unav SDPr enpt e
Unavai l abl e state due to

protfail SFW ocal
Protecting Failure state

protfail SDW ocal
Protecting Failure state

protfail SFWenote
Protecting Failure state

protfail SDW enot e
Protecting Failure state

swi t adn¥SI ocal

Swi tching Administrative
Sanme as Protecting Admi ni
comand in the PSC node.

swi t admvBW ocal
Swi tching Adnministrative

swi t admvsPl ocal

Swi tching Adninistrative
Sane as Protecting Admni
command in the PSC node.

swi t adnFSr enot e

Swi tching Adninistrative
Same as Protecting Admi ni
nmessage in the PSC node.

swi t admVBW enot e
Swi tching Administrative

sw t admVBSPr enpot e

Swi tching Adninistrative
Sane as Protecting Admi ni
nmessage in the PSC node.

Ki ngston Smiler,

et al.

St andards Track

renote LO nessage.

renote SF-P nessage.

renote SD-P nessage.

due to local SF-W

due to local SD-W

due to renote SF-W nessage.

due to renote SD W nessage.

state due to |l ocal FS command.
strative state due to |ocal FS

state due to | ocal Ms5-W comand.

state due to | ocal Ms5-P conmand.
strative state due to | ocal M

state due to renote FS nessage.
strative state due to renpte FS

state due to renote M5-W nessage.

state due to renote M5-P nessage.

strative state due to renote M

2017
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W r
Wait-to-Restore state.

dnr
Do- not - Revert state.

exer Local
Exerci se state due to | ocal EXER command.

exer Renot e

Exerci se state due to renote EXER nessage.”
REFERENCE

"Sections 3 and 11 of RFC 7271"

SYNTAX | NTEGER {
normal (1),
unavLd ocal (2),
unavSFPl ocal (3),
unavSDPl| ocal (4),
unavLOr enot e(5),
unavSFPr enot e( 6) ,
unavSDPr enot e(7),
protfail SFWocal (8),
protfail SDW ocal (9),
protfail SFWenote(10),
protfail SDWenote(11),
swi t adn¥Sl ocal (12),
swi t admvsW ocal (13),
swi t admVsPI ocal (14),
swi t adnFSr enot e(15),
swi t admVSW enot e( 16) ,
swi t admVSPr enot e( 17)
wtr(18),
dnr (19),
exer Local (20),
exer Renot e(21)

}

Ki ngston Smiler, et al. St andards Track
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-- Start of

-- MPLS-TP Linear Protection Switching Configuration Table.

-- This table supports the addition, configuration, and deletion
-- of MPLS-TP linear protection domains.

npl sLpsConfi gDonai nl ndexNext OBJECT- TYPE

SYNTAX I ndex| nt eger Next Free (0..4294967295)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains an unused val ue for

npl sLpsConfi gDonai nl ndex, or a zero to indicate that
t he nunber of unassigned entries has been exhaust ed.
Negati ve val ues are not allowed, as they do not correspond
to valid values of nplsLpsConfi gDomai nl ndex. "

::={ nmplsLpsObjects 1}

sLpsConfi gTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mol sLpsConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table lists the MPLS-TP |inear protection domains that
have been configured on the system
An entry is created by a network operator who wants to run
the MPLS-TP linear protection protocol for the protection
domai n. "
::={ mplsLpsObjects 2 }

mp

sLpsConfi gEntry OBJECT- TYPE
SYNTAX Mpl sLpsConfi gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the npl sLpsConfigTable."
I NDEX { npl sLpsConfi gDomai nl ndex }
::={ nmplsLpsConfigTable 1 }

mp

Mpl sLpsConfi gEntry ::= SEQUENCE {

nmpl sLpsConf i gDomai nl ndex Unsi gned32,

nmpl sLpsConf i gDomai nName SnnpAdmi nStri ng,
npl sLpsConf i ghvbde | NTEGER,

nmpl sLpsConfi gProt ecti onType | NTEGER,

nmpl sLpsConfi gRevertive | NTEGER,

npl sLpsConfi gSdThr eshol d Unsi gned32,

nmpl sLpsConf i gSdBadSeconds Unsi gned32,

nmpl sLpsConf i gSdGoodSeconds Unsi gned32,

npl sLpsConfi g\Wai t ToRest or e Unsi gned32,
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npl sLpsConfi gHol dOF f Unsi gned32,
npl sLpsConfi gCont i nual TxI nt erval Unsi gned32,
npl sLpsConf i gRapi dTxI nt er val Unsi gned32,
nmpl sLpsConf i gConmand Mpl sLpsCommrand,
nmpl sLpsConfi gCreati onTi ne Ti meSt anp,
npl sLpsConf i gRowSt at us Rowst at us,
npl sLpsConfi gSt or ageType St or ageType
}
nmpl sLpsConf i gDomai nl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Index for the conceptual row identifying a protection domain.
Operators should obtain new values for row creation in this
tabl e by readi ng npl sLpsConfi gDomai nl ndexNext .
When the value of this object is the sane as the val ue of
nmpl sLpsMeConf i gDonmai n, the npl sLpsMeConfi gbDonain is defined
as either the working path or the protection path for this
protection domain."
::={ mplsLpsConfigEntry 1 }
npl sLpsConf i gDonai nName OBJECT- TYPE
SYNTAX SnnpAdni nString (SIZE (0..32))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Textual nanme that represents the MPLS-TP linear protection
domain. It facilitates easy adninistrative identification of
each protection donain."
DEFVAL {""}

::={ mplsLpsConfigEntry 2 }
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npl sLpsConfi gMode OBJECT- TYPE
SYNTAX | NTEGER {
psc(1),
aps(2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The node of the MPLS-TP linear protection nechanism This can
be either PSC or APS, as foll ows:

PSC
The Protection State Coordi nati on node as described in
RFC 6378.

APS
The Automatic Protection Switching node as described in
RFC 7271.

This object may not be nodified if the associated
npl sLpsConfi gRowSt at us object is equal to active(l).

The value of this object is not supposed to be changed
during operation. When the value should be changed,
the protection processes in both LERs MJST be
restarted with the sanme new val ue.

If this value is changed at one LER during operation,
the LER will generate PSC packets with a new
Capabilities TLV value. This will result in
npl sLpsEvent Capabiliti esM smatch notifications at both LERs."
REFERENCE
"Sections 9.2 and 10 of RFC 7271"
DEFVAL {psc}
::={ mplsLpsConfigEntry 3 }
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nmpl sLpsConfi gProt ecti onType OBJECT- TYPE
SYNTAX | NTEGER {
onePl usOneUni directional (1),
oneCol onOneBi di recti onal (2),
onePl usOneBi di recti onal (3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The protection architecture type of the protection donain.
This object represents both the bridge type, which can be
either a pernanent bridge (1+1) or a selector bridge (1:1);
and the switching schene, which can be either unidirectiona
or bidirectional

1+1

In the 1+1 protection schene, a fully dedicated protection
path is allocated. Data traffic is copied and fed at the
source to both the working path and the protection path.
The traffic on the working path and protection path is
transmitted sinultaneously to the sink of the protection
domai n, where sel ection between the working path and the
protection path is perforned.

1.1

In the 1:1 protection schene, a protection path is all ocated
to protect against a defect, failure, or degradation on the

working path. In normal conditions, data traffic is
transmitted over the working path, while the protection path
functions in the idle state. |If there is a defect on the

wor ki ng path or a specific adm nistrative request,
traffic is switched to the protection path.

bi di recti ona

In the bidirectional protection scheme, both directions
will be swtched sinultaneously even if the fault applies
to only one direction of the path.

uni di recti ona

In the unidirectional protection schenme, protection swtching
wi |l be performed independently for each direction of a
bidirectional transport path.

This object may not be nodified if the associated
nmpl sLpsConfi gRowSt at us object is equal to active(l)."
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mp

mp

REFERENCE

"Section 4.2.3 of RFC 6378"
DEFVAL {oneCol onOneBi di recti onal }
::={ mplsLpsConfigEntry 4 }

sLpsConfi gRevertive OBJECT- TYPE

SYNTAX I NTEGER { nonrevertive(l), revertive(2) }
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object represents the reversion node of the |inear
protection domain. The reversion node of the protection
mechani sm nay be either revertive or non-revertive.

nonrevertive
In the non-revertive node, after a service has been recovered,
traffic will be forwarded on the protection path.

revertive

In the revertive node, after a service has been recovered,
traffic will be redirected back onto the original working
pat h.

This object may not be nodified if the associated
npl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE
"Section 4.2.4 of RFC 6378"
DEFVAL { revertive }
::={ mplsLpsConfigEntry 5 }

sLpsConfi gSdThr eshol d OBJECT- TYPE
SYNTAX Unsi gned32 (0..100)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object holds the threshold val ue of the Signal Degrade
(SD) defect in percent. In order to detect the SD defect,

the MPLS-TP packet |oss neasurenent (LM is perforned
every second.

If either the packet loss is negative (i.e., there are nore
packets received than transnmtted) or the packet loss ratio
(l ost packets/transnmitted packets) in percent is greater than
this threshol d value, a Bad Second is decl ared.

O herwi se, a Good Second is decl ared.
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mp

nmp

The SD defect is detected if there are

npl sLpsConf i gSdBadSeconds consecuti ve Bad Seconds
and cleared if there are

nmpl sLpsConfi gSdGoodSeconds consecuti ve Good Seconds.

This object may be nodified if the associated
npl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE
"Clause 6.1.3.3 of ITUT Recormendation G 8121/Y.1381 and
Table 8-1 of I TU T Recomendation G 8151/Y.1374"
DEFVAL { 30 }
::={ nplsLpsConfigEntry 6 }

sLpsConfi gSdBadSeconds OBJECT- TYPE
SYNTAX Unsi gned32 (2..10)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object holds the number of Bad Seconds to detect the

2017

SD.

If the nunber of consecutive Bad Seconds reaches this val ue,

the SD defect is detected and used as an input to
the protection swi tching process.

This object may be nodified if the associated
npl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE
"Clause 6.1.3.3 of ITUT Recormmendation G 8121/Y.1381 and
Table 8-1 of ITU T Recommendation G 8151/Y.1374"
DEFVAL { 10 }
c:= { nplsLpsConfigEntry 7 }

sLpsConfi gSdGoodSeconds OBJECT- TYPE
SYNTAX Unsi gned32 (2..10)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object holds the nunber of Good Seconds to declare
the cl earance of an SD defect.

After an SD defect occurs on a path, if the nunber of
consecutive Good Seconds reaches this value for the
degraded path, the clearance of the SD defect is declared
and used as an input to the protection sw tching process.
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nmp

mp

This object may be nodified if the associated
nmpl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE
"Clause 6.1.3.3 of ITUT Recomendation G 8121/Y.1381 and
Table 8-1 of ITU T Recommendati on G 8151/Y. 1374"
DEFVAL { 10 }
::={ mplsLpsConfigEntry 8 }

sLpsConfi g\Wai t ToRest ore OBJECT- TYPE
SYNTAX Unsi gned32 (5..12)

UNI TS "m nut es”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object holds the Wait-to-Restore tinmer value in mnutes
and can be configured in 1-mnute intervals between 5 and
12 mi nutes.

The WIR tinmer is used to delay the reversion of the PSC state
to the Normal state when recovering froma failure condition
on the working path when the protection donmain is configured
for revertive behavior.

This object may not be nodified if the associated

npl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE

"Section 3.5 of RFC 6378"
DEFVAL { 5 }
::={ mplsLpsConfigEntry 9 }

sLpsConfi gHol dOF f OBJECT- TYPE

SYNTAX Unsi gned32 (0..100)
UNI TS "deci seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The hold-off tinme in deciseconds. Represents the tine
bet ween SF/ SD condi ti on detection and decl aration of
an SF/ SD request to the protection switching |ogic.

It is intended to avoid unnecessary sw tching when a
| ower-1layer protection nmechanismis in place.
Can be configured in intervals of 100 nilliseconds.

Wien a new defect or a nore severe defect occurs on

the active path (the path fromwhich the selector selects
the user data traffic) and this value is non-zero,

the hold-off tinmer will be started. A defect on the standby
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mp

mp

path (the path fromwhich the sel ector does not sel ect the
user data traffic) does not trigger the start of the hol d-off
timer, as there is no need for a traffic sw tchover

This object may not be nodified if the associated
npl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE
"Section 3.1 of RFC 6378"
DEFVAL { 0 }
::={ nmplsLpsConfigEntry 10 }

sLpsConfi gConti nual Txl nt erval OBJECT- TYPE
SYNTAX Unsi gned32 (1..20)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Continual Tx Tine in seconds. Represents the tine
interval to send the continual PSC packet to the other
end, based on the current state.

This object may not be nodified if the associated
nmpl sLpsConfi gRowSt at us obj ect is equal to active(l)."
REFERENCE
"Section 4.1 of RFC 6378"
DEFVAL { 5}
c:={ nplsLpsConfigEntry 11 }

sLpsConfi gRapi dTxI nt erval OBJECT- TYPE
SYNTAX Unsi gned32 (1000. .20000)
UNI TS "m croseconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Rapid Tx interval in mcroseconds. Represents the tine
interval to send the PSC packet to the other end, when
there is a change in the state of the linear protection donain
due to local input. The default value is 3.3 nilliseconds
(3300 microseconds).

This object may not be nodified if the associated
npl sLpsConfi gRowSt at us object is equal to active(l)."
REFERENCE
"Section 4.1 of RFC 6378"
DEFVAL { 3300 }
::={ mplsLpsConfigEntry 12 }
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nmpl sLpsConf i gCommand OBJECT- TYPE
SYNTAX Mpl sLpsConmmand
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Allows the initiation of an operator command on
the protection donain.

When read, this object returns the last comand witten

or noCd if no cormmand has been witten since initialization.
The return of the last command witten does not inply that
this command is currently in effect. This request nmay have
been preenpted by a higher-priority local or renpte request.

This object may be nodified if the associ ated
nmpl sLpsConfi gRowSt at us obj ect is equal to active(l)."
REFERENCE
"Sections 3.1 and 3.2 of RFC 6378 and Sections 4.3 and 6 of
RFC 7271"
DEFVAL { noCnd }
::={ nplsLpsConfigEntry 13 }

sLpsConfi gCreati onTi ne OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTine at the tinme the row was created."
::={ mplsLpsConfigEntry 14 }

mp

sLpsConfi gRowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object represents the status of the MPLS-TP |i near
protection domain entry. This variable is used to
create, nodify, and/or delete a rowin this table."

::={ nplsLpsConfigEntry 15 }

mp
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npl sLpsConfi gSt orageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type for this conceptual row.
Conceptual rows having the val ue ’'pernmanent’ need not

nmp

Mo

Ki ngston Smiler,

allow wite access to any colunmar objects in the row "

DEFVAL { nonVol atile }
::={ nmplsLpsConfigEntry 16 }

MPLS- TP Li near Protection Switching Status Table.
This table provides protection donain statistics.

sLpsSt at usTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sLpsSt at usEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides status information about MPLS-TP

| inear protection domains that have been confi gured
on the system"

::={ nmplsLpsObjects 3}

sLpsSt at usEntry OBJECT- TYPE
SYNTAX Mpl sLpsSt at usEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the nplsLpsStatusTable."
AUGVENTS { npl sLpsConfigEntry }
::={ nplsLpsStatusTable 1 }

sLpsStatusEntry ::= SEQUENCE {

April

npl sLpsSt at usSt at e
nmpl sLpsSt at usRegRcv
npl sLpsSt at usReqSent

Mpl sLpsSt at e,
Mpl sLpsReq,
Mpl sLpsReq,

nmpl sLpsSt at usFpat hPat hRev
nmpl sLpsSt at usFpat hPat hSent

Mpl sLpsFpat hPat h,
Mpl sLpsFpat hPat h,

npl sLpsSt at usReverti veM smat ch Tr ut hval ue,
npl sLpsSt at usPr ot ecTypeM snat ch Tr ut hval ue,
npl sLpsSt at usCapabi liti esM smatch  Trut hVval ue,
npl sLpsSt at usPat hConfi gM smat ch Trut hval ue,
nmpl sLpsSt at usFopNoResponses Count er 32,
nmpl sLpsSt at usFopTi meout s Count er 32
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npl sLpsSt at usSt at e OBJECT- TYPE
SYNTAX Mpl sLpsSt at e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current state of the PSC state machine.”
REFERENCE
"Section 11 of RFC 7271"
::={ mplsLpsStatusEntry 1 }

sLpsSt at usReqRcv OBJECT- TYPE
SYNTAX Mpl sLpsReq
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current value of the PSC Request field received on
the nost recent PSC packet."
REFERENCE
"Section 4.2 of RFC 6378"
::={ nplsLpsStatusEntry 2 }

mp

sLpsSt at usReqSent OBJECT- TYPE
SYNTAX Mpl sLpsReq
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current value of the PSC Request field sent on the
nost recent PSC packet."
REFERENCE
"Section 4.2 of RFC 6378"
::={ nplsLpsStatusEntry 3 }

nmp

sLpsSt at usFpat hPat hRev OBJECT- TYPE
SYNTAX Mpl sLpsFpat hPat h
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current value of the FPath and Path fields received
on the nost recent PSC packet."
REFERENCE
"Section 4.2 of RFC 6378"
::={ nplsLpsStatusEntry 4 }

nmp
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npl sLpsSt at usFpat hPat hSent OBJECT- TYPE
SYNTAX Mpl sLpsFpat hPat h
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current value of the FPath and Path fields sent
on the nost recent PSC packet."
REFERENCE
"Section 4.2 of RFC 6378"
::={ mplsLpsStatusEntry 5 }

sLpsSt at usReverti veM smat ch OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates a provisioning msmatch in the
revertive node across the protection donmain endpoints.
The val ue of this object becones true when a PSC nessage with
an inconpati ble Revertive field is received or false when a
PSC nessage with a conpatible Revertive field is received."
REFERENCE
"Section 12 of RFC 7271"
::={ nplsLpsStatusEntry 6 }

mp

sLpsSt at usProt ecTypeM smat ch OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates a provisioning msnmatch in the
protection type, representing both the bridge type and the
swi tching type, across the protection donmain endpoints.
The val ue of this object becones true when a PSC nessage with
an inconpati ble Protection Type (PT) field is received or
fal se when a PSC nessage with a conpatible PT field is
received. "

REFERENCE
"Section 12 of RFC 7271"

::={ mplsLpsStatusEntry 7 }

mp
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npl sLpsSt at usCapabi liti esM smat ch OBJECT- TYPE

nmp

SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates a provisioning nismatch in
Capabilities TLVs across the protection donai n endpoints.
The val ue of this object becones true when a PSC nessage with
an inconpatible Capabilities TLV field is received or false
when a PSC nessage with a conpatible Capabilities TLV field is
recei ved.

The Capabilities TLV with OxF8000000 i ndicates that the APS
node is used for the MPLS-TP |inear protection nechanism
whereas the PSC node either (1) uses the Capabilities TLV
with a value of 0x0 or (2) does not use the Capabilities TLV
because the TLV does not exist."

REFERENCE
"Section 12 of RFC 7271"

::={ nplsLpsStatusEntry 8 }

sLpsSt at usPat hConfi gM smat ch OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates a provisioning msmatch in the
protection path configuration for PSC comuni cati on across
the protection domain endpoints.

The val ue of this object becones true when a PSC nessage is
received fromthe working path or false when a PSC nessage
is received fromthe protection path."

REFERENCE
"Section 12 of RFC 7271"

::={ nplsLpsStatusEntry 9 }
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npl sLpsSt at usFopNoResponses OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object holds the nunber of occurrences of protoco
failure due to a lack of response to a traffic
swi tchover request within 50 ns.

When there is a traffic switchover due to a | ocal request,
a 50 ms timer is started to detect protocol failure due to
no response. |f there is no PSC nessage received with the
sane Path value as the Path value in the transnitted
PSC nessage until the 50 ns timer expires, protocol failure
due to no response occurs."
REFERENCE
"Section 12 of RFC 7271"
::={ nplsLpsStatusEntry 10 }

sLpsSt at usFopTi meout s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object holds the nunber of occurrences of protoco
failure due to no PSC nmessage being received during
at least 3.5 tinmes the I ong PSC nessage interval

mp

When no PSC nmessage is received on the protection path during
at least 3.5 tinmes the | ong PSC nessage interval and there
is no defect on the protection path, protocol failure due to
no PSC nessage occurs."
REFERENCE
"Section 12 of RFC 7271"
::={ mplsLpsStatusEntry 11 }

-- MPLS-TP Linear Protection ME Association Configuration Table.
-- This table supports the addition, configuration, and deletion
-- of MPLS-TP linear protection MES in protection domains.

nmpl sLpsMeConf i gTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Mol sLpsMeConfi gEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"This table lists ME associations that have been configured
in protection domains."
.= { nplsLpsObjects 4 }
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nmpl sLpsMeConfi gEntry OBJECT- TYPE

SYNTAX Mpl sLpsMeConfi gEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row in the nplsLpsMeConfigTable. There is

a sparse relationship between the conceptual rows of
this table and the npl sCanl dMeTabl e.

Each time that an entry is created in the npl sCam dMeTabl e
for which the LER supports MPLS-TP |inear protection,
arowis created automatically in the npl sLpsMeConfi gTabl e.

An entry in this table is related to a single entry in

the npl sCam dMeTabl e.  When a point-to-point transport path
needs to be nonitored, one ME is needed for the path,

and one entry in the nplsCam dMeTable will be created.

But the ME entry in the npl sCanl dMeTabl e may or may not
participate in protection swtching.

If an ME participates in protection switching, an entry in
t he npl sLpsMeConfi gTabl e MJUST be created, and the objects

in the entry indicate which protection domain this M

bel ongs to and whether this ME is for the working path or

the protection path.

If the ME does not participate in protection swtching,

an entry in the nplsLpsMeConfigTabl e does not need

to be created.”
I NDEX { npl sCam dMegl ndex, npl sCaml dMel ndex, npl sCanm dMeMpl ndex}
::={ nplsLpsMeConfigTable 1 }

Mpl sLpsMeConfi gEntry ::= SEQUENCE {
nmpl sLpsMeConf i gDomai n Unsi gned32,
nmpl sLpsMeConf i gPat h | NTEGER
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npl sLpsMeConf i gDomai n OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object holds the npl sLpsConfi gDonai nl ndex val ue for

the protection domain in which this ME is included.
If this MEis not part of any protection donain, then
this object contains the value O.

When the value of this object is the same as the val ue of

npl sLpsConfi gDonai nl ndex, the object is defined as either

the working path or the protection path of the

protection domain correspondi ng to npl sLpsConfi gDonai nl ndex. "
DEFVAL { 0 }
::={ nplsLpsMeConfigEntry 1}

sLpsMeConfi gPat h OBJECT- TYPE
SYNTAX | NTEGER { working(1l), protection(2) }
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object represents whether the ME is configured
as the working path or the protection path."
REFERENCE
"Section 4.3 of RFC 6378"
c:={ npl sLpsMeConfigEntry 2 }

mp

-- MPLS Linear Protection ME Status Tabl e.
-- This table provides protection switching ME statistics.

nmpl sLpsMeSt at usTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mpl sLpsMeSt at uséntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains status information of all the MEs
that are included in MPLS-TP |inear protection domains."
::={ nmplsLpsObjects 5}
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npl sLpsMeSt at useEntry OBJECT- TYPE

Mo

mp

SYNTAX Mpl sLpsMeSt at uséntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the nplsLpsMeSt atusTabl e. "
AUGMENTS { npl sLpsMeConfi gEntry }
= { nplsLpsMeStatusTable 1 }

SLpsMeSt at usEntry :: = SEQUENCE {

nmpl sLpsMeSt at usCur r ent BI TS,

npl sLpsMeSt at usSi gnal Degr ades Count er 32,
nmpl sLpsMeSt at usSi gnal Fai | ures Count er 32,
nmpl sLpsMeSt at usSwi t chover s Count er 32,
npl sLpsMeSt at usLast Swi t chover Ti meSt anp,
nmpl sLpsMeSt at usSwi t chover Seconds Count er 32
sLpsMeSt at usCurrent OBJECT- TYPE

SYNTAX BI TS {
| ocal Sel ect Traffic(0),
| ocal SD( 1),
| ocal SF(2)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the current state of the M

| ocal Sel ect Traffic
This bit indicates that traffic is being selected from
this M

| ocal SD
This bit inplies that a | ocal Signal Degrade condition is
in effect on this M path.

| ocal SF
This bit inplies that a local Signal Fail condition is
in effect on this M/ path.”

REFERENCE
"Section 4.3 of RFC 6378 and Section 7 of RFC 7271"

{ npl sLpsMeStatusEntry 1 }

2017
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npl sLpsMeSt at usSi gnal Degr ades OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the count of Signal Degrade conditions.
For the detection and cl earance of Signal Degrade,
see the description of nplsLpsConfigSdThreshold."
REFERENCE
"Section 7 of RFC 7271"
::={ nplsLpsMeStatusEntry 2 }

sLpsMeSt at usSi gnal Fai | ures OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Represents the count of Signal Fail conditions.
This condition occurs when the OQAM running on this M
detects the Signal Fail event."

REFERENCE
"Section 4.3 of RFC 6378"

::={ nplsLpsMeStatusEntry 3 }

mp

sLpsMeSt at usSwi t chover s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the count of sw tchovers that happened in this M

mp

Wien the npl sLpsMeConfigPath value is "working , this object
will return the nunber of tines that traffic has been
switched fromthis working path to the protection path.

When the npl sLpsMeConfigPath value is "protection’, this
object will return the nunber of tines that traffic has been
switched back to the working path fromthis protection path."
REFERENCE
"Section 4.3 of RFC 6378"
::={ nplsLpsMeStatusEntry 4 }
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npl sLpsMeSt at usLast Swi t chover OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object holds the value of sysUpTine at the tine that
the | ast switchover happened.

When the npl sLpsMeConfigPath value is "working , this object
will return the value of sysUpTinme when traffic was sw tched
fromthis path to the protection path.

If traffic has never switched to the protection path, the
value 0 will be returned.

When the npl sLpsMeConfi gPath value is '"protection’, this
object will return the value of sysUpTine the last tine that
traffic was switched back to the working path fromthis path.
If no traffic has ever switched back to the working path from
this protection path, the value 0 will be returned."”
REFERENCE
"Section 4.3 of RFC 6378"
::={ nplsLpsMeStatusEntry 5 }

sLpsMeSt at usSwi t chover Seconds OBJECT- TYPE
SYNTAX Count er 32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The cunul ative Protection Switching Duration (PSD) tine
i n seconds.

mp

For the working path, this is the cumul ative nunber of
seconds that traffic was selected fromthe protection path.

For the protection path, this is the cunulative nunber
of seconds that the working path has been used to
select traffic.”

REFERENCE
"Section 4.3 of RFC 6378"

::={ nplsLpsMeStatusEntry 6 }
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npl sLpsNot i fi cati onEnabl e OBJECT- TYPE
SYNTAX BITS {

swi t chover (0),
revertiveM smatch(1),
prot ecTypeM smat ch( 2),
capabilitiesM smatch(3),
pat hConfi gM smat ch(4),
f opNoResponse(5),
f opTi meout ( 6)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Provides the ability to enable and disable notifications
defined in this MB nodul e.

swi t chover
I ndi cates that nplsLpsEvent Switchover notifications should be
gener at ed.

revertiveM smatch
I ndi cates that nplsLpsEvent RevertiveM smatch notifications
shoul d be generat ed.

prot ecTypeM snat ch
I ndi cates that nplsLpsEvent ProtecTypeM smatch notifications
shoul d be generat ed.

capabilitiesM smatch
I ndi cates that nplsLpsEvent CapabilitiesM snmatch notifications
shoul d be generat ed.

pat hConfi gM snat ch
I ndi cates that nplsLpsEvent Pat hConfi gM smatch notifications
shoul d be generat ed.

f opNoResponse
I ndi cates that npl sLpsEvent FopNoResponse noti fications shoul d
be generated.

f opTi meout
I ndi cates that npl sLpsEvent FopTi meout notifications should be
generated. "
REFERENCE
"Section 12 of RFC 7271"
DEFVAL { { } }
::={ mplsLpsObjects 6 }
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-- MPLS Linear Protection EVENTS.

sLpsEvent Swi t chover NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsMeSt at usSwi t chovers, npl sLpsMeSt atusCurrent }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent Swi tchover notification is sent when the
val ue of an instance of nplsLpsMeStatusSwi tchovers
i ncrements. "
::={ nplsLpsNotifications 1}

nmp

sLpsEvent RevertiveM snmat ch NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsSt at usRevertiveM smatch }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent Reverti veM smatch notification is sent when
the val ue of nplsLpsStatusRevertiveM smatch changes.”
::={ nplsLpsNotifications 2 }

mp

sLpsEvent Prot ecTypeM snmat ch NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsSt at usProt ecTypeM smatch }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent Prot ecTypeM smatch notification is sent
when the val ue of nplsLpsStatusProtecTypeM smatch changes.
c:={ nplsLpsNotifications 3}

mp

sLpsEvent Capabiliti esM smat ch NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsSt at usCapabilitiesM smatch }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent CapabilitiesM smatch notification is sent
when the val ue of nplsLpsStatusCapabiliti esM smatch changes. "
::={ nplsLpsNotifications 4}

nmp

sLpsEvent Pat hConf i gM smat ch NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsSt at usPat hConfi gM snmatch }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent Pat hConfi gM smat ch notification is sent
when the val ue of npl sLpsStatusPat hConfi gM smatch changes. "
::={ nplsLpsNotifications 5 }

mp
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npl sLpsEvent FopNoResponse NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsSt at usFopNoResponses }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent FopNoResponse notification is sent when the
val ue of npl sLpsSt at usFopNoResponses i ncrenents. "
::={ nplsLpsNotifications 6 }

npl sLpsEvent FopTi meout NOTI FI CATI ON- TYPE
OBJECTS { npl sLpsSt at usFopTi meout s }
STATUS current
DESCRI PTI ON
"An npl sLpsEvent FopTi neout notification is sent when the
val ue of npl sLpsSt at usFopTi neouts increnments.”
c:={ nplsLpsNotifications 7 }

-- End of Notifications.
-- Modul e Conpli ance.

npl sLpsConpl i ances
OBJECT | DENTI FI ER : :

{ rmpl sLpsConformance 1 }

npl sLpsG oups

OBJECT I DENTIFIER ::= { nplsLpsConformance 2 }

-- Conpliance requirenment for fully conpliant inplenentations.

nmpl sLpsMbdul eFul | Conpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"Conpl i ance statenent for agents that provide full support for
the MPLS-LPS-M B nodul e. Such devices can provide |inear
protection and al so be configured using this MB nodule.”
MODULE -- this nodul e
MANDATORY- GROUPS {
nmpl sLpsScal ar G oup,
npl sLpsTabl eG oup,
nmpl sLpsMeTabl eG oup

GROUP nmpl sLpsNot i fi cati onG oup
DESCRI PTI ON
"This group is only nmandatory for those
i mpl ementations that can efficiently inplenent
the notifications contained in this group.”
::={ nmplsLpsConpliances 1 }
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Conpl i ance requirenment for read-only inplenentations.

npl sLpsMbdul eReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that only provide
read-only support for the MPLS-LPS-M B nodul e. "
MODULE -- this nodul e
MANDATORY- GROUPS {
nmpl sLpsScal ar G oup,
nmpl sLpsTabl eG oup,
npl sLpsMeTabl eGr oup

GROUP nmpl sLpsNot i fi cati onG oup
DESCRI PTI ON
"This group is only mandatory for those
i npl enmentations that can efficiently inplenment
the notifications contained in this group."

-- npl sLpsConfi gTabl e

OBJECT nmpl sLpsConf i gvbde
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT nmpl sLpsConfi gProt ecti onType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sLpsConfi gRevertive
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT npl sLpsConfi gSdThr eshol d
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT npl sLpsConfi gSdBadSeconds
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
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OBJECT npl sLpsConfi gSdGoodSeconds
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT npl sLpsConfi g\Wai t ToRest or e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sLpsConf i gCont i nual TxI nt er val
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT nmpl sLpsConf i gRapi dTxI nt er val
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sLpsConf i gConmand
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT npl sLpsConf i gRowSt at us
SYNTAX RowSt atus { active(1) }
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT nmpl sLpsConfi gSt or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
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-- npl sLpsMeConfi gTabl e

OBJECT nmpl sLpsMeConf i gDomai n
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT npl sLpsMeConf i gPat h
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”
::={ mplsLpsConpliances 2 }

-- Units of conformance.

sLpsScal ar G oup OBJECT- GROUP

OBJECTS {
npl sLpsConf i gDonmai nl ndexNext ,
npl sLpsNoti fi cati onEnabl e

mp

}
STATUS current
DESCRI PTI ON
"Col | ection of objects needed for MPLS |linear protection.”
::={ mplsLpsGoups 1}

npl sLpsTabl eG oup OBJECT- GROUP
OBJECTS {

nmpl sLpsConf i gDomai nNane,
npl sLpsConf i gRowSt at us,
npl sLpsConf i gvbde,
nmpl sLpsConfi gProt ecti onType,
nmpl sLpsConfi gReverti ve,
nmpl sLpsConfi gSdThr eshol d,
nmpl sLpsConf i gSdBadSeconds,
npl sLpsConfi gSdGoodSeconds,
nmpl sLpsConfi g\Wai t ToRest or e,
nmpl sLpsConfi gHol dOF f,
nmpl sLpsConfi gConti nual TxI nt erval ,
nmpl sLpsConf i gRapi dTxI nt erval ,
nmpl sLpsConf i gConmand,
npl sLpsConfi gCreati onTi ne,
npl sLpsConfi gSt or ageType,
nmpl sLpsSt at usSt at e,
npl sLpsSt at usReqRev,
nmpl sLpsSt at usReqSent ,
nmpl sLpsSt at usFpat hPat hRcv,
npl sLpsSt at usFpat hPat hSent
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npl sLpsSt at usReverti veM smat ch,
npl sLpsSt at usPr ot ecTypeM smat ch,
npl sLpsSt at usCapabi i ti esM smat ch,
nmpl sLpsSt at usPat hConf i gM smat ch,
nmpl sLpsSt at usFopNoResponses,

npl sLpsSt at usFopTi meout s

}
STATUS current
DESCRI PTI ON

M B April

"Col | ection of objects needed for MPLS |inear protection

configuration and statistics."
::={ mplsLpsGoups 2}

npl sLpsMeTabl eG oup OBJECT- GROUP
OBJECTS {

nmpl sLpsMeConf i gDomai n,
nmpl sLpsMeConf i gPat h,
npl sLpsMeSt at usCurr ent,
npl sLpsMeSt at usSi gnal Degr ades,
npl sLpsMeSt at usSi gnal Fai | ur es,
npl sLpsMeSt at usSwi t chover s,
nmpl sLpsMeSt at usLast Swi t chover,
nmpl sLpsMeSt at usSwi t chover Seconds

}
STATUS current
DESCRI PTI ON

"Col l ection of objects needed for MPLS |inear protection

ME configuration and statistics."”
::={ mplsLpsG oups 3}

npl sLpsNot i fi cati onG oup NOTI FI CATI ON- GROUP

NOTI FI CATI ONS {
npl sLpsEvent Swi t chover,
nmpl sLpsEvent RevertiveM smat ch,
nmpl sLpsEvent Pr ot ecTypeM smat ch,
npl sLpsEvent Capabiliti esM smat ch,
npl sLpsEvent Pat hConfi gM smat ch,
npl sLpsEvent FopNoResponse,
npl sLpsEvent FopTi meout

}
STATUS current
DESCRI PTI ON

"Col | ection of objects needed to inplenent notifications."

::={ mplsLpsGoups 4}

-- MPLS-LPS-M B nodul e ends
END
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9.

Security Considerations

There are a nunber of nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi thout proper protection opens devices to attack. These
are the tables and objects and their sensitivity/vulnerability:

o The npl sLpsConfigTable is used to configure MPLS-TP |i near
protection domains. |nproper manipulation of the objects in this
table may result in different behaviors than what network
operators originally intended, such as delaying traffic sw tching
or causing a race condition with server-layer protection after
network failure (nplsLpsConfigHol dOf), delaying or speeding up
reversion after recovering fromnetwork failure
(pl sLpsConfi gWai t ToRestore), unexpected traffic sw tching
(mpl sLpsConfi gConmmand), or the di scontinuance of the operation of
a protection switching control process (nplsLpsConfighbde
nmpl sLpsConfi gProt ecti onType).

0 The npl sLpsMeConfigTable is used to assign each ME to either the
wor ki ng path or the protection path. |nproper nanipul ation of
this object may result in the discontinuance of the operation of a
protection swi tching control process.

o The notification is controlled by the nplsLpsNotificati onEnabl e
object. In the case of the discontinuance of a protection
swi tching control process, network operators may not be notified
if the nplsLpsNotificationEnable object is conproni sed.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 The npl sLpsSt at usTabl e and t he npl sLpsMeSt at usTabl e col |l ectively
show the history and current status of the MPLS-TP I|i near
protection domains. They can be used to estinmate the perfornance
and qualities of networks configured to use MPLS-TP |i near
protection. |f an admi nistrator does not want to reveal this
i nfformation, then these tables should be considered
sensitive/ vul nerabl e.
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SNMP versions prior to SNVWPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using | Psec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in this
M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [ RFC3410]), and inpl enentations claimng
conpliance to the SNMPv3 standard MUST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES cipher algorithm[RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC8353] .

Furt her, deployment of SNMP versions prior to SNWPv3 is

NOT RECOVMENDED. Instead, it is RECOMENDED to depl oy SNVWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

10. | ANA Consi derati ons
| ANA has assigned an O D of decimal 22 for the MPLS Linear Protection
M B nodul e (MPLS-LPS-M B) specified in this docunment in the "MB

Transm ssion G oup - MPLS STD M B" subregistry of the
"Internet-standard MB - Transnission G oup" registry.
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