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Abstr act

Thi s docunent describes how to use secure DNS to associate an S/M ME
user’'s certificate with the intended domain nane, sinilar to the way
t hat DNS- Based Aut hentication of Nanmed Entities (DANE), RFC 6698,
does for TLS.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. 1t has received public review and has been approved for
publication by the Internet Engineering Steering G oup (IESG. Not
al | docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc8162

Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

S/'M ME [ RFC5751] nessages often contain a certificate (sonme nessages
contain nore than one certificate). These certificates assist in
aut henticating the sender of the nessage and can be used for
encrypting messages that will be sent in reply. 1In order for the
S/M ME receiver to authenticate that a nessage is fromthe sender
identified in the nmessage, the receiver’'s Mail User Agent (MJA) nust
validate that this certificate is associated with the purported
sender. Currently, the MJA nmust trust a trust anchor upon which the
sender’s certificate is rooted and nust successfully validate the
certificate. There are other requirenments on the MJA, such as
associating the identity in the certificate with that of the nessage,
that are out of scope for this docunent.

Some people want to authenticate the association of the sender’s
certificate with the sender without trusting a configured trust
anchor. Qhers to want mitigate the difficulty of finding
certificates fromoutside the enterprise. Gven that the DNS

adm nistrator for a domain nane is authorized to give identifying
i nformation about the zone, it nakes sense to allow that
administrator to al so nake an authoritative binding between enuil
nmessages purporting to cone fromthe domain nane and a certificate
that m ght be used by soneone authorized to send mail fromthose
servers. The easiest way to do this is to use the DNS
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Thi s docunent describes a nmechani smfor associating a user’s
certificate with the domain that is sinilar to that described i n DANE
itself [ RFC6698], as updated by [RFC7218] and [ RFC7671]; it is also
simlar to the mechanismgiven in [RFC7929] for OpenPGP. Mst of the
operational and security considerations for using the nechanismin

t his docunent are described in RFC 6698 and are not described here at
all. Only the major differences between this nechani smand those
used in RFC 6698 are described here. Thus, the reader nust be
famliar with RFC 6698 before readi ng this docunent.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent al so makes use of standard PKI X, DNSSEC, and S/M ME
term nol ogy. See PKI X [ RFC5280], DNSSEC [ RFC4033] [ RFC4034]
[ RFC4035], and S/M MeE [ RFC5751] for these terns.

1.2. Experinent Coal

This specification is one experinent in inproving access to public
keys for end-to-end enmail security. There are a range of ways in
whi ch this can reasonably be done for QpenPGP or S/IM Mg, for exanple,
using the DNS, SMIP, or HTTP. Proposals for each of these have been
made with various | evels of support in ternms of inplenentation and
depl oynent. For each such experinent, specifications such as this
will enable experinments to be carried out that may succeed or that
may uncover technical or other inpedinents to |large- or snall-scale
depl oynents. The | ETF encourages those inplenmenting and depl oyi ng
such experiments to publicly docunent their experiences so that
future specifications in this space can benefit.

Thi s docunent defines an RRtype whose use is Experinental. The goa
of the experiment is to see whether encrypted email usage will
increase if an autonated discovery nmethod is available to Mai
Transfer Agents (MrIAs) and if MJAs help the end user with emil
encryption key managenent.

It is unclear if this RRtype will scale to sone of the |arger enail
service depl oynents. Concerns have been raised about the size of the
SM MEA record and the size of the resulting DNS zone files. This
experinment hopefully will give the | ETF sonme insight into whether or
not this is a problem
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If the experinent is successful, it is expected that the findings of
the experinment will result in an updated docunent for Standards Track
appr oval

2. The SM MEA Resource Record

The SM MEA DNS resource record (RR) is used to associate an end
entity certificate or public key with the associated email address,
thus forming a "SM MEA certificate association". The semantics of
how the SM MEA resource record is interpreted are given later in this
docunent. Note that the information returned in the SM MEA record

m ght be for the end entity certificate, or it mght be for the trust
anchor or an internediate certificate. This mechanismis simlar to
the one given in [RFC7929] for OpenPGP.

The type value for the SMMEA RRtype is defined in Section 8. The
SM MEA resource record is class independent.

The SM MEA wire fornat and presentation format are the same as for
the TLSA record as described in Section 2.1 of [RFC6698]. The
certificate usage field, the selector field, and the matching type
field have the same format; the semantics are al so the sanme except
where RFC 6698 tal ks about TLS as the target protocol for the
certificate information.

3. Location of the SM MEA Record

The DNS does not allow the use of all characters that are supported
in the "local-part" of enmil addresses as defined in [ RFC5322] and

[ RFC6530]. Therefore, enmil addresses are mapped into DNS using the
foll owi ng et hod:

1. The "left-hand side" of the email address, called the "local -
part" in both the mail nessage format definition [ RFC5322] and in
the specification for internationalized email [RFC6530]) is
encoded in UTF-8 (or its subset ASCIl). |If the local-part is
witten in another charset, it MJST be converted to UTF-8.

2. The local-part is first canonicalized using the follow ng rules.
If the local-part is unquoted, any comments and/or folding
whi t espace (CFWS) around dots (".") is renoved. Any enclosing
doubl e quotes are renoved. Any literal quoting is renoved

3. If the local-part contains any non-ASCI| characters, it SHOULD be
nornmal i zed using the Unicode Normalization Form C from [ UNI CODE] .
Recommended normalization rules can be found in Section 10.1 of
[ RFC6530] .
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4. The local-part is hashed using the SHA2-256 [ RFC5754] al gorithm
with the hash truncated to 28 octets and represented in its
hexadeci mal representation, to beconme the left-nost [abel in the
prepared domai n nane.

5. The string " _sminecert" becones the second left-nost |abel in the
prepared donmi n nane.

6. The domain name (the "right-hand side" of the email address,
called the "domain" in [RFC5322]) is appended to the result of
step 5 to conplete the prepared domai n nane.

For exanple, to request an SM MEA resource record for a user whose
emai | address is "hugh@xanpl e.cont, an SM MEA query woul d be pl aced
for the followi ng QNAVE: "c93f 1e400f 26708f 98cb19d936620da35eec8f 72e57
f 9eecOlclaf d6. sm mecert. exanpl e. cont'.

4, Emmil Address Variants and |Internationalization Considerations

Mai | systems usually handl e variant forms of |ocal-parts. The nost
common variants are upper and | ower case, often automatically
corrected when a name is recogni zed as such. Qher variants include
systens that ignore "noise" characters such as dots, so that |ocal-
parts 'johnsmith and ' John.Smth’ would be equivalent. Many systens
al | ow "extensions" such as 'john-ext’ or 'mary+ext’ where 'john or
"mary’ is treated as the effective local-part, and the "ext’ is
passed to the recipient for further handling. This can conplicate
finding the SM MEA record associated with the dynam cally created
emai | address.

[ RFC5321] and its predecessors have always nade it clear that only
the recipient MTAis allowed to interpret the local-part of an
address. Therefore, sending MJAs and MIAs supporting this

speci ficati on MUST NOT perform any kind of nmapping rules based on the
emai| address. In order to inprove the chances of finding SM MEA
resource records for a particular |ocal-part, domains that allow
variant forns (such as treating |ocal-parts as case-insensitive)

m ght publish SM MEA resource records for all variants of |ocal-
parts, mght publish variants on first use (for exanple, a webnai
provider that also controls DNS for a domain can publish variants as
used by owner of a particular local-part), or mght just publish

SM MEA resource records for the nost common vari ants.

Section 3 above defines how the local-part is used to deternine the
location in which one | ooks for an SM MEA resource record. G ven the
variety of local-parts seen in enmail, designing a good experinent for
this is difficult as a) sonme current inplenentations are known to

| owercase at | east US-ASCI| |ocal-parts, b) we know from (nmany) other
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situations that any strategy based on guessing and naking multiple
DNS queries is not going to achieve consensus for good reasons, and
c) the underlying issues are just hard -- see Section 10.1 of

[ RFC6530] for discussion of just some of the issues that woul d need
to be tackled to fully address this probl em

However, while this specification is not the place to try to address
these issues with local-parts, doing so is also not required to
determine the outcome of this experinment. |If this experinent
succeeds, then further work on email addresses with non-ASCI| | ocal -
parts will be needed, and that would be better based on the findings
fromthis experinent, rather than doing nothing or starting this
experinent based on a specul ative approach to what is a very conpl ex
t opi c.

5.  Mandatory-to-Inpl enent Features

S/IM ME MJAs conforming to this specification MIST be able to
correctly interpret SM MEA records with certificate usages 0, 1, 2,
and 3. S/MME MJAs conforming to this specification MIST be able to
conmpare a certificate association with a certificate offered by

anot her S/M ME MJA using selector types 0 and 1, and matching type O
(no hash used) and matching type 1 (SHA-256), and SHOULD be able to
make such conparisons with matching type 2 (SHA-512).

SIM ME MJAs conforming to this specification MIJST be able to
interpret any S/IMME capabilities (defined in [ RFC4262]) in any
certificates that it receives through SM MEA records.

6. Application Use of SSMME Certificate Associations

The SM MEA record allows an application or service to obtain an
SIMME certificate or public key and use it for verifying a digita
signature or encrypting a nmessage to the public key. The DNS answer
MUST pass DNSSEC validation; if DNSSEC validation reaches any state
other than "Secure" (as specified in [ RFC4035]), the DNSSEC
validation MIUST be treated as a failure

If no SSMME certificates are known for an email address, an SM MEA
DNS | ookup MAY be perfornmed to seek the certificate or public key
that corresponds to that email address. This can then be used to
verify a received signed nessage or can be used to send out an
encrypted emai|l nmessage. An application whose attenpt fails to
retrieve a DNSSEC-verified SM MEA resource record fromthe DNS shoul d
renenber that failed attenpt and not retry it for sone tine. This

wi |l avoid sending out a DNS request for each enail nessage the
application is sending out; such DNS requests constitute a privacy
| eak.
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7.

Certificate Size and DNS

Due to the expected size of the SM MEA record, applications SHOULD
use TCP -- not UDP -- to performqueries for the SM MEA resource
record

Al though the reliability of the transport of |arge DNS resource
records has inproved in the last years, it is still reconmended to
keep the DNS records as snmall as possible wthout sacrificing the
security properties of the public key. The algorithmtype and key
size of certificates should not be nodified to acconmodate this
section.

| ANA Consi der ati ons

Thi s docunment uses a new DNS RRtype, SM MEA, whose val ue (53) was
all ocated by I ANA fromthe "Resource Record (RR) TYPES" subregistry
of the "Domai n Nane System (DNS) Paraneters" registry

Security Considerations

Cient treatnent of any information included in the trust anchor is a
matter of local policy. This specification does not mandate that
such information be inspected or validated by the domai n nane

admi ni strator.

DNSSEC does not protect the queries from pervasive nonitoring as
defined in [RFC7258]. Since DNS queries are currently nostly
unencrypted, a query to look up a target SM MEA record could revea
that a user using the (nonitored) recursive DNS server is attenpting
to send encrypted enail to a target.

Vari ous conponents could be responsible for encrypting an emi
message to a target recipient. It could be done by the sender’s MJA
an MJA plugin, or the sender’s MIA. Each of these have their own
characteristics. An MJA can ask the user to nmake a decision before
continuing. The MJA can either accept or refuse a nessage. The MIA
m ght deliver the nmessage as is or encrypt the nessage before
delivering. Each of these conponents should attenpt to encrypt an
unencrypt ed outgoi ng nmessage whenever possible.

In theory, two different local-parts could hash to the sane val ue.
Thi s docunent assumes that such a hash collision has a negligible
chance of happeni ng.

If an obtained S/MME certificate is revoked or expired, that
certificate MJUST NOT be used, even if that would result in sending a
nmessage in plaintext.
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Anyone who can obtain a DNSSEC private key of a donmain nane via
coercion, theft, or brute-force cal culations can replace any SM MVEA
record in that zone and all of the delegated child zones. Any future
nmessages encrypted with the nalicious SM MEA key could then be read
Therefore, a certificate or key obtained from a DNSSEC-val i dat ed

SM MEA record can only be trusted as nmuch as the DNS donmi n can be

t rust ed.

Organi zations that are required to be able to read everyone’'s
encrypted email should publish the escrow key as the SM MEA record
Mai | servers of such organi zations MAY optionally re-encrypt the
message to the individual’s SIM M key. This case can be considered
a special case of the key-replacenent attack descri bed above.

9.1. Response Size

To prevent anplification attacks, an Authoritative DNS server NAY

wi sh to prevent returning SM MEA records over UDP unl ess the source

| P address has been confirned with DNS Cookies [ RFC7873]. |If a query
is received via UDP without source |IP address verification, the
server MJST NOT return REFUSED but answer the query with an enpty
answer section and the truncation flag set ("TC=1").

9.2. Emmil Address Information Leak

The hashing of the local-part in this docunent is not a security
feature. Publishing SM MEA records will create a list of hashes of
valid emai|l addresses, which could sinplify obtaining a list of valid
emai | addresses for a particular domain. It is desirable to not ease
the harvesting of enail addresses where possible.

The domain nane part of the emnil address is not used as part of the
hash so that hashes can be used in nultiple zones depl oyed using
DNAMVE [ RFC6672]. This makes it slightly easier and cheaper to brute-
force the SHA2-256 hashes into common and short |ocal-parts, as
singl e rai nbow tabl es [ Rai nbow] can be reused across domains. This
can be sonewhat countered by using NSEC3 [ RFC5155].

DNS zones that are signed with DNSSEC usi ng NSEC [ RFC4033] for deni al
of existence are susceptible to zone wal king, a nechanismthat allows
someone to enunerate all the SM MEA hashes in a zone. This can be
used in conbination with previously hashed cormon or short | ocal -
parts (in rainbow tables) to deduce valid email addresses. DNSSEC
signed zones using NSEC3 for denial of existence instead of NSEC are
significantly harder to brute-force after perforning a zone wal k.
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